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X F 1L , MvManage Dashboard§fin Z|Administration > Settings > Email Notifications > Edit}



fit B Enable Email NotificationsZf4. A TETRHRESR,

Email Notifications Enabled

Enable Email Notifications: (@) Enabled Disabled

Security: None (® ssL TLS

SMTP Server SMTP Port
smtp.gmail.com 465

From address Reply to address
vmanage(@viptela.com vmanagef@mviptela.com

F] Use SMTP Authentication

Username/Email Address Password

R (Ii_'l_:(‘]fﬂall COM  eeesassssesssesssesRs sk R R R R R e s

AR IE BRI R R4 it | BIER N SERIRSSSSTE, Hiin
, <..username..>@cisco.com , £ #h it A noreply@cisco.com. EA , MMRERZ , vManage
SHRZME . WHRECUTBERN B TRE kR4,

MR A EAGMail SMTPIRSEES , NIGMailSE=FANAERN AR EE T, fFla

, VManage@GMailE=FR A, EINEFEHRBEARSRIENNAZBE, EALiEManage
your Google account ( EE & Googletk = ) THWSecurity ( %2 ) EMFHIRELIRE, H&E
fEvManagei% & T /8 ISMTP B RiERT |, iE#ER £ Happ-password.

Securit
@ * 2-Step Verification & on
2 People & sharing
App passwords 1 password

— -

FFE2L | XBETFLE , WMSeverity, Alarm Name, Email-listFlWebHook URL,



REBETA

Email Address (Maximum 10)

T@gmail.com

@viptela.com

Cancel

AERGE R WebhookRI At R BHIENSEHREH . EIIRBRAPIEH

FEMER. HTTP POST A LA MvManage & ix Bl U bt B B EM RS . il , H&EFEvManaged
R Bwebhook HIEAWSH K “TC ARS8 KAt , ERMASESHRIFHALTHKREAR., EBATLL
EESNMELERSKRIITXLERE, 55 https://testwebhooks.com/e

B —NREIZ BB BN A LKW vManageM &, 152 [ https:/api.slack.com/incoming-



https://testwebhooks.com/
https://api.slack.com/incoming-webhooks

webhooks

B, F HR 4 1B

Email Notifications T H B — NI EFER. SIS ESBIR>F4EH,

hFREREEIHERRNEFIHRERE. RMANBERT , 8o HESSHB T4, HEFHR4t
B iZHEN , £2RBNEFMRRER. 5oMEFT2RIEE TG , RAEREFTHER.

MAER ERER D IR T BB BRI R EIR

BHE

#®&EvManage B & : /var/log/nms/vmanage-server.log

28-Jul-2018 15:51:41,847 UTC INFO [ts_vmanage] [NotificationsConsumer
28-Jul-2018 15:51:41,854 UTC INFO [ts_wmanagel [NotificationsConsum
28-Jul-2018 15:51:41,894 UTC INFO [}
28-)ul-2018 15:51:41,903 UTC INFO

EEF EI"W Al W'FU‘:F dispatcher-11) |default] 59 UJ Q 3 511

-akks ult-dispatcherz11) |default| R . F——s i.com, from vmanage@viptela.com to vmanage@viptela.com
!‘1‘7 ispatcher=14) |default] s ‘U 9
ult-dispatcher=14) |default| R cipient t . — s.com, from vmanage@viptela.com to vmanage@viptela.com

500
S2%5

oAl

JEidvManage-Dashboardi# T#iF. SMEEE>FHZAE , MEATTR.

M == N = = S i T = =N S ]

28 Jul 2018 8:51:44 AM PDT system 1.1.1.5 Email sent to1 e o @gmail. com Email Email
28 Jul 2018 8:51:43 AM PDT system 1.1.1.5 Email sent to v | @gmail. com Email Email
28 Jul 2018 8:51:42 AM PDT system 1115 Configuration change event - Device in CLimode...  deviceconfig  device-config-sync  11.1.1.254

R E B

From:\ @gmail.com

Subject: [NETWORK EVENT]Criticalinterface_Admin_State_Change
Date: July 28, 2018 at 8:51:41 AM PDT

To: _ @viptela.com

Reply-To: vmanage@viptela.com

*** This is an automatically generated email, please do not reply ***
An event with following details happened in your network:

Severity: Critical

Event: Interface Admin State Change

Devices: [11.1.1.254]

Hostnames: [ts_vedge w1]

Occurred on: Sat Jul 28 15:51:41 UTC 2018


https://api.slack.com/incoming-webhooks

HUEHEER

Ao RET THTFREERTHEHRNER,
KREFZAE :

B &I , vManage Audit-Log ( vManage®# B & ) AlgE 215 H BB FoR 4 AT RE 2 & 3X |, (BRBREXR
W EZ B FopHF, &7 LAE S /var/log/nms/vmanage-server.log AT b3 1T IRIE | B AR

28-Jul-2018 18:48:42,963 UTC INFO  [ts_vmanage otificationsConsumer] (vManage-akka.a
28-Jul-2018 18:48:42,970 UTC INFO [t5_vmanage [+]
5 : 1a

veanagedviptela. com
28-Jul-2016 18:48:43,266 UTC ERRDR [tz wmanage -}

javax.mail. AuthenticationFailadException: 535-5.7.8 Userna
535 5.7.B https://support.google. con/mailys ¥p=BadCre

FIEFT BB ERE —BEMX :

B, RERTHEHEERZSDINER. vManage2ZARBHREKE -1 ER. &N, ©26F
NAERSNER. WTERNENERAAN , BE BB FERH. BFERFBHSERBEREK
, BEHTR

HR, MREFE-MANF , EEINESANER , WRAA1HEARESZANTE, MREBEH
WNEANEHRESHB TG, FREELEMAN,

vmanage-server.logsH i “TEZ AP A MED"
MREBET , B AES T E451R Username and Password not accepted. Bt — 5 7 & A 8]

535 5.7.8https://support.google.com/mail/?p=BadCredentials m92sm8305479qte.50 - gsmtp, " &
Etk , A AEfEvManage Audit Log £ & RiZE TR LI T .

ZIANBERT , GmailtkPF ESE RS, FHAIEGmMalZEMNGmail SMTPAT |, BFoBE#HEIE, ZNis
LIhEE | BERITUTER -

1. & FGmail,
2. 5 B]JURL ashttps://www.google.com/settings/security/lesssecureapps.
3. BT,

ARG, WLUBT HE ERY BB R AR K 7 82 W R F iR AR B A
REBTHRHEBALNY

EREBERT , BB R R E TR SEB4 RS 254, XTRERR N ERENKFAERE
AREAREY , REARBZFIHRMNE, EAEKF , BALLERLLTEE : SendAsDeniedExceptions

03-Dec-2018 15:46:37,177 CST ERROR [ts_vManage][EmailNotiUtil] (default task-84) |default| Sending emai


https://support.google.com/mail/?p=BadCredentials
https://www.google.com/settings/security/lesssecureapps

STOREDRV.Submission.Exception:SendAsDeniedException.MapiExceptionSendAsDenied; Failed to process messag
with message Cannot submit message.

S—NMEARBIRAFBRAUINKIENE FHIHHERSMTPIRS SRERFEFMR. BAIUE
vManageH EEILATHAFEER :

"Sending email notification failed : com.sun.mail.smtp.SMTPSendFailedException: 550 5.4.5 Daily user se

flan | 205 2 Gmail: https://support.google.com/a/answer/166852 , M 1ZFEPR &,
MREBIUTE—EE |, W EVManage S 4IRS 88 < BB S HIES IR,
1.1 IABR 4R R S5 2R B E RL o

"Sending email notification failed : javax.mail.MessagingException: Could not connect to SMTP host: mai

"Sending email notification failed : javax.mail.MessagingException: Could not convert socket to TLS;"

MREBINCHEUERZFURCUTUATHRN TR ,
2R EIEPHHEERF RS 28 LAV A M.

A |top.stream eq O [+] -] Expression. | 4
MNa. Time Source Destination Protacol  Length Info

1 2020-85-30 20:49:55.736316 TCP 74 45798-25 [SYN] Seq=d Win=14600 Len=® MS5S=1460 SACK_PERM=1 TSval=2083638644 TSecrsd® WS=128

2 2020-85-30 20:49:55.744878 TCP 74 25-45798 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=0 MS5=1380 SACK_PERM=1 TSwal TSecr WS=128

3 2020-85-30 20:49:55.744891 TCP 66 45798-25 [ACK] Seq=1 Ack=1 Win=14720 Len=8 TSval=2983638653 TSecr=999879853

4 2020-85-30 29:49:55.755094 SHTP LSO S 22D shomom o o o wnoh w0 R R 8 R

5 2020-05-30 20:49:55.755109 TP 66 45798-25 [ACK] Seq=1 Ack=85 Win=14720 Len=0 TSval=2083638663 TSecr=999079863

6 2020-05-30 20:49:55.755204 SHTP 94 C: EHLO localhost.localdomain

7 2020-05-30 20:49:55.763506 TP 66 25-45798 [ACK] Seq=85 Ack=29 Win=14592 Len=0 TSval=999079872 TSecr=2983638663

& 2020-05-30 20:49:55.763677 SHTP 266 5: 250 mail | 250 PIPELINING | 250 AUTH LOGIN PLAIN | 250 AUTH=LOGIN PLAIN | 250 XXXOOUOUCOOGOOUOOOOUODGONNNONNL.

9 2020-05-30 20:49:55.763915 SHTP 76 C: STARTTLS

18 2020-@5-30 20:4
11 2020-85-30 20:
12 2820-05-30 70:
13 2020-05-30 20:

772400 SHTP 908 5: 220 Ready to start TLS

. 772925 TLSvl. 314 Client Hello

- 783568 TLSv1- 993 Server Hello, Certificate, Server Key Exchange, Server Hello Done

783945 TLSv1.. 73 Alert (Level: Fatal, Description: Certificate Unknown)

14 20820-@5-30 28:49:55.783939 TCP 66 45798-25 [FIN, ACK] Seq=204 Ack=1236 Win=17536 Len=@ TSecr |
15 2020-85-30 20:49:55.792412 TCP 66 25-45798 [FIN, ACK] Seq=1236 Ack=205 Wi Len=0 il 79908

16 2020-@5-30 20:49:55.792422 TP 66 45798-25 [ACK] 5eq=295 Ack=1237 Win=17536 Len=0 TSval=2983638700 TSecr=999079900

Frame 12: 993 bytes on wire (7944 bits), 993 bytes captured (7944 bits)
Ethernet II, Src: a2:60:94:00:00:02 (22:60:94:90:00:02), Dst: Vmware_e7:6c:el (00:0c:29:e7:6c:el)
Internet Protocol Versien 4, |
Transmission Control Protocol, a5, H § 1309, Ack: 287, Len: 927
Secure Sockets Layer |
» TLSv1.2 Record Layer: Handshake Protocol: Server Hello
v TLSv1.2 Record Layer: Handshake Protocol: Certificate

Content Type: Handshake (22)

Version: TLS 1.2 (0x@303)

ivvrw

| Length: 689

| v Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 685

Certificates Length: 602
v Certificates (602 bytes)
Certificate Length: 500

v signedCertificate

serialNumber: 17

signature (shalwWithRSAEncryption)

v notBefore: utcTime (@)
utcTime: 11-12-15 08:55:49 (UTC)

v notAfter: utcTime (0)

utcTime: 20-83-02 0B:55:4



https://support.google.com/a/answer/166852

JHINRSBFR B XIFSTARTTLS., Bl
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From: @gmail.com

Subject: [NETWORK EVENTIMajorBFD_TLOC_Down
Date: July 23, 2018 at 5:46:47 PM PDT

To: @viptela.com

Reply-To: vmanage@viptela.com

*** This is an automatically generated email, please do not reply ***
An event with following details happened in your network:

Severity: Major

Event: BFD TLOC Down

Devices: [11.1.1.254]

Hostnames: [ts_vedge_w1]

Occurred on: Tue Jul 24 00:46:45 UTC 2018

To:

MRS EELDT
B X TLSTARTTLSHY RS 28

From:
Subject: [NETWORK EVENT]Mediuminterface_State_Change
Date: July 23, 2018 at 12:20:50 PM PDT

geff FlvManage, 1838 IhAE

@gmail.com

@viptela.com

Reply-To: vmanage@viptela.com

“* This is an automatically generated email, please do not reply ***

An event with following details happened in your network:
Severity: Medium

Event: Interface State Change

Devices: [11.1.1.254]

Hostnames: [ts_vedge_w1]

Occumed on: Mon Jul 23 19:20:50 UTC 2018

From: @gmail.com

Subject: [NETWORK EVENT]IMediumOMP_Site_Up
Date: July 23, 2018 at 1:07:42 PM PDT

To: . @viptela.com

Reply-To: vmanage@viptela.com

*** This is an automatically generated email, please do not reply ***
An event with following details happened in your network:

Severity: Medium

Event: OMP Site Up

Devices: [11.1.1.3]

Hostnames: [N/A]

Occurred on: Mon Jul 23 20:07:40 UTC 2018

From:

@gmail.com

Subject: [NETWORK EVENT] Rule has been added to receive alerts at this address

Date: July 23, 2018 at 10:41:07 AM PDT

To:

@viptela.com

Reply-To: vmanage@viptela.com

*** This is an automatically generated email, please do not reply ***
This is a test email. Rule has been added in your network for email to be sent to this asddress

Hftedgix B &

23-Jul-2018 82:11:56,216 UTC INFO [ts_vmanage] tionsConsumer] (vManage-akka.actor.default-dispatcher-4) |default| Sending email

23-Jul-2018 @2 1'.|. 56,221 UTC INFO [ts_vmanagel] [NotificationsCensumer] (vManage-akka.actor.default-dispatcher-4) |default| Recipient to ...@gmail.com,
vmpnage@gma £ L0

23-Jul-2018 02: u 56,358 UTC INFO [ts vmanage]l [EventDataCollector] (device-event-processing-2) || Configuration change event from device. Device IP:
[admin]

23-1ul-2018 ©2:11:56,358 UTC INFO [ts vmapage)
23-Jul-2018 82:11:56,423 UTC ERROR [ts_wmanage] [NotificationsC 1 (vManage-akk:
com.sun.mail.smtp. SMTPSendFailedException: 538-5.5.1 Authentication Required. Learn more at
538 5.5.1 https://support.google.com/mail/?p=WantAuthErrer rlé-vbsmi1748122pfe.173 - gsmtp

from ymanage@gmail,com to

111.1.1.254] Device type: [vedge] User:

[DeviceConfigChangeEventManager] (device-config-@) || Received configuration change event for dewvice 11.1.1.254
actor.default-dispatcher-4) |default| Sending email notification failed :

23-Jul-2018 82:18:27,614 UTC INFO
23-Jul-2018 02:18:27,621 UTC INFO
wmanagegamail cﬂm
23-Jul- 2818

[ts_vmanage] |NDY?.flCEt‘10nSCOIISUMEI'] [\Manage—akka actor.default- d:spatcher—lel |

t anag;] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-11) |
ledExcept 4=
gougLe._cpm!ma1lf?p-Nequg1nRequxred €19-v6sma8747376pgv. 48 - asmtp

default]

default]|

5.7.9 Please log in with your web browser and then try again. Learn more at

Sending email notification failed :

23-Jul-2018 ©1:38:37,5080 UTC INFO [ts_vmanage] [NotificationsConsumer] {(vManage-akka.actor.default-dispatcher-11) |default| Sending email.......

23-Jul-2018 @1:38:37,509 UTC INFO [ts_vmanage]l [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-11) |default| Recipient to ..@viptela.com, from veanage@viptela.com to
vmanagedviptela, com

23-Jul-2018 ©1:38:37,885 UTC ERROR [ts_wmanage] [NotificationsConsumer] {(vManage-akka.actor.default-dispatcher-11) |default| Sending email notification failed :

javax.mail. AuthenticationFailedExcepti ion: 535-5.7.8 Username and Password not accepted, Learn more at

535 5.7.B  https://support.google,com/mail/7p=BadCredent ials nB@-v6sm11951267pfh.95 - gsmip

23-Jul-2818 #1:51:508,903 UTC INFO [ts vmanage] [Not onsumer] (vManage-akka.actor.default-dispatcher-13) |default| Sending email.......

23-Jul-2018 91:51:50,911 UTC INFO [ts_vmanage] [Not onsumer] (vManage-akka.actor,default-dispatcher-13) |default| Recipient to ..@viptela.com, from ymanage@viptela,com to
vmanagedviptela, com

23-Jul-2818 91:51:51,204 UTC ERROR [ts_wvmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-13) |default| Sending email notification failed :

javax =ail, ﬂutnentlcatlonFalledExceptmn 534 -5.7.9 Application— sneciflc password reuuired Learn more at

Z e TR MvManage IP ( VPNOfE 3 QM A $EIP ) Ki%.


https://cdetsng.cisco.com/webui/#view=CSCvv40941

Return-Path: < ' @gmail.com>

Received: from localhost.localdomain (ec2-_ ~~ "~~~ """ us-west-2.compute.amazonaws.com. [_____ =Y. 222}
by smtp.gmail.com with ESMTPSA id h62-v6sm22947040pfa.146.2018.10.30.12.32.22
for <.~ " _fgmail.com>

(version=TLS1 2 cipher=ECDHE-RSA-AES128-GCM-5HA256 bits=128/128);
Tue, 30 Oct 2018 12:32:23 -0700 (PDT)
From: ___ . "~_@gmail.com
X-Google-Original-From: vmanage@viptela.com
Date: Tue, 30 Oct 2018 19:32:09 +0000 (UTC)
Reply-To: vmanagef@viptela.com
To: |~ ‘" "@gmail.com
Message-ID: <499401607.28.154092792920581ocalhost>
Subject: [NETWORK EVENT]MajorBFD_TLOC_Down
MIME-Version: 1.0
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
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