EABCGPRHABETEERZEES
B =%

LB

2. BIEIKEV2 FH iy
3. FiBIKEV2IZ IR B
4. B IKEV2IL & X ¢
5. Bl |Pseci g
6. M BRERIAIPsecH & 4
7. Bl |PsecHiliE T IKEV2F & )
8. B AE AR
NEVISZ2 BERERE
EFEERE

NFVIS  H¥YBGPEL &
BGPi¥®&
i £R i858 BGPIB & Flex VPN AR 25 2R HY

NFVIS ( FlexVPNE =i )
NFVIS B &3 #
A #BKernel strongswan* A #&
B EIPsec0E RS

ki ((FlexVPNBRSES )
BENEEL HHIPsec SAYIE

fan
AN B MAENFVIS E R ERAvBranchi 2B BRI EL e E8MeBGPES,

£ ARV A £+

AXEHNEEETUTEGMREEAH



« IZ1TNFVIS 4.7.1HIENCS5412
« 1217Cisco IOS® XE 17.09.03aiY Catalyst 8000v

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHBELE,

BGPHIBES

NFVIS BGPIIE X2 EB R GHER , BIZLEEMRREMNBGPBEIRAEH, X LRI
A FHESRMEZLRBENNFVISEEHREZF , NTTITELRREHEEHR. HTZE2EENATM
PREIREANFAE R H ; Bl EBGP A LUBN MN#ZPRIE 2 3 4812 H 5 5 H AV B& BOE ANFVIS vpnv4ig B
x (RZITPR ) RERLLRH,

B & Rl

hIE

L EL =AY B FR2Mc8000vViFBINFVISH EEIPH#bt, —BERSEEY , B AMEHeBGPEHBESM
TR FMBEEZHKAH,

1. AR & T I
HRE
EFlexVPNIR% 8 L REMEXIPHIL (1942 RRERAT )

vrf definition private-vrf
rd 65000:7
address-family ipv4
exit-address-family

vrf definition public-vrf
address-family ipv4
exit-address-family



interface GigabitEthernetl

description Public-Facing Interface

vrf forwarding public-vrf

ip address 10.88.247.84 255.255.255.224

interface Loopback1001

description Tunnel Loopback

vrf forwarding private-vrf

ip address 166.34.121.112 255.255.255.255

interface Loopback80

description Route Announced Loopback
vrf forwarding private-vrf

ip address 81.81.81.1 255.255.255.255

interface GigabitEthernet3

description Route Announced Physical Interface
vrf forwarding private-vrf

ip address 91.91.91.1 255.255.255.0

XFNFVIS |, 1648 Mt AL EWANM EE O

system settings mgmt ip address 192.168.1.1 255.255.255.0
system settings wan ip address 10.88.247.89 255.255.255.224
system settings default-gw 10.88.247.65

system settings ip-receive-acl 0.0.0.0/0

service [ ssh https netconf scpd ]

action accept

priority 10

|

Catalyst 8000vi#% H 25 EHIFlexVPNAR S 258 &
1. BIRIKEV2 A R

CEETHNVPNEIRERYZLBEEEENNEIR ( F1MER ) KTERANZEDUME X,
IKEV2i2 W HY B M RBIR F D IIE, ME, TEENZARNSH , NTTBRFDMRIREIRE
ABRBEEE—ABANR S EE.

crypto ikev2 proposal uCPE-proposal
encryption aes-cbc-256
integrity sha512

group 16 14
Hep
encryption %A REIEVPNLTUR SRR BIEAINE FEE ( MAEST3DES ) » MEAIFALE

<algorithm> G EEEESVPNRRE R E.




TEET A THRKEV2HDEREAMRXIE SN TEEMERENEE (Hlu
SHA-512) . XA ARSI E R M EB IS

integrity <hash>

2. BIBIKEV2ER M HFF H SR UK.

CR-NMERES , WETEMIPsec VPNEENANBHME ( F1BR ) WSH, ©EEXZEVPNL
im AR BT B R AR MANVPNIREZ Y ZEBEFE.

crypto ikev2 policy uCPE-policy
match fvrf public-vrf
proposal uCPE-proposal

3. Fi B IKEV2 A F R

IKEV2IAI A FTEME LR i 2AREZ221E , RNERE—AAN , ATHREEEY
VPNRIE f& 7t VF VPN 7 b 1 8] W3 £ 38 R A AR 55

crypto ikev2 authorization policy uCPE-author-pol
pfs
route set interface Loopbackl001l

Hrp

fs ELEERBPF)DAEBIBREMINBBARIRS (EZANBADE
P B ) REBVPNEZH R 2 M,
[,fgg;;e; g [RYRILVPNEIEE | IKEV2EHN R 7 LB B )R MBI R & B R
25> X AT BRI VPN BRI B3 i & 118 S IS E R B T B

4. BB IKEV2E B ST 44

IKEV2 ( InternetZ4ARHARA2 ) FREEREE I IPsec ( Internetthil T2 ) VPNBRIE K IKEV2R ER fiE
A —EANHSH, IKEV2IML AT {E#H FEBITZEENMNLE ( fFlMinternet ) HITRLBEN
A2 BN RALZ SRR MNEZ L REK(SA)ME, IKEV2REEE L MM TIIIE | BEXN G AHE
ENSRZL2SH , UEBIZSNFNEEEE.

IKEV2EL & X HMEE -

o Kb FIZFE & BRI 5 .
o« TE 55 LB IE B Bmatch anyi& .

crypto ikev2 profile uCPE-profile



description uCPE profile
match fvrf public-vrf
match identity remote any

authentication remote pre-share key ciscociscociscol23
authentication local pre-share key ciscociscociscol23

dpd 60 2 on-demand

aaa authorization group psk Tist default uCPE-author-pol Tlocal

virtual-template 1 mode auto

Hep .

match fvrf public-vrf

EEE X ERVIfRARE N

match identity remote any

RAEAXTENERER ; EXHERT , RAERA

authentication remote pre-

ciscociscocisco123

share key BEMSIERAMAZFANTEN EREZHITE ORI,
ciscociscocisco123

authentication local pre-

share key BENIZE (At ) XIEAMBAZZAHRITHEHRIL,

dpd 60 2 5&

RENFHRN ; MRE—28 (60¥ ) RBEKRIIHES , BE
607 (8] R N R % 2N dpd RS2

aaa authorization group psk

list default uCPE-author-pol |#&H 2Bt
local
virtual-template 1 mode auto |4 2l & AR

5. BlZ|IPsecit#n g

TENT —HMSHRNATERIPsecBRENBBERENZTLMUMEE, KR L, BREREMFM
ZMBIEHSE , BARVPNE IR BN R EEH. BERN G PseclBEREN HEZNMNPHEZ , K

BEEMZPRUME L0,

crypto ipsec transform-set tset_aes_256_sha512 esp-aes 256 esp-sha512-hmac

mode tunnel

He .

set transform-set b5

ELBA TR BELVPNERER IR INB M TSR (Hlu

<transform-set-name> | : AESH T % , SHARF=ZEM ),

set ikev2-profile EXVPNIEEFIMBRPZEXREKSANENSE , SENEZREE, BEE
<ikev2-profile-name> |&. H3¥KE 5 £ FDiffie-Hellmani,

set pfs <group>

—MNAERE , MRER , ZRETBRENFTNEZNS 2N EAR
HEX , NEERZ M,




6. M BRERINIPsecH B XX 4

HTEZE, BELMREFHEEAXNSNRE , RABBRIMKIAPsecE B X /2 — ML, AR
iNPsecEEXHEEREMEN B ELZERBHER, BRTCATBFRIBEMVPNEBELSHER
REFRALZEWIRE , NTFRERRXE,

BIMEHAERBENZLER  BREENNBNBIEE, BAKENSORIESZE, BERERIA
BEEXHASMEZEREXEREFTRNEELREXHS , BREHZRERP MR,

no crypto ipsec profile default

7. BIZIPseclt & X #+ 7 H 53 SEMIKEV2EL B XX KBk,

IPsec ( Internetihil L€ ) BEEXH R —MRESRAE , HERATERILNEEIPsec VPNRZERIZE
MErE, TAMER —NMERBATZANVPNEE , FELRESHHEECNNEPFRLBENE
H,

crypto ipsec profile uCPE-ips-prof

set security-association lifetime seconds 28800
set security-association idle-time 1800

set transform-set tset_aes_256_sha512

set pfs groupl4

set ikev2-profile uCPE-profile

8. B2 E BIR AR

Virtual-Template## O F S E LG FE OB ER , W EBVPNEERH T —HATy RERRN A
E. EAVFELIHRZEONDSEML. HFHHVPNLERFN , RESCRFELERPIEENE
ERZELMGRZEDN, KIEEIREZEDISIERABRRIFAEZEEF HEMERL , MEER
BOEEMEEWEZEQ,

BEEAEMENR , FexVPNEREALUERYEENERY B, MEFEFIREEIN21E,

interface Virtual-Templatel type tunnel

vrf forwarding private-vrf

ip unnumbered Loopbackl001

ip mtu 1400

ip tcp adjust-mss 1380

tunnel mode 1ipsec 1ipv4d

tunnel vrf public-vrf

tunnel protection ipsec profile uCPE-ips-prof



NFVISZ £ B ERIEKAE

BELZEEBXH

secure-overlay myconn local-bridge wan-br Tocal-system-ip-addr 10.122.144.146 local-system-ip-subnet 10
ike-cipher aes256-sha512-modp4096 esp-cipher aes256-sha512-modp4096
psk Tocal-psk ciscociscociscol23 remote-psk ciscociscociscol23
commit

AR HEIPSech3E LEEBGPHHBEN , FRARNLZ2ESBEE N FEASMRRIEIPH: U
HERIPHIE ( FTREREYEEOKOVSHH ) o WTURLERS , Bl T EEN
: local-system-ip-addr 10.122.144.146 local-system-ip-subnet 10.122.144.128/27

EEEENRD



show secure-overlay
secure-overlay myconn

state up
active-local-bridge wan-br
selected-local-bridge wan-br
active-local-system-ip-addr 10.122.144.146

active-remote-interface-ip-addr 10.88.247.84
active-remote-system-ip-addr 166.34.121.112
active-remote-system-ip-subnet 166.34.121.112/32
active-remote-id 10.88.247.84

FlexVPNARS 25 HIBGP B & Bl &

PR B BRI E A EHeBCGP , HAAFUENFVISHAR b ( A FREIPHELIPHA ) F MR
ERITSEE .

router bgp 65000

bgp router-id 166.34.121.112

bgp always-compare-med

bgp Tog-neighbor-changes

bgp deterministic-med

bgp 1listen range 10.122.144.0/24 peer-group uCPEs
bgp Tisten Timit 255

no bgp default ipv4-unicast

address-family ipv4 vrf private-vrf
redistribute connected
redistribute static
neighbor uCPEs peer-group
neighbor uCPEs remote-as 200
neighbor uCPEs ebgp-multihop 10
neighbor uCPEs timers 610 1835

exit-address-family

Heh:

FEHEBREENRALRMAERBNIMED ( ZHOMIRE ) BE
, MAZEREKFAS,

bgp log-neighbor-changes B A SBGPEEXREREXNEHM BEFRIER,

bgp always-compare-med

bgp deterministic-med BRMNTRBAREHPLEHERHMEDH TR,
bgp listen range EEENIPEE (ME/EE ) NEAISBERIN , AERKIN
<network>/<mask> peer-group [ BA BANEEEHEN, XBEINEARENA THPHMEX
<peer-group-name> Eik, ML TEE,
bgp listen limit 255 TSR A TS N3 SBGPA BN R ATKEIRE 255,

2L EABGPRE BN KIEIPVARBEABES  FEESAREST RS

no bgp default ipv4-unicast

Rt ZhEE.
redistribute connected 4@* ﬁ EEM%E@%EE%%E“BGP ( ;E g E ??Fﬁvrﬂa’ﬂ




FlexXVPNERSS 2RV E M ) &

redistribute static

MESEBAED MEBGPH,

neighbor uCPEs ebgp-multihop
10

ATFENFHAPHNFHRNEBGP ( /A EIBCGP ) EEBEER S
108k , XX TEZETEESENREFETA

neighbor uCPEs timers <keep-
alive> <hold-down>

AXNFHPNRESD B EBCGPRIEFEZEMIPEI TR ( RAIA
610¥ 18358 ) .

AR HEARIIRTUERE N BN EEAPHBERBBES : neighbor prefix-list out

NFVIS E¥BGPHL &

£ FHeBGPREXRIRE S BGPH#E

router bgp 200
router-id 10.122.144.146

neighbor 166.34.121.112 remote-as 65000

commit




BGPi¥ &

It 2 RBIRD Interneti A FH IR FIREHBGPLERE R . B RAENTAEIPREHMEE
XEFRHPRE, BEAHWER , XKBEBGPAFEA F Established”R7 , R RBGPXNEIEE K
WK , FEASFEHFILA T EIRS. SERBISATHRXEH , AEHTSANKBEN LR
15%%,

nfvis# support show bgp
BIRD 1.6.8 ready.

name proto table state since info
bgp_166_34_121_112 BGP bgp_table_166_34_121_112 up 09:54:14 Established
Preference: 100

Input filter: ACCEPT
Output filter: ACCEPT
Import Tlimit: 15

Action: disable
Routes: 4 imported, 0 exported, 8 preferred
Route change stats: received rejected filtered ignored accepted
Import updates: 4 0 0 0 4
Import withdraws: 0 0 -—- 0 0
Export updates: 4 4 0 --- 0
Export withdraws: 0 -—— -—- -—- 0
BGP state: Established
Neighbor address: 166.34.121.112
Neighbor AS: 65000
Neighbor ID: 166.34.121.112
Neighbor caps: refresh enhanced-refresh AS4
Session: external multihop AS4
Source address: 10.122.144.146
Route Timit: 4/15
Hold timer: 191/240

Keepalive timer: 38/80

HBREIBGPESFlexVPNIRS I E A FM

B EBGPI B SR , M — B E /Y bk R3S & LA & ~ipv4 unicastfor IPSec, EEEFEBGPIR
A, IPSechy AT &L & th st R 5| SR 4% i R vpnv4 E &,

nfvis# show bgp vpnv4 unicast
Family Transmission Router ID Local AS Number
vpnv4 unicast 10.122.144.146 200

f Fishow bgp vpnv4 unicast routes & , AT LK REXBGPH Z B HEVPNvAEEE R E 2.

nfvis# show bgp vpnv4 unicast route
Network Next-Hop Metric LocPrf Path



81.81.81.1/32 166.34.121.112 O 100 65000 ?
91.91.91.0/24 166.34.121.112 O 100 65000 ?
10.122.144.128/27 166.34.121.112 O 100 65000 ?
166.34.121.112/32 166.34.121.112 O 100 65000 ?

MNTFXumVPNARSS 28 |, ATLAE RBGPELE M TIRASMEE | RZEIFEBGPLIERIZITIRIR ME
B

c8000v# show ip bgp summary
Number of dynamically created neighbors in vrf private-vrf: 1/(100 max)
Total dynamically created neighbors: 1/(255 max), Subnet ranges: 1

A B E REBGPEERVPNv4 (VPN over IPVA) IR RZEMNFMES , eX4MBEES
VPNVAR B ERY , IREETE. T—BPibit, BRRASHS FNZMBGPE M (A i1t % %K
. MED ( ZHORM ) MXE).

c8000v# show ip bgp vpnv4 all

BGP table version is 5, local router ID 1is 166.34.121.112

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c RIB-compressed,
t secondary path, L long-Tived-stale,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 65000:7 (default for vrf private-vrf)
*> 10.122.144.128/27

0.0.0.0 0 32768 ?
*>  81.81.81.1/32 0.0.0.0 0 32768 7
*> 91.91.91.0/24 0.0.0.0 0 32768 7

*>  166.34.121.112/32
0.0.0.0 0 32768 ?

HUEHEER

NFVIS ( FlexVPNZE i )

NFVIS B & X

& LAMNFVIS charon.log B EX & & IPsech BRI B I R{LFE IR B & -
nfvis# show Tog charon.log

Feb 5 07:55:36.771 00[JOB] spawning 16 worker threads
Feb 5 07:55:36.786 O5[CFG] received stroke: add connection 'myconn'
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787
787
899
899
122
122
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122
122
122
235
235
235
236
236
322
322
323
323
323
323
323
323
323
342
342
342
342
342
342
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05 [CFG]
06 [CFG]
06 [IKE]
06 [ENC]
06 [NET]
09[NET]
09[ENC]
09[IKE]
09[ENC]
09[ENC]
09[IKE]
09[CFG]
09[IKE]
09[IKE]
09[IKE]
09[ENC]
09[NET]
10[NET]
10[ENC]
10[IKE]
10[IKE]
10[IKE]
10[IKE]
10[IKE]
10[CFC]
10[IKE]
11[NET]
11[ENC]
11[IKE]
11[IKE]
11[IKE]
11[ENC]
11[NET]

added configuration 'myconn'
received stroke: initiate 'myconn'

<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>

K EBKernel strongswan’E A & H

initiating IKE_SA myconn[1l] to 10.88.247.84

generating IKE_SA_INIT request O [ SA KE No N(NATD_S_IP) N(NATD_
sending packet: from 10.88.247.89[500] to 10.88.247.84[500] (741
received packet: from 10.88.247.84[500] to 10.88.247.89[500] (80
parsed IKE_SA_INIT response O [ SA KE No V V V V N(NATD_S_IP) N(
received Cisco Delete Reason vendor ID

received unknown vendor ID: 43:49:53:43:4f:56:50:4e:2d:52:45:56:
received unknown vendor ID: 43:49:53:43:4f:2d:44:59:4e:41:4d:49:
received Cisco FlexVPN Supported vendor ID

selected proposal: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SH
cert payload ANY not supported - <ignored

authentication of '10.88.247.89' (myself) with pre-shared key
establishing CHILD_SA myconn{l}

generating IKE_AUTH request 1 [ IDi N(INIT_CONTACT) IDr AUTH SA
sending packet: from 10.88.247.89[4500] to 10.88.247.84[4500] (4
received packet: from 10.88.247.84[4500] to 10.88.247.89[4500] (
parsed IKE_AUTH response 1 [ V IDr AUTH SA TSi TSr N(SET_WINSIZE
authentication of '10.88.247.84' with pre-shared key successful
IKE_SA myconn[1l] established between 10.88.247.89[10.88.247.89].
scheduling rekeying in 86190s

maximum IKE_SA Tifetime 86370s

received ESP_TFC_PADDING_NOT_SUPPORTED, not using ESPv3 TFC padd
selected proposal: ESP:AES_CBC_256/HMAC_SHA2_512_256/NO_EXT_SEQ
CHILD_SA myconn{l} established with SPIs cfc15900_1i 49f5e23c_o a
received packet: from 10.88.247.84[4500] to 10.88.247.89[4500] (
parsed INFORMATIONAL request O [ CPS(SUBNET VER U_PFS) ]
Processing informational configuration payload CONFIGURATION
Processing information configuration payload of type CFG_SET
Processing attribute INTERNAL_IP4_SUBNET

generating INFORMATIONAL response 0 [ ]

sending packet: from 10.88.247.89[4500] to 10.88.247.84[4500] (9

FLinuxLt , BRIAER T |, strongswan ( NFVISTERA K ZF &IPseczEiE ) i H ( 2EBGP
VPNV4RIBEH ) ZEZEHKR220F , AHEEARSZIFE T REENKH,

nfvis# support show route 220
10.122.144.128/27 dev ipsecO proto bird scope 1ink
81.81.81.1 dev ipsecO proto bird scope 1ink
91.91.91.0/24 dev 1ipsecO proto bird scope Tink
166.34.121.112 dev ipsecO scope 1ink

BEIPsecOEIRAS

B33 i Aifconfig

IR

y 0N

nfvis# support show ifconfig ipsecO

ipsec0: flags=209<UP,POINTOPOINT,RUNNING,NOARP>

A BAIR1G B KRipsecOREMME M EZHAER

mtu 9196



inet 10.122.144.146 netmask 255.255.255.255 destination 10.122.144.146
tunnel txqueuelen 1000 (IPIP Tunnel)

RX packets 5105 bytes 388266 (379.1 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 5105 bytes 389269 (380.1 KiB)

TX errors 1 dropped 0 overruns 0 carrier 1 collisions 0

ki ( FlexVPNARSS 88 )
RENERZ BB IPsec SAHIE

MU TS | @ Virtual-Access 132 07£10.88.247.84F110.88.247.89 2 A EZ M hNZREE , AT
5 M £80.0.0.0/05110.122.144.128/27 2 A F & ; TN H SR 2 AR (ESP)SAMIE A S5 H 3,

c8000v# show crypto ipsec sa

interface: Virtual-Accessl
Crypto map tag: Virtual-Accessl-head-0, local addr 10.88.247.84

protected vrf: private-vrf
Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.122.144.128/255.255.255.224/0/0)
current_peer 10.88.247.89 port 4500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 218, #pkts encrypt: 218, #pkts digest: 218
#pkts decaps: 218, #pkts decrypt: 218, #pkts verify: 218
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

Tocal crypto endpt.: 10.88.247.84, remote crypto endpt.: 10.88.247.89
plaintext mtu 1422, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxC91BCDE0(3374042592)

PFS (Y/N): Y, DH group: groupl6

inbound esp sas:
spi: OxB80E6942(3087952194)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 2123, flow_id: CSR:123, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-he
sa timing: remaining key lifetime (k/sec): (4607969/27078)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: O0xC91BCDE0(3374042592)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 2124, flow_id: CSR:124, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-he
sa timing: remaining key lifetime (k/sec): (4607983/27078)



IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

LRENME (E ) 2

show crypto session detail k95 H A TRBE X B NI NBLXFNLEFAEFE , STHEVPNEKR

(WS R B RSERGR ) . FRANMBENESIESL , URALME L REN T LKEK(SA).
NEXRLETREXRNBNRZRENZITEL , SINBBEIHMNZTE ; X3 FRZEVPNRF K
FENEREHERTFEER,

c8000v# show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN

Interface: Virtual-Accessl
Profile: uCPE-profile
Uptime: 11:39:46
Session status: UP-ACTIVE
Peer: 10.88.247.89 port 4500 fvrf: public-vrf ivrf: private-vrf
Desc: uCPE profile
Phasel_id: 10.88.247.89
Session ID: 1235
IKEv2 SA: local 10.88.247.84/4500 remote 10.88.247.89/4500 Active
Capabilities:D connid:2 Tifetime:12:20:14
IPSEC FLOW: permit 1ip 0.0.0.0/0.0.0.0 10.122.144.128/255.255.255.224
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 296 drop 0 Tife (KB/Sec) 4607958/7 hours, 20 mins
Outbound: #pkts enc'ed 296 drop 0 1ife (KB/Sec) 4607977/7 hours, 20 mins
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- clear crypto ikev2 FERIKEV2Z £ X Bk (IKEV2 SA),
« clear crypto sessionfHEERIKEV1 (isakmp)/IKEV2F1IPSec SA,

- clear crypto saff{XERRIPSec SA,

- clear crypto ipsec saf$ il BRIE B B IPSec& £ < Bk,
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c8000v# terminal no monitor
c8000v(config)# logging buffer 1000000
c8000v(config)# logging buffered debugging
c8000v# debug crypto ikev2 error

c8000v# debug crypto ikev2 internal
c8000v# debug crypto ikev2 client flexvpn
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