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1. BAIOXRIBEE. HVirtualPortGroup0 EFAE IPHhst, {5 4 2 H9EONAT
VirtualPortGroup0 , AAFHEEAFTIHRI ERKMN, FEAHIF , GigabitEthernet1 P}
10.3.0.4,

vrf definition GS

!

iox

app-hosting appid guestshell

app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.102 netmask 255.255.255.0
app-default-gateway 192.168.35.101 guest-interface 0
name-server( 8.8.8.8

!

interface VirtualPortGroupO

vrf forwarding GS

ip address 192.168.35.101 255.255.255.0

ip nat inside

!

interface GigabitEthernetl

ip nat outside

!

ip access-1list standard GS_NAT_ACL

permit 192.168.35.0 0.0.0.255

!

ip nat inside source list GS_NAT ACL interface GigabitEthernetl vrf GS overload
!

! The static route points to the gigl private ip address gateway
ip route vrf GS 0.0.0.0 0.0.0.0 GigabitEthernetl 10.1.0.1 global

XX : MAzure MarketplaceZF BRI #F LI AT sE EFEL & T ioXo

P I|2.1E GuestshellF ZEEPython 42,

1. I8 Aguestshell M1 & %,

csr-1l#guestshell enable
csr-1l#guestshell

2. Ping www.google.com A iEguestshell 2 & AT LAiF [AlInternet, SIRTTETHFR , BRENAE
E|OSH & F Bname-serverfit & , =X EguestshellF Bresolv.conf iR NARSS 25

[guestshell@guestshell ~]$ ping www.google.com
PING www.google.com (172.217.14.228) 56(84) bytes of data.



http://www.google.comto

64 bytes from sea30s02-in-f4.1el100.net (172.217.14.228): icmp_seqg=1 ttl=51 time=4.89 ms
64 bytes from sea30s02-in-f4.1el100.net (172.217.14.228): icmp_seqg=2 ttl=51 time=5.02 ms

E{Tcurl ARIE TR R B ATMIBR. EEAAZPA B O XIEGig1(eth0). BN , FREAzure®
240, AT IAERE 1E169.254.169.254.169.254 1) H b ThBE T 2 T ping3t it o

[guestshell@guestshell ~]$ curl -H Metadata:true
"http://169.254.169.254/metadata/instance?api-version=2018-04-02"

{"compute":{"location":"westus2", "name":"csr-david-2", "offer":"cisco-csr-

1000v", "osType": "Linux", "placementGroupId":"", "plan":{"name":"16_7", "product":"cisco-csr-
1000v", "publisher":"cisco"}, "platformFaultDomain":"0", "platformUpdateDomain":"0", "publicKey
s":[],"publisher":"cisco", "resourceGroupName" : "RG-David-

2", "sku":"16_7", "subscriptionId":"09el3fd4-def2-46aa-a056-

XXXXXXXXXXX" ,"tags":"","version":"16.7.120171201", "vmId":"£8£f32b48-daa0-4053-8bald-
KXXXXXXXXXXXX" , "vmScaleSetName":"", "vmSize":"Standard_DS2_v2","zone":""}, "network": {"interf
ace":[{"ipv4":{"ipAddress": [{"privateIpAddress":"10.3.0.5", "publicIpAddress":"21.53.135.210
"}],"subnet":[{"address":"10.3.0.0", "prefix":"24"}1},"ipv6e":{"ipAddress":[]}, "macAddress":"
000D3A93F"}, {"ipv4d": {"ipAddress": [{"privateIpAddress":"10.3.1.5", "publicIpAddress":""}], "su
bnet":[{"address":"10.3.1.0", "prefix":"24"}]1},"ipv6e":{"ipAddress":[]}, "macAddress":"000D3A9
61"}131}I1

3. ZEPythonH#h ., X : FOFEAsudoBXNRERHT. BWRFEH- useriklil, MRFTEH
TRME=EASR , ISNREBREINERNOMGRP, XA8ES HImportErrors, E8E R
KT EBRNEHM4S , TeeE EZ1TIOST T guestshell destroy H E#H 1A

[guestshell@guestshell ~]$ pip install csr_azure_guestshell~=1.1 --user
[guestshell@guestshell ~]1$ pip install csr_azure_ha~=1.0 --user
[guestshell@guestshell ~]$ source ~/.bashrc

4. TR 4B IE 1 & % 72 /home/guestshell/.local/lib/python2.7/site-packages #

[guestshell@guestshell ~]$ which show_node.py
~/.local/lib/python2.7/site-packages/csr_azure_ha/client_api/show_node.py

S 3. EECSR1000v API Y B AT,
FAFCSR1000vit Azureit TTAPIE B 5= B 2%,

1. Azure Active Directory(AAD) — X 2FrEHAVI B 3% |, Al EHAV2RER, B TEE
create_node.pyBA FEHKFEFID, app-id. app-key. BXFEHMEL . i51H A 1EMicrosoft
Azure Active Directory P8I ., FE : HAVIRFERN N AZARRIE . HAV2HFEA
WNAZARRRENEH., IRRIERAEENZER , WIEFEQNEFZH , RABHAT
ARE,

2. Microsoft i B R E RS F M (MS)RS , A ANELNIENA, BXAMSINFEHEER | &
15 [A] https://docs.microsoft.com/en-us/azure/active-directory/managed-service-
identity/overview, HARRZA2 ] LA{E FAMSIBRSS X Cisco CSR 1000vi# 1T &M IE, HARRAE1F
BEfE AAMSI,

S ATNCSR1000vERIHLE AMSI, SiEAzurel TP HFHVM, S Eldentity , ASFHE
i System Assigned > On > Save.
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Heme » Resource groups » RG-David » subnet2-david-C5R-RouteTable - Access control (IAM) Add permiggigns ]
.5 gubnet2-david-CSR-RouteTable - Access control (lLAM)
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$B4.7E Guestshell P EIEBHAV2,

1. f Fcreate_node.pyl &R MHAERLE. EREMERESHEN , EEFCisco CSR 1000v
Deployment Guide for Microsoft Azuref 5% 351%4, A REIEAAADERRIE , ZERWITF
% Zapp-id(a). tenant-id(d)Mapp-key(k)#FE&. WMRFEAMSIFHRIE , WA FEIX LN
Fo TRHFEREEHTF., NRFEEMIZNBALK , BEAE-—TRESHESANT

A Yed

create_node.py -i 100 -p azure -s 09el3fd4-def2-46aa-al56-xxxxxxxxxXx -g RG-David -t
subnet2-david-CSR-RouteTable -r 8.8.8.8/32 -n 10.3.1.4 -a 1e0f69c3-bbaa-46cf-b5f9-
xxxxxXxxxx -d aed9849c-2622-4d45-b95e-xxxxxxxxxXx -k bDENlk8batJgpeqjAuUvaUCZn5Md6rWEL=

2. ff Fset_params.py/ M= E £ NS,

set_params.py -1 100 [optionl] [option2]

3. ff A clear_params.py/ BB &N S

clear_params.py -i 100 [optionl] [option2]
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4. {# A delete_node.pyffl Br 57 =

delete_node.py -1 100

M5 IFEEMEE K 1 i &2 Y1

#peerFaili£ B node_event.pyl A BHAv2 aN it & M FE 5 B H EFAzurel§ k. EXE , &1
DREMREEHCHWEERF. AUEIOSH £HEEMEZ1Tnode_event.py , 1Eguestshell F4RE
pythonB# 7,

— N2 5 FEEM#E IR 8 O X RS MA At & node_event.py.

event manager applet HAv2_interface_flap

event syslog pattern "Interface GigabitEthernet2, changed state to down"
action 1 cli command "enable"

action 2 cli command "guestshell run node_event.py -i 100 -e peerFail"

A] B fEguestshell F3)iZ1Tnode_event.py LA iz SERR B FE ] #2

[guestshell@guestshell ~]$ node_event.py -i 100 -e peerFail

HAV23& 7] LA 65 A revertiE B B8 B 3% R @E&é%ﬂi%ﬁo X RERIE SN AR E.
create_node.pyH By —mEGEEEETHBHR LIRE, XEEABFDYEZE RS RO,

event manager applet bfd_session_up

event syslog pattern ".*BFD_SESS_UP.*"

action 1 cli command "enable"

action 2 cli command "guestshell run node_event.py -i 100 -e revert"

[guestshell@guestshell ~]$ set_params.py -i 100 -m
LT

1. BRAAA = NREBLL TIEHIRS

systemctl status auth-token
systemctl status azure-ha
systemctl status waagent

2. EMRIEMRME.

sudo systemctl start waagent
sudo systemctl start azure-ha
sudo systemctl start auth-token

3. Wi Mcreate_node.py KB MR T 5 3%

show_node.py -1 100

[guestshell@guestshell ~]$ cat azure/HA/node_file

{'appKey': 'bLDEN1k8batJgWEiGXAxXSR4Y=', 'index': '100', 'routeTableName': 'subnet2-david-
CSR-RouteTable', 'route': '8.8.8.8/32', 'nextHop': '10.3.1.4', 'tenantId': 'ae49849c-2622-
4d45-b95e-XxXXXXXXXXX', 'resourceGroup': 'RG-David', 'appId': '1e0f69c3-bbaa-46cf-b5f9-
XXXXXXXXXX', 'subscriptionId': '09el3fd4-def2-46aa-a056-xxxxxxxxxxxX', 'cloud': 'azure'}

4. PELZ A ER ERRED R, XXRLEF2SBHER  BL2RIREREEN. BE
HEREPHY B,

node_event.py -i 100 -e verify

5. B & AKHR LAMAKGRHEYIREN. EAzured , RERHXREREN 7 BEMRKSAIER
Ho. RELSREFH HE,



node_event.py -i 100 -e peerFail

6. node_event.pyfEMAZ I EFK2E AE, XBEHTRIEHEIRZERIIRIRBE. SXEE

R EH X, B2 , routeTableGetRspE A HWEE , AU BEERE -1 X4,

[guestshell@guestshell ~]$ 1ls -latr /home/guestshell/azure/HA/events/

total 5

drwxr-xr-x 3 guestshell
drwxr-xr-x 2 guestshell
-rw-r--r-- 1 guestshell
-rw-r--r-- 1 guestshell
-rw-r--r-- 1 guestshell

B HERR

root 1024 Sep 18 23:01

root 1024 Sep 19 19:40

guestshell 144 Sep 19 19:40 routeTableGetRsp

guestshell 390 Sep 19 19:40 event.2018-09-19 19:40:28.341616
guestshell 541 Sep 18 23:09 event.2018-09-18 23:09:58.413523

S B1. Python 4 2 45 1R b 22 3£ £ /usr/lib/python2.7/site-packages/F . #BkguestshellHITELE

HIR.

[guestshell@guestshell ~]$ create_node.py -h

bash: create_node.py: command not found

[guestshell@guestshell ~]$ 1ls /usr/lib/python2.7/site-packages/

IE M &2 53 £ &~/ .localllib/python2.7/site-packages/.

[guestshell@guestshell ~]$ which show_node.py
~/.local/lib/python2.7/site-packages/csr_azure_ha/client_api/show_node.py

SER2MRELSWIFAREREEH IR , WARSERTHEEIR,. N TAADFHRIE , MRERN

BAZ4ATRHURLLEE , NEA K node_event.py/a T RES BB BRI IR,

[guestshell@guestshell ~]$ cat /home/guestshell/azure/HA/events/routeTableGetRsp
{"error":{"code":"AuthenticationFailedMissingToken", "message":"Authentication failed. The

'Authorization' header is missing the access token."}}

[guestshell@guestshell ~]$ cat /home/guestshell/azure/HA/events/event.2018-09-19\

23\:02\:55.581684

Event type is verify

appKey zGuYMyXQha5Kge8xdufhUJ9eX%2B1lzIhLsuw%3D

index 100

routeTableName subnet2-david-CSR-RouteTable

route 8.8.8.8/32
nextHop 10.3.1.4

tenantId aed49849c-2622-4d45-b95e-XXXXXXXXXXK

resourceGroup RG-David

appId 1e0f69c3-bbaa-46cf-b5f9-XXXXXXXXXX

subscriptionId 09el3fd4-def2-

cloud azure

46aa-a056-XXXXXXXKXKX

All required parameters have been provided

Requesting token using Azure Active Directory

Token=
Failed to obtain token
Reading route table

Route GET request failed with code 401

S 3. i Rtenant-id=Rapp-id T EH,



[guestshell@guestshell ~]$ cat azure/tools/TokenMgr/token_get_rsp

{"error":"invalid_request", "error_description":"AADSTS90002: Tenant le0f69c3-bbaa-46cf-b5f9-
xxxxxxxxxx not found. This may happen if there are no active subscriptions for the tenant. Check
with your subscription administrator.\r\nTrace ID: 8bc80efc-f086-46ec-83b9-
xxxxxxxxxxx\r\nCorrelation ID: 2¢6062f8-3a40-4ble-83ec-xxxxxxxxxxx\r\nTimestamp: 2018-09-19
23:58:02Z", "error_codes":[90002], "timestamp":"2018-09-19 23:58:02Z", "trace_id":"8bc80efc-£f086-
46ec-83D9 -XXXXXXXXXXXX", "correlation_id":"2c6062f8-3a40-4bl0e-83eCc—XXXXXXXXXXX" }

TRAERHTREDSREYT , TREEFEAsudolEx , — RBFEAF , HiR~/.bashrcRiZ1T, X4
£ Hcreate_node.py & M = 4 X ImportError,

[guestshell@guestshell ~]$ create_node.py -i 1 -p azure -s d91490ec -g RG -t RT -r 10.12.0.0/11
-n 10.2.0.31 -m secondary
/usr/1ib64/python2.7/site-packages/cryptography/hazmat/primitives/constant_time.py:26:
CryptographyDeprecationWarning: Support for your Python version is deprecated. The next version
of cryptography will remove support. Please upgrade to a 2.7.x release that supports
hmac.compare_digest as soon as possible.

utils.DeprecatedIn23,

create_node -i 1 -p azure -s d91490ec -g RG -t RT -r 10.12.0.0/11 -n 10.2.0.31 -m secondary
failed

[guestshell@guestshell ~]$ create_node.py -i 1 -p azure -s d91490ec -g RG -t RT -r 10.1.0.0/18 -
n 10.2.0.31 -m secondary
Traceback (most recent call last):
File "/usr/bin/create_node.py", line 5, in
import ha_api
ImportError: No module named ha_api

SRERERHBRENLIER,

[guestshell@guestshell ~]$ cat azure/HA/install.log

Installing the Azure high availability package

Show the current PATH
/usr/local/bin:/usr/bin:/home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_ha/client_api

Show the current PYTHONPATH

: /home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_guestshell:/home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_guestshell/TokenMgr:/home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_guestshell/MetadataMgr:/home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_guestshell/bin: /home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_ha/client_api:/home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_ha/server

FER6KEHAEE B E,

[guestshell@guestshell ~]$ cat azure/HA/azha.log

2018-09-24 16:56:29.215743 High availability server started with pid=7279
2018-09-24 17:03:20.602579 Server processing create_node command
2018-09-24 17:03:20.602729 Created new node with index 100

FIR6.1=21Tdebug_ha.shil s |, FFrrE B & XXHF W E R —Marst .,

[guestshell@guestshell ~]$ bash ~/azure/HA/debug_ha.sh

X R tEbootflash® , A Mguestshell FIIOSH (Al

[guestshell@guestshell ~]$ 1ls /bootflash/ha_debug.tar
/bootflash/ha_debug. tar



csr-david-2#dir | i debug
28 -—rw- 92160 Sep 27 2018 22:42:54 +00:00 ha_debug.tar
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