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RADIUSHL &

PPP-Client-1Bl &

BRAS-ASR1KHL &

Cisco I0S® XE Showiip &

show aaa servers

show aaa method-lists accounting

show aaa sessions

show aaa service-profiles

show aaa user

show subscriber&E A F &

show subscriber service name

show subscriber&E A F &

show subscriber session username PPPoE-Client-1 | i3X# 4]l
show ssm switch id

A #&ZShowds ©

show platform software subscriber fp active accounting

show platform software subscriber fp active segment

show platform software subscriber fp active segment id

show platform software subscriber session username

QFP ( E R4 EST ) / ESP (MRAXKIRHLIESS ) Showin &
show platform hardware qfp active feature subscriber session
show platform hardware qfp active feature subscriber segment id
show platform hardware afp active feature subscriber session id
show platform hardware qfp active feature subscriber segment id
show platform hardware afp active feature subscriber session id
show platform hardware qfp active feature subscriber state feature accounting
Cisco 10S® XEifis
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SERRAH

ANHEPNEEHRRETREXRERNEFNREFEN, AXHFEANMERZHENERAR
wh(RIA) BE. MRENMELTEHIRS , FERRETRAERSHBERWE,

ISGidlk

ANHEIEBE, BRiIECisco IOS® XEARMINEE, KWiFLinuxMZAHRE. BIEFEHFRINENRE
(QFP/ESP)AAR N\ EMHBL B TR A AR,

ISGIEK N REME R F iR B N2 EHRSWERABREITESR

EARTHIF | ISGIEtkMATREXRERMN (RS ) , EEBIRADIUSERS S WA MRS EE
XHEFHRADIUSE MR A,

BXREFAER , EFR

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-
accounting.html

RADIUS Server
frorTa’? ==
PPP-Client-1 Gi0/a/0 Gi2/34 u Gi2/0/4.200
BRAS-ASR1K

XRISCGREMMRS 1C KA BB RA,
RADIUSHE &

b4 62 A RYRADIUS A 7= MBRSS EC B XX RE L
HiHHE R P BB S TE S HHHH

PPPoE-Client-1 Cleartext-Password := "cisco"


/content/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-accounting.html
/content/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-accounting.html

Framed-Protocol=PPP,

Service-Type =M |

Cisco-Account-Info += "AINTERNET",

HHHHE B B P AR 55 B B S TE N

BINBIZ=="INTERNET" , SHKIERAH : =%F

Cisco-AVPair += "ip:traffic-class=in access-group name ACL-Internet-In",
Cisco-AVPair += "ip:traffic-class=in default drop",

Cisco-AVPair += "ip:traffic-class=out access-group name ACL-Internet-Out",

Cisco-AVPair += "ip:traffic-class=out default drop",

Cisco-AVPair += "accounting-list=ACCNT_LIST1",

PPP-Client-1%¢ &

interface GigabitEthernet0/3/0

description description ####### |1SG to BRAS-ASR1K Gi2/3/4 #i###H#HH#
no ip address

duplex auto

speed auto

pppoe enable group global

pppoe-client dial-pool-number 2

interface Dialer2

description ##HiHHHER N PPPIR 5 12 FF #itHHHH
mtu 1492

T ETRY 1P 31k

encapsulation ppp

dialer pool 2

dialer idle — FBAT0



KRERIGAER
ppp mtu adaptive
ppp authentication pap callin

ppp pap sent-username PPPoE-Client-1 password 7 104D000A0618

BRAS-ASR1KE &

aaa new-model

aaa group server radius RADIUS_AUTH

server 192.168.111.9

ip radius source-interface GigabitEthernet2/0/4.200
deadtime 3

load-balance method least-outstanding ignore-preferred-server

aaa authentication login default local

aaa authentication ppp default local group RADIUS_AUTH

aaa authorization network default group RADIUS_AUTH local

aaa authorization configuration default group RADIUS_AUTH

aaa authorization subscriber-service default local group RADIUS_AUTH
aaa authorization subscriber-service TEST local group RADIUS_AUTH
aaa accounting delay-start all

aaa accounting update periodic 21

aaa accounting include auth-profile framed-ip-address

aaa accounting include auth-profile framed-ipv6-prefix



aaa accounting include auth-profile delegated-ipv6-prefix
aaa accounting network default start-stop group RADIUS_AUTH
aaa accounting network ACCNT_LIST1 start-stop group RADIUS_AUTH
!

aaa nas port extended

!

bba-group pppoe Static-PPPoE

virtual-template 2

I

interface Loopback2

description ##HHHHIHER S PPP & 1E IR El#HHHHH

ip address 192.0.2.0 255.255.255.255

!

interface GigabitEthernet2/0/4.200

encapsulation dot1Q 200

ip address 192.168.111.1 255.255.255.0

!

interface GigabitEthernet2/3/4

description ##HHHH#H 1SG to PPP-Client-1 Gi0/2/0 ####HHH
no ip address

negotiation auto

pppoe enable group Static-PPPoE

cdp enable

interface Virtual-Template2
description ##H##H### Static-PPPoE #####

ip unnumbered Loopback?2



ip verify unicast source reachable-via rx
ip tcp adjust-mss 1452

no logging event link-status

FH &R B Aip it Sthsyd-dhep

keepalive 60

ppp mtu adaptive

ppp authentication pap

ppp ipcp dns 192.0.2.4 192.0.2.5

I

ip local pool syd-dhcp 192.0.2.1 192.0.2.6

Cisco IOS® XE Showis %
FECisco 10S® XEHKFISGiT ik H SAAA/RADIUS IR 588 55 Bk

show aaa servers

BRAS-ASR1K#show aaa servers
RADIUS:id 1, priority 1, host 192.168.111.9. auth-port 1645, acct-port 1646
RS - HBIUP, 54£73946%s. L —/NFEEntiEI0s
Dead : S840 , it#0
cEhRE &
Authen : #E3R2902 , B0 , FEFHB0 , EFERO
o Rz : #2897 , IE4E5 , K0
MR - BANO , FRSSBRERIRO , 45RO , BYE2ms
E5  BI2902 , KMO
Throttled : 50, HBAY0, #FEO
fE#& : ER8690 , BAT0 , MFEHO0 , EFEHO
AR : #8690 , L0 , KO0

WERL : BHNO , FRSERERIR0 , £HIR0 , BIEI2ms



E5 : 38690 , kKO
Throttled : 550, A0, HEO
bkF : #R18 , EA0 , MEEBO , EFERHO
R : FaetES , LERE10 , F1E3
WA : FFiamtES , SERE10 , #1E3
IR : N0 , FRSFARERIRO , R0 , HET7ms
=% RIh18 , kKO
Throttled : B350, R0, HMO
B EXBRRITHER SARE T VAT E : 20h32m
Tt ARG HRESH : 0
EItRAF2UTRFIEFE : 0
it ZRIFEES : 0
I ZREUTRFIEFE : 0
RAZRESH : 15RO, iIEHk0
o E24/M 80 BHAYIRSRE
= — 20/0Et | 3044 ET ;12
& — 206, 3270 %HT : O
Fi5E 9
show aaa method-lists accounting

BRAS-ASR1K#show aaa method-lists accounting
acct queue=AAA_ML_ACCT_SHELL

acct queue=AAA_ML_ACCT_AUTH_PROXY
acct queue=AAA_ML_ACCT_NET

name=ACCNT_LIST1 valid=TRUE id=AE000012 Action=START STOP :state=ALIVE :
SERVER_GROUP RADIUS_AUTH

show aaa sessions

BRAS-ASR1K#show aaa sessions



B EREFMBSRN ELERK : 2921
£1%1d:2922

M —1d:2931

% : PPPoE-Client-1

\Pithit : 192.0.2.3

ZEPRAYE : O

CTHEMYLLIE : O

show aaa service-profiles

BRAS-ASR1K#show aaa service-profiles

1>BR5|#F : Internet

show aaa user <UID>

BRAS-ASR1K#show aaa user 2931
LB IETEfEAME—ID 2931,
RBERBONEIE
TR HEXECH B TR
CONNZKREL T AE
NET: Username=PPPoE-Client-1
£1%1d=00000B6AMKE—Id=00000B73
Start Sent=1 Stop Only=N
stop_has_been_sent=N
Method List=7F742FA2D8F8:Name =ERIA{E
BHEHIR
7F7430450570 0 00000001 session-id(408)4 2922(B6A)
7F74304505B0 0 00000001 start_time(418)4 Aug 30 2016 13:06:47
7F74304505F0 0 00000081 clid-mac-addr(42)14 35 30 35 37 2E 61 38 64 38 2E 30 32 64 38

7F7430450630 0 00000002 session-type(692)4 ipv4-only



7F7430450670 0 00000001 5t f#ri (111)4 PPP
7F7430451998 0 00000002 media-protocol-state(980)44R 75
7F74304519D8 0 00000001 addr(8)4 192.0.2.3
7F7430451A18 0 00000001 protocol(337)4 ip
NET: Username=PPPoE-Client-1
£1%1d=00000B6B I —1d=00000B73
Start Sent=1 Stop Only=N
stop_has_been_sent=N
Method List=7F7419C2CE40:Name = ACCNT_LIST1
BHSIx
7F7430450D80 0 00000001 session-id(408)4 2923(B6B)
7F7430450DC0 0 00000001 start_time(418)4 201658 H30H 13:06:48
7F7430450E00 0 00000001 ma i (111)4 PPP
7F7430450E40 0 00000081 ssg-service-info(489)9 Internet
7F7430450E80 0 00000081 parent-session-id(404)8 00000B6A
7F7430450ED8 0 00000001 addr(8)4 192.0.2.3
7F7430450F18 0 00000001 protocol(337)4 ip
FRIDJ 1
Cli hdI94A000002
T EHRIERE
CMDRE T #
SRBFRBE N SYSTEMA B R
VRRSEE TLHIE
RM CALLRKRETEIE

RM VPDNZR B 4E



AUTH PROXYZEE THIE
DOTAXRETTHE
CALLZE B THIE
VPDN-TUNNELZEK B TLHIE
VPDN-TUNNEL-LINKZE B ¥ 37
IPSECRZE 2 B To 3 #E
MCASTERE TEIE
RESOURCEZREE B HIE
SSGERHETLIE
IDENTITYR B EHIE
ConnectedAppsE & T IE
21t :
log=0x1000000020C241
BRNEH
WP AU FF 48
ATTRE#H
NET UP
IPCP_PASS
S 3
VPDN NET UP
1 o
EWEE
EH
EFERE= 1260
RAGEHFLEIZF : 0
HSEMESIR

7F7430450ED8 0 00000001 connect-progress(75)4 LAN Ses Up



7F7430450F 18 0 000000014 i &7 7] (334)4 0(0)

7F7430450F58 0 00000001 nas-tx-speed(481)4 1000000000(3B9ACA0O)
7F7430450F98 0 00000001 nas-rx-speed(78)4 1000000000(3B9ACA0O)
7F7430450FD8 0 00000001 elapsed_time(414)4 958(3BE)
7F7430450D80 0 00000001 bytes_in(146)4 1592(638)

7F7430450DCO0 0 00000001 bytes_out(311)4 1574(626)
show subscriber session username <username> detail

BRAS-ASR1K#show subscriber session username PPPoE-Client-1 detalil
A : PPPoE, UID:900, IR7 : authen, 513 : PPPoE-Client-1
IPv4ibit : 192.0.2.3
L2FEEZITHIE : 00:21:13 , LIXREXATE : 00:21:13
0 : Virtual-Access2.1
Z#HAHID:15701
REEES
18 :=7F7439B43390 : “1#A8B0O00F38
AAA _id 00000B73: Flow_handle 0
FHRIUPIRA : authen
ETENAFERXYH , FIFERS :
Framed-Protocol 0 1 [PPP]
service-type 0 2 [Framed]
ssg-account-info 0 "Alnternet"
ETRNAFERXH , SRS :
Framed-Protocol 0 1 [PPP]
service-type 0 2 [Framed]
ssg-account-info 0 "Alnternet”

ssg-service-info 0 "EBkM"



traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "in default drop"
traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop"
accounting-list 0 "ACCNT_LIST1"
SENRBHEERK (MNRIER®A ) :
Access-type: Web-service-logon Client: SM
EWEBMH  KEEZER (RF)
B 4% : Internet, 315 H
ssg-service-info 0 "E Bk "
traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "in default drop"
traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop"
accounting-list 0 "ACCNT_LIST1"
EAKE . PPPEFIR : SM
RBEH  REZEH
B & XA F: . PPPoE-Client-1,31N 5| A
Framed-Protocol 0 1 [PPP]
service-type 0 2 [Framed]
ssg-account-info 0 "Alnternet"
EAXE . PPPEFIR : SM
RBEH  REZEH
B & XA F: . PPPoE-Client-1,31N 5| A
Framed-Protocol 0 1 [PPP]
service-type 0 2 [Framed]

ssg-account-info 0 "Alnternet”



BE&EXRBRNEI RS
% #“Internet”
WATHIALI . BRAEMERA
subscriber rule-map default-internal-rule
condition always event service-start
1 service-policy type service identifier service-name
DR
Class-id Dir Packets Bytes Pri. X
5 500 HYOCELAny
1 Out 500 0 Match Any
11584 A5 500 OPtELACL ACL-Internet-In
115855 500 OPEAECACL ACL-Internetii H
4294967294 X0 0 — HilBx
4294967295400 — EF
Thiae
21t :
Class-id Dir Packets Bytes Source
11584 500 Internet i 3% H
1158515 500 Internet
L &SRR
B ASE BT EIAAARRSSIDE TR
SVC 00:21:13 385875970 Internet
USR 00:21:13 — A F

INT 00:21:13 - Virtual-Template2
show subscriber service name <name> detailed

BRAS-ASR1K#show subscriber service name Internet detailed



RS “BEERM"
Version 1 :
SVM ID:B20001F1
ZKld%i A : 00011584
FKidfH : 00011585
BiXEH : SVM-Printer [1]
BIEE : PM-Service [1]
BiEHE : FM-Bind [1]
BIE & : Accounting-Feature [1]
Fl & . TF7439BF3510
B HE % : Internet, 34 5|H
ssg-service-info 0 "E Bk /"
traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "in default drop”
traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop"
accounting-list 0 "ACCNT_LIST1"
Ihik : icik
IheeIDBR A : Sub-ifgknot required
Thee#dE | 32F % -
:000000 00 00 B2 00 01 F1 00 0O .......
: 000008 00 00 00 00 7F 74 3A 09 .....t:s
:000010 31 58 00 00 7C OF 00 00 1x..]..
:000018 00 01 00 00 00 00 00 00 0O .......
FEARS BEEMNHEAAFER
BaiEy 1

8% : Lterm - Local Term, Fwd - forwarded, unauth - unauthenticated. authen -



BRI, TCCt, —EF2FLNRERHKE
Uniq ID Interface State Service Up-time TC Ct.¥r1R%F

900 Vi2.1:Z 24 #%02:17:59 1 PPPoE-Client-1
show subscriber session username <username> feature accounting detail

BRAS-ASR1K#show subscriber session username PPPoE-Client-1 feature accounting detail

€A : PPPoE, UID:900, IR7 : authen, 513 : PPPoE-Client-1
IPv4itisit : 192.0.2.3

SEEEIZITHIE : 02:16:05 , EXFEHRATE : 02:16:05
0 : Virtual-Access2.1

Z#HID:15701

Ihee :

21t :

Class-id Dir Packets-v4 Bytes-v4 Packets-v6 Bytes-v6ii
11584 500 0 O InternetR Y EL

11585Hi5 500 0 Internet

JERAACL:

Class-id Dir Packets-v4 Bytes-v4 Packets-v6 Bytes-v6i&R
EWACLENX :

show subscriber session usemame PPPoE-Client-1 | i3Z ¥4l

BRAS-ASR1K#show subscriber session username PPPoE-Client-1 | i3Z#: 4

R #HID:15701

show ssm switch id <Switch ID>

BRAS-ASR1K#show ssm switch id 15701
Switch-ID 15701 State: Open

P ER1D:238952 & : Lterm[21]



RIRHUD:15701
2HEE : tCPU
HiEE : SIP[1]

% .8Ss
RZS : &
LTERMZTHRIRIR
#4FIDB Vi2.1
SSSXK#HLF W00
£1ZID 900
L2 ¥k Ihae

% : ADJ
RA : EB
LTERMEE 4 STHRIRIR
£1%ID 900
RiRER1
L2 ¥k Ihee

R E%ID:197983 & : PPPoE[19]
REHLID:15701
SEE : tCPU
BIEHE : SIP[1]
BEH : SSS[1]
BiEH : SSF [2]

% .88S

A 5EF
PPPOERRIAEE :
£1%ID:2902

ME—#5x1% : 900



PPPAI#R : 0x38000B56
SSSAIHR : 0x00000000
& HEERE : Gi2/3/4
EERUAREED : Vi2.A
ZAH#MACHbHE : 0027.0d2b.4fb4iZFE : 5057.a8d8.02d8
PPPoEH & FAFER[20FT]:
5057A8D802D800270D2B4FB4886411000B560000
. ADJ
RS - TEBD
WHERERR : L2HW_PPPOE
ESSER= 0x7F742A544BB0 , ¥r&= 0x16,EVSI= 80,F B Eid= 0x0000005000004D56
FZESSE= 0x7F742A544AC0 , & =19 , BiE= 0x7F7430243F30
IhEEID: 75123 : ISGHIKE][14]
P EZ1D:19798
2HE : tkCPU
% . SSS
RS TEBD
. ADJ
RS JEBD
Feature-ID: 11609 Type: Accounting[6]
P BtID:19798
JmE : FE[11584.11585]
2HE : tkCPU
% . SSS
RS JEBD
Z . ADJ

Mo ER



A& Showdr ¢
Linux % H ISGi itk By 3 iE
show platform software subscriber fp active accounting

BRAS-ASR1K#show platform software subscriber fp active accounting
AFickkics : Bif:1

P EZ 2 1d % A /5 HEVSI QFP Hdl AOMARZS

0x0000005000004d56 11584/11585 16908315 812 &2
show platform software subscriber fp active segment

BRAS-ASR1K#show platform software subscriber fp active segment
AR : Bit:2

M E¥SegType EVSIEHAOM Id AOMIRZS

0x0000005000004d56 PPPoE 80 0x00000000 13008%

0x0000005000005d57 LTERM 80 0x0000000013009%
show platform software subscriber fp active segment id <PPPoE Segment ID>

BRAS-ASR1K#show platform software subscriber fp active segment id 0x0000005000004d56

M E¥SegType EVSIEHAOM Id AOMIRZS

0x0000005000004d56 PPPoE 80 0x00000000 13008%
PPPoE£1iEID 0xb56

MAC #} 2 0x1

Rk HAE0x2

& AMTU 0x5d4

VLAN cos 0x8

Phy Intf ( Z£CPP L ) 0x31



SRR KA
ZHMACHEHE : 00270d2b4fb4
MACHh 11t 1 #£:505728d802d8
PPPoEH & FRFH[20F 17]:5057a8d802d800270d2b4fb4886411000b560000
WER :
BUE/B AR
BMAX 1 (BAEFHF)

|d{E e RREVSIZRA AT IBEFRE -

TREBEEN

11584 0 16908315 1573220256.145 B ACL:
ACL-Internetf A
wEE 1 (BRIAEF)
|d{E S FCREVSIKRA AT IERFHR A -
TRIBEER

11585 0 16908315 1589997875.1#F B ACL:
ACL-Internet-Out
show platform software subscriber fp active segment id <LTERM Segment ID>
BRAS-ASR1K#show platform software subscriber fp active segment id 0x0000005000005d57

M EXSegType EVSIE RAOM I|d AOMIRZS

0x0000005000005d57 LTERM 80 0x0000000013009%
LCPER0x2b68bfb2

IR 0x2

B AMTU 0x5d4

LCP PFC : <



SHRE XA
show platform software subscriber session username <username>

BRAS-ASR1K#show platform software subscriber session username PPPoE-Client-1

REM 1 SegType1 M EZ2 SegType2 AOMIRZS

80 0x0000005000005d57 LTERM 0x-0000005000004 PPPoE E |2

£151D:80
EVSIZE : PPP
SIPM EID:0x5000004d56
SIPFEA . PPPOE
FSP BID:0x5000005d57
FSPREZRE : LTERM
QFP ( JR4E ) : 80
QFP#EO&F : EVSIS80
SIP TXF3IS : 0
SIPRXF3I5 : 0
FSP TXF5 : 0
FSPRXEH : 0
£Hi2 : 0x00000000
TCIhee2 B A

2

M EXSegType EVSIE RAOM I|d AOMIRZS




0x0000005000004d56 PPPoE 80 0x00000000 13008%
PPPoE£i&ID 0xb56
MACT$%£0x 1
R#ALE R 0x2
B AMTU 0x5d4
VLAN cos 0x8
Phy Intf ( Z£CPP L ) 0x31
SR A
A#tMACHE3IE : 00270d2b4fb4
MACiti it ixE2 : 5057a8d802d8
PPPoEH & FRFHR[205F 17]:5057a8d802d800270d2b4fb48864 110000560000
RER
BUE/ MBS - 1/1
WMAX 1 (RIAEHE)
|d{E B FREVSIZKAIdTIRERRE

WiEERB

11584 0 16908315 1573220256.17 B ACL:
ACL-Internetia A
W1 (RIAEHE)
Id{L ERMEVSIZRA IS IRBER A -

WiEERB

11585 0 16908315 1589997875.1#F & ACL.:

ACL-Internet-Out

P EX1D:0x5000004d56



EVSI:80

&R &ID:0x5000005d57

QFP vsi if handle:80

QFP#O &R : EVSI80

MEEE . PPPOE

=FRFEE 0

=SIP:1

D EBRZS : BOUND

Macstring+ & : 20

00000000 5057 a8d8 02d8 0027 0d2b 4fb4 8864 1100
00000010 Ob56 0000 0000 0000 0000 0000 0000 0000

Encap info exmem handle: 0x0

215id:2902

ved:0

mtu:1492

YIEEEO ;49

B FI{E : 0x00003f00

BMAZ 1

ZKIdFREVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
M1

ZKIdFREVSI CG Id QFP Hdl

115685 16908315 1589997875.1 81

M EXSegType EVSIE RAOM I|d AOMIRZS



0x0000005000005d57 LTERM 80 0x0000000013009%
LCPEE/R0x2b68bfb2

AR 0x2

& AMTU 0x5d4

LCP PFC : <M

SRR X

P E%1D:0x5000005d57
EVSI:80
4% M E7ID:0x5000004d56
QFP vsi if handle:80
QFP#E A& %5 : EVSI80
FERER : LTERM
=HRAEE ;0
=SIP:0
7 BRF - BOUND
Macstringt<Z : 0
Encap info exmem handle: 0x0
A1

ZKIdFREVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
W 1

ZKIdFREVSI CG Id QFP Hdl

115685 16908315 1589997875.1 81



£2151D:16908315
EVSIEH : TC_FLOW
SIP® 81D:0x5000004d56
SIPMERE : PPPOE
FSPM E1D:0x0
FSPRIEREHE :
QFP ( BLE ) : 81
QFPE O & %5 : EVSI16908315
SIPTXF3I& : 0
SIPRXEF%I5 : 0
FSP TXF& : 0
FSPRXFS : 0
181t . 0x00000000
28 AictkIhee
21
QFP ( BT RAGEER ) / ESP (AR ZRYLESR ) Showds
&K Internet’ M 10 IE M 4mF2 2 QFP/ESPRIISGIZ K
show platform hardware qfp active feature subscriber session
BRAS-ASR1K#show platform hardware qgfp active feature subscriber session
LRI : 1
HUHBTCH : 1
Thekk R : A=idikD=2 M (DRL)F=FFR L=L4redirect P=if% 0 48 &2T=TC

£1EX A Segment1 SegType1 Segment2 SegType2Zh A H At

80 PPP 0x0000005000004d56 PPPOE 0x0000005000005d57 B8 --—-T-



16908315 TC_FLOW 0x0000005000004d56 PPPOE 0x0000000000000000 ---- A-----
show platform hardware qfp active feature subscriber segment id <LTERM Session>

BRAS-ASR1K#show platform hardware qfp active feature subscriber segment id
0x0000005000005d57

P E#1D:0x5000005d57
EVSI:80

X E M B 1D:0x5000004d56
QFP vsi if handle:80

QFP# Q&% : EVSI80
MESRAE : LTERM
—EAFEE 0

=SIP:0

2 BUIRZ : BOUND
MacstringZ : 0

Encap info exmem handle: 0x0
WA 1

KIdFREVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
W31

KIdREVSI CG Id QFP Hdl

11585 16908315 1589997875.1 81
show platform hardware qfp active feature subscriber session id <session>

BRAS-ASR1K#show platform hardware qfp active feature subscriber session id 80
£1%ID:80

EVSIEH : PPP



SIPR E1D:0x5000004d56
SIPMEEKE : PPPOE
FSPM E&1D:0x5000005d57
FSPRERZEE : LTERM
QFP ( In5R4L#E ) : 80
QFP#O &R : EVSI80
SIPTXF3I& : 0
SIPRXF%I& : 0
FSPTXFS : 0
FSPRXEF& : 0
%M 0x00000000
TCHREER A
2
show platform hardware qfp active feature subscriber segment id <Segment ID>

BRAS-ASR1K#show platform hardware qfp active feature subscriber segment id
0x0000005000004d56

M E¢1D:0x5000004d56
EVSI:80

&M BRID:0x5000005d57
QFP vsi if handle:80

QFP# Q&% : EVSI80
REXHE : PPPOE
AR ;0

=SIP:1

7 BUIRZS : BOUND
MacstringE : 20

00000000 5057 a8d8 02d8 0027 0d2b 4fb4 8864 1100



00000010 Ob56 0000 0000 0000 0000 0000 0000 0000
Encap info exmem handle: 0x0
215id:2902
ved:0
mtu:1492
YIEEO : 49
B FI{E : 0x00003f00
WA 1

ZKIdFREVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
L e

ZKIdFREVSI CG Id QFP Hdl

11585 16908315 1589997875.1 81
show platform hardware qfp active feature subscriber session id <session>

BRAS-ASR1K#show platform hardware qfp active feature subscriber session id 16908315
£2151D:16908315
EVSIZEH : TC_FLOW
SIPR EZID:0x5000004d56
SIPMERZE : PPPOE
FSPM E1D:0x0
FSPRIERE : -
QFP ( BRI ) : 81
QFPEEOE %5 : EVSI16908315

SIP TXF3I5 : 0



SIPRXF%I& : 0
FSP TXF& : 0
FSPRXFS : 0
&M@ : 0x00000000
2R AicikIhag
&
show platform hardware qfp active feature subscriber state feature accounting

BRAS-ASR1K#show platform hardware qfp active feature subscriber state feature accounting
AP Bk
ER%ER 2
R BR S - 1
BREE:0
E¥EH:0
HmESH(BM) : 0
BifE (wmH) :0
KMIRE BB (in):0
KW IR & BB (out):0
QFP#F0:
acct_dbg_cfg:0x00000000
SBSH (W AKME ) : 0x111bd9a8

SBSAE (#HAH ) : 0x111bdas0

Cisco I0S® XEifi#

EMAISGIEK I PPP&ERERR,

B BiEEMEAdebugh v, BE , EEEHEMITN , B ERHBBIAIFRRNE
STEAXESGS. EEEMELTEAENERT , BRBERDESTIEAEINET.
I, MREBEEAAFLRE , WERFAROPN AT HEHIUEEE , BARSETESEEL
4 4= 1 M R



B 128 AfEMdebugin© 2 8IS B L 853 : https://www.cisco.com/c/en/us/support/docs/dial-
access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-

debug.html

debug condition <ip | mac-address>

debug radius

debug subscriberZh 88 F#ric ik B4

debug subscriber feature name accounting error
debug subscriberZh 858 Friciki¥ 4115 2

debug subscriber policy all

debug subscriber service

debug ssm fhm errors
debug ssm fhm events

debug ssm cm error
debug ssm cm events
debug ssm sm error
debug ssm sm events
debug ssm xdr error
debug ssm xdr event
i

8 H30H02:06:47.698: AAA/AUTH: auth_need : user='cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.80.251" priv= 1 list=" AUTHOR-TYPE= 'commands'

8 H30H02:06:47.976:SSM CM : B4 ESSM3E#4LID 15701 [0x3D55]
8 H30H02:06:47.976:SSM CM : AR MHEH , 328D 15701

8 H30H02:06:47.976:SSM CM[19798] : 2 EME : 2 EMID

8 H30H02:06:47.976:SSM CM[19798] : % EMER : #iEESSM ID

8 H30H02:06:47.976: SSM SM ID LOCK: [PPPoE Discovery Daemon:id_lock:19798] locker
<SIP>: count 0 —> 1

8 A30H02:06:47.976:SSM CM[19798] : £ EEFEY : BABIE %

8 H30H02:06:47.976:AAA/BIND(00000B73) : S8Ei/fiR L\ 1Rx2


https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

8 A30H02:06:47.976:5SSS PM:ANCP K 1E“GigabitEthernet2/3/4” L j8 Fi — K RERVIA B RE
8 A30H02:06:47.976:SSS PM:ANCP & 1£“GigabitEthernet2/3/4” L 5 Fi — KK RERAR L BE

8 H30H02:06:47.977: SSM SM ID LOCK: [PPPoE Discovery Daemon:id_lock:19798] locker
<S8SS>: count 0 —> 1

8 A30H02:06:47.978:SSM CM[19798] : D ELME : REMERID

8 A30H02:06:47.978:SSM SM IDB{ZE : [SSS Manager:id_lock:19798] locker <SSS> : it+#1 —>
2

8 H30H02:06:47.979:SSS PM [7F7439B43390][AAA ID:0] : f3 kT3 7F7439B43390

8 A30H02:06:47.979: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BHRIPRSER ; MW
1£ N “unauthen”

8 A30H02:06:47.979: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR:assert authen
status "unauthen"

8, A30H02:06:47.979: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : £ X EH#AFE
#

8,430 H02:06:47.980:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 1£i& B B4AAPIR KT
B AP B EH

8 A30H02:06:47.980:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : LR EFHZEAAPIF KT
A/ BN

8 A30H02:06:47.980:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : EHHIAAA ID 293189
NAS# O

8 A30H02:06:47.980: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : £ X EH#AFE
#

8 H30H02:06:47.981:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : £ £ 75 AH8B0O00F38H)
REEFIRRT , B WRAZE

8 A30H02:06:47.981:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BTV ZE4ATIEK :
8H30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:AAA-Acct-Enbl =1 ( & )

8 A30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SHDB-Handle =
1426064214(55000356)

8 H30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : i A$ZO=
"GigabitEthernet2/3/4"

8 830 H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Access-Type = 3(PPPoE)

8 A30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : i ZE&E =0 ( PPPiAH]
S )



8430 H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : A= 1 ( LLAR )

8 A30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Authen-Status = 1 ( K&
FHRIE )

8 A30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Nasport = PPPOEOE : &
FE2;EFELER 1% 04 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

84300 02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 1£i& BiHiB4AAPIR KT
B AP B EH

8 A30H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : LR EFHZEAAPIF KT
A/ BN

8 A30H02:06:47.983: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : 1. 25 a#8BO00F38HY
REEFimRp |, B wRNZE

8 830 H02:06:47.983:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B H4AFIE -
8 A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:AAA-Acct-Enbl = 1 ( £ )

8 A30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SHDB-Handle =
1426064214(55000356)

8 H30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Wi A#O=
"GigabitEthernet2/3/4"

8 A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Access-Type = 3(PPPoE)

8 A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : thiZe &= 0 ( PPPi} Al
s )

8 A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : A= 1 ( LLAR )

8 H30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:Authen-Status = 1 ( K&
FHRIE )

8 A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Nasport = PPPoEOE : &
FE2;EFELER1%% 04 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

8830 H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : &iFHIHH=
2902460078(AD0O00BAE)

8 A30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SMEREE R A — IRSEHE
HR

8 830 H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : 1412 & PPPoE

8430 H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BRI %4A
SUBTYPE_CONVERTED 7 FALSE

8 H30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : MM : EKXE 4 session-
start#9 H



8 H30H02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : # M : Intf CloneSrc
Vt2:service-rule any : &

8,430 H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : #M : Intf Inputl/f
Gi2/3/4:service-rule any : &

8430 H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : #1MI : Glob:service-rule
any : 7o

8 A30H02:06:47.985:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : ZARM/VPDN : FFE
RM/VPDN{E#

8 H30H02:06:47.986:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : FEEZ4A : Unauth-User

8 H30H02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SIP [PPPoE]AJ {2 it & %
# 1

8 A30H02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : B#ZWARSEER

8 H30H02:06:47.986:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Eff<need keys> , RS
. initial-req to need-init-keys

8 H30H02:06:47.986:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : REENE — FEELEH
iz

8 A30H02:06:47.986:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR : F£Z : Unauth-
User

8 A30H02:06:47.986:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EREREFImIKINES

8 A30H02:06:47.986:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EMNE — EEELH
£

8 H30H02:06:47.986: SSM SM IDBAZE : [SSS Manager:id_unlock:19798] locker <SSS>: count 2
—>1

8 A30H02:06:47.986: SSM CM[19798] : BUEZ B : SSM IDHEER : #IRBUE 5 H

8830 H02:06:47.986:PPP : £ B 15 R([7F74247B3350]

8 A30H02:06:47.986:ppp900 PPP : IEEZE M ER

8 A30H02:06:47.986:SSM CM[19798] : AELER : R ARPMEZIRP#EU TIEID

8 A30H02:06:47.986: SSM XDR[19798]: SSMIAELER , A& To1E#E(0x0)Ox0FK R4 |, HIFH TIEHE
8 A30H02:06:47.986:SSM SH[19798]:alloc sbase 0x7F7430243E88 hdl 4D56

8 A30H02:06:47.986:SSM CM[19798]: [PPPoE|REL HBI E P BV — N EM , 2 BIRE

8 A30H02:06:47.986:SSM CM[19798]:CM FSM:st Idle , ev Prov seg->Down



8 A30H02:06:47.986:SSM SH[19798] : ¥k & &t

8 A30H02:06:47.986: SSM SH[SSS:PPPoE:19798]:initM B¢ 3

8 A30H02:06:47.986: SSM SH[ADJ:PPPoE:19798]:initM £t 3£

8 A30H02:06:47.986:SSM CM[SSS:PPPoE:19798] : A%t M 1

8 A30H02:06:47.986:SSM SM[SSS:PPPoE:19798] : Bl 7 % : 2 — >{E4H

8 A30H02:06:47.986:SSM CM[ADJ:PPPoE:19798] : &EL M 1

8 A30H02:06:47.986: SSM SM[ADJ:PPPoE:19798] : {RE ML : Z2fR — >{24%

8 A30H02:06:47.986: SSM SM[ADJ:PPPoE:19798] : AL EX

8 H30H02:06:47.986:SSM CM[19798]: [PPPoE] X A& F it B4 |, type=2 BREH

8 H30H02:06:47.987:ppp900 PPP : £ Avpn set call direction

8 A30H02:06:47.987: ppp900 PPP : JFiE#Z M A

8 A30H02:06:47.987: ppp900 PPP : i aI#R[38000B56]< i%ID[900]

8 A30H02:06:47.987: ppp900 LCP: Event{OPEN] State[Initial to Starting]

8 H30H02:06:47.987: ppp900 PPP LCP : #t A#zh1#E = | state[Stopped]

8 H30H02:06:47.991:ppp900 LCP:I CONFREQ [Stopped] id 1 len 14
8H30H02:06:47.991:ppp900 LCP:MRU 1492(0x010405D4)

8 A30H02:06:47.991:ppp900 LCP:MagicNumber 0x5BFE77FB(0x05065BFE77FB)
8 A30H02:06:47.991:ppp900 LCP:O CONFREQ [Stopped] id 1 len 18

8 H30H02:06:47.991:ppp900 LCP:MRU 1492(0x010405D4)

8 A30H02:06:47.991:ppp900 LCP:AuthProto PAP(0x0304C023)

8 H30H02:06:47.991:ppp900 LCP:MagicNumber 0x2B68BFB2(0x05062B68BFB2)
8 A30H02:06:47.991:ppp900 LCP:O CONFACK [Stopped] id 1 len 14

8 H30H02:06:47.991:ppp900 LCP:MRU 1492(0x010405D4)
8H30H02:06:47.991:ppp900 LCP:MagicNumber Ox5BFE77FB(0x05065BFE77FB)
8 A30H02:06:47.991: ppp900 LCP: Event[Receive ConfReq+] State[Stopped to ACKsent]
8 A30H02:06:47.992:ppp900 LCP:I CONFACK [ACKsent] id 1 len 18

8 H30H02:06:47.992:ppp900 LCP:MRU 1492(0x010405D4)



8 A30H02:06:47.992:ppp900 LCP:AuthProto PAP(0x0304C023)
8 A30H02:06:47.992:ppp900 LCP:MagicNumber 0x2B68BFB2(0x05062B68BFB2)

8 A30H02:06:47.992: ppp900 LCP: Event[Receive ConfAck] State[ACKsent to Open] ( 8 A30H
02:06:47.992: ppp900 LCP: Event[Receive ConfAck] State[ACKsent to Open] )

8 A30H02:06:48.008: ppp900 PPP : It/ X EfE# 1T & M RIE

8 A30H02:06:48.008:ppp900 LCP : RN ITFF

8H30H02:06:48.017: ppp900 PAP: | AUTH-REQ id 1 len 25 from "PPPoE-Client-1"
8 A30H02:06:48.017:ppp900 PAP : KXt & PPPoE-Client-1

8 A30H02:06:48.018:ppp900 PPP : M Ak , Zink K

8,A30H02:06:48.019: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Fi & B4R IR BIEB
FAAPIHEE 2 FRAF

8 A30H02:06:48.019: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 1Ei& BB 4AAPIFR KT
E AP B &4

8,A30H02:06:48.019: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : f£. 275 4#8B000F38HY
REEFmRE |, BRmR N ZE

8 A30H02:06:48.019: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : B Z4ATIE -
8 A30H02:06:48.021:5SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Access-Type = O(PPP)
8 A30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:AAA-Acct-Enbl = 1 ( £ )

8 A30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SHDB-Handle =
1426064214(55000356)

8 H30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : i A$ZO=
"GigabitEthernet2/3/4"

8430 H02:06:48.021:5SSS PM [uid:900][7F7439B43390][AAA ID:2931] : ¥4 iE= O(NO)
8 A30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : {3 A= 1 ( LAARN )

8 A30H02:06:48.021:5SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Authen-Status = 1 ( K&
BRI )

8 H30H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:Nasport = PPPoEoE : #&
FE25ERL2519% 04 IP 10.66.79.146 VP10 VCI 0 VLAN 0O

8,430 H02:06:48.021:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : &A=
2902460078(AD000GAE)

8 A30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : & =0 ( PPPiAH]
S )



8 A30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Unauth-User = "PPPoE-
Client-1"

8 A30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SMEMEH — KMES
4R

8 A30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 5 RIZKEPPP

8 H30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : #AN : 254 B4Esession-
start#9 H

8 430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : #M : Intf CloneSrc
Vt2:service-rule any : &

8,430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : #M : Intf Inputl/f
Gi2/3/4:service-rule any : &

8,430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : #1MI : Glob:service-rule
any : 7o

8,430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B EIE % W 347

8 A30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : Eff<rcvd keys> , RIS
: need-init-keys to check-auth-needed

8 H30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : A EBERNKE

8 H30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EEREEE

8 H30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : EBHE4HE : Unauth-
User. Nasport, Input Interface. Accle-Hdl, AAA-Id. AAA-Acct-Enbl, SHDB-Handle, Media-
Type. Protocol-Type. Session-Handle, Authen-Status, Converted-Status&i&

8,430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EER4ALE : Auth-User

8 H30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : RBEZE4A : “Auth-
User’ ?

8,430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SIP [PPP| IRt & % %34A
8,430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : B EE“Auth-User’ 247

8 H30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : Eff<need keys> , IR
. check-auth-needed to need-more-keys

8 A30H02:06:48.022:SSS PM [uid:900][7TF7439B43390][AAA ID:2931] : FKIENE — EEEZH
4A

8,430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR : BE : BHKIF
AR

8 H30H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR : (7] & 4 1 iF 1R



8,430 H02:06:48.022:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR : &R , EHAE
B HREIPIRAS

8 H30 H02:06:48.023: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR : Bl , & &1E
B HRIFIRA = no-record-found

8,A30H02:06:48.023: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : &1iF Ki# 17 & 5
IS iF

8 A30H02:06:48.023:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : EE#<idmgr dget
keys> , IRZS : need-more-keys to need-more-keys

8 A30H02:06:48.023:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EREEREFImIKINES

8 A30H02:06:48.023:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EMNE — EEELH
£

8 A30H02:06:48.023:ppp900 PPP : MR = H M WiE , REIEAF

8 A30H02:06:48.023:AAA/AUTHEN/PPP(00000B73) : i&## 75 &5 ZR“ERIN”
8 A30H02:06:48.024:RADIUS/ENCODE(00000B73) : [R#G4H #HKE= PPPoE
8 A30H02:06:48.024:RADIUS : E IR INDSLL B IERE 1

8 A30H02:06:48.024:RADIUS(00000B73) : BLiENAS I1P:192.168.111.1

8 A30H02:06:48.024:RADIUS(00000B73) : ELENAS IPV6::

8 A30H02:06:48.024:RADIUS/ENCODE : K Zlidb! 8 & B Wil Pith 1k

8 H30H02:06:48.024:RADIUS/ENCODE(00000B73):acct_session_id:2922

8 H30H02:06:48.024:RADIUS(00000B73) : &Ki%

8 A 30 H02:06:48.025:RADIUS(00000B73) : & i 5] %R $192.168.111.9:1645 id 21691/86,len
140

8 H30H02:06:48.025:RADIUS : 3% IEEE61 FF 91 F9 08 29 2F DD - DC 1D 4D 62 BC A5 CC
03

8 H30H02:06:48.025:RADIUS:Framed-Protocol [7] 6 PPP [1]

8 H30H02:06:48.025:RADIUS : A~ #[1] 16 "PPPoE-Client-1"
8 H30H02:06:48.025:RADIUS : A #&&[2] 18 *

8 A30H02:06:48.025: RADIUS: NAS-Port-Type [61] 6RE#[5]

8 H30H02:06:48.025:RADIUS:NASH% O[5] 6 738197504

8 A30H02:06:48.025: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"



8 A30H02:06:48.025:RADIUS : #tRiFg , BH[26] 41

8 A30H02:06:48.025:RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"

8 A30H02:06:48.025: RADIUS: Service-Type [6] 6 Framed [2]

8 A30H02:06:48.025:RADIUS:NAS-IP-Address [4] 6 192.168.111.1

8 A30H02:06:48.025: RADIUS: Event-Timestamp [55] 6 1472522808

8 A30H02:06:48.025: RADIUS(00000B73) : &iXIPv4 RadiusBiiz

8 A30H02:06:48.025:RADIUS(00000B73) : J&zh5# ikt

8 A30H02:06:48.026:RADIUS : #W Eid 21691/86 192.168.111.9:1645,Access-Accept , len 49
8 A30H02:06:48.026:RADIUS : 53 1iE#840 8A 85 44 B9 61 A0 80 - 2C 1E 18 1B ED 29 87 57
8 A30H02:06:48.026:RADIUS:Framed-Protocol [7] 6 PPP [1]

8 A30H02:06:48.026: RADIUS: Service-Type [6] 6 Framed [2]

8 A30H02:06:48.026:RADIUS : #tRiE , BR[26] 17

8 A30H02:06:48.026: RADIUS: ssg-account-info [250] 11 “Internet”

8 A30H02:06:48.026:RADIUS(00000B73) : #H HID 21691/86

8 H30H02:06:48.027:ppp900 PPP : BB AH X , ZiIRE X

8 H30H02:06:48.027:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:AuthenRSE#T ; NER
“authen”

8 A30H02:06:48.027:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR:assert authen
status "authen"

8 H30H02:06:48.027: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : KIXBHLEE
w

8 H30H02:06:48.027:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:IDMGR : A& “PPPoE-
Client-1”

8830 H02:06:48.028:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : &iFHE : &

8,430 H02:06:48.028:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : A % B4A1E18 B H 2 4A
APIF&E D RAF

8 A30H02:06:48.028:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : AP B BAEREHZEA
APIH%E 5 R AT

8 430 H02:06:48.028:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : £ B4 A14H8B000F38HY
REEFimRE |, BFmR N ZE



8 A30H02:06:48.028:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BT Z4AFIR :
8H30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:AAA-Attr-List = 05001CFF

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Framed-Protocol 0 1
[PPP]

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:service-type 0 2 [Framed]

8 H30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:ssg-account-info 0
"Alnternet"

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Access-Type = O(PPP)

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:Unauth-User = "PPPoE-
Client-1"

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:AAA-Acct-Enbl = 1 ( £ )

8430 H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SHDB-Handle =
1426064214(55000356)

8 H30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Wi A#O=
"GigabitEthernet2/3/4"

8430 H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : ¥4 i%= O(NO)
8,430 H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : i F= 1 ( LAAM )

8 H30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:Authen-Status =
O(Authenticated)

8 H30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:Nasport = PPPoEOE : #&
FE25ERL2519% A4 IP 10.66.79.146 VP10 VCI 0 VLAN 0

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : &iFAW=
2902460078(ADO006AE)

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : & =0 ( PPPiAH]
S )

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Z&=1( &)

8 H30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : B K i B = "PPPoE-
Client-1"

8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SME R EA — SRENE %
4

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 5 RIZEHPPP : ;A4

8,A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : M40 k1 i R & F B ks



8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : A BRB&E Fin il &
WK

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : Ef<got process config
req> , IR : need-more-keys to need-more-keys

8,430 H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : A E#IRE &

8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : B BiEREMN A Z
AAAFIER

El& : Framed-Protocol 0 1 [PPP]
Bl & : service-type 0 2 [Framed]
Bl & : ssg-account-info 0 "Alnternet"

8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : IE1E4¥PPPoE-Client-
1ERRZIZEIAAA

8 A30H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SSS PM : m BB A FEE
XHER

8 A30H02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SSS PM : SEAFEE
X EERME KBRS

8430 H02:06:48.032:5SS AAA AUTHOR [uid:900][AAA 1D:2931] : #8SIP PPPoE
8 A30H02:06:48.032:5SSS AAA AUTHOR [uid:900][AAA 1D:2931] : /& FIPPPOE 4 #
8430 H02:06:48.032:5SS AAA AUTHOR [uid:900][AAA 1D:2931] : /5 FAPPPHEAT

8 830 H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : SEZNAI4E[0] : TE5EZH £ T
X IR IR R

8,430 H02:06:48.032:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : sEZHAIHA[0] : ©BIEEL
ETxX

8 H30H02:06:48.032: SSS AAA AUTHOR [uid:900][AAA ID:2931] : Z=4#F<make request> , JAAM
R E AR

8430 H02:06:48.032:SSS AAA AUTHOR [uid:900][AAA 1D:2931] : 5EZh #3418 & H Auth-User
8 830 H02:06:48.032:5SSS AAA AUTHOR [uid:900][AAA ID:2931] : i #4APPPoE-Client-1

8 A30H02:06:48.033: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : 1 B 4APPPoE-Client-1.& 1% {4
EHAAARIE

8 H30H02:06:48.033:SSS AAA AUTHOR [uid:900][AAA 1D:2931] : EUYEIAAABITIE

8 H30H02:06:48.033: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: [TF7439B43390] : BIEHEFT
"



Initial attr Framed-Protocol 0 1 [PPP]

Initial attr service-type 0 2 [Framed]

#ItA & M ssg-account-info 0 "Alnternet"

8H30H02:06:48.033:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:
REEEHIRIZBIPvA it

8 A30H02:06:48.034: COA_HA: [ERR]7ZEMshdb 0x3k Blcoa_ctx55000356

8 H30H02:06:48.034:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : #M : RZ A=
InternetiE &

8 A30H02:06:48.034:SSS PM:PARAMETERIZED-Qo0S:QOSZ %

8 A30H02:06:48.035:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : #Ml : VRFEETHIFE :
Framed-Protocol 0 1 [PPP]

service-type 0 2 [Framed]

ssg-account-info 0 "Alnternet"

8 H30H02:06:48.035:SSS PM : kX EIVPDNJE 1 =R K ik

8 830 H02:06:48.039:5SSS AAA AUTHOR [uid:900][AAA 1D:2931]:SIP PPP[7F756CC2B030]4 fif
R B Th

8 A30H02:06:48.039:SSS AAA AUTHOR [uid:900][AAA 1D:2931]:SIP PPP[7F756DAD3800]# fi#
#roh 2B

8,430 H02:06:48.039:SSS AAA AUTHOR [uid:900][AAA ID:2931]:SIP PPPoE[7F756CCD6BFO]f#
R B Th

8 H30H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA ID:2931] : E{f<service not found> , Ik
/L,\ME*XEE&j] J'Dﬁk

8 A30H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA ID:2931] : K&K RS BRER
8 A30H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA 1D:2931] : 171E5E 5 A4 — B6000D41

8830 H02:06:48.039:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : K1 FAER B A1
[82001D03]H £ 1% & H[EA001CDB]

8 A30H02:06:48.039: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: ACTIVE HANDLEIO] : f#
BMWES ETXIRERRKE ETX

8 830 H02:06:48.039: SSS AAA AUTHOR [uid:900][AAA ID:2931] : [EAERHGESN A4 ; SSSHEE
T X A14%= 8BO0OF38

8430 H02:06:48.039: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : SEZh A14K[29305] : &



BUE B A

8430 H02:06:48.039:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
“PPPoE-Client-1"

BLES M : PR IE S

8 A30H02:06:48.039:SSS PM:PROFILE-DB : 2 ¥#&FF F M EL & X4 “PPPoE-Client-1”

8 A30H02:06:48.039:SSS PM:PROFILE-DB : it E# & 5I{E= 4099343087

8 H30H02:06:48.039:SSS PM:PROFILE-DB : & , 5l

8 A30H02:06:48.040:SSS PM:PROFILE-DB : #3“PPPoE-Client-1"

8 A30H02:06:48.040:SSS PM:PROFILE-DB : 82 “PPPoE-Client-1"/7F7439BF34E0Q hdl

A1001D54 ref 1

8 430 H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
7F7439BF7DA0 , B£1

BLESfF : B2

8,430 H02:06:48.040:SSS AAA AUTHOR [uid:900][AAA ID:2931] : Efk<free request> , JRAM

completeE i A terminal

8,430 H02:06:48.040:SSS AAA AUTHOR [uid:900][AAA ID:2931] : BUMER

8 H30H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] :

8430 H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :

EEGCERTIMEESH

BENAERK ; BE

8 A30H02:06:48.040: SSS PM [uid:900][7F7439B43390][AAA I1D:2931]: SMEKRMEH — SRINE %

8530 H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] :
start#9 H

8 A30H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
Vt2:service-rule any : 7©

8 830 H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA ID:2931]
Gi2/3/4:service-rule any : &

8 A30H02:06:48.040:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
any : ¢

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931]

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
: FE — more-keys A &E — auth-needed

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
8,430 H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931]

830 H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931]

AN . EXFEHsession-

#M - Intf CloneSrc

HW : Intf Inputl/f

#M - Glob:service-rule

EEKBESEH

Ef<rcvd keys> |, IRE

LERREE

 REREFE

B HZ4AEK : Unauth-



User, Auth-User, Nasport, Input Interface. AAA-Id. AAA-Acct-Enbl, Resource-Determined,
SHDB-Handle, Media-Type. Protocol-Type., Session-Handle, Authen-Status&i&

8 A30H02:06:48.041:5SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EEZ4ALE : Auth-User

8 H30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : RBEZ4A : “Auth-
User” ?

8 H30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : Eff<send auth> , IR
: check-auth-needed to authorization

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : 4:EAAARRS RN

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : E1E &3%“PPPoE-Client-
1" B AAATE R

8 A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SSS PM : 7 BB A FEE
XHER

8 A30H02:06:48.041:5SS AAA AUTHOR [uid:900][AAA 1D:2931] : 24X : E1E MSIP:PPPoEIREX
FEH &R

8 A30H02:06:48.041:SSS AAA AUTHOR [uid:900][AAA ID:2931] : #&1X : MSIP:PPPoE ;[R5 7%
FIRKRM

Aug 30 02:06:48.041: SSS PM4Hix : KM LT X ANULLZ IR EXaaa author passwd list AP R 2>
BE

8430 H02:06:48.041:5SS AAA AUTHOR [uid:900][AAA 1D:2931] : #8SIP PPPoE
8 A30H02:06:48.041:5SSS AAA AUTHOR [uid:900][AAA 1D:2931] : /& FIPPPOE 4 #
8430 H02:06:48.041:5SS AAA AUTHOR [uid:900][AAA 1D:2931] : /5 FAPPPHEAT

8830 H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : SEZNAI4E[0] : TE5EZH £ T
X IR IR R

8A30H02:06:48.041:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : SEZHAIMA[O] : ©BIEEL
ETxX

8 A30H02:06:48.041:SSS AAA AUTHOR [uid:900][AAA 1D:2931] : E#f<make request> , IRESM
R E AR

8830 H02:06:48.041:SSS AAA AUTHOR [uid:900][AAA ID:2931] : SEZh %4818 B  Auth-User
8 A30H02:06:48.041:SSS AAA AUTHOR [uid:900][AAA ID:2931] : N Z4HPPPoE-Client-1
8 H30H02:06:48.042:AAA/AUTHOR(0xB73) : & 1575 R“ERIN”

8 A30H02:06:48.042:SSS AAA AUTHOR [uid:900][AAA ID:2931] : iR ERNE E X HREEKIAE
— R

8A30H02:06:48.043:SSS AAA AUTHOR [uid:900][AAA 1D:2931] : 4% #4APPPoE-Client-14 %



HIAAATE R

8 A30H02:06:48.043:SSS PM [7F7439B42FBO][AAA ID:0] : 812 £ T XX7F7439B42FB0

8 A30H02:06:48.043:SSS PM [7F7439B42FBO][AAA 1D:2931] : EMt A ZR4AFIR R 2=

8 A30H02:06:48.043:SSS PM [7TF7439B42FBO][AAA 1D:2931] : BIZIIRAEHT ; T A “unauthen”

8 A30H02:06:48.043:SSS PM [7TF7439B42FBO][AAA 1D:2931]:IDMGR:assert authen status
"unauthen"

8 A30H02:06:48.043:SSS PM [7TF7439B42FBO][AAA ID:2931] : BRS[Internet] : K&
7F7439B43390

8 H30H02:06:48.043:SSS PM [7TF7439B42FBO][AAA 1D:2931] : BRFH[Internet] : REBZI ? &

8 A30H02:06:48.043: SSS PM [7F7439B42FBO]J[AAA ID:2931]: IDMGR : RS M kB3 ; THEE
#

8 830 H02:06:48.043:SSS PM [7TF7439B42FBO][AAA 1D:2931] : 4% B Z R A E#77IDMGR

8 A30H02:06:48.043:SSS PM [7F7439B42FB0][AAA ID:2931] : #set domain key APIH R EI A
&%

8 A30H02:06:48.043:SSS PM [7F7439B42FB0][AAA ID:2931] : #£set domain key APIH ARk EI A
&%

8 A30H02:06:48.043:SSS PM [7TF7439B42FBO][AAA 1D:2931] : EH KIAAA ID 2931#INASH O
8 A30H02:06:48.043:SSS PM [7TF7439B42FBO][AAA ID:2931]:IDMGR : & ¥ E#&EEH

8 A30H02:06:48.044:SSS PM [7TF7439B42FBO]J[AAA 1D:2931] : £ B & G#KD8000F3BHIIRENE /=
mRP , FFIRRRAZE

8 A30H02:06:48.045:SSS PM [7TF7439B42FBO][AAA ID:2931] : BRI ER I :
8 A30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA ID:2931] : &% AR5 = "Internet"

8 H30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA 1D:2931]:Nasport = PPPoE : {GfE2;& AL 85
13%% 04 IP 10.66.79.146 VP10 VCI 0 VLAN 0

8 A30H02:06:48.046:SSS PM [7F7439B42FBO][AAA ID:2931]:Access-Type = 11(Web-service-
logon)

8 A30H02:06:48.046:SSS PM [7F7439B42FB0][AAA ID:2931]:Authen-Status = 1 ( RE F K IUE
)

8830 H02:06:48.046:SSS PM [7F7439B42FBO][AAA ID:2931] : &iFkbiE=
2902460078(AD0O00BAE)

8 H30H02:06:48.046:SSS PM [7F7439B42FB0][AAA ID:2931] : IREZ TSN EREFEK AR —
Service-Start



8 H30H02:06:48.046:SSS PM [7TF7439B42FBO0][AAA 1D:2931] :

8 H30H02:06:48.046:SSS PM [7F7439B42FBO][AAA 1D:2931] :
oy

8 A30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA 1D:2931] :
rule any : &

8 A30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA ID:2931] :
Gi2/3/4:service-rule any : &

8 H30H02:06:48.046:SSS PM [7F7439B42FBO][AAA ID:2931] :
any:default-internal-rule

8 A30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA ID:2931] :
“default-internal-rule”

8 H30H02:06:48.046:SSS PM [7F7439B42FBO][AAA ID:2931] :
rule/always event account-logon”

8H30H02:06:48.046:SSS PM [7TF7439B42FBO0][AAA ID:2931] :
rule/always event idle-timeout”

8 A30H02:06:48.046:SSS PM [7F7439B42FBO][AAA ID:2931] :
rule/always event session-timeout”

8 H30H02:06:48.046:SSS PM [7TF7439B42FBO0][AAA ID:2931] :
rule/always event keepalive-timeout”

8 A30H02:06:48.046:SSS PM [7F7439B42FBO][AAA ID:2931] :
rule/always event flow-timeout”

8H30H02:06:48.046:SSS PM [7TF7439B42FBO0][AAA ID:2931] :
rule/always event service-start”

1A K B Web-service-logon

H

A -

My -

M

My -

A -

A

A -

A

A -

My -

- B EHservice-startlI M

Intf CloneSrc Vt2:service-

Intf Inputl/f

: Glob:service-rule

F service-startiL{i

R ZfE“default-internal-

. AR “default-internal-

R ZfE“default-internal-

. AR “default-internal-

R ZfE“default-internal-

P “default-internal-

8 H30H02:06:48.046:SSS PM [7TF7439B42FB0][AAA 1D:2931] : #N : PLEl“default-internal-
rule/always event service-start/1 service-policy type service identifier service-name”

8 A30H02:06:48.046:SSS PM [7F7439B42FB0][AAA 1D:2931] : MM[0] : FF A

8 A30H02:06:48.046:SSS PM [7TF7439B42FBO][AAA 1D:2931]:RULE[0]:default-internal-
rule/always event service-start/1 service-policy type service identifier service-name

8 H30H02:06:48.046:SSS PM CCM : ¥ ZEI A TR ME1E S 0x7F7439BHISHDB A&

0x5500035643390

8 H30H02:06:48.046:SSS PM CCM:[SESSION PM EVENT] Event = NEW-REQUEST(ctx:

0x7F7439B43390 , #&4E : APPLY-SERVICE)

8 A30H02:06:48.046:SSS PM&E AT A : TEEZNZAHIshdb = 0x55000356 spol_ctx =

0x7F7439B43390

8 A30H02:06:48.046:5SSS PM CCM : ERIIFPM HAIRE 33 5k 7 £5(£ 15 0x55000356)



8 H30H02:06:48.046:SSS PM HA : EIPM HABA 5% g4k ( 2B APPLY-SERVICE )

8 A30H02:06:48.046:SSS PM HA:NE : £policy_ha_add_session_infoH
, shdb=0x55000356,last=APPLY-SERVICE(6)

8 A30H02:06:48.046:SSS PM& A A : #policy_ha_net_effect_processH

. ctx=0x7F742BC552A8,action-type=APPLY-SERVICE , event=SERVICE-START , state=INIT-
STATE

8 H30H02:06:48.046:SSS PME o A% : NE : RRBEMEEMN RS N ARE

8 H30H02:06:48.046:SSS PME ul it : IREBHERITE , MOx0FI0x7F742BC50EEOQ

8 H30H02:06:48.046:SSS PM CCM : #ZE#t & 2% (shdb 0x55000356),ctx
0x7F7439B43390,dsess_hdl 0x0,APPLY-SERVICE OK

8 A30H02:06:48.046: SSS PM [7F7439B42FBO][AAA ID:2931]: RULE[Q] : B Z{AZFRSE

8 A30H02:06:48.047:SSS PM [7TF7439B42FBO][AAA 1D:2931] : MMI[0] : M ARSS InternethRin J &
BUH

8 H30H02:06:48.047:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931] : IR : initial-req to
check-auth-needed

8 H30H02:06:48.047:SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931] : Eff<send auth> , IR
: check-auth-needed to authorization

8 A30H02:06:48.047:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : &b EEAAARRS AR

8 A30H02:06:48.048:SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931] : IEFE & ¥ “Internet’fy
AAATE R

8 A30H02:06:48.048:SVM [uid:900][7F7439B42FBO][AAA 1D:2931] [Internet] : FEE T

8 H30H02:06:48.048:SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931] : BRE“Internet’ T EEF
B EETH

8 A30H02:06:48.049: SVM [uid:900][7F7439B42FBO][AAA ID:2931] [B20001F1/Internet] : 7 ELkY
RN

8 A30H02:06:48.049: SVM [uid:900][7F7439B42FBO][AAA ID:2931] [B20001F1/Internet]:
[D8000F3B] : &/~ um 2 HERA

8 H30H02:06:48.049: SVM [B20001F 1/Internet]: [PM-Download:D8000F3B] 2 8iE0->1
8 H30H02:06:48.049: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931] : EERFZ T H
8 H30H02:06:48.049: SVM [B20001F1/Internet]: [AAA-Download:7F743125EEC0] 2 81E0->1

8 A30H02:06:48.049: SSS AAA AUTHOR [uid:900][AAA ID:0] : #&Z1X : IEFEMSIPIRER G 5k
: Web-service-logon

8 A30H02:06:48.049: SSS AAA AUTHOR [uid:900][AAA ID:0] : 4% : MSIPiE R 5 &SI TR KW



: WebfRS & %
8530 H02:06:48.049: SSS AAA AUTHOR [uid:900][AAA ID:0] : 4SIP PPPoE
8 H30H02:06:48.049: SSS AAA AUTHOR [uid:900][AAA ID:0] : /& FAPPPoEf##T
8530 H02:06:48.050:SSS AAA AUTHOR [uid:900][AAA 1D:0] : & FIPPP % #f
8 A30H02:06:48.050:SSS AAA AUTHOR [uid:900][AAA ID:0] : /8 AWebRS & F 0

8 A30H02:06:48.050:SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931] : J&ZN AHR[0] : 7E5&E3I L
TXRHHRAVIRER

8 A30H02:06:48.050:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : &z @HR[0] : 2RIEE
HETX

8 A30H02:06:48.050:SSS AAA AUTHOR [uid:900][AAA ID:0] : E#f<make request> , IRSMZEH
BERRARN

8 830H02:06:48.050:SSS AAA AUTHOR [uid:900][AAA ID:0] : 5E3h B 45 1% & H Apply-Service

8 830H02:06:48.050:SSS AAA AUTHOR [uid:900][AAA ID:0] : FE1EBN KR E BN

8 530 H02:06:48.050:AAA/AUTHOR(0x0) : 14275 £ 51 R “BRiA”

8 830H02:06:48.050:SSS AAA AUTHOR [uid:900][AAA ID:0] : JS IR Bl B X 43 B B 7 RS
8 830 H02:06:48.050:SSS AAA AUTHOR [uid:900][AAA ID:0] : 4174 3B H B W & 3% M AAATE R

8 H30H02:06:48.050:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : #NI[0] : FE RS
“Internet”

8 A30H02:06:48.050:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931] : BMI[1] : FFA
8 A30H02:06:48.051:RADIUS/ENCODE(00000B73) : JR#54H #42£E= PPPoE

8 A30H02:06:48.051:RADIUS : 2RI A NDSLL B IE R 1

8 A30H02:06:48.051:RADIUS(00000B73) : ELiENAS IP:192.168.111.1

8 A30H02:06:48.051:RADIUS(00000B73) : BLiENAS IPv6::

8 A30H02:06:48.051:RADIUS/ENCODE(00000B73): acct_session_id:2922

8 A30H02:06:48.051:RADIUS(00000B73) : &Ki%

8 A30H02:06:48.052:RADIUS/ENCODE(00000000) : R4 4B =T

8 A30H02:06:48.053:RADIUS(00000000) : BLENAS IP:192.168.111.1

8 A30H02:06:48.053:RADIUS(00000000) : EEENAS IPV6: ::

8 A30H02:06:48.053:RADIUS(00000000) : &Ki%



8 830 H02:06:48.053: RADIUS(00000B73) : &)X U6 iR £/192.168.111.9:1645 id 21691/87,len
134

8 A30H02:06:48.053:RADIUS : &3 UEERAB 9B 13 37 28 45 B9 5F - 8A 0C 45 79 DE 03 67 9A
8 A30H02:06:48.053:RADIUS : A~ #[1] 16 "PPPoE-Client-1"

8 A30H02:06:48.053:RADIUS : A #&&B[2] 18 *

8 A30H02:06:48.053: RADIUS: NAS-Port-Type [61] 6 Virtual [5]

8 A30H02:06:48.053: RADIUS: NAS-Port [5] 6 738197504

8 A30H02:06:48.053: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 A30H02:06:48.053:RADIUS : #tRi#E , BR[26] 41

8 A30H02:06:48.053: RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 A30H02:06:48.053: RADIUS: Service-Type [6] 6 Outbound [5]

8 H30H 02:06:48.054: RADIUS: NAS-IP-Address [4] 6 192.168.111.1

8 A30H02:06:48.054: RADIUS: Event-Timestamp [55] 6 1472522808

8 H30H02:06:48.054: RADIUS(00000B73) : &iXIPv4 Radius#iiE 3

8 A30H02:06:48.054:RADIUS(00000B73) : Bai5# et

8 A30H02:06:48.054 : £ # R IR FEIRADIUS: nas-port-id(87)

8 A30H02:06:48.054:RADIUS(00000000) : & 3% 15 B # R $192.168.111.9:1645 id 21691/88,len
66

8 H30H02:06:48.054:RADIUS : &3 IEEE88 26 9B 9D 00 39 F7 BB - 95 D3 93 67 B5 FB 35 9A
8 H30H02:06:48.054:RADIUS : A #&&[2] 18 *

8 H30H02:06:48.054:RADIUS : AAF#[1] 10 “Internet”

8 H30H02:06:48.054:RADIUS : BRI A[6] 6H 35[5]

8 A30H02:06:48.054: RADIUS: NAS-IP-Address [4] 6 192.168.111.1

8 A30H02:06:48.054: RADIUS: Event-Timestamp [55] 6 1472522808

8 H30H02:06:48.054:RADIUS(00000000) : &iXIPv4 Radius¥#EI

8 A30H 02:06:48.054:RADIUS(00000000) : /& zh5 Y

8 H30H02:06:48.055:RADIUS : £ Hid 21691/87 192.168.111.9:1645,Access-Accept , len 49

8 H30H02:06:48.055:RADIUS : &3 HiEEE2C 28 38 54 02 DF 34 8A - AD A4 C6 6A CB E3 AB



E9

8 A30H02:06:48.055:RADIUS:Framed-Protocol [7] 6 PPP [1]

8 A30H02:06:48.055: RADIUS: Service-Type [6] 6 Framed [2]

8 A30H02:06:48.055:RADIUS : iR , BR[26] 17

8 A30H 02:06:48.055:RADIUS: ssg-account-info [250] 11 “Internet”

8 A30H02:06:48.056:RADIUS(00000B73) : #W HID 21691/87

8 A30H02:06:48.056:SSS AAA AUTHOR [uid:900][AAA 1D:2931] : EMBIAAAETTIE

8 A30H02:06:48.056: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: [7TF7439B43390] : B &4 EF
X

Initial attr Framed-Protocol 0 1 [PPP]

Initial attr service-type 0 2 [Framed]

HI¥AIE M ssg-account-info 0 "Alnternet”

8H30H02:06:48.056:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:
REEEHAIRIZBIPvAt it

8 530 H02:06:48.057:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : #AN : PRE B F=2iEh
Hinternet2 4t FiEZNIRS , EELAET — MRS

8 A30H02:06:48.057:SSS PM:PARAMETERIZED-Qo0S:Q0SZ#

8 A30H02:06:48.057:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : #M| : VRFEEHTHIFE :
Framed-Protocol 0 1 [PPP]

service-type 0 2 [Framed]

ssg-account-info 0 "Alnternet"

8 A30H02:06:48.058:SSS PM : KX EIVPDNJE Mok K B

8 A30H02:06:48.062:SSS AAA AUTHOR [uid:900][AAA 1D:2931]:SIP PPP[7F756CC2B030]## fi#
19 A& Zh

8,430 H02:06:48.062:SSS AAA AUTHOR [uid:900][AAA 1D:2931]:SIP PPP[7F756DAD3800]# it
MR 2R

8 A30H02:06:48.062:SSS AAA AUTHOR [uid:900][AAA 1D:2931]:SIP PPPoE[7F756 CCD6BFO0]##
1 A Zh

8 A30H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931] : 4 <service not found> , Ik
SMENE RN TR



8,430 H02:06:48.062:SSS AAA AUTHOR [uid:900][AAA ID:2931] : kKBRS BRER
8,430 H02:06:48.062:SSS AAA AUTHOR [uid:900][AAA 1D:2931] : 1Z1E5E 5 @ — 3D000D42

8 A30H02:06:48.062: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BMIIRANZE , NAE
B B #[25001CFO| R EE

8430 H02:06:48.062: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: ACTIVE HANDLE[0] : 1k
BMWES ETXIRE R ET XX

8 830 H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931] : IEERKGESN A ; SSSHKEE
+ T X A4%= 8BO0OF38

8 A30H02:06:48.062:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : J&31 AI#R[29305] : B
Y E B A

8,430 H02:06:48.062:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BB X4 : 15 E B4
“PPPoE-Client-1”

8 A30H02:06:48.062:SSS PM:PROFILE-DB : 2#iE fE + # Bt & X £ “PPPoE-Client-1”
8 A30H02:06:48.062:SSS PM:PROFILE-DB : it &/ & FI{E= 4099343087

8 A30H02:06:48.062:SSS PM:PROFILE-DB : M#ESINEE B XMW FHETE

8 A30H02:06:48.062:SSS PM:PROFILE-DB : & A& th P

8 A30H02:06:48.062:SSS PM:PROFILE-DB : £ , B HIRA

8,430 H02:06:48.062:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : BB X4 : Bl
7F7439BF7D78 , %1

8 A30H02:06:48.062:SSS AAA AUTHOR [uid:900][AAA 1D:2931] : 4 <free request> , IJREM
complete & e A terminal

8 A30H02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931] : BUHE K
8 A30H02:06:48.062:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : IEEAEBIRAFEEESEH
8 H30H02:06:48.062:RADIUS : #ULBid 21691/88 192.168.111.9:1645,Access-Accept , len 277

8 H30H02:06:48.062:RADIUS : &3 iFBEEE 5E FO 5E 63 B6 4C 3D - 5E C6 A6 4F 7A B8 43
66

8 A30H02:06:48.062:RADIUS : #5175 , BR26] 17
8 H30H02:06:48.062: RADIUS: ssg-service-info [251] 11 “Internet”
8 A30H02:06:48.062:RADIUS : #tRi#E , B5[26] 61

8 A30H02:06:48.062: RADIUS: Cisco AVpair [1] 55 "ip:traffic-class=in access-group name ACL-
Internet-In"



8 A30H02:06:48.062:RADIUS : #tRif , BHI[26] 40
8 A30H02:06:48.062: RADIUS: Cisco AVpair [1] 34 "ip:traffic-class=in default drop"
8 H30H02:06:48.062:RADIUS : #tRif , BHI[26] 63

8 A30H02:06:48.062: RADIUS: Cisco AVpair [1] 57 "ip:traffic-class=out access-group name ACL-
Internet-Out"

8 A30H02:06:48.062:RADIUS : #tRi#E , BP[26] 41
8 H30H02:06:48.062:RADIUS : BHtAVpair [1] 35 "ip:traffic-class=out default drop"
8430 H02:06:48.062:RADIUS : iR , BHH[26] 35
8 A30H02:06:48.062:RADIUS : B#AVpair [1] 29 "accounting-list=ACCNT_LIST1"

Aug 30 02:06:48.063: RADIUS/DECODE(00000000) : & H ¥ MIEE., KRiICRNERSERFAE
B

8 A30H02:06:48.063:RADIUS(00000000) : #4¥ Hid 21691/88
8 A30H02:06:48.063: SSS AAA AUTHOR [uid:900][AAA ID:0] : B W BIAAABEITIE
Initial attr ssg-service-info 0 "Internet"
#igzattr traffic-class 0 "in access-group name ACL-Internet-In"
Initial attr traffic-class 0 "in default drop"
) igzattr traffic-class 0 "out access-group name ACL-Internet-Out"
Initial attr traffic-class 0 "out default drop"
Initial attr accounting-list 0 "ACCNT_LIST1"
8 H30H02:06:48.063:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]:
REERASIRIZBIPv4ib it
8 H30H02:06:48.064:SSS PM:PARAMETERIZED-Q0S:Q0S&#
8 A30H02:06:48.064:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : 1l : VRFEHTHIE :
ssg-service-info 0 "H Bk A"
traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "in default drop"
traffic-class 0 "out access-group name ACL-Internet-Out"

traffic-class 0 "out default drop"



accounting-list 0 "ACCNT_LIST1"
8 A30H02:06:48.065:SSS PM : KK ZEIVPDNE 14 = K B
8 H30H02:06:48.066:SVM [B20001F 1/Internet] : &R &E3K1D:11584.11585

8 A30H02:06:48.068:SSS AAA AUTHOR [uid:900][AAA ID:0]:SIP PPP[7F756CC2B030]# f# 41 1
B

8 A30H02:06:48.068:SSS AAA AUTHOR [uid:900][AAA ID:0]:SIP PPP[7F756DAD3800]# f# 4 1
2B

8 A30H02:06:48.068:SSS AAA AUTHOR [uid:900][AAA ID:0]:SIP PPPoE[7F756CCD6BFO]## 4T
AR

8 A30H02:06:48.068:SSS AAA AUTHOR [uid:900][AAA ID:0] : Eff<service not found> , JRZM
BNERHR TR

8 A30H02:06:48.068:5SS AAA AUTHOR [uid:900][AAA ID:0] : k&K FIRESENER
8 830 H02:06:48.068:SSS AAA AUTHOR [uid:900][AAA ID:0] : #1553 # — FD000D43

8 A30H02:06:48.068:SSS PM [uid:900][7F7439B42FBOJ[AAA ID:2931] : BHSIRHKZ | MARE
AROIKREE

8 A30H02:06:48.068: SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]: ACTIVE HANDLE[0] : 1R
BMWES ETXIRE KK ETX

8 830H02:06:48.068:SSS AAA AUTHOR [uid:900][AAA ID:0] : R EZ A ; SSSKBE LT
X A#E= D8000F3B

8,430 H02:06:48.068:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : SEZh AI#H[29305] : &
BUE B AR

8830 H02:06:48.068:SSS PM [7TF7439B42BDO][AAA ID:0] : tlE 18 £7F7439B42BD0

8 H30H02:06:48.068:SSS PM:PROFILE-DB : 2 #EE R EE X4 Internet”

8 H30H02:06:48.069:SSS PM:PROFILE-DB : itE# & FI{E= 4239442925

8 H30H02:06:48.069:SSS PM:PROFILE-DB : & , R in#i%l%k

8 H30H02:06:48.069:SSS PM:PROFILE-DB : ##“Internet”

8 H30H02:06:48.069:SSS PM:PROFILE-DB : |2 “Internet”/7F7439BF3510 hdl 74001D20 ref 1
8 H30H02:06:48.069:SVM [7F7439B42BDO][AAA ID:0] [B20001F 1/Internet] : 1% & 12k AR

8 830 H02:06:48.069:SVM [7F7439B42BDO][AAA ID:0] [B20001F 1/Internet] : B F &% —MRA
8830 H02:06:48.069:5SS AAA AUTHOR [uid:900][AAA ID:0] : 5& 8 T “Internet’BlISVM T &5

8 H30H02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA 1D:2931] [B20001F 1/Internet]:



[DSO0OF3B] : Bk FE %
8 A30H02:06:48.069: SVM [B20001F 1/Internet]: [SVM-to-client-msg:D8000F3B] & 8 E0->1
8 H30H02:06:48.069:SVM [B20001F 1/Internet]: [AAA-Download:7F743125EECO]#&8i1->0

8530 H02:06:48.069:SSS AAA AUTHOR [uid:900][AAA ID:0] : Et<free request> , RZSM
completeE t I terminal

8430 H02:06:48.069: SSS AAA AUTHOR [uid:900][AAA ID:0] : BUMER
8 A30H02:06:48.069:SSS PM [7TF7439B42BDO][AAA ID:0] : 445315 2 7F7439B42BD0

Aug 30 02:06:48.069: SSS PM: [PARAMETERIZED-Qo0S] : KB ARHY
removed_from_rbpl_ctx_temp_hold[8FO00F39

8 A30H02:06:48.069:SSS PM [7F7439B42BDO0][AAA ID:0]: [PARAMETERIZED-QoS] : i &}
[BFO00F39IBI BN B LT X , REERENAR

8 H30H02:06:48.069:COA_CCM:[SESSION FREE] Policy ctx: 0x7F7439B42BD0

8 A30H02:06:48.069: COA_CCM : & F 4k — ZEKRMIER0x7F7439B42BDO0 ( IERATHN21E
)

8 H30H02:06:48.069:SSS PM CCM:[SESSION FREE] policy ctx: 0x7F7439B42BD0

8 A30H02:06:48.069:SSS PM CCM: [ERR|% 2 1E — Z MR MIFEOX7F7439B42BD0 ( TR H
NHHALIE )

8 A30H02:06:48.069:SSS PM [7F7439B42BD0][AAA ID:0] : BEEX#H : HEBFTEEE

8 H30H02:06:48.069: SSS PM [7F7439B42BDO][AAA ID:0]: SSS PM : i KEKIE RPN FTE F
FREXFEE

8 A30H02:06:48.069:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]:SVMBR S T £ B Zh

8 H30H02:06:48.069:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : B M “Internet”hR A< 1£Y
Tk

8 A30H02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA ID:2931] [B20001F 1/Internet] : 73 EiZh
AR

8 H30H02:06:48.069: SVM [B20001F 1/Internet]: [SVM-Feature-Info:7F7439BF3C10]E8iE0->1

8 A30H02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA ID:2931] [B20001F1/Internet] : EFX
BEER

8 H30H02:06:48.069: SVM [B20001F 1/Internet]: [PM-Info:7F7439BE9D78] E 8iE 0->1

8 A30H02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA ID:2931] [B20001F1/Internet] : EB X
BEER

8 H30H02:06:48.069:SVM [B20001F 1/Internet]: [PM-Info:7F7439BEQD18]f#&8i{1->0



8 H30H02:06:48.069:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : Bt E X : FiEH & X 4F
“Internet”

8 H30H02:06:48.069:SSS PM:PROFILE-DB : i#18&Z“HEM"/7TF7439BF3510 hdl 74001D20
ref 2

8 A30H02:06:48.069:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : Bt &4 : B2
7F7439BF7D50 , &1

8 A30H02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA ID:2931] [B20001F1/Internet] : EFERY
=R

8 A30H02:06:48.069: SVM [B20001F 1/Internet]: [PM-Download:D8000F3B]&8{E 1->0
8 A30H02:06:48.069: SVM [B20001F 1/Internet]: [SVM-to-client-msg:D8000F3B]#& i 1->0

8830 H02:06:48.069:SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931] : #A1I
: VRF/Classname®R & : &&= Mk #iVRF/Classname

8,430 H02:06:48.069: SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931] : IEEFEALE &K FEIEE K
=4

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : ThEEE R
: TF7439BF3C103KH : lRGEE

8430 H02:06:48.070:SSS PM [uid:900][7F7439B42FBOJ[AAA ID:2931]: : BEEBHR A : RESEE X
#

8 H30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: : IDB3H! : Sub-ifginot
required

8,430 H02:06:48.070:SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: : 16 5%
SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: : 4% : 000000 00 00 B2 00 01 F1 0000 .......

SSS PM [uid:900][7F7439B42FBOJ[AAA ID:2931]: : $(#E : 000008 00 00 D8 00 OF 3B 00 00

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931] : IREFF 14

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931] : BRZ[Internet] : R4
7F7439B43390

8 A30H02:06:48.070:SVM [B20001F1/Internet]: [PM-Service:7F7439BFBE98] E #{E0->1

8 H30H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : £ £ 75 HH8B0O00F38H)
REEFIRRT , B WRAZE

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : BRF[Internet] : )F3h —
HEREEXR : E8

8 H30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931] : 4 <srvf not
found> , ¥RZS : authorizing to check-auth-needed



8,430 H02:06:48.070:SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42F BOJ[AAA 1D:2931]

BT - RRRE

- FAN[0] - 4kEE

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO0][AAA 1D:2931]:RULE[0]:default-internal-
rule/always event service-start/1 service-policy type service identifier service-name

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42F BOJ[AAA 1D:2931]
ERRE

8,430 H02:06:48.070:SSS PM [uid:900][7F7439B42FBO0][AAA 1D:2931]

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931]

P MO] : REEEITHY

S FU[] - ke

. FI[1]:default-internal-

rule/always event service-start/1 service-policy type service identifier service-name

8,430H02:06:48.070:SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42F BOJ[AAA 1D:2931]

AN REBRINET

c AN[2] - 4kEE

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]:RULE[2]:default-internal-
rule/always event service-start/1 service-policy type service identifier service-name

8 A30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO0][AAA 1D:2931]
: check-auth-needed to wait-for-events

8 H30H02:06:48.070:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931] :

55, GREMATANY

8430 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :

A — B3RFE TR

8 A30 F02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
8 A30H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] :
8 A30 A 02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :
8 830H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] :
8 A30 A 02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] :

8 830 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931]

. initial-req to wait-for-events

8 830 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931]
8 830 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931]

8 H30H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] :

FRFSP

8 830 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931]

E<srvf found> , RS

ETHARERREDR

AR5 on S AL IR T SR

REEEE A TSM

W ARREERS S5
1= fitdefault-directive
RN E — A&k
RZ - &YX SRinitial-req

Ef<srvf found> |, IRAE

B RRSS 5 [E)
REENE — ALk E
RABRTRWEE , M

RN E — A&k



8830 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : MM : &K Eksession-
service-found B9 #1 M

8,430 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : #11 : Intf CloneSrc
Vt2:service-rule any : 7©

8 430H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : #MI : Intf Inputl/f
Gi2/3/4:service-rule any : &

8 830 H02:06:48.070:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : MM : Glob:service-rule
any : ¢

8 A30H02:06:48.082:SSM CM[23895] : {BELER : EZELID

8 A30H02:06:48.082:SSM CM[23895] : {AELER : BIESSM ID

8 A30H02:06:48.082:SSM SM IDHi7E : [SSS Manager:id_lock:23895]& 1785 <SIP> : 11#0 —> 1
8 A30H02:06:48.082:SSM XDR[23895]:SSMAELE , & +E T8 (0x0)0Ox0KR L , #IH| TIHE

8 H30H02:06:48.082: SSM SM ID8{E : [SSS Manager:id_lock:19798] locker <SSF>: count 0 —>
1

8 H30H02:06:48.083: SSM SM IDBIZE : [SSS Feature Manager:id_lock:19798] locker <SSF>:
count1 —> 2

8 A30H02:06:48.083 : £tit : MIRSEEXMHEENA HYLTT M

8 A30H02:06:48.083 : 2l : HidMIALcp Lt T X (0x7F743A303CFO0) 5 B My £ T~ XA
(0x4A000002)

Aug 30 02:06:48.084: Accounting[uid:900]: Seg hdl[%Xx] Acct Context[%X]: Install
service(iedge_acct_install_service_accounting)accounting for

8 A30H02:06:48.084:Accounting[uid:900] : IEEZ1HIRECctx[7F743A303CFO0] type[3]#Y [a] 25 #1 1E
8 H30H02:06:48.084:SVM [B20001F 1/Internet]: [Accounting-Feature:7F743A303CFO0] 2 8{E0->1

8 A30H02:06:48.086:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : SREUARSFHAAAT Gl 2@
A , AAID:0xB73

8 H30H02:06:48.088:Accounting[uid:900] : S5ictk IhaEREXAYRID
8 A30H02:06:48.088:Accounting[uid:900] : AAAAFRIDRER 535K
8 H30H02:06:48.088:Accounting[uid:900] : HAAAFRIDG AR A F &

8 H30H02:06:48.088:Accounting[uid:900]: iedge acct context is NULL or acct accuracy not
enabled

8 A30H02:06:48.088:Accounting[uid:900] : MSSS CQEFFREXIE K (7F743A14CD90)

8 H30H02:06:48.088 : 12tk : iEdgeid ik RF M HHiC KR I KL EIAAA,



8 A30H02:06:48.088:Accounting[uid:900] : J1 FF #41c ki hn A Th
8 A30H02:06:48.088:Accounting[uid:900] : B4 * RS FFiA1E K
8 A30H02:06:48.088 : ictk : NIRFSEENXHEEEMN AL F @
8 530 H02:06:48.089: SVM [B20001F1/Internet]: [FM-Bind:ADO0OBAE]4 E0->1

8 H30H02:06:48.089:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : BRZ[Internet] : 48EE Al
)

8 A30H02:06:48.089:SSM CM FH[19798:ft 7512:7512] : L% Ih&E

8 A30H02:06:48.090:SSM XDR[19798]:SSMIhgE &% , & TCIAEME(OX0)OX0KR L , HHI THEE
8 A30H02:06:48.090:SSM CM FH[19798] : L2 IhAE : BAFIIE ¥ [F 4]

8 A30H02:06:48.090:SSM CM FH[19798:ft 11609:11609] : K3 IhAE

8 A30H02:06:48.090:SSM XDR[19798]:SSMIM gt & %% , IHIELIEE(Ox0)OXOKR L , HH T HE
8 A30H02:06:48.090:SSM CM FH[19798] : ¥ IhAE : BAFI EFE[ML]

8 A30H02:06:48.090:SSM CM FH[ft 11609:11609] : E#TIhAE

8 A30H02:06:48.090:SSM XDR:SSMINAEE#T , FHEEFIGEFE(0X0)OX0KFEE |, HHI THE

8 A30H02:06:48.090:SSM CM FHIft 11609:11609] : E#ZhAE : queue ok [Ready]

8 30 H02:06:48.090:SVM [B20001F 1/Internet]: [SVM-Feature-Info:7F7439BF3C10]##4{1->0

8 A30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:SMKREE A A — NABE
B

8 H30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: [PARAMETERIZED-
Qo8] : RN AR[BBO00F38| BN B LT , EEEREHFE

8 A30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : E#<get apply config
success> , IRZA : wait-for-events to wait-for-events

8 830 H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : EEAEMAEE ; K
8 830 H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : &iEFF AT

8 A30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : EMIBRNIAEHE K FIR
8 830 H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : fRE[Internet] : T2 i
8 830 H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR : BREF A

8 A30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR : & iX S BR 55 i

il



8 H30H02:06:48.090:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR : REZBAMHA
“Internet”

8 A30H02:06:48.090:SVM [B20001F1/Internet] : ET& ; =

8 A30H02:06:48.091:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR:assert authen
status "authen"

8 A30H02:06:48.091: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR : %3¥EH#REE
#

8 H30H02:06:48.091:SSS PM [uid:900][7F7439B43390][AAA ID:2931]:IDMGR : REZ&MHA
“Internet”

8 A30H02:06:48.092:SVM [B20001F1/Internet] : ET& ; =
8 A30H02:06:48.093: SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]: IDMGR : E#TARS

8430 H02:06:48.093: SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931]: IDMGR : & * B4R
B

8 H30H02:06:48.093:SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]:IDMGR : fREZB&#MA
“Internet”

8 H30H02:06:48.093:SVM [B20001F1/Internet] : E T ; £=
8 H30H02:06:48.094:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : AR [Internet] : BB 3h
8,430 H02:06:48.094: SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : FE M 4t 75 E Y

8 430 H02:06:48.094:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : £ B4 A14ASB000F38HY
REEFimRE |, BFmR N ZE

8 A30H02:06:48.094: SSS PM [uid:900][7F7439B43390][AAA ID:2931] : ZZ&E FimR ; TIEEH
RP

8 430 H02:06:48.094:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : £ B4 A14A8B000F38HY
REEFimRE |, BFmR N ZE

8 H30H02:06:48.094:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : BaIlRF[EBRN] : B
£EE

8 A30H02:06:48.094:SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931] : Bz RS [Internet] : &R
Rz P Bc i P Zh

8 H30 H02:06:48.094:SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931]:AUTOSERVICE
[Internet] : E& RS,

8 A30H02:06:48.094:SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931] : Bz RS [Internet] : IEFE
MK ETXFIRHPMERE RSB

8 A30H02:06:48.094: COA_HA: [ERR]FEMshdb 0xFkHlcoa_ctx55000356



8 A30H02:06:48.094:SSS PM CCM : % E| A TR IR 0x7F7439BAHISHDB AR
0x5500035643390

8 H30H02:06:48.094:SSS PM CCM:[SESSION PM EVENT] Event = REQUEST-SUCCESS(ctx:
0x7F7439B43390)

8 A30H02:06:48.094:SSS PM CCM:shdbAI#AHydynsess handle 0x55000356i5 1Al A ( ZEE I

8 H30H02:06:48.094:SSS PM& 7] At : #Epolicy_ha_session_update : EFPME I] A& 1E
0x55000356 ( ¥/ EO0x7F742BC552A8 )

8 A30H02:06:48.094:SSS PM HA : 4:¥ T & 7F742BC50EEQ
8 A30H02:06:48.094:SSS PM& /] At : 7F742BC50EEQ = BT 4k TR
8 H30H02:06:48.094:SSS PM&E AT A1 : 7F742BC50EEQIRASE R H2

8 A30H02:06:48.094:SSS PM HA:[uid:900][7F7439B43390][AAA 1D:2931]k K AL 5 1THY 1%
ELLERE ( 21EF R ) IRABREADY-STATE

8 H30H02:06:48.094:SSS PM HA:[uid:900][7F7439B43390][AAA ID:2931] & I 1/ 15 E % (after-
session-start-is-done){RZAREADY-STATE/Y & 1E

8530 H02:06:48.094:SSS PM HA:[uid:900][7F7439B43390][AAA ID:2931]5k & BUE A& AT B
¥ (after-session-start-is-done) IRZSPENDING-STATERY R 1E

8 830 H02:06:48.094:SSS PM HA:[uid:900][7F7439B43390][AAA ID:2931]5%k & BUE AT A 12
ELEE ( 2FF I ) IRASSYNCED-STATE

8530 H02:06:48.094:SSS PM HA:[uid:900][7F7439B43390][AAA ID:2931]5k & BUE A& T hy 12
YELLE #% (after-session-start-is-done) IRZASYNCED-STATE

8 A30H02:06:48.094:SSS PM CCM:policy_ha_ccm_update_session : 51/ READYZ/EFM0A
SYNCED#4E , RItiE#RricCCM READY

8 H30H02:06:48.094:SSS PM CCM : ERINIFPM HAIR B 33 [ 5 5 4% (£ 15 0x55000356)

8 830 H02:06:48.094:SSS PM [uid:900][7F7439B43390][AAA ID:2931] : & B 1SR E 4

8 830 H02:06:48.094:SSS PM [uid:900][7F7439B43390][AAA 1D:2931] : TR

8 A30 A 02:06:48.094:Accounting[uid:900] : TEIETCATE L REBK

8 830H02:06:48.096:SSM XDR[19798]:SSMEH7£% , & TIE 8 (0x0)0x0KFhLE | 14 T HE
8 A30 F02:06:48.096:SSM CM[19798] : E$7F% : BASIE &

8 530 H02:06:48.096:SSM CM : ZH < HIFIPPPoERI R , B F

8 A30 A 02:06:48.096:SSM SH[23895]:alloc sbase 0x7F7430243DBO0 hdl 5D57

8 A30H02:06:48.096:SSM CM[23895]:[Lterm] M BN iAEE =N E D B EH , NFRE



8 H30H02:06:48.096:SSM CM[23895]:CM FSM : {Z1E1Z1T , ev Prov seg->3T7f
8 H30H02:06:48.096:SSM SH[23895] : #1%A EX & Al

8 H30H02:06:48.096:SSM SH[SSS:Lterm:23895]:initE¢ 3

8 A30H02:06:48.096:SSM SH[ADJ:Lterm:23895]:initE¢ 3

8 H30H02:06:48.096:SSM CM[SSS:Lterm:23895] : AH#L EX2

8 A30H02:06:48.096:SSM SM[SSS:Lterm:23895] : AL 7 EX : ZZF — >{E4H

8 A30H02:06:48.096: SSM CM[23895]: [SSS] shQ request send ready event

8 H30H02:06:48.096:SSM CM[ADJ:Lterm:23895] : &L Ex2

8 H30H02:06:48.096:SSM SM[ADJ:Lterm:23895] : Bl % Bk : ZZH — >{E4H

8 H30H02:06:48.096:SSM SM[ADJ:Lterm:23895] : & &t ™ Exsiptype:0

8 A30H02:06:48.096: SSM CM[23895]: [ADJ] shQ request send ready event
8 A30H02:06:48.096:SSM CM[23895]:SMJE EEH R IxMEEH

8 H30H02:06:48.096:SSM SM[SSS:Lterm:23895] : 7 EX R4k

8 A30H02:06:48.096:SSM SM[SSS:Lterm:23895] : # 2| 2 BR¥IE : Prov >R
8 A30H02:06:48.096:SSM CM[23895]:SMJE EEH XX MEEH

8 A30H02:06:48.096:SSM SM[ADJ:Lterm:23895] : 4 EX 4

8 A30H02:06:48.096: SSM SM[ADJ:Lterm:23895] : 2 BBIAE : Prov >R
8 H30H02:06:48.097:SSM CM FHIft 7512:7512] : D ECE : [EF

8 H30H02:06:48.097:SSM CM FH[19798:ft 7512:7512] : ' EL3E : [EF

8 A30H02:06:48.097:SSM FH FH[19798:ft 7512:7512] : & IhEE : =W — >&R&&
8,430 H02:06:48.098:SSM CM FH[19798:ft 7512:7512] : BABIZEH : ThAEm &

8 A30H02:06:48.098:SSM CM FH[19798:ft 7512:7512] : &3k

8 A30H02:06:48.098:SSM CM FH[19798:ft 7512:7512] : £ Hidk : E%

8 A30H02:06:48.098:SSM FH FH[19798:ft 7512:7512] : Z&IhEE : =W — >R
8 H30H02:06:48.098:SSM FH FH[19798:ft 7512:7512] : REF A IhAE

8 H30H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : RA5IE#4 : ThEERL L

)H

8 A30H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : &%*&



8 A30H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : &% : [E%

8 830 H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : ThAESE# : ThAEHK 4

8 A30H02:06:48.099:SSM FH FH[19798:ft 7512:7512] : THAESRIERL | ORE — >H%
8 830 H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : THAERR L , 40%E 7

8 A30H02:06:48.099: SSM CM FH[SSS:PPPoE:19798] : REME LI : 5B %KMK

8 8 30H02:06:48.099:SSM CM FH[19798] : R EHE FhL : SSSE LMK

8 830 H02:06:48.099:SSM CM[SSS:PPPoE:19798] : 4% 177 /5 W &/ Th A&

8 A30H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : ThALSE# : ThAEHK 4

8 A30H02:06:48.099:SSM FH FH[19798:ft 7512:7512] : ThAESIERL | ORE — >Hs
8 830 H02:06:48.099:SSM CM FH[19798:ft 7512:7512] : THAERR L , 40%E 7

8 A30H02:06:48.099: SSM CM FH[ADJ:PPPoE:19798] : RERME LI : H B %MK

8 A30H02:06:48.099:SSM CM FH[19798] : R EHZ R4 : ADJE %K

8 830 H02:06:48.099:SSM CM[ADJ:PPPoE:19798] : 5 #& 177 /5 W &/ Th &E

8 830 H02:06:48.099:SSM CM FHIft 11609:11609] : EAEE : ¥

8 830H02:06:48.099:SSM CM FH[19798:ft 11609:11609] : & : ok

8 830 H02:06:48.099:SSM FH[19798:ft 11609:11609] : REIhAL : 2 — >BRi%

8 830 H02:06:48.100:SSM4EIEFH[19798:ft 11609:11609] : TEIEFE LT

8 H30H02:06:48.100:SSM FH FH[uid:900:19798:ft 11609:Accounting:11609] : &%
7TF743A3BC360

8 A30H02:06:48.100:SSM FH FH[uid:900:19798:ft 11609:Accounting:11609] : #i1T
7F743A3BC360 [H ]

8 H30H02:06:48.101:SSM FH[uid:900:19798:ft 11609:Accounting:11609] : E%Z % : IEF
8 H30H02:06:48.101:SSM FH[uid:900:19798:ft 11609:Accounting:11609] : E%Z % : IE&F

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : BASIE#4 : IheeR &

H

GBS

%}.

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : E &3
8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : % &tk : ok
8 A30H02:06:48.101:SSM FH FH[19798:ft 11609:11609] : RIEINEE : ZH — >R

8 H30H02:06:48.101:SSM FH FH[19798:ft 11609:11609] : R F & Ih&E



8,A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : BABIZE4 : DAL 4

ok

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : B &&EHI 3%

H

- 1E

i
i

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : %4

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : ThEEEH : ThEeRM L

8 A30H02:06:48.101:SSM FH FH[19798:ft 11609:11609] : IhEEHKIERLE : ELE — >HE
8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : ThEERLE , 487E ?

8 A30H02:06:48.101:SSM CM FH[SSS:PPPoE:19798] : RERME LI : D ERAM

8 A30H02:06:48.101:SSM CM FH[19798] : K E /KR FLE | SSSE XK

8 A30H02:06:48.101:SSM CM[SSS:PPPoE:19798] : KRR IFFTEMER/ThaE

8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : ThEEEH : ThEeR L

8 A30H02:06:48.101:SSM FH FH[19798:ft 11609:11609] : IhEEHIER L : ELE — >HE
8 A30H02:06:48.101:SSM CM FH[19798:ft 11609:11609] : ThEERLE , 487E ?

8 A30H02:06:48.101:SSM CM FH[ADJ:PPPoE:19798] : RERME LI : T EBRAXMK

8 A30H02:06:48.101:SSM CM FH[19798] : R EHER L : ADIK XK

8 A30H02:06:48.101:SSM CM[ADJ:PPPoE:19798] : R AR IFFTE M ER/Thae

8 H30H02:06:48.102:SSM FH[uid:900:ft 11609:Accounting:11609] : &% : [E&E

8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : E#TIhEE : TRASEXR , B
8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : f#7F743A3BC308

8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : 71N T 7F743A3BC308 [ A ]
8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : E&% : [E®F

8 A30H02:06:48.102:SSM FH FH[uid:900:19798:ft 11609:Accounting:11609] : E&#7 : [E&E
8 A30H02:06:48.102:SSM CM FH[19798:ft 11609:11609] : E#7 : SSSEKEE#

8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : E#IhEE : TRASEXR , L
8 A30H02:06:48.102:SSM FH FH[19798:ft 11609:11609] : ¥ & hEEE#

8 A30H02:06:48.102:SSM CM FH[19798:ft 11609:11609] : E#7 : ADJZEKEEH

8 A30H02:06:48.102:SSM CM FH[ft 11609:11609] : &7 : IE%E

8 A30H02:06:48.102:SSM CM[19798] : MEE#



8 A30H02:06:48.102:SSM CM[19798]:CM FSM:st Open , ev Upd seg->Open

8 A30H02:06:48.102:SSM CM[SSS:PPPoE:19798] : E#TER

8 A30H02:06:48.102:SSM SM[SSS:PPPoE:19798] : E#HIEE : TTIRAE XK , Prov
8 A30H02:06:48.102:SSM CM[19798]: [SSS] shQ request send ready event

8 A30H02:06:48.102:SSM CM[ADJ:PPPoE:19798] : E#TE

8 A30H02:06:48.102: SSM SM[ADJ:PPPoE:19798] : EfM#KIEE . TIRSEXK , Prov
8 A30H02:06:48.102:SSM SM[ADJ:PPPoE:19798] : E# #iE &

8 A30H02:06:48.102:SSM CM[19798]: [ADJ] shQ request send ready event

8 A30H02:06:48.102:SSM CM[19798]:SMIE EEH K= R E B4

8 A30H02:06:48.102:SSM SM[SSS:PPPoE:19798] : 73 EX R4k

8 A30H02:06:48.102:SSM SM[SSS:PPPoE:19798] : |7 ER¥3E : Prov ->®i&
8 A30H02:06:48.102:SSM SM[SSS:Lterm:23895] : 4 EER : FiE — >EDD

8 A30H02:06:48.103:SSM CM[23895]: [SSS] shQ request send ready event

8 A30H02:06:48.103:SSM SM[SSS:PPPoE:19798] : SiEMER : B — >/E3N

8 A30H02:06:48.103:SSM CM FHI[ft 7512:7512] : #&4E

8 A30H02:06:48.103:SSM FH FH[19798:ft 7512:7512] : 437ETHEE : FheE — >/ED
8 A30H02:06:48.103:SSM CM FH[ft 11609:11609] : EZ4E

8 A30H02:06:48.103:SSM FH FH[19798:ft 11609:11609] : 48EIhEE : B — >FEzh
8 H30H02:06:48.103:SSM FH[uid:900:19798:ft 11609:Accounting:11609] : 48

8 A30H02:06:48.103:SSM CM[19798]:SMiE EEH L= EE 4

8 A30H02:06:48.103:SSM SM[ADJ:PPPoE:19798] : 7 Bt R4k

8 A30H02:06:48.103:SSM SM[ADJ:PPPoE:19798] : 2% EREE : Prov ->#h 4
8 A30H02:06:48.103:SSM SM[ADJ:Lterm:23895] : 48 EEX : FiE — >5E3h

8 A30H02:06:48.103: SSM SM[ADJ:Lterm:23895] : 437 E&siptype:0

8 A30H02:06:48.103: SSM CM[23895]: [ADJ] shQ request send ready event

8 A30H02:06:48.103:SSM SM[ADJ:PPPoE:19798] : SAEMER : Rk — >JEzh

8 A30H02:06:48.103: SSM SM[ADJ:PPPoE:19798] : 48 E E&



8 A30H02:06:48.103:SSM CM FH[ft 7512:7512] : #&4E

8 A30H02:06:48.103:SSM FH FH[19798:ft 7512:7512] : 437ETHEE : FhLE — >/ED

8 A30H02:06:48.103:SSM FH FH[19798:ft 7512:7512] : L & IhEELHIE

8 A30H02:06:48.103:SSM CM FH[ft 11609:11609] : E&Z4E

8 A30H02:06:48.103:SSM FH FH[19798:ft 11609:11609] : 48EINEE : B — >FE 7

8 A30H02:06:48.103:SSM FH FH[19798:ft 11609:11609] : & IhEE48E

8 A30H02:06:48.103:SSM CM[23895]:SMiE E EH K= R A B4

8 A30H02:06:48.104:SSM SM[SSS:Lterm:23895] : 7 X Hh 4%

8 A30H02:06:48.104:SSM SM[SSS:Lterm:23895] : K E| 7 B¥E : TRSEXK , &3
8 A30H02:06:48.104:SSM CM[23895]:SMiE B EH K= EEH

8 A30H02:06:48.104:SSM SM[ADJ:Lterm:23895] : 7 EX Bi 4%

8 A30H02:06:48.104: SSM SM[ADJ:Lterm:23895] : ¥ E| 7 R ##E : TRBEXK , &3
Aug 30 02:06:48.104: SSM CM[19798]: [PPPoE] send client event , type=Segment event
8 A30H02:06:48.104:SSM CM[23895]: [Lterm| K=& Fim=E4 , type=2 BREH

8 A30H02:06:48.104:AAA/BIND(00000B73) : 48 Ei/f Virtual-Access2.1

8 H30H02:06:48.104:Vi2.1 PPP : iR S RIE , ERIEAF

8 H30H02:06:48.104:Vi2.1 PAP:O AUTH-ACK id 1 len 5

8 A30H02:06:48.104: SSM SM[ADJ:PPPoE:19798] : E & 3REN1t ¥ 25

8 H30H02:06:48.104:SSS PM:ANCP k£ “GigabitEthernet2/3/4” L5 i — KRR REINBFEEE
8 A30H02:06:48.105:SSS PM:ANCP R £ “GigabitEthernet2/3/4” L B i — A REINBERE
8 A30H02:06:48.105:Vi2.1 PPP : Bi Bt AUP

8 H30H02:06:48.105:Vi2.1 IPCP : EE &N , B3ICP.state[lnitial]

8 H30H02:06:48.105: Vi2.1 IPCP: Event{OPEN] State[lnitial to Starting]

8 A30H02:06:48.105:Vi2.1 IPCP:0 CONFREQ [FF#3]id 1 len 10

8 A30H02:06:48.105:Vi2.1 IPCP : #h1k192.0.2.0(0x0306C8C8C8C8C8C3)

8 A30H02:06:48.105:Vi2.1 IPCP : EH[UPPRA[FF IR E R E K]

8 H30H02:06:48.106:Vi2.1 IPCP:l CONFREQ [REQsent] id 1 len 10



8 H30H02:06:48.106:Vi2.1 IPCP : #:4t0.0.0.0(0x030600000000)

8 A30H02:06:48.106:Vi2.1 IPCP{E# : FFih, MuAIH#4E0.0.0.0 , FHAI1FEE0.0.0

8 A30H02:06:48.106:Vi2.1 IPCP{#E#E : 5EM. MAY#L:E0.0.0.0, FAIFEZ0.0.0

8 A30H02:06:48.107:Vi2.1 IPCP : iR [6192.0.2.3

8 H30H02:06:48.107:Vi2.1 IPCP:O CONFNAK [REQsent] id 1 len 10

8 H30H02:06:48.107:Vi2.1 IPCP : #1192.0.2.3(0x03061E1E1E03)

8 A30H02:06:48.107: Vi2.1 IPCP: Event[Receive ConfReq-] State[REQsent to REQsent]
8 A30H02:06:48.107:Vi2.1 CDPCP:I CONFREQ [&Al] id 1 len 4

8 A30H02:06:48.107:Vi2.1 LCP:O PROTREJ [Open] id 2 len 10 protocol CDPCP(0x01010004)
8H30H02:06:48.107:Vi2.1 IPCP:| CONFACK [REQsent] id 1 len 10

8 H30H02:06:48.107:Vi2.1 IPCP : #1k192.0.2.0(0x0306C8C8C8C8C8)

8 A30H02:06:48.107: Vi2.1 IPCP: Event[Receive ConfAck] State[REQsent to ACKrcvd]
8 H30H02:06:48.107:Vi2.1 IPCP:l CONFREQ [ACKrcvd] id 2 len 10

8 H30H02:06:48.107:Vi2.1 IPCP : #1192.0.2.3(0x03061E1E1E03)

8 H30H02:06:48.107:Vi2.1 IPCP:0 CONFACK [ACKTrcvd] id 2 len 10

8 H30H02:06:48.107:Vi2.1 IPCP : #1192.0.2.3(0x03061E1E1E03)

8 A30H02:06:48.107: Vi2.1 IPCP: Event[Receive ConfReq+] State[ACKrcvd to Open]

8 H30H02:06:48.135:Vi2.1 IPCP : RERITF

8 A30H02:06:48.144:Vi2. 175 N B4R FEERAVLEY : #HFMO , #b4E192.0.2.3

8 H30H02:06:48.144:Vi2.1 IPCP : Z¥%1192.0.2.30 3% H

8 A30H02:06:48.145:RADIUS/ENCODE(00000B73) : [R#G4H HKE= PPPoE

8 A30H02:06:48.145:RADIUS/ENCODE(00000B73) : fi#EH Nasin O Y1t B &1iFID = 2/3/4/0
8 A30H02:06:48.145:RADIUS(00000B73) : BLiENAS 1P:192.168.111.1
8HA30H02:06:48.145:RADIUS(00000B73) : ELENAS IPV6::

8 H30H02:06:48.145:RADIUS(00000B73) : &Ki%

8 A30H02:06:48.145:RADIUS/ENCODE(00000B73) : JR#54H #42£ = PPPoE

8 A30H02:06:48.145:RADIUS/ENCODE(00000B73) : fiiEH Nasim O # it F& 2 1i&EID = 2/3/4/0



8 A30H02:06:48.145:RADIUS/ENCODE(00000B73) : fii#EH Nasim O # it F 2 1i&ID = 2/3/4/0
8 A30H02:06:48.146:RADIUS(00000B73) : ELiENAS IP:192.168.111.1

8 A30H02:06:48.146:RADIUS(00000B73) : BLiENAS IPv6::

8 H30H02:06:48.146:RADIUS(00000B73) : &K i

8 A 30 H02:06:48.150:RADIUS(00000B73):Send Accounting-Request to 192.168.111.9:1646 id
21691/89, len 193

8 A30H02:06:48.150:RADIUS : &3 iE881C OF 3E 87 1C E2 83 59 - BB 04 18 D5 9B 90 C9 2C
8 H30H 02:06:48.150: RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6A"

8 A30H02:06:48.150:RADIUS:Framed-Protocol [7] 6 PPP [1]

8 A30H02:06:48.150:RADIUS:Framed-IP-Address [8] 6 192.0.2.3

8 A30H02:06:48.150:RADIUS : A #[1] 16 "PPPoE-Client-1"

8430 H02:06:48.150:RADIUS : iR , BHH26] 35

8 H30H02:06:48.150:RADIUS : BRAVpair [1] 29 "connect-progress=LAN Ses Up"

8 A30H 02:06:48.150: RADIUS: Acct-Authentic [45] 6 RADIUS [1]

8 A30H02:06:48.150:RADIUS:Acct-Status-Type [40] 6FF 2a[1]

8 430 H02:06:48.150:RADIUS:NAS-Port-Type [61] 6EEHA[5]

8 H30H02:06:48.150:RADIUS:NASH#& O[5] 6 738197504

8 A30H02:06:48.150: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 H30H02:06:48.150:RADIUS : #tRi#E , B8[26] 41

8 A30H02:06:48.150:RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 A30H02:06:48.150: RADIUS: Service-Type [6] 6 Framed [2]

8 A30H02:06:48.150:RADIUS:NAS-IP-Address [4] 6 192.168.111.1

8 H30H02:06:48.150:RADIUS : it $RIERETE[41]6 0

8 H30H02:06:48.150:RADIUS(00000B73) : &iXIPv4 Radius¥iET

8 A30H02:06:48.150:RADIUS(00000B73) : BaI5# et

8 A30H02:06:48.151:RADIUS(00000B73):Send Accounting-Request to 192.168.111.9:1646 id
21691/90, len 211

8 H30H02:06:48.151:RADIUS : &3 iE#83B 66 00 B4 OA 1E 8B OE - 88 8A F1 3E 3E 4C BD



A2

8 A30H02:06:48.151: RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6B"

8 A30H 02:06:48.151:RADIUS:Framed-Protocol [7] 6 PPP [1]

8 A30H02:06:48.151:RADIUS : #tRi7 , BR[26] 17

8 A30H 02:06:48.151:RADIUS: ssg-service-info [251] 11 “Internet”

8 A30H02:06:48.151:RADIUS : #tRiE , BR[26] 42

8 A30H02:06:48.151:RADIUS: Cisco AVpair [1] 36 "parent-session-id=2/3/4/0_00000B6A"
8 A30H02:06:48.151:RADIUS:Framed-IP-Address [8] 6 192.0.2.3

8 A30H02:06:48.151:RADIUS : A #[1] 16 "PPPoE-Client-1"

8 A30H02:06:48.151:RADIUS:Acct-Status-Type [40] 6FF 2a[1]

8 430 H02:06:48.151:RADIUS: NAS-Port-Type [61] 6B 1\[5]

8 H30H02:06:48.151:RADIUS:NAS#& O[5] 6 738197504

8 A30H02:06:48.151: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 A30H02:06:48.151:RADIUS : RS , BH1[26] 41

8 A30H02:06:48.151:RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 H30H02:06:48.151: RADIUS: Service-Type [6] 6 Framed [2]

8 A30H02:06:48.151:RADIUS:NAS-IP-Address [4] 6 192.168.111.1

8 30 H02:06:48.151:RADIUS : it E5RETEI[41] 6 0

8 H30H02:06:48.151:RADIUS(00000B73) : &iXIPv4 RadiusBiE=

8 A30H02:06:48.151:RADIUS(00000B73) : Ba15# et

8 A30H02:06:48.152:RADIUS : W Bid 21691/89 192.168.111.9:1646,Accounting-
response , len 20

8 H30H02:06:48.152:RADIUS : & {31 iE88D4 05 9F FC 5C 10 86 93 - 9E 3F E1 E9 73 87 EB
CB

8 A30H02:06:48.153:RADIUS : W Bid 21691/90 192.168.111.9:1646,Accounting-
response , len 20

8 H30H02:06:48.153:RADIUS : {31 iF88E1 E1 BD 89 65 E2 9A C3 - 18 41 E3 71 21 4A E4 59

8 H30H02:06:48.824: AAA/AUTH: auth_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.80.251" priv= 1 list=" AUTHOR-TYPE= 'commands'



<<<SNIP>>>

8 A30H03:35:00.977: SSM SM[ADJ:PPPoE:19798] : ¥ A3REV T3k

8 A30H03:35:00.977:SSS PM:ANCP & 1E“GigabitEthernet2/3/4” L 5 Fi — KK RERIAR L BE
8 A30H03:35:00.977:SSS PM:ANCP & 1E*GigabitEthernet2/3/4” £ 8 i — KR RERINBFEE
8 830H03:35:00.981:RADIUS/ENCODE(00000B73) : R4 #3H= PPPoE

8 830 H03:35:00.981:RADIUS/ENCODE(00000B73) : Fi# A Nasik O#Iit B LiEID = 2/3/4/0
8 830H03:35:00.981:RADIUS(00000B73) : B ENAS IP:192.168.111.1

8 830 H03:35:00.981:RADIUS(00000B73) : B ENAS IPv6::

8 830H03:35:00.981:RADIUS(00000B73) : &%

8 A30H03:35:00.982: RADIUS(00000B73) : &iXicik#R%I192.168.111.9:1646 id 21691/97,len
285

8 A30H03:35:00.982:RADIUS : &4 HEER6B D7 E9 30 D1 77 35 AF - 48 3E 36 70 0D B9 91 EF
8 A30H03:35:00.982: RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6A"

8 H30H03:35:00.982:RADIUS:Framed-Protocol [7] 6 PPP [1]

8 A30H03:35:00.982: RADIUS: Framed-IP-Address [8] 6 192.0.2.3

8 A30H03:35:00.982:RADIUS : Fif#&[1] 16 "PPPoE-Client-1"

8 A30H03:35:00.982:RADIUS : iR , BHRI[26] 35

8 A30H03:35:00.982: RADIUS: Cisco AVpair [1] 29 "connect-progress=LAN Ses Up"
8 A30H03:35:00.982:RADIUS : #tRirg , BH[26] 31

8 A30H03:35:00.982:RADIUS : BRlAVpair [1] 25 "nas-tx-speed=1000000000"

8 A30H03:35:00.982:RADIUS : #tRirg , BH[26] 31

8 A30H03:35:00.982:RADIUS : BRAVpair [1] 25 "nas-rx-speed=1000000000"

8 A30H03:35:00.982: RADIUS: Acct-Session-Time [46] 6 5292

8 A30H03:35:00.982: RADIUS: Acct-Input-Octets [42] 6 9200

8 A30H03:35:00.982: RADIUS: Acct-Output-Octets [43] 6 9182

8 A30H03:35:00.982: RADIUS: Acct-Input-Packets [47] 6 627

8 H30H03:35:00.982: RADIUS: Acct-Output-Packets [48] 6 625



8 A30H03:35:00.982: RADIUS: Acct-Authentic [45] 6 RADIUS [1]

8 A30H03:35:00.982: RADIUS: Acct-Status-Type [40] 6 Watchdog [3]
8 A30H03:35:00.982: RADIUS: NAS-Port-Type [61] 6FE#[5]

8 A30H03:35:00.982: RADIUS: NAS-Port [5] 6 738197504

8 A30H03:35:00.982: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 A30H03:35:00.982:RADIUS : #tRiFg , BRI[26] 41

8 A30H03:35:00.982: RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 A30H03:35:00.982:RADIUS : BRI A[6] 65 M[2]

8 A30H03:35:00.982: RADIUS: NAS-IP-Address [4] 6 192.168.111.1
8 A30H03:35:00.982: RADIUS: Acct-Delay-Time [41]6 0

8 A30H03:35:00.982: RADIUS(00000B73) : &JXIPv4 RadiusBiiE 3
8 A30H03:35:00.982:RADIUS(00000B73) : Ba15# et

8 A30H03:35:00.983:RADIUS : W Bid 21691/97 192.168.111.9:1646,Accounting-
response , len 20

8 H30H03:35:00.983:RADIUS : B3 #HiEEE78 14 A6 05 ED FA E1 5A - 68 67 96 10 08 92 2A F8
8 A30H03:35:35.914:EPC CP : & Fwireshark X ## & 41T

8 H30H03:35:35.914:EPC CP : RN #Wireshark

8 A30H03:35:35.914:EPC CP : R X #FWireshark 3 #i%£ 1

8 H30H03:35:35.915: AAA/AUTH: auth_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.72.162' priv= 15 list=" AUTHOR-TYPE= 'commands'

8 A30H03:35:35.915:EPC CP : il r¥E3R

8 H30H03:35:35.915:EPC CP : il Bri#E3Ik

8 H30H03:35:35.915:EPC CP : ftepc_free_cpH
8 A30H03:35:35.915:EPC CP : B Rmycap
8 H30H03:35:35.915:EPC CP : /EE# O
8H30HO03:35:35.915:EPC CP : REEE

8 H30H03:35:35.915:EPC CP : W& iE# 7 GigabitEthernet2/0/4.200 dir 3 , NEHE T Prv. ; 1R
2T Control Plane dir 1 , MIERE T #If



8 A30H03:35:35.915:EPC CP : &I ZE|B#x
8H30H03:35:35.915:EPC CP : KEEE

8 H30H03:35:35.915:EPC CP : WRi%# 7 GigabitEthernet2/0/4.200 dir 3 , NE#E T Prv. ; MR
¥ $2 7 Control Plane dir 2 , ME#E T #IF

8 A30H03:35:35.915:EPC CP : &% Z| B ¥r
8 H30H03:35:35.915:EPC CP : BT E#EO

8 H30H03:35:35.922:EPC CP : MIBREYIEZR , #0

8 A30H03:35:36.966: %CDP-4-DUPLEX_MISMATCH : f£FastEthernet0/0/0 ( 3E£X T )
STLD1-630.06.08-7600-RU25 GigabitEthernet1/3 ( £ T ) LR IN T FITHEL,

8H30H03:35:39.726:EPC CP :
8 A30H03:35:39.726:EPC CP :
8HA30H03:35:39.726:EPC CP :
8 A30H03:35:40.305:EPC CP :
8HA30H03:35:40.305:EPC CP :
8 A30H03:35:40.305:EPC CP :
8 A30H03:35:41.049:EPC CP :
8 A30H03:35:41.049:EPC CP :
8 A30H03:35:41.049:EPC CP :
8 A30H03:35:41.404:EPC CP :
8H30H03:35:41.404:EPC CP :

8 H30H03:35:41.404:EPC CP :

E Twireshark X ##0 & A&
P X FFWireshark

T X #FWireshark i 3241411

E Twireshark X ##0 & X H1%£
T X FFWireshark

T X #FWireshark i 341411

E T wireshark X ##0 & M A& 31
F X #FWireshark

T X #FWireshark i 32 4% 11

E Twireshark X ##0 & X H1%£ 3
T X FFWireshark

R X ErWireshark 1 3 4 1% IR

8 H30H03:35:41.404: AAA/AUTH: auth_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.72.162' priv= 15 list=" AUTHOR-TYPE= 'commands'

8 A30H03:36:32.726: %CDP-4-DUPLEX_MISMATCH : f£FastEthernet0/0/0 ( 3E£X T )
STLD1-630.06.08-7600-RU25 GigabitEthernet1/3 ( £ T ) LRI T FITHEL,

8 A30H03:36:42.885:Accounting[uid:900] : IEE N\EUIEFEEFic kit 3kEs

8 A30H03:36:42.885:SSM FH FH[19798:ft 11609:11609] : JREN#kZE : [EE

8 H30H03:36:42.885:SSM FH FH1t#88[19798:ft 11609:11609] : ¥ &IREXNTHREIR &

8 A30H03:36:42.885:SSM FH FH[19798:ft 11609:11609] : BA#AIkE : [EE



8 H30H03:36:42.885:SSM FH FH[19798:ft 11609:11609] : &5k T ALIR %

8 H30H03:36:42.885:SSM CM FHIft 11609:11609] : R &£ EBFEK

8830 H03:36:42.885:SSM CM FHI[ft 11609:11609] : FKEIR & 555K

8 A30H03:36:42.885:Accounting[uid:900] : WWERIEMKAYIZH

8 A30H03:36:42.885:Accounting[uid:900] : EFF % Jctx 7TF743A303CFOMEFN 18K

8 A30H03:36:42.885:Accounting[uid:900] : FF iU &ctx 7TF743A303CFORY 2 I Rid
8 A30H03:36:42.885:Accounting[uid:900] : IEfEN\BIEFEEFiChkit3iEs

8830 F03:36:42.886:SSM FH FH[19798:ft 11609:11609] : 3KEXIR %L : F 3

8 H30H03:36:42.886:SSM FH FHit%&3[19798:ft 11609:11609] : ¥ AKRENIEEIR S

8 H30H03:36:42.886:SSM FH FH[19798:ft 11609:11609] : R & /EM : IEH

8830 H03:36:42.886:SSM FH FH[19798:ft 11609:11609] : & &M &L R &

8 H30H03:36:42.886:SSM CM FHIft 11609:11609] : R &£ EBFEK

8830 H03:36:42.886:SSM CM FHIft 11609:11609] : KEUR & 5

8 A30H03:36:42.886:Accounting[uid:900] : IEEEHE M : 10;500

8 530 H03:36:42.886:Accounting[uid:900] : [EEEHEH : 00:500

8 H30H03:36:42.888:RADIUS/ENCODE(00000B73) : R#r4H #K &= PPPoE

8 H30H03:36:42.888:RADIUS/ENCODE(00000B73) : A Nasim O K it 5 151D = 2/3/4/0
8 H30H03:36:42.888:RADIUS/ENCODE(00000B73) : A& Nasism A& it 4iFID = 2/3/4/0
8 H30H03:36:42.888:RADIUS(00000B73) : EiENAS IP:192.168.111.1

8 H30H03:36:42.888:RADIUS(00000B73) : BLENAS IPV6::

8 530 H03:36:42.888:RADIUS(00000B73) : %%

8 A30H03:36:42.889: RADIUS(00000B73) : &j%xAccounting-Request®/192.168.111.9:1646 id
21691/98,len 269

8 H30H03:36:42.889:RADIUS : &/ iIER8FB FB EC 49 B6 CF 62 C6 - D9 74 96 78 FF C1 74
71

8 H30H03:36:42.889: RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6B"
8 A30H 03:36:42.889:RADIUS:Framed-Protocol [7] 6 PPP [1]

8 A30H03:36:42.889:RADIUS : fitRifg , BPI[26] 17



8 H30H03:36:42.889: RADIUS: ssg-service-info [251] 11 “Internet”
8 A30H03:36:42.889:RADIUS : R , BR[26] 42

8 A30H03:36:42.889: RADIUS: Cisco AVpair [1] 36 "parent-session-id=2/3/4/0_00000B6A"
8 A30H03:36:42.889: RADIUS: Framed-IP-Address [8] 6 192.0.2.3
8 A30H03:36:42.889:RADIUS : A #[1] 16 "PPPoE-Client-1"

8 A30H03:36:42.889:RADIUS : #tRirg , BRI[26] 14

8 A30H 03:36:42.889:RADIUS: ssg-control-info [253] 8 "10;500"

8 A30H03:36:42.889:RADIUS : iR , BRI[26] 14

8 A30H 03:36:42.889:RADIUS: ssg-control-info [253] 8 "00;500"

8 430 H03:36:42.889: RADIUS: Acct-Input-Packets [47] 6 5

8 H30H03:36:42.889: RADIUS: Acct-Output-Packets [48] 6 5

8 A30H03:36:42.889: RADIUS: Acct-Input-Octets [42] 6 500

8 430 H03:36:42.889: RADIUS: Acct-Output-Octets [43] 6 500

8 A30H03:36:42.889: RADIUS: Acct-Session-Time [46] 6 5394

8 A30H 03:36:42.889: RADIUS: Acct-Status-Type [40] 6 Watchdog [3]
8 430 H03:36:42.889: RADIUS: NAS-Port-Type [61] 6 Virtual [5]

8 A30H03:36:42.889: RADIUS: NAS-Port [5] 6 738197504

8 A30H03:36:42.889: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 A30H03:36:42.889:RADIUS : #tRiFE , B8[26] 41

8 A30H03:36:42.889: RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 A30H03:36:42.889:RADIUS : Br%52£H[6] 65 #i[2]

8 H30H03:36:42.889: RADIUS: NAS-IP-Address [4] 6 192.168.111.1
8 H30H03:36:42.889: RADIUS: Acct-Delay-Time [41] 6 0

8 A30H03:36:42.889: RADIUS(00000B73) : &iXIPv4 RadiusBiiz
8 H30H03:36:42.889:RADIUS(00000B73) : J& @153t

8 H30H03:36:42.890:RADIUS : £ Hid 21691/98 192.168.111.9:1646,Accounting-
response , len 20



8 H30H03:36:42.890:RADIUS : & 3% IEEE55 05 DC BD 7B 39 B0 5F - 9D 9C 0C FF FC 58 26
22

8 A30H03:36:45.912: %PIM-5-NBRCHG: VRF C1 : #HTunnel4 DR_ERI4BE10.11.0.75< ]

8 A30H03:36:45.912: %PIM-5-DRCHG: VRF C1: DRM\# O Tunnel4 E#Y4R/E10.11.0. 78 &R
10.11.0.2

8H30H03:36:48.779: AAA/AUTH: auth_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.72.162" priv= 15 list=" AUTHOR-TYPE= 'commands'
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