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Cisco BB THUTEH :

. EEWPIL , HIAISSH, TelnetFHTTP
- XHEmDIL , MEEEH(SCP), TFTPHFTP
. VRF

ERM ALK
RAEPHEBET U TR RELEIRA -

. Cisco 10S® XEpRr a3 55(15.2(1)S) B E B KR A Cisco |0S-XEAR A
XX VRFRASCPEADFEEBLARAS , MAI Y #dRpy B A i th5&E A T LaT B AR AR,
. ASR1K
AXHPHEENEETHESREREFNRZFREN. AXEPEANFMARERVEXAR
(BN BE, WREBHINELTENRDS , FRARETHERANE MG SR EERM,

HRER

HEEN.EEEONENEATAFERAESR LINTEERES. eEX LR N TRELABETYE
RENED MABETRELABEFYERE. &N , eUATERHEEHEI(EEET TelnetHl
ZEHFR(SSH)) , URERHB ERITASHEBRTS., ZEONERHSTFREHZIREREZ R
&R 2R (SPA)EOLA TIEE RS ELRZEPHREH. EASRIKE , EBEOMNTAER
Mgmt-intf&) BRIAVRF .,

AR 24 Rip <protocol> source-interfacets 7= (R i <protocol>X< B F A LLRZSSH, FTP,
TFTP), HASREEEFHEFWHEEN , kS SHTEEZRERBUAZEONIPHuE (Hi0

, MASREFIZRREBARIERE ) . XEEKRE , MRASRTREENKEE , Wip <protocol>
source-interface A FEA , A BASRTFHIPHItATFRERE R , cEAEEEN SRR
WEZOMIPHAL, @S AFEMVRFBAIRED (H3XFNMN ) KFRE.

BEEHN

AR FABSERTE(UEMEF)AIRRAEXEAXFERANBTHEFAES.

SCP

EMNEAVRFIVEOZEASREEASCPE M IRRS , FEALEE,

[

B FSCPEASSH , Eitip ssh source-interface & A T R &2 #Z O EMgmt-intf VRF , LA TF


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

SSHMSCPE F i iRSS. copy scp i H & B HMETURIEEVRF, REt , #2456 ltip ssh
source-interfacef© . E#HHZEERTEMEMZHAVRFIED,

ASR (config) #ip ssh source-interface GigabitEthernet0

SR : EASR1KEA L | VRFBAISCPEZIMRAXES.5S(15.2(1)S)F M.

WriE

EANTHTRIEEE,

ASR#show vrf

Name Default RD Protocols Interfaces
Mgmt-intf <not set> ipv4,ipve GiO
ASR#

EEASCPH XA MASREHIFIZERE , TRANTHT

ASR#copy running-config scp://guest@10.76.76.160/router.cfg
Address or name of remote host [10.76.76.160]17?

Destination username [guest]?

Destination filename [router.cfg]?

Writing router.cfg Password:

1

Sink: C0644 2574 router.cfg

2574 bytes copied in 20.852 secs (123 bytes/sec)

ASR#

EFEASCPRXANZERZEFEIASR , FRANTHT

ASR#copy scp://guest@l0.76.76.160/router.cfg bootflash:
Destination filename [router.cfg]?

Password:

Sending file modes: C0644 2574 router.cfg

2574 bytes copied in 17.975 secs (143 bytes/sec)

TFTP

ENEAVRFIVEOEASRIKLERTFTPEFiRRS , HEALEE.

[

{§ Aip tftp source-interfacei TS & B 1% M 15 @ Mgmt-intf VRF, copy tftpan & &8 H £ TR
EVRF. Hit , &2 46 Aip thtp source-interface®©. FEHMEEERA TEMEME AVRFHIE
Ho

ASR (config) #ip tftp source-interface GigabitEthernet0

Wiur



EANTHTRIEEE,

ASR#show vrf

Name Default RD Protocols Interfaces
Mgmt-intf <not set> ipv4,ipve GiO
ASR#

ENXHMASRE HIBITFTPIRS 8 , WAL TGS

ASR#copy running-config tftp

Address or name of remote host [10.76.76.160]17?
Destination filename [ASRconfig.cfg]?

[

2658 bytes copied in 0.335 secs (7934 bytes/sec)
ASR#

ENXHEMNTFTPARS 25 £ 41ZIASR bootflash , i ALUTEHS :

ASR#copy tftp://10.76.76.160/ASRconfig.cfg bootflash:

Destination filename [ASRconfig.cfg]?

Accessing tftp://10.76.76.160/ASRconfig.cfg...

Loading ASRconfig.cfg from 10.76.76.160 (via GigabitEthernetO): !
[OK - 2658 bytes]

2658 bytes copied in 0.064 secs (41531 bytes/sec)
ASR#

FTP

ENEAVRFIEOEASREEAFTPEFWARS |, BEALEE.

[

{$ Aip ftp source-interfacei £ WY & ¥ % O 1§ @Mgmt-intf VRF, copy ftpin & & B H IR T E
VRF, At , #4704 Rip ftp source-interfacedn &, E#HHZ8EERA TEMEMZ AVRFHED

o

ASR(config) #ip ftp source-interface GigabitEthernet0
Lol

EAUTHTREEE,

ASR#show vrf
Name Default RD Protocols Interfaces
Mgmt-intf <not set> ipv4,ipv6 Gi0

ERXHMNASREHIZIFTPIRS 2R , WAL THS :

ASR#copy running-config ftp://username:password@10.76.76.160/ASRconfig.cfg
Address or name of remote host [10.76.76.160]17?



Destination filename [ASRconfig.cfg]l?

Writing ASRconfig.cfg !

2616 bytes copied in 0.576 secs (4542 bytes/sec)
ASR#

ENTHEMFTPARS 28 £ #12JASR bootflash |, iFHMI AL TGS :

ASR#copy ftp://username:password@10.76.76.160/ASRconfig.cfg bootflash:
Destination filename [ASRconfig.cfg]?

Accessing ftp://*****x x*x%%%@10.76.76.160/ASRconfig.cfg...

Loading ASRconfig.cfg !

[OK - 2616/4096 bytes]

2616 bytes copied in 0.069 secs (37913 bytes/sec)
ASR#

BB RN
B E)

SSH

BE  ASRIKFHIIW—1MNELRBESSHENETREMEANR, EXIABWIEFMESR | &
Z#“SSH Authentication Failure Due To Low Memory Conditions ( B TR ELESHSSHE
R LM ) "— 3,

FEASR ( SSHH[™ ) LIBE{TSSHEF ImfRSTEY , A TR MNGEI, —METRHEsshin T A H FiE
EVRFER , UEEATUMBEVRFRSSHR &,

ASR#ssh -vrf Mgmt-intf -1 cisco 10.76.76.161
Password:

Router>en

Password:

Router#

% —/NETL 2 6 Aip ssh source-interfaceit 1l , SA{EME AVRFEV4SEE O RIESSHRE,

ASR (config) #ip ssh source-interface GigabitEthernet0
ASR#

ASR#ssh -1 cisco 10.76.76.161

Password:

Router>en

Password:

Router#

EEASSHARSBRARSS ( SSHEINA ) | FERREFEEMEAMCisco IOSEEMER LEASSH, A&
XEFMEE_ ESH (Cisco ASR 1000 R FIRE RS IR AR ELEER) FHITelnetFMSSHELA

1

Telnet


/c/zh_cn/support/docs/security-vpn/secure-shell-ssh/116649-technote-vpn-00.html
/c/zh_cn/support/docs/security-vpn/secure-shell-ssh/116649-technote-vpn-00.html
/c/zh_cn/support/docs/security-vpn/secure-shell-ssh/116649-technote-vpn-00.html
//www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Console_Telnet_SSH_Handling.html#wp1057016

EASRLEETTelnetEFimARS ( MHLFETelnet ) BRHERAFHENED, —MNEIREtelnetin T4 &
BEREOSHVRF , TR :

ASR#telnet 10.76.76.160 /source-interface GigabitEthernet 0 /vrf Mgmt-intf
Trying 10.76.76.160 ... Open

User Access Verification

Username: cisco
Password:

Router>en
Password:
Router#

% —/N&ETL = £ Aip telnet source-interface@s oo £ F—FH , B{H47E HAtelnetis T IEEVRF A
| N

ASR (config) #ip telnet source-interface GigabitEthernetO

ASR#
ASR#telnet 10.76.76.160 /vrf Mgmt-intf
Trying 50.50.50.3 ... Open

User Access Verification

Username: cisco
Password:

Router>en
password:
Router#

EEATelnetiRS5 /RS ( TelnetRiRE ) |, FTREBEFEEMAEMIXRAZRLEATelnet. BXFH
155 _ B2 (Cisco ASR 1000R IR E RS IR RHEEIER) PRI TelnetMSSHEEREE 2

HTTP

ASRIK R ELER T A B HERME S Web A~ RE, H£ASRLEERAHTTPRS SHRJEF iwARSS
, MAE S P Ro

ERRAEGHTTPXIRZ RS ( BRS5ER ) WIGRIFEAETWebBIGUITIR , &M EA A1 57K
UERY LB B (SE FT AE R SMER B 2 IAE,  RAXFNICIK(AAA) AR S5 7)o

ASR (config) #ip http
ASR (config) #ip http authentication local
ASR(config) #username <> password <>

LTRERHTTPR 2RSS H/HTTPS)MEE :

ASR
ASR
ASR(config) #username <> password <>

NEBASREEONIPHU K AREAEVNERNAFKFER, UTRREER :

(config) #ip http secure-server
(config) #ip http authentication local


//www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Console_Telnet_SSH_Handling.html#wp1057016
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Cisco Systems
Accessing Cisco ASR1002 "ASR"

Show diagnostic log - display the diagnostic log.
Moniior the router - HTML access to the command line interface at level 0.1.234567859.10,11.12.13.14.15

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

QoS Device Manager - Configure and monitor QoS through the web interface.

Help resources

1. CCO at www cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC).
2. @@ cisco.com - ¢-mail the TAC.

3. 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

4. cs-html@cisco.com - e-mail the HTML interface development group.

EFEFAHTTPEF ImRS , &% Aip http client source-interface <interface name>@ <R , B TME
FﬁVRFE’JED'f?ﬁHTTP%FjﬁmLE , INEATR

ASR(config) #ip http client source-interface GigabitEthernet0

BT R 5 B P HT TP 2 1= B IR 5 S8 R I AR HT TP IR S 28 51 R 77 -

ASR#

ASR#copy http://username:password@10.76.76.160/image.bin flash:
Destination filename [image.bin]?

Accessing http://10.106.72.62/image.bin. ..

Loading http://10.106.72.62/image.bin

1778218 bytes copied in 20.038 secs (465819 bytes/sec)

ASR#

BAGR
AT LGER T HAEEA Telnet/SSH/HTTPIERE,

B ASSHME A Telnet , BAILAE EA MRS , ZMEENLE EELXJL:W%DJ:%ASSHEE
TelnetumEE’JLﬂ IEJH: EﬂﬁClsco IOSJ&&L:J:QF/EZJHNM, gEES MBI REERSE. B
XZHERWIEFMEES |, 535 (Cisco ASR 1000F% 53R HE’*E%HH%%%’(FFEEE?E@>> T fEio
W AR =56 4

AR . RALfE EE O GigabitEthernet0 £ B B 33 A SSHE#F A Telnet.

X : E5% 8158 Cisco Bug ID CSCuj375150 iRAF | K X 15 B89 B I IE 5 3EBUR F 4 58
VTY N ERNAZE. ﬁkiﬁlﬂgﬁﬁﬁhiﬁmzlstmm XBE | YA HHWIUEKMET |, 2 HTE
ANFRPAER, X ﬂik#ﬁEﬂEaE’JSSH%ﬂTelnetwﬂﬂz%%@ﬁﬁm&%mﬂﬁo


//www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Using_CLI.html#wpxref17710

T % EFEECisco Bug ID CSCug77654HI kAt | EAZRINAAAFG ELRREIR P EE
K ASSHE # ASSHIZR RIVEEN . AP BAHREFIH AR T. N FIXLERA , BRE
WEERABMEMRIES L , RBRE A EENSSHMTelnet,

#ASSH

IR L RS LA R FRFASSH , IR —FFTR
AR

ASR(config) #crypto key generate rsa label ssh-keys modulus 1024
The name for the keys will be: ssh-keys

o

The key modulus size is 1024 bits

o

Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 1 seconds)

ASR#

ASR(config) #transport-map type persistent ssh
persistent-ssh-map

ASR(config-tmap) #rsa keypair-name ssh-keys

ASR(config-tmap) #transport interface GigabitEthernetO
ASR(config-tmap) #banner wait X

Enter TEXT message. End with the character 'X'.

--Waiting for vty line--

X

ASR (config-tmap) #

ASR(config-tmap)# banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to Diagnostic Mode--

c

ASR (config-tmap) #connection wait allow interruptible

ASR (config-tmap) #exit

ASR(config) #transport type persistent ssh input persistent-ssh
*Jul 10 15:31:57.102: SUICFGEXP-6-SERVER_NOTIFIED_START: R0O/0: psd:
Server persistent ssh has been notified to start

WE |, BUMAKASSHE A H M WIE, XA LA Haaa new-modelig B HRFEHERT Ko
XBHRTXFEMER. (TLBHHER  ETRERKHEFLEARBAFSR/ZBKS ),

B UBRERSEASRLEE A TAAARIEREE.

1. B HAAART :

ASR (config) #aaa new-model

ASR (config) #aaa authentication login default local
ASR (config)#line vty 0 4

ASR (config-line) #login authentication default

2. KIBFAAAA:

ASR (config)#line vty 0 4
ASR (config-1line) #login local

WiE

{# A /5 AVRF M Gigabitethernet0$2 O #Y IP#b 1t SSHBIASR, # ARG , A JU5 A F #f 5 5l (Ctrl-
C=Ctrl-Shift-6).



management-station$ ssh -1 cisco 10.106.47.139
cisco@10.106.47.139's password:

--Waiting for vty line--

--Welcome to Diagnostic Mode--
ASR (diag) #

R : & — Waiting for vty line — & RELXIR LLAH A2 HER N , ARKFS ( Ctrl-CHR
Ctrl-Shift-6 ) o

A Telnet

Bc il
£/ £ —TATRMIRMUSSHIZE |, QB A M TelnetE MRS , TR :

ASR(config) #transport-map type persistent telnet persistent-telnet
ASR(config-tmap) #banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to Diagnostic Mode--

X

ASR(config-tmap) #banner wait X

Enter TEXT message. End with the character 'X'.

--Waiting for IOS Process--

X

ASR (config-tmap) #connection wait allow interruptible
ASR(config-tmap) #transport interface gigabitEthernet 0

ASR (config-tmap) #exit

ASR(config) #transport type persistent telnet input persistent-telnet
*Jul 10 15:26:56.441: SUICFGEXP-6-SERVER_NOTIFIED_START: R0O/0: psd:
Server persistent telnet has been notified to start

WSSHWHRE—T TR , BEEAM S HRIEERMAL , MWTFAR
1. B AAAART :

ASR(config) #aaa new-model

ASR (config) #aaa authentication login default local
ASR(config) #line vty 0 4

ASR(config-line)#login authentication default

2. R EBAAA:

ASR(config)#line vty 0 4
ASR(config-line) #login local

BiE

TelnetZGigabitEthernet0E AMIPHi i, FEMAZILERE , MAREFS , HESF LS (AR TIRE
TE-BrE) , ARERRZHEHER,

Management-station$ telnet 10.106.47.139
Trying 10.106.47.139...

Connected to 10.106.47.139.

Escape character is '"]'.



Username: cisco
Password:

--Waiting for IOS Process--

--Welcome to Diagnostic Mode--
ASR (diag) #

EXE W AP FSICtI+CZ Ctri+Shift+6 , AEEF/LI4. When - Waiting for |OS
Process -TE 4w ER R , A AH AL HER,

BAHTTP

EZAXKAWHTTPRENE ( HTTPBEHLIFRIEHTTPEF RS A TA ) HERAHFNETFTWebH
GUITARE |, BEALEE ( FRANASBAAARSES ) KiFtTARE S HRIE,

AR

FEXLEREAF |, http-webuiFlhttps-webui 2 1% i BR &1 89 & #5o

ASR (config) #ip http serverASR(config)#ip http authentication local
ASR(config) #username <> password <>

ASR (config) #transport-map type persistent webui http-webui

ASR (config-tmap) #server

ASR (config-tmap) #fexit

ASR (config) #transport type persistent webui input http-webui

LUTRBATERAHTTPRERESB[HTTPS)WEE.,

ASR(config) #ip http secure-serverASR (config) #ip http authentication local
ASR(config) #username <> password <>

ASR
ASR
ASR (config-tmap) #exit

config) #transport-map type persistent webui https-webui
config-tmap) #secure-server

(
(
(
(
(
(

ASR(config) #transport type persistent webui input https-webui

L AN

FRHASREEOMNIPHIL, ERAEANBHIETNMBRNAS B/BBER, REEH2EREITIR
RAMEEAREE , MRTUEEPN AR FHIOS WebUle ATRETHER :
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TP B BR

EWebUIRESENHTTPSHER , MK IE$ FRivest-Shamir-Adleman(RSA) B4 R B A 1]
B1E, B ttdebugd@r HREEWebUIREHBHWER :

ASR#debug platform software configuration notify webui
ASR#config t



ASR(config) #no transport type persistent webui input https-webui
SUICFGEXP-6-SERVER_NOTIFIED _STOP: SIPO: psd: Server wui has been notified to stop
ASR(config) #transport type persistent webui input https-webui

CNOTIFY-UI: Setting transport map

CNOTIFY-UI: Transport map https-webui input being processed
CNOTIFY-UI: Processing map association
CNOTIFY-UI: Attempting to send config
CNOTIFY-UI: Preparing to send config

CNOTIFY-UI: server cache: false, tm: false
CNOTIFY-UI: secure-server cache: true, tm: true
CNOTIFY-UI: Validating server config

CNOTIFY-UI: Validating secure server config
CNOTIFY-UI: Checking if secure server config is ok
CNOTIFY-UI: Secure server is enabled in map
CNOTIFY-UI: Getting trust point

CNOTIFY-UI: Getting self-signed trust point
CNOTIFY-UI: Could not get self-signed trustpoint
CNOTIFY-UI: A certificate for does not exist
CNOTIFY-UI: Getting rsa key-pair name
CNOTIFY-UI: Failed to get rsa key pair name
CNOTIFY-UI: Key needed to generate the pem file
CNOTIFY-UI: Secure-server config invalid
CNOTIFY-UI: Config analysis indicates no change
CNOTIFY-UI: Failed to prepare config

RSA #4A

ERITIREFEERSAZS , BWANUTGS

ASR#show crypto key mypubkey rsa

% Key pair was generated at: XX:XX:XX XXX XXX XX XXXX

Key name: ASR.ASR

Key type: RSA KEYS

Storage Device: not specified

Usage: General Purpose Key

Key is not exportable. Redundancy enabled.

Key Data&colon;

XXXXXXXKX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

XXX XKXXXKX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

AXXXKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

AXXXKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

XXX XKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

AXXXKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

AXXXKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

AXXXKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

XXXXKXKXKK XXXXXXXX XXXXXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXKXXXX XXXXXXXX
XXXXXXXX XXXX

% Key pair was generated at: XX:XX:XX XXX XXX XX XXXX

Key name: ASR.ASR.server

Key type: RSA KEYS

Temporary key

Usage: Encryption Key
Key is not exportable. Redundancy enabled.
Key Data&colon;
XXXXXKXX KXXXKXXXX XXXKXXXXK XXXXXXKXX XXXXXKXXX KXXXKXXXX XXXXXXXX XXXXXXXX

XXX KXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX

XXX AXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX

XXX KXXXXX XXXXXXXX XXXXXXXX KXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXX
ASR#

FEIEERAEN , ANCBIEPHNEEZEN. MRBAFEE , IUEANUTHTEE—NER




ASR (config) #ip domain-name Router

ASR (config) #crypto key generate rsa

The name for the keys will be: Router.Router

Choose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 2048
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 1 seconds)

ASR (config) #
*Dec 22 10:57:11.453: %$SSH-5-ENABLED: SSH 1.99 has been enabled

UE$

—BEAEE , ETURAUL TG HARIEIES

ASR#show crypto pki certificates
ASR Self-Signed Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: General Purpose
Issuer:
serialNumber=XXXXXXXXXXX+ipaddress=XXX.XXX.XXX.XXX+hostname=ASR
cn=XXX.XXX.XXX.XXX

c=US

st=NC

1=Raleigh

Subject:

Name: Router

IP Address: XXX.XXX.XXX.XXX

Serial Number: XXXXXXXXXXX
serialNumber=XXXXXXXXXXX+ipaddress=XXX.XXX.XXX.XXX+hostname=aSR
cn=XXX.XXX.XXX.XXX

c=US

st=NC

1=Raleigh

Validity Date:

start date: XX:XX:XX XXX XXX XX XXXX
end date: XX:XX:XX XXX XXX XX XXXX
Associated Trustpoints: local

MREBTRHFEFE , MAIBERL T a5 a2

ASR(config) #crypto pki trustpoint local

ASR (ca-trustpoint) #enrollment selfsigned

ASR (ca-trustpoint) #subject-name CN=XXX.XXX.XXX.XXX; C=US; ST=NC; L=Raleigh
ASR (ca-trustpoint) #rsakeypair ASR.ASR 2048

ASR (ca-trustpoint) #crypto pki enroll local

Q

% Include the router serial number in the subject name? [yes/no]: yes
% Include an IP address in the subject name? [no]: yes
Enter Interface name or IP Address[]: XXX.XXX.XXX.XXX

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

EFRSAFAMIEBHEEETNE , B AEHTTPSHE &} Bk :



ASR(config) #ip http secure-trustpoint local

RE , BALZERAHAEFRERAWebUl , LARREREIZIT

ASR#conf t

Enter configuration commands,

one per line.

End with CNTL/Z.

ASR(config) #no transport type persistent webui input https-webui

ASR (config) #
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
ASR (config) #

Setting transport map

Transport map usage being disabled

Processing map association

Attempting to send config
Preparing to send config

Persistent webui will be shutdown if running

Creating config message

Secure-server state actually being set to:

Webui
Webui

Webui service

server information:

(re)start:

changed:
secure server information:

false.

disabled
true, status:
changed: true, status:

Sending all config

ASR(config) #transport type persistent webui input https-webui

ASR (config) #
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UTI:
CNOTIFY-UTI:
CNOTIFY-UTI:
CNOTIFY-UTI:
CNOTIFY-UTI:
CNOTIFY-UTI:
CNOTIFY-UTI:
CNOTIFY-UTI:
CNOTIFY-UTI:
CNOTIFY-UTI:
CNOTIFY-UTI:
CNOTIFY-UTI:

%UICFGEXP-6-SERVER_NOTIFIED_START: SIPO: psd:

Setting transport map

Transport map https-webui input being processed

Processing map association

Attempting to send config
Preparing to send config

server cache:

secure-server cache:
Validating server config
Validating secure server config

false, tm:

true,

false
tm:

true

Checking if secure server config is ok

Secure server is enabled in map

Getting trust point

Using issued certificate for identification

Getting rsa key-pair name

Getting private key

Getting certificate

Secure server config is ok

Secure-server config is valid

Creating config message

Secure-server state actually being set to:

Adding rsa key pair

Getting base64 encoded rsa key

Getting rsa key-pair name

Getting private key

Added rsa key

Adding certificate

enabled

Getting base64 encoded certificate

Getting certificate

Getting certificate for local
Certificate added

Webui server information:
Webui secure server information:

Webui service

HXRfER

(re)start:

changed:

true.

false, status:

changed: true, status:

Sending all config

disabled, port:

disabled, port:

80
disabled, port:

80
enabled, port:

443

443

Server wui has been notified to start
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