POS 3 0O“Line Protocol is Down” &) B 5% X fiff 2

B3

T

f# R show interface posfip ©
POS itk iR
FERBRGS

S ERPMY HDLC #pE

& BRI PPP #(fE
BRI

B 41 (BEH Keepalives )
BERRLRIE

8 BE Bk BRI = 7= 4

S HERR X

2N BRI RES

FH APS B #I 4 BRI ICIRES
£ &1 [8] &

HXER

1Lk

AR T IR AE £ B IUIRZS 9 “down B Packet over SONET(POS) & Fa 853 O L Mt FE HERR

[5 B B 3 A5 BY R Bl B& EH P IHURE |, 15 B 204A] 5 A show Rldebug an 7 HEBR /X /U (PPP) & R 2K
fReEEXIRE (HDLC ) HEMNBERE, TERFICFNIRRESSETHARNYEL R R

o

f# ¥ show interface posi &

FEAXH , show interface posHV i H M T HAT R, EAEETIFBRAREE R~ES

RTR12410- 2#show interface pos 6/0

POS6/0 is up, line protocol is down
!--- The line protocol is down . Hardware is Packet over SONET MIU 4470 bytes, BW 2488000 Kbit,
DLY 100 usec, rely 255/255, |oad 1/255 Encapsulation HDLC, crc 32, loopback not set
! --- The loopback has not been set. Keepalive set (10 sec)
!--- The keepalive 1is set as every ten seconds. Scranbl e disabled Last input never, output
00: 00: 05, output hang never Last clearing of "show interface" counters never Queueing strategy:
fifo Qutput queue 0/40, O drops; input queue 0/75, O drops 5 minute input rate O bits/sec, 0
packets/sec 5 mnute output rate 0 bits/sec, 0 packets/sec O packets input, 0 bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, O giants, O throttles O parity O input errors, 0 CRC, O frame, O
overrun, O ignored, O abort 3 packets output, 1074 bytes, 0 underruns O output errors, O
applique, 1 interface resets 0 output buffer failures, 0 output buffers swapped out 2 carrier
transitions



Cisco 10S@ma 22 R FRRAERLBEBDNNREHEREFTUANEETH (&
, keepalivefX2 ) , RERBEHWEER XA, ”

show interface posii H F I HMEEF R IIE -
- Encapsulation — £ Bt O EH KT %,

- loopback — IEERRBIRE THME,
- keepalive — 1§ "= &A1& Ekeepalive,

POS ik 8tk

B % BAPOSHE O £ AN IR,

Clatagrams Metaark Lsver

Protocal Encapsulabion
Lirik Fnil@ization

PP in Byt

BynGhranoys Daty Liek Laysr

PPP Packel Delingation HMC Framing
Error Gonbral

Byln Dalineaiion Physical Layer

POS# M2 %K — HDLC, PPPHImiA4t, Kk , SONET LMIBIE B E it 2SONET L
HPPPZSONET EHHDLC, AIASTR A B midh k%,

PPPHMIHDLCE{IMEX , ER A THHE :

- RETIRLAANRENRMEE, RERHERRE,
CRMENER | A BREENEEENMABRELRNAEYVE, EHDLCHPPPH | MilFiRE
THREHRAmMEEZEN S EZREX RS, EXHIO0X7EZH0111 1110,
- EXRDABRABREEKE.
- ERIPEESHANBRSRMSE , BEREMAIN EBERTRE,
A, REPPPHIHDLCEZMx , BEMIHTHER , # BFEA TR debugtn HEBRES B MY A B K
BE,

EARE e T

& Mdebug i REXECE FHI M H R H T 5 S MR A M SCRS M TEZ X 2 I E B

AE  ATAEAEECPUREHRHIE TEMRAR , A HEFERESTAH, At , 7 Cisco
BARZIFARNSTFRESBRESE , REFA debug 4 , MEEHEBRSERERE, H8 K EWE
RERE , AFPBERINERT , BIFEH debug . EXHHEMBIRMLD TixraTaer |, B
BN ERGSLBEFEYMRAENER. HEBTRERAdebugin S, Y1126 A E Mspecific no
debug@i¥8ino debug alliif , ZRALHS,

Xdebugii TX THERRPOSIE OMEIREE A, AX LB M THNRIBENESEE , &
W BRI Debugtr T5E HARY



. debug serial interface — WIFHDLCRIFEEHIETIRBEHE, MREINFE , it RBAR
REFEETEOFRINETF,
- debug ppp negotiation — & ‘REPPP /3 zh B8] {£ M FYPPPEIE R , FE LA PEPPPIET,
. debug ppp packet — & REEMBWHWPPPHIESZ, HIETERBEEHKIES,
- debug ppp errors — £ R EPPPEZ N FIRMERBRHIPPPEIR ( HlINIEEH X IRAI M
) o
BXRFMER_ BESHHBRBITLIEHE,

gt HDLC ¥ FE

HDLCRPOSHHER O FMERIAT XA, HDLCRERRIrA , BEHNEEHESBE NN
WE—NRZNFERBIRKTHIRE. Telecordia GR-253#138 ( E L SONET ) itif THDLC-over-
SONETEAS ( S FMMES , $3.4.2.3% , #3.3-597 ) » TIEEHDLCHISSONETIRZE T XI5F

, HEEEBRLIEEE. ﬂ'ﬁ%n%&@h(CRC)%ﬂﬁFﬁHDLC*TRE\E‘WE?J'I"ﬁllﬂ BER , EARNE
HDLCMify AT 2 IR o

R show interface posfi T &R , LMK EHDLCE KM , &7 LA Adebug serial
interface@ © , BELIERIE , HIESENEZXKEBRIR. HDLC{EFﬁkeepalive , AERHSH
RiRE =/ MTERERRIE -

- myseq — % H 85 X A1 FE 8% B 88 K ik keepalive B & At 18 01,
- mineseen - mineseenit &S MY E x BUZTE I H ST IAM B H B IRV &R )& — N myseqF 5l &
mER A ZEFEMEET Wyourseenit BEsH |, H iFkeepalive BB BRI IZE XA ZIBEHET

yourseen—JiERE%EEI%E'E;EﬁL*zE%EE%EE’Jkeepahve?&E@qﬂlﬁl | myseqF 55 HIE,

ﬂﬂ%keepallveﬁuﬂ:mlneseq yourseenfmyseenFBR A EREE M HWBREEHEM , AL
EENE -ALKREFEERE, -_—leysetil]mlneseen—?—Ei':FE’JEE’JE#E&BAET ST HE
BEO,

X ZHDLCE ##debug serial interface s 1 £ i i 1E #8 1% W keepalive B B9 i B Rl

hswan- 12008- 2a#debug serial interface

Serial network interface debugging is on

hswan- 12008- 2a#

Oct 31 11:47:16: POS4/0: HDLC nyseq 180, nineseen 0*, yourseen 1, line up

Cct 31 11:47:17: 9% NEPROTO 5- UPDOAN: Li ne protocol on Interface POS4/0,

changed state to up

!--- Local router sees a remote keepalive with a sequence number of 1. Oct 31 11:47:26: POS4/0
HDLC nyseq 181, mineseen 181*, yourseen 2, line up Oct 31 11:47:36: POS4/0: HDLC nyseq 182,

m neseen 182*, yourseen 3, line up Cct 31 11:47:46: POS4/0: HDLC myseq 183, m neseen 183*,
yourseen 4, line up Cct 31 11:47:56: PCS4/0: HDLC nyseq 184, mineseen 184*, yourseen 5, line up
Oct 31 11:48:06: POS4/0: HDLC nmyseq 185, nineseen 185*, yourseen 6, line up !--- Keepalives are
sent every 10 seconds by default. !--- Both sides report incrementing sequence numbers.

X 2 YIZFRE O A B A EE O E %k =LA Ekeepalivefd,HDLC#E ##debug serial interface® ©
B9 % R B

hswan- 12008- 2a#

Cct 31 11:49:46: POS4/0: HDLC nyseq 195, mineseen 192, yourseen 13, |ine down

Cct 31 11:49:47: 9%. NEPROTO 5- UPDOMN: Li ne protocol on Interface POS4/0,

changed state to down

!--- The local router has failed to receive three keepalives and !--- brings down the line


//www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1915.html

protocol. Note the difference between !--- "myseq 195" and "mineseen 192". Cct 31 11:49:56
POS4/0: HDLC nyseq 196, mineseen 192, yourseen 13, line down Cct 31 11:50:06: PCS4/0: HDLC nyseq
197, mineseen 192, yourseen 13, line down Oct 31 11:50:16: POS4/0: HDLC nyseq 198, m neseen 192,
yourseen 13, line down Oct 31 11:50:26: POS4/0: HDLC nyseq 199, mineseen 192, yourseen 13, line
down COct 31 11:50:36: POS4/0: HDLC nyseq 200, mineseen O*, yourseen 1, line up Cct 31 11:50: 37:

% .1 NEPROTO- 5- UPDOMAN:  Li ne protocol on Interface POS4/0, changed state to up !--- After you
execute the no shut conmand on the renote router, !--- the |local router receives a keepalive
again and brings up !--- the line protocol.

Cct 31 11:50:46: POS4/0: HDLC nyseq 201, mineseen 201*, yourseen 2, line up

Cct 31 11:50:56: POS4/0: HDLC nyseq 202, mineseen 202*, yourseen 3, line up

Cct 31 11:51:06: POS4/0: HDLC nyseq 203, mineseen 203*, yourseen 4, line up

Cct 31 11:51:16: POS4/0: HDLC nyseq 204, mineseen 204*, yourseen 5, line up

Cct 31 11:51:26: POS4/0: HDLC nyseq 205, mineseen 205*, yourseen 6, line up

Cct 31 11:51:36: POS4/0: HDLC nyseq 206, mineseen 206*, yourseen 7, line up

!--- After the shut/no shut, the remote router re-initialized its !--- sequence number.

BRI PPP R

RFC 1661 FPPPE X Fthil, POSIEN X FPPP(MRFC 1662 RFC 16625 k) Y & F B dE 65 3%
EH(HDLC)RR M , AT HE 2R EIEH K, PPPHYMIAEN B FT R,

RFC 261515 EESONETSHSDHE XK t FAPPPE%, PPPRITATFAXN S&K , HAEAT
SONET=SDHEEE , BENEERFEHRIPR | PPPHE AT LUR M 2 Xt S B,

BRARKX SRR |, PPPRETRERNILNBAERENB R, H—MIMNIEH ( WEBALN
FXERARE ) RERERYERN , PPPRHSRISREY MR, @I RAVERSE K6
BREZFID(LCP)NUPEH | 2 RMHSTIIaE, J#ERERTH , ASELIKEN , —1 2
RERETHER, NTBRIURNRBRNER  PPPEEBNEN LIRS E ERELCPEES , ki
1B A i B A B

KRG , PPPARREMEEFMUNCP)EER , AERNEE - RZINEENH. —BERE
THEA-DMFREMERI , BNMMER AR N AT AT 88 R8P R X,

TRIHTLCPHIEEN =K :

LCP
BiE |LCPBUEaHR B

aR
. . RATE
$EB% | Configure-Request, Configure-Ack, A B

EliE | Configure-NakFConfigure-Reject B

BER . . ATt
4k Terminate-Request# Terminate-Ack ERR

s Code-Reject, Protocol-Reject, Echo- | ATERE
Y Request, Echo-Reply#lDiscard- IRl
- Request o

EHREE

LCPA @ Configure iiE BRI iE$E, — BConfigure-AckEE B A A HEW , R E


http://www.ietf.org/rfc/rfc1661.txt?number=1661
http://www.ietf.org/rfc/rfc1662.txt?number=1662

FER , #HALCPHTFIRES
LA i R B3R POS#: O ELCPEERREL BRI R -

4d01h: PQ3/1 LCP: State is Open

4d01h: PQ3/1 PPP: | pkt type 0x8021, datagransize 14 LCP_UP
(Ox639FCAD8) id O (0s.) queued 1/1/2

4d01h: PO3/1 PPP: Phase is UP

4d01h: PG3/1 IPCP: O CONFREQ [Cl osed] id 152 len 10

4d01h: PG3/1 | PCP: Address 172.16.1.1 (0x0306AC100101)
4d01h: PG3/1 PPP: | pkt type 0x8021, datagransize 14

4d01h: PC3/1 IPCP: | CONFREQ [REQsent] id 1 len 10

4d01lh: PQ3/1 | PCP: Address 172.16.1.2 (0x0306AC100102)
4d01lh: PQG3/1 | PCP: O CONFACK [REQsent] id 1 len 10

4d01lh: PQ3/1 | PCP: Address 172.16.1.2 (0x0306AC100102)
4d01lh: PQG3/1 I PCP: | CONFACK [ACKsent] id 152 len 10
4d01lh: PQ3/1 | PCP: Address 172.16.1.1 (0x0306AC100101)

4d01h: PO3/1 I PCP: State is Open

4d01lh: PQ3/1 IPCP: Install route to 172.16.1.2

4d01h: 9%.1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface POS3/1,
changed state to up

EXE : BE TPPPHENPOSEOSKEZHEVPPPLE, Fitt , HE-—NMFENRIERN , £F
LB NCE M i I |, BEAE S RERET R RHR th it

g% P ( BH Keepalives )

LCP Echo-RequestflEcho-ReplyZiE a7 BBV S R L 2B R EHLH, ELCPHFFRASF
$ZUWEcho-Request , #%74% #iEcho-Reply.

RFC 166189 Ltk ®i% B8 7T PPPRIZEEHIFLNE R,

0 1 2 3
01 2345 6 7 8 9 01 2 3 4 5 6 7 8 9012 3 4 5 67 8 901

Code Identifier Length

Magic-Number

Data...

XELCPHFEZTBREUATRBFTR

. Code - 9 REIMNER , 10RTENNE,

BRI — EEEN  BSUBEFBRNAREAETSUARKBCAIERNEREEN , XAEX
WIRFFER. X TEFHLH , RRFUERETE, BKE , Echo-Requestt iR iR FFF R E
#ZEcho-Reply B iIE 2R IR RFF .

W — OBFBRRNAZ#HEAME , BRTRMLL FRENRSHER. ERINMDPEIBEE
B2 8l , IBAFABNEREH. BXIFMEE , HSHRFC 16617 M LK E BEET,

- BIE - BEFEATISN G UY , SERABRBRANRERRESER. BEATEISE
AIZ#FE, FRNEREKE RT.

AR 2 /8 FkeepaliveRtdebug ppp negotiationfy =4 :



4d01h: PO3/1 LCP: O ECHOREQ [Open] id 1 len 12 magi c 0x1A45933B
4d01h: PG3/1 PPP: | pkt type O0xC021, datagransize 16
4d01h: PC3/1 LCP: | ECHOREP [Open] id 1 len 12 magi ¢ 0x00000002
4d01h: PO3/1 LCP: Received id 1, sent id 1, line up

BRI

PPP o] LABEES SN % 68 5% . WREAVAL R SR EIEHORMK. AIERM, #RRERIE. ZRITHRE
RS E SRR E MR,

LCP{E A TerminateBiiE < FA4E# ., Terminate-Requestiy & i% 25 M 1% 7E W B Terminate-Ack 2 A 2k
ZTERestartit BB 2 EWiFF o Terminate-RequestfVIZUW A RiZ S X SRR ER | £F
Terminate-Ack ( £ IETIA ) EEDZE —/NE B A F BEMT T iE#E,

] 1 2 3
o1 2345 6 7 8 9 012 3 4 56 7 8 9012 3 4 5 67 8901

Code Identifier Length

Magic-Number

Data...

LIFL CPHEREREATREBFE

- Code - 55k RTerminate-Request , 63k 7R Terminate-Acko

- BRREF — RN REBEFBNNEREAEER , URKRFIZEERNEREE , YA E
BIRRRFFER. N TEFEH , BRI URETRE, BRE , Terminate-RequesttyFRiRFF=F
B4 & #) B Terminate-Ack IR B FRIR T FER o

BRBREBINSAN/UNE  ASTERBMOBIE  HREREH. BEATUSSEMA-HHE
. FRNEEH KE R,

LR 2 Y& B TERMREQEIE G/t debug ppp negotiation i #9 7R 4

4d01h: PO3/1 PPP: | pkt type OxC021, datagransize 8

4d01lh: POB/1 LCP: | TERVREQ [Cpen] id 4 len 4

4d01h: POB/1 LCP: O TERVACK [Cpen] id 4 len 4

4d01h: PO3/1 PPP: | pkt type OxC021, datagransize 18

4d01h: PO3/1 IPCP: State is O osed

4d01lh: PQ3/1 PPP: Phase is TERM NATI NG

4d01lh: POB8/1 LCP: | CONFREQ [ TERMsent] id 1 len 14

4d01lh: PGB/ 1 LCP: MRU 1500 (0x010405DC)

4d01lh: PGB/ 1 LCP: Magi cNunmber 0x00000002 (0x050600000002)

4d01h: PO3/1 LCP: Dropping packet, state is TERMsent

!-—- While in the TERMsent state, PPP should drop all other packets. 4d01h: PO3/1 | PCP: Renove
route to 172.16.1.2 4d01lh: %. NEPROTO 5- UPDOMN: Line protocol on Interface POS3/1, changed state
to down

B8 BB BRI P 7 5

KT BEAPPPHRMNPOSEERM HIEDERR R El. EEANTEE
BHRARE




interface POS1/0
ip address 1.1.1.6 255.255.255.0
no i p directed-broadcast
encapsul ati on ppp
crc 16
cl ock source internal

RH# BERE

interface POS2/0
ip address 1.1.1.5 255.255. 255.0
no i p directed-broadcast
encapsul ati on ppp
crc 16

AR EFHREEEXNEXRREPER AKAR LHIRN. it , 4%

5 —ImBRINIR B &R

debug ppp negotiation

Ll S

— UM 1

Ut iR BE T fELCPRYSE RS 22 31 M BB debug ppp negotiationi 3k B9 B33 & 33 ¥t

PR ERBRA A o

Rout er A Debug Qut put

(1)

!I-—-- The router sends an outgoing confreqg. hswan- 12008-
2a# *Nov 7 08:27:00: 9%. NK-3-UPDOM: Interface POS1/0,
changed state to up *Nov 7 08:27:00: POL/0 PPP: Treating
connection as a dedicated line *Nov 7 08:27:00: POL/0
PPP: Phase is ESTABLI SHI NG Active Open *Nov 7 08:27:00:
POL/0 LCP: O CONFREQ [Closed] id 7 len 14 *Nov 7
08:27:00: POL/0 LCP: MRU 4470 (0x01041176) *Nov 7
08:27:00: POL/0 LCP: Magi cNunber Ox4F46AF4D
(0x05064F46AF4D)

(4)

!--- Router A receives an incoming confreq from router
B. *Nov 7 08:27:00: POL/0 LCP: | CONFREQ [ REQsent] id 45
len 14 *Nov 7 08:27:00: POL/0 LCP: MRU 4470 (0x01041176)
*Nov 7 08:27:00: POL/0 LCP: Magi cNunber Ox2631E6D2
(0x05062631E6D2)

(5)

!--- Router A responds with a confack and receives a !--
- confack from Router B. The LCP state is open. *Nov 7
08:27:00: POL/0 LCP: O CONFACK [ REQsent] id 45 len 14
*Nov 7 08:27:00: POL/0 LCP: MRU 4470 (0x01041176) *Nov 7
08:27:00: POL/0 LCP: Magi cNunmber O0x2631E6D2
(0x05062631E6D2) *Nov 7 08:27:00: POL/0 LCP: | CONFACK
[ACKsent] id 7 len 14 Nov 7 08:27:00: POL/0 LCP: MRU
4470 (0x01041176) *Nov 7 08:27:00: POL/0 LCP:

Magi cNunber O0x4F46AF4D (0x05064F46AF4D) *Nov 7 08:27:00:
POL/0 LCP: State is Open *Nov 7 08:27:00: POLl/0 PPP:
Phase is UP

ENAER , £



(7)
!--- Router A begins the IPCP stage and negotiates an IP

address. !--- In this setup, the peer router already has
an address and !--- sends it in a confreq. If the peer
router accepts the address, !--- it responds with a

confack. *Nov 7 08:27:00: POL/0 | PCP: O CONFREQ [ C osed]
id 7 len 10 *Nov 7 08:27:00: POLl/0 | PCP: Address 1.1.1.6
(0x030601010106) *Nov 7 08:27:00: POL/0 CDPCP: O CONFREQ
[Closed] id 7 Ien 4 *Nov 7 08:27:00: POL/0 |PCP: |
CONFREQ [ REQsent] id 9 len 10 *Nov 7 08:27:00: POL/0

| PCP: Address 1.1.1.5 (0x030601010105) *Nov 7 08:27:00:
POL/ 0 | PCP: O CONFACK [ REQsent] id 9 len 10 *Nov 7
08:27:00: POL/0 IPCP: Address 1.1.1.5 (0x030601010105)
*Nov 7 08:27:00: POL/0 CDPCP: | CONFREQ [ REQsent] id 9
len 4 *Nov 7 08:27:00: POL/0 CDPCP: O CONFACK [ REQsent]
id 9 len 4 *Nov 7 08:27:00: POL/0 I PCP: | CONFACK
[ACKsent] id 7 len 10 *Nov 7 08:27:00: POL/0 | PCP:
Address 1.1.1.6 (0x030601010106) *Nov 7 08:27:00: POL/0
IPCP: State is Open *Nov 7 08:27:00: POL/0 CDPCP: |
CONFACK [ACKsent] id 7 len 4 *Nov 7 08:27:00: POL/0
CDPCP: State is Open *Nov 7 08:27:00: POL/0 | PCP:

Install route to 1.1.1.5 *Nov 7 08:27:01: %. NEPROTO 5-
UPDOMN: Line protocol on Interface POS1/0, changed state
to up

L

(2)

!--- Router B receives an incoming confrqg from Router A.
hswan- 12008- 2b# Nov 7 10:29:19.043: PQ2/0 LCP: | CONFREQ
[Open] id 7 len 14 Nov 7 10:29:19.043: PQ2/0 LCP: MRU
4470 (0x01041176) Nov 7 10:29:19.043: P2/ 0 LCP:

Magi cNunber O0x4F46AFAD (0x05064F46AF4AD) Nov 7
10:29:19.043: PQ2/0 IPCP: State is Cosed Nov 7
10:29:19.043: PQ2/0 CDPCP: State is Cosed Nov 7

10: 29: 19. 043: P2/ 0 PPP: Phase is TERM NATI NG Nov 7

10: 29: 19. 043: P2/ 0 PPP: Phase is ESTABLI SHI NG

(3)

!--- Router B sends 1its own LCP confreqg. Nov 7
10:29:19.043: PQ2/0 LCP: O CONFREQ [Qpen] id 45 len 14
Nov 7 10:29:19.043: PQ2/0 LCP: MRU 4470 (0x01041176) Nov
7 10:29:19.043: PQ2/0 LCP: Magi cNumber 0x2631E6D2
(0x05062631E6D2)

(6)

!--- Router B responds with a confack and receives a
confack from Router A. The LCP state is open. Nov 7

10: 29: 19. 043: PQ2/0 LCP: O CONFACK [Open] id 7 len 14
Nov 7 10:29:19.043: PQ2/0 LCP: MRU 4470 (0x01041176) Nov
7 10:29:19.043: PQ2/0 LCP: WMagi cNumber Ox4F46AF4D
(0x05064F46AF4D) Nov 7 10:29:19.043: PQ2/0 | PCP: Renove
route to 1.1.1.6 Nov 7 10:29:19.047: PQ2/0 LCP: |
CONFACK [ACKsent] id 45 len 14 Nov 7 10:29:19.047: PQ2/0
LCP: MRU 4470 (0x01041176) Nov 7 10:29:19.047: PQ2/0
LCP: Magi cNunmber 0x2631E6D2 (0x05062631E6D2) Nov 7

10: 29: 19. 047: PQ2/0 LCP: State is Open Nov 7

10: 29: 19. 047: PQ2/0 PPP: Phase is UP




(8)

!--- Router B also begins the IPCP stage and negotiates
an IP address. Nov 7 10:29:19.047: PQ2/0 | PCP: O CONFREQ
[Closed] id 9 Ien 10 Nov 7 10:29:19.047: PQ2/0 | PCP:
Address 1.1.1.5 (0x030601010105) Nov 7 10: 29: 19. 047:
PO2/ 0 CDPCP: O CONFREQ [Closed] id 9 len 4 Nov 7

10: 29: 19. 047: PQ2/0 IPCP: | CONFREQ [ REQsent] id 7 len
10 Nov 7 10:29:19.047: PQ2/0 I PCP: Address 1.1.1.6
(0x030601010106) Nov 7 10:29:19.047: PQ2/0 IPCP: O
CONFACK [REQsent] id 7 len 10 Nov 7 10:29:19.047: PQ2/0
| PCP: Address 1.1.1.6 (0x030601010106) Nov 7

10: 29: 19. 047: PQO2/ 0 CDPCP: | CONFREQ [ REQsent] id 7 len
4 Nov 7 10:29:19.047: PO2/0 CDPCP: O CONFACK [ REQsent]
id 7 len 4 Nov 7 10:29:19.047: PQ2/0 | PCP: | CONFACK
[ACKsent] id 9 len 10 Nov 7 10:29:19.047: PQ2/0 | PCP:
Address 1.1.1.5 (0x030601010105) Nov 7 10: 29: 19. 047:
PO2/0 I PCP: State is Open Nov 7 10:29:19.047: PQ2/0
CDPCP: | CONFACK [ACKsent] id 9 len 4 Nov 7

10: 29: 19. 047: PQ2/0 CDPCP: State is Open Nov 7

10: 29: 19. 047: PQ2/0 IPCP: Install route to 1.1.1.6 *Nov
7 10:29:19.048: %. NEPROTO 5- UPDOMN: Li ne protocol on
Interface POS2/0, changed state to up

debug ppp packet

It 5 B T 12 22 31 85 % A Fldebug ppp packeti#IR I BIE AR, AR HIRPPPEIE S i
WFEBHE. RFC 1661 FERELN —NMRHANZ#HEI N\, EXNFERNEERIEEE

BNEEFRAHENEES.

0 #F3 U BE T BE T MASIRE B BRFMARDU , 718 b - EE MDY
FERETLRIE TAXAALHPUNCPINELRS (105 ) o o *ET *EEANHPUTRE
TIBESSREH EHEEHDU(MLCP). BEEMENBHEE, LHLLEEPPPHLT

RENTEREIIE

BRERBRA TR o

(1)

*Nov 7 10:19:58: POL/0 PPP: I pkt type 0xC021,

dat agr ansi ze 18

!-—-- 0xC021 identifies LCP. *Nov 7 10:19:58: POLl/0 LCP:
| CONFREQ [Closed] id 7 len 14 *Nov 7 10:19:58: POL/0
LCP: MRU 4470 (0x01041176) *Nov 7 10:19:58: POL/0 LCP:
Magi cNunber 0x269933F4 (0x0506269933F4) *Nov 7 10:19: 58:
POL/ 0 LCP: O CONFREQ [Cl osed] id 57 len 147"Z *Nov 7

10: 19: 58: POL/0 LCP: MRU 4470 (0x01041176) *Nov 7

10: 19:58: POL/0 LCP: Magi cNunber O0x4FAE1BOC
(0x05064FAE1BOC) *Nov 7 10:19:58: POL/0 LCP: O CONFACK
[REQsent] id 7 len 14 *Nov 7 10:19:58: POL/0 LCP: MRU
4470 (0x01041176) *Nov 7 10:19:58: POL/0 LCP:

Magi cNunber 0x269933F4 (0x0506269933F4) *Nov 7 10: 19: 58:
%.1 NK- 3- UPDOMN: I nterface PCS1/0, changed state to up
*Nov 7 10:19:58: POL/0 PPP. | pkt type 0xC021,

dat agransi ze 18 *Nov 7 10:19:58: POL/0 LCP: | CONFACK

[ ACKsent] id 57 len 14ppp *Nov 7 10:19:58: PO1/0 PPP: I
pkt type 0x8021, datagramsize 14

!--- 0x8021 identifies IPCP, PPP internet protcol
control protocol. *Nov 7 10:19:58: POl/0 LCP: MRU 4470
(0x01041176) *Nov 7 10:19:58: PO1/0 PPP: I pkt type
0x8207, datagramsize 8
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I--- 0x8207 identifies Cisco discovery protocol control.
*Nov 7 10:19:58: POL/0 LCP: Magi cNunber Ox4FAE1BOC
(0x05064FAE1BOC) *Nov 7 10:19:58: POL/0 | PCP. O CONFREQ
[Cosed] id 15 len 10 *Nov 7 10:19:58: POL/0 | PCP:
Address 1.1.1.6 (0x030601010106) *Nov 7 10:19:58: PQOL/0
CDPCP: O CONFREQ [Closed] id 13 len 4 *Nov 7 10:19:58:
POL/0 IPCP: | CONFREQ [ REGsent] id 14 | en 10packet *Nov
7 10:19:58: POL/0 I PCP. Address 1.1.1.5 (0x030601010105)
*Nov 7 10:19:58: POL/0 | PCP: O CONFACK [ REQsent] id 14
len 10 *Nov 7 10:19:58: POL/0 | PCP: Address 1.1.1.5
(0x030601010105) *Nov 7 10:19:58: POL/0 PPP. | pkt type
0x8021, datagransize 14 *Nov 7 10:19:58: POL/0 CDPCP: |
CONFREQ [REsent] id 15 len 4 *Nov 7 10:19:58: POL/0
CDPCP: O CONFACK [REQsent] id 15 len 4 *Nov 7 10: 19:58:
POL/0 | PCP: | CONFACK [ACKsent] id 15 len 10 *Nov 7

10: 19:58: POL/0 PPP: | pkt type 0x8207, datagransize 8
*Nov 7 10:19:58: POL/0 | PCP: Address 1.1.1.6
(0x030601010106) *Nov 7 10:19:58: POL/0 CDPCP: | CONFACK
[ACKsent] id 13 len 4 *Nov 7 10:19:59: PO1/0 PPP: I pkt
type 0x0207, datagramsize 376

!--- 0x0207 identifies Cisco Discovery Protocol (CDP).
*Nov 7 10:19:59: POL/0 PPP: | pkt type 0x0207,

dat agramnsi ze 376 *Nov 7 10:19:59: POL/0 PPP: | pkt type
0x0207, datagransize 376 *Nov 7 10:19:59: 9%. NEPROTO 5-
UPDOWN: Line protocol on Interface POS1/0, changed state
to up

(3)

! -—— ECHOREQand ECHOREP packets for PPP keepalives use
packet type values !--- of 0xC021. *Nov 7 10:20:05:
POL/0 PPP: | pkt type 0xC021, datagransize 16 *Nov 7
10:20: 05: POL/0 LCP: | ECHOREQ [Open] id 1 len 12 nmagic
0x269933F4 *Nov 7 10:20:05: POL/0 LCP: O ECHOREP [ Open]
id 1l len 12 magi ¢ 0x4FAEL1BOC *Nov 7 10:20:07: POL/0 LCP:
O ECHOREQ [Qpen] id 1 len 12 magi ¢ Ox4FAELBOC *Nov 7
10: 20: 07: POL/0 PPP: | pkt type 0xC021, datagransize 16
*Nov 7 10:20:07: POL/0 PPP. O pkt type 0x0207,

dat agr ansi ze 376 *Nov 7 10:20:07: POL/0 LCP: | ECHOREP
[Open] id 1 len 12 magi ¢ 0x269933F4 *Nov 7 10: 20: 07:
POL/0 LCP: Received id 1, sent id 1, line up

B BRBIHE M

(2)

Nov 7 12:22:16.947: PQ2/0 PPP: | pkt type 0xC021,

dat agr ansi ze 18

Nov 7 12:22:16.947: PO2/0 LCP: | CONFREQ [ REGsent] id
57 len 14

Nov 7 12:22:16.947: PQ2/0 LCP: MRU 4470 (0x01041176)
Nov 7 12:22:16.947: PQ2/0 PPP: | pkt type 0xC021,

dat agr ansi ze 18

Nov 7 12:22:16.947: PQ2/0 LCP: Magi cNunber
0x4FAE1BOC ( 0x05064FAE1B0OC)

Nov 7 12:22:16.947: PQ2/0 LCP: O CONFACK [ REQsent] id
57 len 14

Nov 7 12:22:16.947: PQ2/0 LCP: MRU 4470 (0x01041176)
Nov 7 12:22:16.947: PQ2/0 LCP: Magi cNunber
0x4FAE1BOC ( 0x05064FAE1B0OC)

Nov 7 12:22:16.947: PQ2/0 LCP: | CONFACK [ ACKsent] id 7
len 14

Nov 7 12:22:16.947: PQ2/0 LCP: MRU 4470 (0x01041176)




Nov 7 12:22:16.947: PQ2/0 LCP: Magi cNunber
0x269933F4 (0x0506269933F4)
Nov 7 12:22:16.947: PO2/0 | PCP: O CONFREQ [Cl osed] id

14 len 10

Nov 7 12:22:16.947: PQ2/0 | PCP: Address 1.1.1.5
(0x030601010105)

Nov 7 12:22:16.947: PO2/0 CDPCP: O CONFREQ [Cl osed] id
15 len 4

Nov 7 12:22:16.947: PO2/0 PPP: | pkt type 0x8021,

dat agr ansi ze 14

Nov 7 12:22:16.951: PQ2/0 PPP: | pkt type 0x8207,

dat agr ansi ze 8

Nov 7 12:22:16.951: PQO2/0 I PCP. | CONFREQ [ REGsent] id
15 len 10

Nov 7 12:22:16.951: PQ2/0 | PCP: Address 1.1.1.6
(0x030601010106)

Nov 7 12:22:16.951: PQO2/0 | PCP. O CONFACK [ REGsent] id
15 len 10

Nov 7 12:22:16.951: PQ2/0 | PCP: Address 1.1.1.6
(0x030601010106)

Nov 7 12:22:16.951: PQ2/0 PPP: | pkt type 0x8021,

dat agr ansi ze 14

Nov 7 12:22:16.951: PO2/0 CDPCP: | CONFREQ [ REsent] id
13 len 4

Nov 7 12:22:16.951: PQO2/0 CDPCP: O CONFACK [ REGsent] id
13 len 4

Nov 7 12:22:16.951: PQ2/0 PPP: | pkt type 0x8207,

dat agr ansi ze 8

Nov 7 12:22:16.951: PQO2/0 I PCP:. | CONFACK [ ACKsent] id

14 len 10

Nov 7 12:22:16.951: PQ2/0 | PCP: Address 1.1.1.5
(0x030601010105)

Nov 7 12:22:16.951: PO2/0 CDPCP: | CONFACK [ACKsent] id
15 len 4

Nov 7 12:22:17.947: %. NEPROTO 5- UPDOMN: Li ne protocol
on Interface POS2/0,
changed state to up

(4)

! -—— ECHOREQ and ECHOREP packets for PPP keepalives use
packet type !--- values of 0xC021. Nov 7 12:22:17.947:
P2/ 0 PPP: O pkt type 0x0207, datagransize 376 Nov 7
12:22:17.947: PQ2/0 PPP: O pkt type 0x0207, datagransize
376 Nov 7 12:22:17.947: PQ2/0 PPP: O pkt type 0x0207,
dat agransi ze 376 Nov 7 12:22:23.403: PQ2/0 LCP: O
ECHOREQ [Open] id 1 len 12 nmmgi ¢ 0x269933F4 Nov 7
12:22:23.403: P2/ 0 PPP: | pkt type 0xC021, datagransize
16 Nov 7 12:22:23.403: PQ2/0 LCP: | ECHOREP [(Open] id 1
Il en 12 magi ¢ Ox4FAE1BOC Nov 7 12:22:23.403: PQ2/0 LCP:
Received id 1, sent id 1, line up Nov 7 12:22:25.595:
P2/ 0 PPP:. | pkt type 0xC021, datagransize 16
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*Sep 5 17:41:46: Y%SONET-4- ALARM  PCS1/0: SLCS

*Sep 5 17:41:46: %SONET-4- ALARM  POS2/0: APS enabl i ng channel

*Sep 5 17:41:46: %SONET- 6- APSREMSW : POS2/ 0: Renpte APS status now Protect
*Sep 5 17:41:46: %SONET-4- ALARM  POS1/0: APS disabling channel

*Sep 5 17:41:46: %LINEPROTO-5-UPDOWN: Line protocol on Interface P0S2/0,

changed state to up

*Sep 5 17:41:46: %LINEPROTO-5-UPDOWN: Line protocol on Interface POS1/0,

changed state to down

*Sep 5 17:41:48: %1 NK-3-UPDOMN: Interface POS1/0, changed state to down

*Sep 5 17:41:48: %OSPF-5- ADDCHG Process 1, Nbr 192.168.100.100 on PCS1/0
fromFULL to DOAN, Nei ghbor Down: |nterface down or detached

*Sep 5 17:41:56: %OSPF-5- ADDCHG Process 1, Nbr 192.168.100. 100 on PCS2/0
from LOADI NG to FULL, Loadi ng Done
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