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FZREMH
EXR
ERMAH
ERES
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EMCHYFL & S TR
5/ LDAPRZ 28L&
RA VPN &
Eoand

24

BT

A STRS A 4B AT 7E A Firepower' & 12 fh /OB I MY Firepower BB BH 8 (FTD) L 6E FILDAP AAEL Bz i2
T EIVPN,

TR
ER

Cisco BB THLUTEE :

« ZREUEVPN(RA VPN) I ¥R ER HHN,
. T HRBEIFirepower® I H /0 (FMC)# 1T 8 S
« Microsoft Windows Server E W EZ 24 B F 5 [E I (LDAP)IRFHELE -

fE R A ¢
EXAPNERET AT HREARA -

- BRIFirepowergE . RZA<7.3.0
- BRIFirepower BB AR A<7.3.0
« Microsoft Windows Server 2016 , it E W LDAPARSS S5

AXHEPNEEHRETREXRERNEFNREFEN, AXHFEANMERZZNERAR
wh(RIA) BE. MRENMELTEIRS , FERRETHRAERSHBERNE,

db B2 /=
B =15 &



RN B TE B FirepowerE B /0\(FMC) B M Firepower B B #H(FTD) L E A R E S B Fim R th
1L(LDAP) & 13 3 il ¥ 324X B B A2 15 FVPN(RA VPN).

LDAPR —# 7T ey, HEEh LB TLiRENADY , ATERMNER 5K E REERS.

LDAPJE t£BR 51 FFActive Directory(AD)SXLDAPIRS B F FEN B S ENBEHENER. RfE |,
ADZLDAPRS BRFE I 217 B VPNIEEE U B MFTDIRZIRE & BRI N A , FTDIR& A A6
A EEFHEAnyConnect® F i 2117 58 BE 2,

H6.2.1fRA#E , FMCX A HALDAPE A KIEMRA VPN , BIUEIFlexConfigi#t {TFMC 6.7.0KR A
ZBIMILDAPIEMX , LB ELDAPE MM S H [ H EMIE RS 8858k, LthIhsgE ( R746.7.0) NEE
FMC LHYRA VPNELE B S &R , B FEEf AFlexConfig.

N B WHEERFMCEIRAG.7.0L ; THEBFTDA (LA F6.3.0008A L.

¥ AEER

ZEZEAnyConnect Apex, AnyConnect PlusE{AnyConnect VPN Onlyi fliiE , 3 /5 B S HiZ= %I ThAE

o

E*ﬁﬁiﬁ:ﬁﬁl—t , iﬁ%—ﬂﬁf: System > Licenses > Smart Licenses.

Smart License Status Cisco Smart Software Manager € (O
Usage Authorization: Autharized (Last Synchronized On May 18 2023)
Product Registration: Registered (Last Renewed On May 18 2023)
Assigned Virtual Account: SEC TAC

Export-Controlled Features: Enabled



Edit Licenses Q

Mahware Defense IPS LIRL Carrier Secune Client Premier Secune Chent Achvantage Secung Client VPN Only
Devices without license 7 Devices with licensa (1)
Q, Search FTD73 ]
Cancel Apply

FMCHYEL & 3
i/ LDAPRRSS SR ELE

N EE . AAEREFNREALMLDAPRE BN T EBF NS T, MELE - ARSI
%28 , AT ERA VPNAR#TEHRIE , NSHEIRA VPNEE,

FB1:FMMZE system > Other Integrations > Redlms , ZAE P Ro

Firewall Management Genter Overview Analysis Policies Devices Objects Integration Depioy Q. @ £+ @ adminv Mk secup
Clowd Sorvices  Realms  Menfity Sources  High Avallabiity  eStreamer  Host Ingut Client  Smart Saftware Manager Gn-Prom
Realms  Realm Sequences  Syne Results
—
--

B EMR , B Addanewream.



Compare Realms Add Realm

F=%  RHUADRFSHME ZMNFAER. | oK.

EAETRS -

HZ TR LDAP

XK . AD

ADZ15:test.com

B &A% : CN=Administrator , CN=Users , DC=test , DC=com
B &% . <Hidden>

EZADN:DC=test , DC=com

¢HDN:DC=test , DC=com



Add New Realm

@ X

Name* Description

| |
Type AD Primary Domain
4D ] | |

Directory Usemame®

E.q. domain.com

Directory Password*

I |

E.g. user@idomain com

Base DN

Group DN

E.g. ousgroup, deecisco,do= com

Directory Server Configuration

E.g. ousgroup,dorcisco,dorcom

~ New Configuration

(@) Resolve via route lookup

() Choose an interface

-

25t

Hostname/IP Address® Port*

I 636 |
Encryption CA Certificate*®

| LDAPS v | | select certificate v J +

Interface used to connect to Directory server i)

Default: Management/Diagnostic Interface

Add another directory

Cancel | Configure Groups and Users

BME : ] swve REFH/ERER , MABEFR.



Cancel

BHL YR sae R TTRBRSH[RSERINCEA", M TER.

State

@ ) Enabled A AT

RA VPNEL &
BLEARE ( 7ERARNVPNAF ) FERTUTIR. WREENAKE , BHRILZREKS,

555%%1 SE Objects > Object Management.

ant Center

Bt

Onverview Analysis Policies Devices Ohjects Integration

Object Management

Network

Intrusion Rules

A network object represents one or mora IP addresses. Metwork o
reports, and so on.

%2"'5 C EEMBE K ) %ﬁﬁ.ﬂ VPN > Group Policy.



PN
Certihcate Map

Custom Attnbute

Group Policy

IKEv1 IFPsec Proposal
IKEVT Policy
IKEvZ IPsec Proposal
[KEvZ Folicy
secure Client File

3% : & Add Group Policy.

Deploy O ﬁp ¥ @ adminv

Add Group Policy Q, Filter

willteiflie
cised o



E4%  REAKKE,
HEASERA

&5 1 RA-VPN

IR - IROEERAVPN!

BIAPNERESR 3 (BIAE)

Add Group Policy

Pk ®
Fufi-WP

Deessniplion:

Goneral Secuany Client Advanced

VP Prabocols Bafini;

IP Address Pools

DSMAVING ! Walcormie 1o VP!
Sl Tunrsbrsg



Add Group Policy

MNama:*
HA=YEM

Deseription:

General Secure Client Advanced
.

Traffic Filter Access Hours:
Linrestrictad

slon Sattings

Simultangous Login Per Liser;

3

%ﬁi . E’rﬁﬁi Devices > VPN > Remote Access.

Devices Objects Integration

Device Management VPN
Device Upgrade Site To Site

d  NaT Remote Access
QoS Dynamic Access Policy
Platform Settings Troubleshooting
FlexConfig
Certificates

FEARF : K Add a new configuration.

Troubleshoot

File Download
Threat Defense CLI
Packet Tracer
Packet Capture



Status Last Modifsed

#od a new conliguration

S 7 3R name RA VPNER B, 3%£$2 VPN Protocols 1% 3¥ Targeted Devices. ST Next.
ERERF :

£ : RA-VPN

VPNIBL:SSL

BFRig & FTD

Remote Access VPN Policy Wizard
‘ POy ASSRTITeE 7 Connacion Profiks 1 Seowrn Chanl i | ADDess & Corshoaies SLHTHTIEY
Targated Devices and Frotocols

Thii wizand will Uy yoeg Iheda® T ridparesd] manrsdl Alpa :.-cl'l"l,'l:lr i Fafmdatn
ADDEES VPN polecy WAth & Dl LiSeT - NG OONflc 0N profib

Ml
FLA-WTPH

Dy s ripizn:

VPN Pratocals:

S
Faac-IKEVD

Targated Devices:

Avaliable Devices & plecied Device:
e
o

Saprch FTOFa

)

IR 8%t T Authentication Method , 1E#E AAA Only. IR IRFIF/LDAPPRSS 8] Authentication Server. R Configure
LDAP AttributeMap ( BLELDAPERAX ) -



[EAs Ty
Connection Profile:
Connection Profiles specify the wunnel group policies for a VPN connection, These policies perain to creating the

buanirieE] g, Do Aalul i .El:bﬁl'l"lpliﬁ-l'ltﬂ and hove addredses arg l&-!-ig-l'rﬁﬂ- TI'IE'!.I' alEo inchude uer atiributes, which
arg defmed in group policies.

Connection Profle Mama:® Ra=ViPN

[ 0 This name is configured as a connection aliag, it can be used o connaect to the VPN gsteway

Authentication, Authorization & Accounting (AAA):

Specity the methad of authemication (S, cerificales of bath), and the A0 servers that will be used for VPN

connachions.
Authenbcation Meathod: AA4 Only v
Authentication Server:® [ e | - l =
Fal '::-:u:klc- LOCAL Authantication
Authorizaltion Serer: Use same aulhenicalion Serer « | 4

Conhgure LDAP Attribute Map

SR 912 LoAP Attribute Name Fl Cisco Attribute Name. S T Add Value Map.
ERERF :
LDAPJE £ & #R:memberOf

Ciscol& & 5 : Group-Policy



Configure LDAP Attribute Map

Realr:
AD (AD) B

LR atiribufe B

Marme Mag:

LOAP Aftrifaate Mame Cisco Aktrikuute Mame
memband v [ Group=Policy

Valua Maps!

LOWP AxpnlGube Waluea Ciscd ALnGube Valuea

Add Value Map

S8 101244 LpaP Attribute Value ] Cisco Attribute Value. 5L T OK.
EAETRAH
LDAPJE 48 : DC=tlalocan , DC=sec

EREME : RA-VPN

LOWUP atfribste Maps:

Name Map:
LDAP Aftribute Name Cizco Altribute Name
membend v Group=Policy v
Value Maps:
LDAP Attribute Value Cisco Attribute Value
de=tlalocan,do=sec RA-VPN




N s STUBREEERNESHMERS.

HBR 117550 Address Pool At ith it DB, KT oK.

Address Pools
Available IPvd Pools O -4 Selected IPvE Pools
Q, Search VEN-Pool w

H IR 12424t connection Profile Name F Group-Policy. BT Next.
HEASERA

EEEREXMHFAR : RA-VPN

BHWIETTE : NAAA

SR RIEARS 25 | LDAP

IPv4ith b3t : VPN-Pool

ARG TR ENR

N s ENENSBIREET SHRIISE. SHORIIRSENIPVABIL.

No-Accesstl K& B A simultaneous Login Per User ZEIZE N0 ( 20R A F U EIBRIAHINo-AccessA KB
, WARAREFRFESR)



Add Group Policy

Mame:*
Mo=-Access
Description:
General Secure Client Advanced
|
Traffic Filter Accestg Hours:
Unrestricted v | 4

[ ST e - D
wHESENON SEThNGS

Simultaneous Login Per User:

[u Range 0-21474

S 135 Add new AnyConnect Image J9 T 78 Il AnyConnect Client Image E|FTD,

Secure Client Image

The VPN gatewasy can autormatically download the latest Secure Client package (o the client device when the VPN
connection is initialed. Minimize connection Setup time by choosing the appropriate OS5 for the selected package.

Dowmload Secure Chent packages from Cisco Software Download Center.

Select at least one Secure Cliant image
I e Show Re-onder buttons <

Secure Client File Object Name Secun Client Package Mame Operating System

Add new ecune Chent Image

SR 141 Name A RIBRIR H N A1t 7768 P33 BE A A2 R, R save.



Add Secure Client File (7]

MName:™
' mac

File Name:*

[ anyconnect-macos-4.10.07061-webdef | Browse..

File Type:*®

Secure Client Image v

Description:

=

SRASELERGEUNEEEASRAZEGUAEER. K Ne

Secure Client Image

The VPN gatewsy can automatically download the latest Secure Client package to the client device when the YPM
connection is initiated. Minimize connection sefup time by choosing the appropriate 05 for the selected package.

Download Secure Client packages from Cisco Software Download Center.

Show Re-order buttons -+

Secure Client File Dbject Name Secure Client Package Name Operating System

Mac anyeonnect-macos-4. 10,0706 1 -webdeplay... | Mac 0% r

ZE A GJEEFRF Interface group/Security Zone *ﬂ Device Certificate. ,‘f—(_'\EE Next.



EAERE :
EOH/Z2 X K
RRIUS . BER

N oaE & 7] L% R JS FABypass Access Control R BE LT , BASRT £+ 31 1122 (VPN) R £ AT
HiEHRE (RIAMERTER) .
%E
/'

AAL
Metwork Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* InZone v +

Enable DTLS on member interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called ldentity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:* SelfSigned *| +

Enroll the selected certificate object on the target devices
Access Control for VPN Traffic

All decrypted traffic in the YPM tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy,

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and

authorization ACL downloaded from AAA server are stil applied to VPN traffic.

H]|1TEBRAVPNEENHE, [ Finsn &7 , BT



Remote Access VPN Policy Wizard

Policy Assignment 2 | Connection Profile ¥ | Secune Client 4 | Apcess & Certihcate ° Sumimiang
@ - = L
= i o ==
H " = = bion
Remoie Duiside e
[T Socune Cliont Devict
=
Nﬁ
Aty

Remote Access VPN Policy Configuration Additional Cenfiguration Requirements

Firawall Mas . il con \ Gy with the follo
ingswall Managemant Canter will confgune an RA VPN Policy with the following Ss1Engs e cieies the! (Tlioais

RPN configuration neads to be complated for VPN 1o
FTD73 work on all device targats.
RA-VPHN
D Access Control Policy Update
RA-VPH
An Access Control nule must be defined to allow
VPN traffic on all targeted dovicos.
A Dby
r .
AD (AD) @ NAT Exemption
If NAT ks enabled on the targated davices, you
mus defing 8 MAT Policy to exempt VPN traffic.
0 DNS Configuration
To resohe hosiname specifed in S84 Servers
- or CA Senwers, configure DNS using FlexConfig
VPN-Posl Policy on the targated devices.
0 Port Configuration
Mo-Access SSL will be enabled on port 443
Mac IPsec-IKEvE uses port 500 and Client Services
— will be enabled on port 443 for Secure Chent
T image download MAT-Traversal will be enabled

SB 18. 5 M ZE Deploy > Deployment. AR BLEFEEZFBEIMWFTD, =5 Deploy.
RINHBE , BEFEHEEZFTD CLI:

<tfroot>

I--- LDAP Server Configuration ---

| dap attribute-map LDAP

map-name memberOf Group-Policy
map-value memberOf DC=tlalocan,DC=sec RA-VPN

aaa-server LDAP protocol Tdap
max-failed-attempts 4
realm-id 2
aaa-server LDAP host 10.106.56.137
server-port 389
Tdap-base-dn DC=tlalocan,DC=sec
Tdap-group-base-dn DC=tlalocan,DC=sec
Tdap-scope subtree
Tdap-naming-attribute sAMAccountName
Tdap-Togin-password #****%*
Tdap-Togin-dn CN=Administrator,CN=Users,DC=test,DC=com
server-type microsoft

| dap-attribute-map LDAP

I--- RA VPN Configuration ---!



webvpn
enable Outside
anyconnect image diskO:/csm/anyconnect-win-4.10.07061-webdeploy-k9.pkg 1 regex "Mac"
anyconnect enable
tunnel-group-1list enable
error-recovery disable

ss1 trust-point Self-Signed

group-policy No-Access internal

group-policy No-Access attributes

vpn-si nmul t aneous-1ogins 0

vpn-idle-timeout 30

I--- Qutput Omitted ---!
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall

split-tunnel-network-1ist none

group-policy RA-VPN internal

group-policy RA-VPN attributes

banner value ! Wl cone to VPN !

vpn-si nul t aneous-1ogins 3

vpn-idle-timeout 30
I--- Qutput Omitted ---!

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist non

ip local pool VPN-Pool 10.72.1.1-10.72.1.150 mask 255.255.255.0

tunnel-group RA-VPN type remote-access

tunnel -group RA-VPN general -attributes

address-pool VPN-Pool
authentication-server-group LDAP

def aul t - gr oup-pol i cy No- Access

tunnel-group RA-VPN webvpn-attributes
group-alias RA-VPN enable



5 UE

f£AnyConnectEFix L , FRARWVPNAFAERER , RAEEHIREBHELDAPE MRS 2 B &Y
IEFaRY 4 SR B -

VPN:

| :
| ﬂﬂ "i Please respond to banner,

Cisco AnyConnect

I Welcormea to VPN |

MLDAPiEi & B (debug Idap 255)% , # A LU E BILDAPE M B 4T b5 [TEII

<tfroot>

Aut henti cation successful for test to 10.106.56. 137

memberOf: value = DC=tlalocan,DC=sec

mapped to G oup-Policy: value = RA-VPN



mapped to LDAP-C ass: val ue = RA-VPN

FEAnyConnect®Fim t , FRALRHVPNAFAZIEER , ARE[/REBELHEHKE,

8 Cisco AnyConnect | asavpn.rohan.com

Q Login failed.

Group: RA-VPN e

Username: | Administrator

- _ﬂ?_ ! VPN:
Passwaord: —— Login failed.

asavpn.rohan.com Connect

<tfroot>

%FTD-6-113004: AAA user authentication Successful : server = 10.106.56.137 : user = Administrator

%TD- 6-113009: AAA retrieved default group policy (No-Access) for user = Adm nistrator

%FTD-6-113013: AAA unable to complete the request Error : reason =

Si nul t aneous | ogi ns exceeded for user : user = Adm nistrator

MLDAPiF i | Bk (debug Idap 255) , &I LA E EILDAPE RS Eix B PLHEIN :

<tfroot>

Aut henti cati on successful for Administrator to 10.106.56. 137

memberOf: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
mapped to Group-Policy: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
mapped to LDAP-Class: value = CN=Group Policy Creator Owners,(CN=Users,DC=tlalocan,DC=sec
memberOf: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
mapped to Group-Policy: value = CN=Domain Admins,CN=Users,DC=tlalocan,DC=sec
mapped to LDAP-Class: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
memberOf: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec
mapped to Group-Policy: value = CN=Enterprise Admins,CN=Users,DC=tTalocan,DC=sec
mapped to LDAP-Class: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec
memberOf: value = CN=Schema Admins,CN=Users,DC=tTalocan,DC=sec
mapped to Group-Policy: value = CN=Schema Admins,CN=Users,DC=tlalocan,DC=sec
mapped to LDAP-Class: value = CN=Schema Admins,CN=Users,DC=tTalocan,DC=sec
memberOf: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec
mapped to Group-Policy: value = CN=IIS_IUSRS,CN=Builtin,DC=tTalocan,DC=sec
mapped to LDAP-Class: value = CN=IIS_IUSRS,CN=Builtin,DC=tTalocan,DC=sec



memberOf: value = CN=Administrators,CN=Builtin,DC=tTalocan,DC=sec
mapped to Group-Policy: value = CN=Administrators,CN=Builtin,DC=tTalocan,DC=sec
mapped to LDAP-Class: value = CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec
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