1£ Cisco 10S ¥ & L1k E errdisable iw ORAS
Hx

oy
FREAM
=%
R %
HEER
£ A ErrDisable ¥ &
ErrDisable
Errdisable #JZIBE
ErrDisable B9 JE &
HEim 0 2 A4 TF ErrDisabled JRZS
B 4 ErDisabled JRZS (2| &H S, Syslog # show errdisable recovery @4 ) HIER

AN E errdisabled REREME F % |, HiIZMH errdisable IXE KRB,

TR

ER

AXEEEEAHENER,

FERNAHY

EQEBAXEPN RS , BEEEREREPFFEAR N EBEREER Cisco Catalyst
4500/6500F% 53Xl ( HEE= M ) o RIS FEITCisco I0SCH Y |, H BEA R E LI
B AW X EFEtherChannel FPortFastfy IR A A Mk O,

ANHEPHNEEHRETREXRERNEFHRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMELTEIRS , FEHRETRAERSHIBERRE,
BRIEE

0N

AR AEFF errdisable M HEIRMERXRIMREEREM. HRAFEEE -SSR EAIE O



HEFIRMAE A ( RTWOL T errdisabled R3S ) B, BEALE Cisco BARTIFHRR, XERFH
ETHRAMALSRERBRMEANER , URWNMAEESFRKORE EERS.

EE : err-disabledix — i QRS & R fEshow interfaces interface_number status@p 5> B9 %

H,

£/ ErrDisable ¥ &
AR XL Catalyst R¥RHLZHF errdisable ZHEE :
* 1217 Cisco |0S ¥ #H Catalyst X#r#l :
- 2900XL / 3500XL
- 2940/2950/2960/2970

- 3550/ 3560 / 3560-E / 3750 / 3750-E


https://www.cisco.com/warp/customer/687/Directory/DirTAC.shtml
https://www.cisco.com/warp/customer/687/Directory/DirTAC.shtml

- 3650 /3850

- 4500 /4503 / 4506 / 4507 / 4510 / 4500-X
- 6500/ 6503 / 6504 / 6506 / 6509

- 9200 /9300 / 9400 / 9500

LI errDisable WA XN ERBFAEZEEFRE, AXIBEENBIEIT Cisco |I0S HHHI R
errDisable,

ErrDisable

Errdisable B9 Zh&E

MREEEREMRALTEARS , BRI EVRERNEZiE O EBHERER , MERAERR
Mizim O, MAEY , ATHOLES THRER , REXRINVBERERGBIERT 2RO

o

HimORBIRMBEZEAR , ERRLERBXATZWO , ALEZXiE I:IJ:TEZVZL:Y,EWEH/AL;O
Bfiw OLEDFHRE N &R |, H B Y& & Hshow interfacesin B BT |, i MRS E R Nerr-disabledo J«X
T4 T R RMAZ AN GO ERRYBNGSITRE (CLI) EP_u_/T\EI’J NAE

cat6knative#show interfaces gigabitethernet 4/1 status

Port Name Status Vlan Duplex Speed Type
Gi4/1 err-disabled 100 full 1000 1000BaseSX

HE , MRFOCLRBRIPAMEER , WEZES S syslog PELFFRBATIREER

%SPANTREE-SP-2-BLOCK_BPDUGUARD:

Received BPDU on port GigabitEthernet4/1 with BPDU Guard enabled. Disabling port.
%PM-SP-4-ERR_DISABLE:

bpduguard error detected on Gi4/1, putting Gi4/1 in err-disable state

L RBIE B E R EN b O AR R MR EE £ T (BPDU), XERERBURTHIRBERER,
‘R IRMBRAIEER TR RZE

- BEERBIMIIBET LT A RMAKL B Iw A R,

- WEHREHRERROIFT2SBRR ENEARO ( EMER ) HIKE,

HEMERAMEEFX , RAFEREERSFLINERERBE (REASSBTENNG
I ) B, SHIILRESEE, “FERMERATI8EHR BT By 1k H BLX £ %/Ro



ErrDisable YR X

HWINRERE —RSEH |, BEF TR EH O L8N TS 2 HIER P RNSHPRRT. AR
BRAELIBE 16 P RMEFEMR |, MRESEDR, REERFTRERANEZL LWEFAEIR
FRETERPEEEEFERAD, TRSBXEEREBANFERIIE

- BHELFEAE (T, RBEERNEHRE )

« MEFEOF (NIC) BEHFE ( AEBREREHEFFRZ )

o WOMNITEEHEIR

AN TEEHRZHIERERN—NERLRER |, BIREERNEEEZENRE (FW0, &
B AN NIC ) 2B EBDEEEMN I, ELANF , RE¥RNTEEAEREFR, H
TUARMEBRRMTZ G (CSMA) W , RN TERNTEREMS , AZHERH
DARNBEDLERS ), IFNFREETEEAR.

BEZMRRTSHIEOL T errdisable RS, RRARER :
« WIAEE
- IwAEEEEHEIR
- BPDU Br#rEM
- BmeERRN (UDLD) &4
o« HERFZREN
- BB

- REEM

=

m O RE L (PAGP) B3

- FBZERREMI (L2TP) BA

 DHCP YT iE =R R I

- GBIC//NETAIHEIK (SFP) #ER R 848 T IE
o HhuE AT (ARP) &

- NEREIR

N B BTFFAREER  RAMERTEARSEARN. 7 T2A eror-disable B | i

f£ A no errdisable detect cause @, show errdisable detect f5$> & 7 error-disable #& M4k

PN

BN o



WER O RE4 T ErrDisabled JRZS
MR % 1 show interfaces i , M AL ER A RERERZMEEZER,
LT EESHON R

catb6knative#show interfaces gigabitethernet 4/1 status

!I--- Refer to show interfaces status for more information on the command.
Port Name Status Vlan Duplex Speed Type
Gi4/1 Connected 100 full 1000 1000BaseSX

LT ERE—iwALT error disabled kA TH RHAI :

cat6knative#show interfaces gigabitethernet 4/1 status

!--- Refer to show interfaces status for more information on the command.
Port Name Status Vlan Duplex Speed Type
Gid4/1 err-disabled 100 full 1000 1000BaseSX

NonE UBNERSSHREMN | HERESHOXBHLEDTRENRE,

DA
T

¥ E =4 ErrDisabled IR ( # #1552, Syslog # show errdisable recovery i
) WIERE

LU ENROE T error-disabled IRASE |, RV LEERHALE—FEE | HBAERM
BA7TZixA, XPoFWRGRBREFANARGER , ERFOZANER :

L

« BN —NEREEZHBT Portfast BPDU B51 ThEE,
- ZHPNE —NERKEHBET EtherChannel E& 8] &2,

N srE . WER Hshow loghS | MIE AT LA Syslogh B FLX LM L.,

TOEEWT :

%SPANTREE-SP-2-BLOCK_BPDUGUARD:
Received BPDU on port GigabitEthernet4/1 with BPDU Guard enabled. Disabling port.

%PM-SP-4-ERR_DISABLE:
bpduguard error detected on Gi4/1, putting Gi4/1 in err-disable state

%SPANTREE-2-CHNMISCFG: STP Toop - channel 11/1-2 is disabled in vlan 1


https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25sg/command/reference/show1.html#wp1589615
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25sg/command/reference/show1.html#wp1589615

MREF AT errdisable recovery , M % i show errdisable recovery an =Bl A #E errdisable IR7
EI‘JEEO 15“&[] .

catbknative#show errdisable recovery

ErrDisable Reason Timer Status
udl1d EnabTed
bpduguard Enabled
security-violatio Enabled
channel-misconfig Enabled
pagp-flap Enabled
dtp-flap Enabled
Tink-flap Enabled
12ptguard Enabled
psecure-violation Enabled
gbic-invalid Enabled
dhcp-rate-Timit Enabled
mac-Timit EnabTed
unicast-flood Enabled
arp-inspection Enabled

Timer interval: 300 seconds
Interfaces that can be enabled at the next timeout:

Interface Errdisable reason Time left(sec)

Fa2/4 bpduguard 273

Hiw O M ErrDisabled RS EEE

RBHRBET AR, TEEFQBIRERMEAN G ORMAEELRED |, FRERIN R
O AR IR M AN HABLMMRR, EXfisOM errDisable RSMREEE , FELKHMYE
BARE  REEFERZKO, MREYERARBEZAMEREARO , Wik DRFBEXEEIRT
WEH.

21 IE AR 7K ) /&

ROZERWANERR2E , FHERKFEE, BEFZHRTRBRHMTATHEN. BSMHSHH
FRRBEMERA, AT NEEP-ERHENELNERER :

« EtherChannel Bt E4Eix

7 EtherChannel EEZ1T , M@K OXMEE—BWEE, wOAXNEHER
VLAN, #HEHNSDZER, HENEE., HENNIEE, ¢IBEER | FHRANRE N
N AZHEEER, RN —AXRBRYBEE T EtherChannel , X M YLK E E
EtherChannel , MI4£E MBI HIZ A BES XA EE T EtherChannel W —ix EEMAEEN®O,
EtherChannelfJonEX T AER U EBZ A KAIEPAPPHIESTUE S —HihmE ; eR2RRIES
—IREERMUFEE, A, ZRFHFTHTT S — & KIRVLE EtherChannel , 121X &iw 0
BRAEMNEEFEERO, MREEMZIRIRIFRS KA — 2 E9aSE |, WITFF


https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25sg/command/reference/show1.html#wp1885911

EtherChannel #9333l LB E RN (STP) INAEEHK ., XHENERIEENKOL T
errdisabled A%,

Gl NE TIREE , Rt A 7XEIHO, show etherchannel summary @55 B E 7R
Number of channel-groups in use * 05%1’&/&&5’]%4\ DH-J' AILAEFIRES A err-
disabled :

%SPANTREE-2-CHNL_MISCFG: Detected loop due to etherchannel misconfiguration of Gi4/1

catbknative#show etherchannel summary
!--- Refer to show etherchannel for more information on the command.
Flags: D - down P - in port-channel
I - stand-alone s - suspended

H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

u - unsuitable for bundling
Number of channel-groups in use: 0
Number of aggregators: 0

Group Port-channel Protocol Ports
—————— e e ettt e et T

BT R X s O & F errdisable K7 , At EtherChannel <,

cat6knative#show interfaces gigabitethernet 4/1 status

Port Name Status Vlan Duplex Speed Type
Gi4/1 err-disabled 100 full 1000 1000BaseSX

EBRERBNEFRRNS  BEEHIRES %HE KA EtherChannel BE| T £, A
RE D PR '_—"'l—é?iﬁ% ( G RRGEN ) BEEA on X ( I desirable ) Fo3TFF
EtherChannel , —AFTEZENRE ( RflPH S —EARIRYL ) KRITFF EtherChannel Bt

HZv:EJH:IFﬂ i ﬁﬁﬁ&lﬂ:lﬂ B EEz ——RNEERENEEERITREDN desirable , A5
E%ﬁf:‘ﬁﬁ g0, RE , REERREEERIEER , SRS EEREE. NRFETEE
BAFEE, IRMRHEL 7T LSEBKO,

cat6knative(config-terminal)#interface gigabitethernet 4/1
cat6knative(config-if)#channel-group 3 mode desirable non-silent

« XIAPCE

REEZEBEDEREMNIASENNIACEFTRLIFEETER. SF¥NITRE ( LAEIHE LAN
RESARMAEMRZERITER ) TR, RERFAERNBRERE , @2NTRERSTTRER , IF


https://www.cisco.com/en/US/products/index.html#wp1022501

EZRHEMIER, MREENTERARNENTIER BHTER , WENTRZI [ R (E
B Ed ) IR 2R (IR ZE ) o HTFEMITHMMNTIAR LT EHZR | HiiX —mMREBLE
ERICHNEFEHEANBINED. I TERITEE , HIEPREIRZEEN , £
MIFZRRFEE, JRNFEAREFSIERHPREBERPEN TN IFCTERBE, FRRBLH
P im Y i O ER IR B A M RERERE MM I, show interfaces #0045 &S A8 R Catalyst ¥ Hli%
OWEREFMMN I, iwH4T error-disabled RS2 81 , RERZAKY Cisco KIIPHN (CDP) «REEE
HIL T NI TR,

teSh, NIC EE-EiRE ( MAFRMTRIEE ) LAl EIRAIE, WALER , FXAXERE
o MREBZA NIC RE—MENE , HEME NIC LLFHEHEENRE , FERHIEREMIE L
RATRAER , ABREERFMNEIEF.

SEGER PR H MR E 2

- NICEHE (ASFEEE , MANREEFRR )
- BEEHE

- EERHHEEK

- BPDU # A B5#P

{ FiPortFastfyin 0 R iE R K inds ( W ITEMSRSES ) |, MAREEERERMBPDURIRE
( R ) BFEAFFTFEEBER. MRIBYERSH T ERH PortFast #4 K # BPDU Bh#F
A3 O LA R BT BPDU |, NI Ziw O & F errdisabled &3, , BABFF= £33, Portfast &

EXRI LB OFTLTEYEIRE, Hitk , Portfast X iz O BT A £ R E | X878
GARERER B, MEEE R A/ IEEM KR Portfast, /8 A 7 Portfast fisA &
, BPDU B BB FHR LAN Fr=4£3REK,

ARG E RAMAITFF e ThEE, &R RAIZRE N EXTER FRAEZ =X error-disable A1 :

cat6knative(config-if)#spanning-tree bpduguard enable
!--- Refer to spanning-tree bpduguard for more information on the command.

FEARRBIF , —& Catalyst 6509 RIEHEES S — A 6509 Kiktl. 6500 & 2 HKRE—R

BPDU ( ERABIAMERMIRE ) . £ 6509 X#Alin O £/ A Portfast B , BPDU BhH ZhRERF 5
Wz AbLiw O # BPDU, 3 BPDU # AR A (X KRREZE D L8NS —MEE N IELIHRE ) T
, BPDU Bhi ThRefEiZin D RE IR MR , DUB S 7= £ 4 BRI % 1Y T B

cat6knative(config-if)#spanning-tree portfast enable

I--- Refer to spanning-tree portfast (interface configuration mode) !--- for more information on the co

Warning: Spantree port fast start can only be enabled on ports connected
to a single host. Connecting hubs, concentrators, switches, bridges, etc. to
a fast start port can cause temporary spanning tree loops.

%PM-SP-4-ERR_DISABLE: bpduguard error detected on Gi4/1, putting Gi4/1 in err-disable state.


https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25sg/command/reference/snmp_vtp.html#wp1065041
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25sg/command/reference/snmp_vtp.html#wp1162940

FELHEF , RRYIERAEERA T PortFast ®in O WS T BPDU , Etb ALK 7w O
Gi4/1,

cat6knative#show interfaces gigabitethernet 4/1 status

Port Name Status Vlan Duplex Speed Type
Gid/1 err-disabled 100 full 1000 1000BaseSX

EEXM PortFast ZheE , A ltis AMIERZEARAIEH, EEFAEBER NS AT Portfast , MiZ3#k
VEEZIE — A, i , Portfast (XA TiE I KB aMEO L,

cat6knative(config-if)#spanning-tree portfast disable

« UDLD

£/ UDLD tY , MBI A KM KL SHEALE (20 5 KAL) EENRBATERELNYIERE
, AEFER MR RTRON, RNB LGRS , UDLD 2XAREWNRO , AREE
AP, BagRasiESMEE , EhaEE R HRINRE,

~ AE  UDLDEMHPRB 2 B REIPUBIE S, 455 EIX MR & B LM F
UDLD , # B/ ESEMNHO L#S A UDLD, MR RAEHBEN— MO LEBSAT
UDLD , NA&AEBE T UDLD HIBR—imBt A errdisable A%

¥ UDLD BB BNk O & X% UDLD M iEe |, xEHiEathashizkEo L
#9 UDLD X IMMsw N8 % ( w0 ID ) MAELLIER (RiwO ID) . HBLBimAXRENSE — %
KENHBEETRAOEEEMNRZBRHOID (EF ), E—REENNER , MRZBOE

AR UDLD HIEEFAEINEHBIMRZRNHO ID , MPF R N2 meEik, Rk, &
ZHZEMNRD , HAEEHEA LN - LUTHAES

PM-SP-4-ERR_DISABLE: udld error detected on Gi4/1, putting Gi4/1 in err-disable state.

BXUDLD#EE, BEEMGTHIFMEER |, 5 X RCatalyst 6500k A 12.2SXFFEER 4
BLEIEME,
o HERRPIZERIR
PR BB RN OELTE up A down RS2 E I, MERFEOE 10 BEHARSEE R
, WFHET errdisabled I3, #RBEFINENRRRBEHE, NIFATEHE T IKEND

#%#ER (GBIC) FHEEE 1 ERE. FEFRH AHEEIRIEER Syslog BRS538 A T i B ik
AXAREHES



https://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guide/udld.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guide/udld.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guide/udld.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guide/udld.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guide/udld.html

%PM-4-ERR_DISABLE: 1ink-flap error detected on Gi4/1, putting Gi4/1 in err-disable state

Rt s UEERE

cat6knative#show errdisable flap-values
!I--- Refer to show errdisable flap-values for more information on the command.

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
Tink-flap 5 10

B EIR

LR BRI E B R IAREN I O B B R E iR, ?ﬁi}\%}ﬁl'l? , RN FrEZ AR R
Ee REAARFNBFESREIFED , REXMBERBE R RN MK FELERKERELE
HYB NG, RIEOW UH&&E’J&%%E@ : %J‘xiﬁémi"f)ﬂﬁiﬁﬂ (errDisable), HERLL
THERENREHREEH DB RERERN KA

%PM-4-ERR_DISABLE: loopback error detected on Gi4/1l, putting Gi4/1 in err-disable state

HET Cisco 10S BHFIRA 12.1EA WEHF R , BUINBR THEREED L BREFRE, EET
Cisco 10S BfFhr A 12.2SE MESMAREAFF |, BINER TEXLT N LT8R LR RIER

&, BXEYEER , iHSRCisco bug ID CSCea46385
(X BRSEMAF)o

BWHNBRGERZERRE , AHARE Cisco 10S BRHMRA 12.2SE HE S RA.

« AR EEN

AUFERROZEMNESHASZINMNESH MAC it ARRFIR OB ARE. N TR
RE , AUBRAFE[AEOPREREN MAC tbit, T EHER TSN EHE RO
BLiE N error disable , FXHHEHS :


https://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.1_11_ax/command/reference/cli2.html#wp3051959
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCea46385
http://tools.cisco.com/RPF/register/register.do

cat6knative(config-if)#switchport port-security violation shutdown

LTARERPESE—HERERZEAN

- B2ig0 BRI HFALE MAC it , FERARENIR MAC it SEMEIAN RS
MAC i 31t 7 [5] B

AEXMERT , wOREFNAREENSERER.

- MBREFEENZSRALEESFIMNES MAC it R EZR TG EIAERE VLAN &
B —1MNELiwO

EXHERT , wHRENMAXAERER,
« L2pt Bt

L% 2 E PDU #HAAWLI SRRV LHPRRESEARON , RRILFEFH PDU BFr
MAC it EEH ARFIA X Cisco TH Z#E st (01-00-0c-cd-cd-d0). MRBA T 802.1Q
P& , MM HIFEBSHNERIL. HIBIRIEREF metro #4518 , MAEHRIZREF VLAN 4R
8o RO ZEEAIPIRIE , HEBIESH KX EIE — metro VLAN BB IR O, H kiR
FRSOERIRAEREBRIE 2 B MAC it E 8 |, 3 B BREaE X FIE— metro
VLAN BWFrERSESEAR O, Hit , 5 2 E PDU RERER , A ESRSEHENERIZE
1315 B B MEH B — o

Switch(config)#interface gigabitethernet 0/7
12protocol-tunnel {cdp | vtp | stp}

#EO# A errdisabled R3S, MIRNBRA T HE 2 ZREEABEE IR O RIEA G O BIREHEN
PDU ( E%EME#R MAC it ) |, NI ARRE S O LARS IE HBUEREE ., HIXBIRIHINE BN
KABRER , ZwmABaXE. BAFHEHBAO(K Hshutdown, no shutdownin &
F3) , & MRS A T errdisableX & , NI7E$5 E & A (6] fR g it R 16

EFE 0O Merrdisablel RS E |, B £ A Ferrdisable recovery cause 12ptguard E /8 F i
O, WS ATRESE 2 EHEAEREREEMRENS , LEAUEZOBREBZEARS , H#
AFEOER, EULLUEENEER. BIAFR TR2AErdisablelkE ; B AR , BRIARTEE
BB 300%,

- SFP B4HIR

E #Catalyst 3560 Catalyst 37503l H £ ASFPEEXBLAIET |, im0 # AerrdisabledR 75
, H B R IRH B %PHY-4-SFP_NOT_SUPPORTED

Cisco Catalyst 3560 SFP BEExE4E (CAB-SFP-50CM=) 7£ Catalyst 3560 R %3 #Hl 2 B2
MARER. SX KRBT IKAKMERE, 50EK(Ccm)BRARSFPMARBHNERLR , TETH
SFPif O 7£ 58 BE B A B iE Catalyst 3560F 53X # 4. FA Cisco Catalyst 3560 3 5 X ¥ ¥l. &



X ¥ SFP BEERE4,

% Catalyst 3560 KRIRAE#E R Catalyst 3750 REME KT Catalyst RIBHLE G , T
65 F CAB-SFP-50CM= B4, ALEMA#ASFP (GLC-T)HRLEET & Al , MFE
£ FICAB-SFP-50CM=E245

« I 802.1X 22N

DOT1X-SP-5-SECURITY_VIOLATION: Security violation on interface GigabitEthernet4/8,
New MAC address 0080.ad00.c2e4 is seen on the interface in Single host mode
%PM-SP-4-ERR_DISABLE: security-violation error detected on Gi4/8, putting Gi4/8 in err-disable stz

IHEESRALEFHNEXEE T EEED LNRA,. FizEO LN BNE[AHENBANE
R&Z£MN, w02 RERMEEAA

- FRARNE-EEVEEIKO, MRFEEED IP R FNEFNEN , BEZHRYIED
TEREZEH S BRIFERK,

- ZFHHRIE (MDA) BX AU IP BiEM IP BFFMNENENAE 802.1X, MAC BHKIESE
% (MAB) = (XBREH ) EF Web W EHRIFE HM T b THHRIE, HFHtNARFH
, BEENRZNE (BEMNES ) , MEMNEONATFRN MAC Hilit, RIEYLATLUFEN
HREBEHEVLAN B  FIPEFERERESE VLIAN F | REZEF LENTRE—XRHKO
t. EEHRRIENSRES , ATLUREM AAA RSEFWEINHAE T BB (VSA) SREVEIE
VLAN 2B,

- BXiFMEER | ES R Catalyst 4500 R F R A ELEER . 12.2(50)SGHI %13 & 17 IR iE
ERE D
« EXTEALT Errdisabled R/ O
RRBAEB 2 G, MBEAEREY LEE errdisable 1RE , M O ML FEARS., EXHE

M MAEFEFEABHO., EXBKMEDLELYE shutdown % , RE % H no shutdown
interface mode @ , FRIE#H B AKO,

£ A errdisable recovery i fs , AILUEREIEERN —ERATR/E B3N EHE A O IRER,
show errdisable recovery i = & R E T RESR RV ERIA error-disable RE RS,

cat6knative#show errdisable recovery ErrDisable Reason Timer Status
udld Disabled bpduguard Disabled security-violation Disabled channel-misconfig Disabled pagp-
flap Disabled dtp-flap link-flap Disabled I2ptguard Disabled psecure-violation Disabled gbic-invalid
Disabled dhcp-rate-limit Mac-limit Disabled unicast-flood Arp-inspection Disabled Timer interval :

300 ATE NGB RT A S ARYEED ¢


https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/50sg/configuration/guide/dot1x.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/50sg/configuration/guide/dot1x.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/50sg/configuration/guide/dot1x.html

AR BAEREREN300% , BINER TEAER I8,

7 T #FF errdisable recovery , }#i%$F errdisable &4 , BAHLH S :

 catbknative#errdisable recovery cause ? all Enable timer to recover from all causes arp-

inspection/s A1t Bt 88 Marpte &1k & 1% 2 A RS bpduguard/5 A it 588 M\BPDUH X & 58
=R Z AR Zchannel-misconfig/g A it BY 88 M5 18 45 IR B & F Mk & dhep-limitZE AR Sdtp-flap/5
A it et 88 Mdtp-flapaix 22 A IR A gbic-invalid /8 A it A 8§ Mo 3 GBICER IR 22 AR A 2ptguard /3
A it et 28 MI2protocol-tunnel4s IR 2 R Alink-flap/8 AiTET 88 S Ait SR E B ARSI B
FREER B Z A it et 8§ Mmac limit disable state pagp-flap/3 it Bf 88 Mpagp-flap ik & 45 iR 2
IR Apsecure-violation/3 F it Bt 83 Mpsecure violationfi 8 2R AR £FEME AiTefEsM
802.1xiEM IR E 2 ARSudld/E AT Es MudIdiREHIRZARSEBZ R B AITTEEMNE
BZAERRSKE,

A RBIE RN /5 A BPDU Bh#P errdisable k& 544

cat6knative(Config)#errdisable recovery cause bpduguard



Lt E—MESEM . WRBHA errdisable IXE , N&H% HEFHAET error-disable
KRB —RER, E£AHIG , FEE BPDU B IheeRmw A 2/4 XAWERE :
cat6knative#show errdisable recovery ErrDisable Reason Timer Status
---- udld Disabled bpduguard Enabled security-violation Disabled channel-misconfig Disabled
pagp-flap Disabled dtp-flap link-flap Disabled 12ptguard Disabled psecure-violation Disabled
gbic-invalid Disabled dhcp-rate-limit Mac-limit Disabled unicast-flood Arp-inspection Disabled
Timer interval : 300% AJ#E T /REBATEY /B8 AM$E D : # O Erdisable Erdisable Erdisable
Erdisable Erdisable Erdisable Time lease Time less Time left (sec -
----------- Fa2/Fa2/4 Dupguard 290

MRBATEA— errdisable IXE&H , W 300 Wz G HEMERAERLFHNIRD, M
REHHT , MERTLAE R 300 WIXNERIAE :

cat6knative(Config)#errdisable recovery interval timer_interval_in_seconds

AR BIRF errdisable R E AIFEM 300 B E XN 400 B :
cat6knative(Config)#errdisable recovery interval 400

oAl

show version — & R, £ A ERE B RA,
show interfaces interface ¥ 045 status — & /R3O B 2 BRRAS,

show errdisable detect — & 7R errdisable BAETINEEM M ERE , H B MREA—NimO X5
HESFEMBEEZER , VEREBEZANSERER,

BUEHERR

show interfaces status err-disabled — & 7~ errdisabled RS T35 & B AR bl O,
show etherchannel summary — &£ 7~ EtherChannel #9Z 5lIR 7o

show errdisable recovery — £ "X #0 /3 A errdisable &4 2 B #Y A B B o

show errdisable detect — & /R H I errdisable RS RERE.,

BRAMAR AL O R B TSR R FAER | FSFEXN R iR O M O 8 B 1T 5
EHEER.

HXER

HEBRCatalyst 6500/60003% 51 32 ¥R #]l - B9 58 44 R % I [B] &R
{55 F AR B 3P 38 58 A B 5 1 1N

T f& EtherChannel £—Z#&
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