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Cat -3560

Switch#configure terminal

Switch(config) #hostname Cat-3560

!--- Sets the hostname for the switch. Cat-
3560 (config) #vlan 2

Cat-3560(config-vlan) #name SERVER

Cat-3560 (config-vlan) #vlan 3

Cat-3560 (config-vlan) #name VOICE

#vlan 4

#name MARKETING

Cat-3560 (config-vlan) #vlan 5
Cat-3560(config-vlan) #name SALES

Cat-3560 (config-vlan) #vlan 6
Cat-3560(config-vlan) #name GUEST_ and_ AUTHFAIL
!--- VLAN should already exist in the switch for a

)
( )
( )
Cat-3560(config-vlan)
Cat-3560(config-vlan)
( )
( )
( )

successful authentication. Cat-3560(config-vlan) #exit
Cat-3560(config) #interface vlan 2
Cat-3560(config-if) #ip address 172.16.2.1 255.255.255.0
Cat-3560(config-if) #no shut

!--- This is the gateway address for the RADIUS Server.
Cat-3560(config-if) #interface vlan 3
Cat-3560(config-if) #ip address 172.16.3.1 255.255.255.0
Cat-3560(config-if) #no shut

!--- This is the gateway address for IP Phone clients in
VLAN 3. Cat-3560(config-if) #interface vlan 4
Cat-3560(config-if) #ip address 172.16.4.1 255.255.255.0
Cat-3560(config-if) #no shut

!--- This is the gateway address for PC clients in VLAN
4. Cat-3560(config-if) #interface vlan 5
Cat-3560(config-if) #ip address 172.16.5.1 255.255.255.0
Cat-3560(config-if) #no shut

!--- This is the gateway address for PC clients in VLAN
5. Cat-3560(config-if) #exit

Cat-3560(config) #ip routing

!--- Enables IP routing for interVLAN routing. Cat-
3560 (config) #interface range fastEthernet 0/1 - 4
Cat-3560(config-if-range) #shut
Cat-3560(config-if-range) #fexit

Cat-3560(config) #interface fastEthernet 0/24
Cat-3560(config-if) #switchport mode access
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Cat-3560(config-if) #switchport access vlan 2

!--- This is a dedicated VLAN for the RADIUS server.
Cat-3560(config-if) #spanning-tree portfast

Cat-3560 (config-if) #exit

Cat-3560(config) #interface range fastEthernet 0/1 ,
fastEthernet 0/4

Cat-3560 (config-if-range) #switchport mode access
Cat-3560 (config-if-range) #switchport voice vlan 3

!--- You must configure the voice VLAN for the IP phone
when the !--- host mode is set to multidomain. !---
Note: If you use a dynamic VLAN in order to assign a
voice VLAN !--- on an MDA-enabled switch port, the voice
device fails authorization.

Cat-3560(config-if-range) #dotlx port-control auto

!--- Enables IEEE 802.1x authentication on the port.
Cat-3560(config-if-range) #dotlx host-mode multi-domain
!-—- Allow both a host and a voice device to be !---
authenticated on an IEEE 802.1lx-authorized port. Cat-
3560 (config-if-range) #dotlx guest-vlan 6
Cat-3560(config-if-range) #dotlx auth-fail vlan 6

!--- The guest VLAN and restricted VLAN features only
apply to the data devices !--- on an MDA enabled port.
Cat-3560 (config-if-range) #dotlx reauthentication

!--—- Enables periodic re-authentication of the client.
Cat-3560 (config-if-range) #dotlx timeout reauth-period 60
!--- Set the number of seconds between re-authentication
attempts. Cat-3560(config-if-range) #dotlx auth-fail max-
attempts 2

!--- Specifies the number of authentication attempts to
allow !--- before a port moves to the restricted VLAN.
Cat-3560 (config-if-range) #exit

Cat-3560(config) #interface range fastEthernet 0/2 - 3
Cat-3560(config-if-range) #switchport mode access
Cat-3560(config-if-range) #dotlx port-control auto

!--—- By default a 802.1x authorized port allows only a
single client. Cat-3560(config-if-range) #dotlx guest-
vlan 6

Cat-3560(config-if-range) #dotlx auth-fail vlan 6
Cat-3560 (config-if-range) #dotlx reauthentication

Cat-3560
Cat-3560
Cat-3560(config) #ip dhcp pool IP-Phones

Cat-3560 (dhcp-config) #network 172.16.3.0 255.255.255.0
Cat-3560 (dhcp-config) #default-router 172.16.3.1
Cat-3560 (dhcp-config) #option 150 ip 172.16.2.201

!--- This pool assigns ip address for IP Phones. !---
Option 150 is for the TFTP server. Cat-3560 (dhcp-
config) #ip dhcp pool Marketing

Cat-3560 (dhcp-config) #network 172.16.4.0 255.255.255.0
Cat-3560 (dhcp-config) #default-router 172.16.4.1

!--— This pool assigns 1ip address for PC clients in

)

)
Cat-3560 (config-if-range) #dotlx timeout reauth-period 60
config-if-range) #dotlx auth-fail max-attempts 2
)

(
(
(
(
(config-if-range) #spanning-tree portfast
(
(
(

Marketing Dept. Cat-3560 (dhcp-config)#ip dhcp pool Sales
Cat-3560 (dhcp-config) #network 172.16.5.0 255.255.255.0
Cat-3560 (dhcp-config) #default-router 172.16.5.1

!--— This pool assigns 1ip address for PC clients in
Sales Dept. Cat-3560 (dhcp-config) #exit
Cat-3560(config) #ip dhcp excluded-address 172.16.3.1
Cat-3560(config) #ip dhcp excluded-address 172.16.4.1
Cat-3560(config) #ip dhcp excluded-address 172.16.5.1
Cat-3560(config) #aaa new-model

Cat-3560 (config) #aaa authentication dotlx default group

radius




!--- Method list should be default. Otherwise dotlx does
not work. Cat-3560(config)#aaa authorization network
default group radius

!--- You need authorization for dynamic VLAN assignment
to work with RADIUS. Cat-3560(config) #radius-server host
172.16.2.201 key CisCol23

I --- The key must match the key used on the RADIUS
server. Cat-3560(config) #dotlx system-auth-control

!--- Globally enables 802.1x. Cat-3560(config)#interface
range fastEthernet 0/1 - 4

Cat-3560(config-if-range) #no shut
Cat-3560(config-if-range) #4z

Cat-3560#show vlan

VLAN Name Status Ports
1 default active Fa0/1,
Fa0/2, Fa0/3, Fa0/4

Fa0/5,
FaO/6, Fa0/7, Fa0/8

Fa0/9,
Fa0/10, Fa0/11, Fa0/12

Fa0/13,
Fa0/14, Fa0/15, Fa0/1l6

Fa0/17,
Fa0/18, Fa0/19, Fa0/20

Fa0/21,
Fa0/22, Fa0/23, Gi0/1

Gi0/2
2 SERVER active Fa0/24
3 VOICE active Fa0/1,
Fa0/4
4 MARKETING active
5 SALES active
6 GUEST_and_AUTHFAIL active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
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B | Botmentation

User Setup

Edit

User: mkt-manager (New User)

[T account Disabled

User Setup

Password sauthentication:
IILC‘E. [nternal Datzbase j

CiscoSecure PAP (Also used for CHAP/MS-
CHAPSARAP, if the Separate field is not

checked.)
Password |-1|-t\-t-1|-t\-1'
Confirm |-1|-1'\-t-1|-t\-1'|
Passwaord

[C Separate (CHAP/MS-CHAP/ARAP)

paSSwDrd |-1~+-+i1~1'-+-i1~1~1‘-+i

Confirm
Fassword

wWhen a token server is used for authentication,
supplying a separate CHAP password for a token
card user allows CHAP authentication, This is

especially useful when token caching is enabled,

|-1~+-1‘i1~1'-+i1~+ S ]

Group to which the user is assigned
| Marketing ﬂ

Callback

v Lsa group setking

I Submit || Celate Cancal

3. IPHENEAREREZ DEANAFEHERAAERAENOSKHRITENRIUE, £ RADIUS iR

SERL

, XEENZEMTE, XT IPEEP1MP-2, ZIZAFENOSH , AFEK

Big% ID #HE , T NSERENAZRHER. BX IP BiEMNRE ID MAERHNFH

B8 18

SR IP BiEEENFER 802.1x B KIFE 5.




Cisco Svsrems User Setup

) Edit

User
|t User: CP-7961G-SEPO01A2F80381F

[ secount Disablad
: Shared Prafis
%‘ Companents

Mat winrk
Configurakicn

1 3 2
%Tmm“ User Setup

briterface Pazsword Authentication:

Canfiguratian
| ACS Internal Database j

gy | oot CiscoSecure PAP (Also used for CHAR/MS-
CHARSARAPR, if the Separate field is not
A | Exbernal Usst checked,
ﬂ{j Databages [ 5
F'.EIS*_-'-WDI“Ij [#*wvtﬂlwv#*wvtﬂl
momu]| Foshang
J‘"“" Walidetion Confirm

[#*wvtﬂlwv#*wvtﬂl

Fassword
!ﬁ Ht‘h-'!ll:-rl-c.ﬂl:-:essl
Sl ™ Saparate {(CHAP/MS-CHAP/ARAR)
%l Rna-p:nr:ln.nﬂ Passward [#wwvtwwvvwwvww
A ekiviby
Online |:|:||'|ﬁ||"|"| [#*wvtﬂlwv#*wvtﬂl
I@l Docuneniation Password

When a token server is used for authentication,
supplying a separate CHAP password for 2 token
card user allows CHAP authentication. This i

especially uzeful when token caching is anabled.

Group to which the user is aszigned:
[P Phones j

| Submik Deleta Cancel

EE PC EFFuSAFE A 802.1x IAIE

ARG 24 EF Microsoft Windows XP LAN # A~ B IAIEHMY (EAPOL) B ik

1. %FFFIE > BEIER > MEERE K ARERE T RN ARERFEREHE,
2. BEN G TP ERFEBRAXEE B,

3. fEAuthenticationit I T , &5 AL MENIEEE 802.1XWiE .

4. FF EAP £ RZE N MD5-# , 20 FEN REIFFR



L Local Area Connection Properties | 1] x|

Gereral  Authenbcstion IAdm'mcll

Eelect Fhiz ophion To provide suthenticsted nebwork sccess fon
Elhenmet sl

¥ Ensbis [EEE 802 1% aulherfication for this netwerk,

EAP type: |HD5-D1¢IH19¢ ﬂ

Erooeties

r . m - . -
Authenticate 85 oMt compibel Infoimnation &

™| Authenticate as quett when wser of computer infoumation i
unavalabls

1,3 Cancel

EREFFIREENM DHCP RS 2RIREN IP itk , FAA T H R,

1. %RFFIR > REIEER > MEERE AR E T RN AERF BRI,
2. EEHIED+FT , 5L T |nternet 14 P/IP) A5 M _

Internet Protoool (TCPIP) Properties

]
.

Emud]

“ow can ged IP settings assigned automaticaly § pow nebsark suppoits
thiz capabiiy. Olhersese, pou reed b ask your network administistor oo

the epprapeiale P s2lings
& Dbtain an [P addiess automabcalyl |
" Uga the iollowing IF addiess:
|Piediess |
Gribriet mesh: |
Lrefani nalessy] I

% Ohtain DMS sener addrass automalicaly
T Usa lhe follawing OMS server addiesses:

Iereferen LN S senirs I

A lermene BN E gesver |

2l

ok Cancel

3. L F Bz IR BIPHELE

|P B3 802.1x uf



ERE IP BIFEN#IT 802.1x BRI , FEHU TSR,

1. $% Settings R4 LA 5 802.1X Authentication i B , AJ5i%#F Security Configuration >
802.1X Authentication > Device Authentication,

2. ¥ Device Authentication J£3i& &3 Enabled.

3. 1% Save ¥ &,

4. i%&# 802.1X Authentication > EAP-MD5 > Shared Secret AFEEiF LiREO S,

5. IARER4 , AR Save, X : BBRLTN TFOEIR2NFH2E , XEFRARFIFEN
1f,._,\£ﬂééﬂﬁko That key is not active here Ei ZZU%?-’:‘FESOZ1X%ﬁ§ﬁiE§RT£EE.iEJ:#Lﬁ
I EE , MzaEERNMDSEERATHEMIER, EXE : A0 E H ik i% %DM “Gum
", %% ID AE#TT 802.1x FHRIENAAEANAFE, Z ID RBAATHNWERXE R BE
5 FE— MAC it $T4 M RAY : CP-<model>-SEP-<MAC>, #i#l , CP-7970G-
SEP001759E7492C, BXiFMER , S 802.1X FBKIFiZE,

Ef IP BiEEE NI M DHCP AR E83REX IP tbik |, EEA TH R,

1. ¥& Settings R4 LA 158 Network Configuration & , AJ5i%# Network Configuration.

2. f#BR Network Configuration JETUB{E., EMERBE , ik *#, & . BT ER “# KRR
BIMGE , RB XA ~# RYPEEM, BEXFZFI@EBR “#* , XFEHE, B
ERBRIETHERYEXLERN , UAELEF 10D , RAREE “#

3. R E“‘DHCP Enabled”i& M , AF1Z Yes B AE A DHCP,

4. & Save B,

uE
ERARED IHIARERSEREET,
PC & F i

MREECDEBTHK , PCEFWRHER—EERRME  BRRERARFENOS,

.;,.u' Local Area Connection H

Chok; bheere: bo enber your User name and passwond For the:
netvaork,

1. BHIZIBRIE , TR LT )
TRAFEMOSWMAET O, X : MDATREEIRITIRZ B HRIENINF. B2 , Cisco BIE
ERAT MDA 0 EAXHEZ REHTEARIL , AEENKIEEHTH BRI,


//www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7961g_7961g-ge_7941g_7941g-ge/5_1/english/administration_sccp/guide/7961net.html#wp1041323

Local Area Conmection

Izer name; mkk-mensger
Pﬂaﬂ"-":"d l--lI-l--lI-Il
Lagan damain
Lok | | Caesl |

2. AR BNED,
3. MRARERHEIRER , BRAFAFERIEERE , SIEISEM ping v HIHRMERR. &
EMREIER  FRIUEAFENEBRESLER

i Local Area Connection ®

Windows was unable to kg you on to the network

IP EBiF
ATEMA IP BiEFH 802.1X Authentication Status #4513 & B BIPRE.
1. #% Settings #&4115@ 802.1X Authentication Real-Time Stats , /5 %% Security

Configuration > 802.1X Authentication Status.
2. Transaction Status Bi 4 Authenticated, BX1FMEE , FSH 802.1X F R EIF LTRSS,

ER T DUEN RE >R > R BT & DRIPRTS.
5 3 BRI
MROSHAFEERRER , FRIEBH L 802.1x HORS,

1. &I avrnorrzep ¥ IR,
Cat-3560#show dotlx all summary

Interface PAE Client Status
Fa0/1 AUTH 0016.3633.339c AUTHORIZED
0017.59e7.492c AUTHORIZED
Fa0/2 AUTH 0014.5e94.5£99 AUTHORIZED
Fa0/3 AUTH 0011.858D.9AF9 AUTHORIZED
Fa0/4 AUTH 0016.6F3C.A342 AUTHORIZED

001a.2£80.381f AUTHORIZED

Cat-3560#show dotlx interface fastEthernet 0/1 details


//www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7961g_7961g-ge_7941g_7941g-ge/5_1/english/administration_sccp/guide/7961net.html#wp1041440

Dotlx Info for FastEthernet0/1

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax
MaxReq

TxPeriod
RateLimitPeriod
Auth-Fail-Vlan
Auth-Fail-Max-attempts
Guest-Vlan

AUTHENTICATOR
AUTO

Both
MULTI_DOMAIN
Enabled

10

30

30

60 (Locally configured)

Dotlx Authenticator Client List

Domain
Supplicant
Auth SM State
Auth BEND SM State
Port Status
ReAuthPeriod
ReAuthAction
TimeToNextReauth
Authentication Method
Authorized By
Vlan Policy

Domain
Supplicant
Auth SM State
Auth BEND SM State
Port Status
ReAuthPeriod
ReAuthAction
TimeToNextReauth
Authentication Method
Authorized By

FERRIh#ATIAUE R RAE VLA

Cat-3560#show vlan

VLAN Name

1 default

2 SERVER

3 VOICE

4 MARKETING

5 SALES

6 GUEST_and_AUTHFAIL

1002 fddi-default
1003 token-ring-default
1004 fddinet-default

DATA
0016.3633.339c
AUTHENTICATED
IDLE
AUTHORIZED

60
Reauthenticate
29

Dotlx

Authentication Server

4

VOICE

0017 .59e7.492c
AUTHENTICATED
IDLE
AUTHORIZED

60
Reauthenticate
15

Dotlx

Authentication Server

N RZ .

Status Ports
active Fa0/5,
Fa0/9,
Fa0/13,
Fa0/17,
Fa0/21,
Gio/2
active Fa0/24
active Fal0/1,
active Fal0/1,
active Fa0/3,
active
act/unsup
act/unsup

act/unsup

Fal0/6, Fa0/7, Fal/8

Fa0/10, Fa0/11, Fa0/12
Fa0/14, Fa0/15, FaO/1l6
Fa0/18, Fa0/19, Fa0/20
Fa0/22, Fa0/23, Gi0/1

Fa0/4

Fa0/2

Fa0/4



1005 trnet-default act/unsup
! -—-— Output suppressed.

2. ERMTERFDRIEE , Wi DHCP 48 ERA.

Router#show ip dhcp binding

IP address Hardware address Lease expiration Type

172.16.3.2 0100.1759.e749.2c Aug 24 2007 06:35 AM Automatic
172.16.3.3 0100.1a2f.8038.1f Aug 24 2007 06:43 AM Automatic
172.16.4.2 0100.1636.3333.9c¢ Aug 24 2007 06:50 AM Automatic
172.16.4.3 0100.145e.945f£.99 Aug 24 2007 08:17 AM Automatic
172.16.5.2 0100.166F.3CA3.42 Aug 24 2007 08:23 AM Automatic
172.16.5.3 0100.1185.8D9A.F9 Aug 24 2007 08:51 AM Automatic

SORHEBER (LIRS ) (OIT) TR show ©5, B OIT TEEN show &
S S

R B BR
IP_B53E & 13 B IE KW

ZZI]% 802.1x %’ﬁgﬁﬁE%M , IP %iﬁqﬁ?gﬁiﬂ__\ Configuring IP Registeringgs(qlﬂs|ﬂ%ﬂi&‘??&ﬁﬁ§'ﬁ
B, BWITUTER :

- ik 802.1x B IP £iF EFH.

- BIIZREEESMREIE (RADIUS) IRE8 LA ARE IDENAF B,

- WIAEE IP B LREREFRHA,

- NRERERERY , FRIIIECEEEFNRIERSSHE LiaA THRNEZEHA,
- RIFZRRBRENHA A ERE (HORRNAFHRRIERSER ) #ITTEINEE,

HXER

. BEE T IEEE 802.1x i A K 5 {2 ¥ iF

- IP BERBERNFEH 802.1x H{AEUF

. ¥ Cisco Catalyst 3Z# 415538+ 5 Windows NT/2000 BR<5883F & Cisco Secure ACS HIES R
Il

- RFC 2868 : FiF X #&F2iE i RADIUS K 1

. 1517 Cisco 10S ¥ 48 Catalyst 6500/6000 IEEE 802.1x IAUE R4

. 51T CatOS ¥ #F#9 Catalyst 6500/6000 IEEE 802.1x A UEEL B 7R 5l

. LAN = R¥ER

- LAN B RFEHR

- BARFZIFEFIH - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/docs/switches/lan/catalyst3560/software/release/12.2_37_se/configuration/guide/sw8021x.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_white_paper09186a0080088890.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_white_paper09186a0080088890.shtml?referring_site=bodynav
http://www.ietf.org/rfc/rfc2868.txt?referring_site=bodynav
//www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_example09186a00801d11a4.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_example09186a00808066ba.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/switches/tsd_products_support_category_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk389/tsd_technology_support_category_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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