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Switch(confi g)# radius-server host 192.168.1.3 key ciscol23

2. E5F802.1xIh8E , BHIAL TGS :

Switch(config)# dotlx system-auth-control

. ELRBEASMRKRIE, RINMIZHK(AAA) LK RADIUSE MIIERIZN , TRANLNTGT :
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Swi tch(confi g)# aaa new-model

Switch(confi g)# aaa authentication dotlx default group radius

awi tch(Confi g)# aaa authorization network default group radius
Switch(Confi g)# aaa accounting dotlx default start-stop group radius

Switch(config-if)# switchport mode acces

Switch(config-if)# switchport access vlan

Switch(config-if)# authentication port-control auto (12.2.50 SE and later)
Switch(config-if)# dotlx port-control auto (12.2.50 SE and below)
Switch(config-if)# dotlx pae authenticator (version 12.2(25)SEE and below)
Switch(config-if)# dotlx timeout quiet-period

Switch(config-if)# dotlx timeout tx-period
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- show dot1x

- show dot1x summary

- show dot1x interface

- show authentication sessions interface <interface>
- show authentication interface <interface>

Swi t ch(confi g)# show dotlx

Sysaut hcontrol Enabl ed
Dot 1x Protocol Version 3

Swi t ch(confi g)# show dotlx summary

Interface PAE Client Status

Fa0/ 4 AUTH

Swi t ch(confi g)# show dotlx interface fa0/4 detail

Dot 1x Info for FastEthernet0/4

PAE = AUTHENTI CATOR

Port Control = FORCE_AUTHORI ZED
Control Direction = Both

Host Mbde = SI NGLE_HOST
QuietPeriod = 5

ServerTi nmeout = 0

SuppTi neout = 30

ReAut hMax = 2

MaxReq = 2

TxPeriod = 10
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- debug dot1x all

- debug authentication all

- debug radius ( #HFIAF I MradiusEE. )

- debug aaa authentication(debug for authentication)
- debug aaa authorization(debug for authorization)
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