Z04A] 52 F SNMP#2 U H5E BRiE R I TCPR

B3

fE A7
TR

MIBX & B iEAEE — BIFXN RHFIZF(OID)
fEFASNMPRENTCPIE#E = R

BE

BLSES

FFISNMP B BRI TCPIEZ

BLSES

FHAAMBNRIELS

¥ H S BRI RN TCPIEZNPERLEIZA
HXEE

1Lk

AN 3T ST 4R G e 52 A 1 B 0 4% B B I (SNIMP) A& U MJB BRCisco 10SIR & LR TCPERE, A
RE A T &R T I B R SNMPI R,

¥R A “PERL Script to Detect and Clear Hung TCP Connections” #9284 12 7 #5 [6 SR iX LE 5 85
HIPERLEN A Y 8545,

ERFMH

R
AXHENRENZBUTXEEBRAERAR
- THRNAEEERRRE LNTCPEEER

- SNMP walk, get, get-nextflsetdn i —iR iR
. THEMAEBRHEE L& ESNMP

SERANEH
RN HER FIZ1TIOSE4HICisco g M3 , ZIFTCP-MIBFICISCO-TCP-MIBEIR,
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AEE . NET-SNMPHERIATINE CISCO-TCP-MIBIER, WMRRLG L ARIMEBMIBEEIR | W A5EH
OIDE| X R MIEH AR,

AN AP EEETFIBIOSEHHFBEHRA,
ZEEETFIIRAKHNET-SNMP:

. 1£ http://www.net-snmp.org/ A] E3REX NET-SNMP %4 5.1.2 ©
fFEAPERLMRANR T PERLEIZS :

. 5.005_03 ( #EFreeBSD.L )
- Solaris 5.8 -#95.8.0
. 5.005_02 — 4 Microsoft Windows 2000t CiscoWorks SNMSH) — &89 &
- Microsoft Windows 2000_E#YActivePerl 5.8.4 , AT M
http://www.activestate.com/Products/ActivePerl/3REX
AXHEPHNEENEETHESREREFNRZFREN. AXEPEANFMARERVEXAR
WA BRE, WREFEANREXENG , FHAECLTHRAMETTHNEESM,

s 1|
BAXAANNESEBES R Ciscol RIETRAN,
BHRER

MIBX REFAEE — S/ RIFIRF(OID)

LTREERHNR :

MCISCO-TCP-MIB1& 3R :

. ciscoTcpConnInBytes, OID .1.3.6.1.4.1.9.9.6.1.1.1tEZE L AN FE T,

. ciscoTcpConnlInPkts,OID 1.3.6.1.4.1.9.9.6.1.1. 2t E # i AR BIE S,

. ciscoTcpConnOutBytes, OID .1.3.6.1.4.1.9.9.6.1.1.3tkiE#E F I FH #ta L

. ciscoTcpConnOutPkts,OID .1.3.6.1.4.1.9.9.6.1.1.4 b E 2 E 5 B BUE 28K,

. ciscoTcpConnRetransPkts, OID .1.3.6.1.4.1.9.9.6.1.1. 7t iE 1 E EF & M EIE2 .

. ciscoTcpConnRto, OID .1.3.6.1.4.1.9.9.6.1.1.91t & #8219 B 7 4% W B BB
MTCP-MIB#&3R :

. tcpConnState, OID .1.3.6.1.2.1.6.13.1.1}iF IR S,
FAMBNREEFPRERHTHERXLEN RN FHAEER.

{EFAASNMPR AU TCPEER R ER
BE

LTS RAFBBEHETCPERRBHER !
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1

. ERTEIRE P RS HiFciscoTecpConnRetransPkts M ciscoTcpConnRtoX & , &Y

ciscoTcpConnRto#1TSNMP get-nexti®E , HRIERBREEAN R, EX : BRERE—
AR, BARMNARM TN EXAMNN RO ZF, B : HIEFBECiscolZFH X BFRER NI
R (ciscoTcpConnRetransPktslciscoTepConnRto) , {EfEA AT AR SR N A ERME, 0
HciscoTcpConnRetransPktsfciscoTcpConnRtoN R Z 1 |, HHEM TS E2, R
ciscoTcpConnRetransPkts#ciscoTcpConnRtoFN RAZ X |, FREMITSES,

EEFERR, NTEANTCPERE , BREUTHZA : ciscoTcpConnOutBytes 0,

ciscoTcpConnQutPkts A0, ciscoTcpConnRetransPkts X0, ciscoTcpConnRto X F
20,000, XX : FLURIA20,000 , AR NEE ., EZEFHE , RRADFEE— 28T 6
1x%)20,000, BER , RIHWEATRESREERNEREE, MRAGHESHEHRIE , NLLTCPE
ENEEHATLUGR. KEEFASNMPERRERNTCPIER,

ANEEFIEANN R, N TFEANTCPERE , BRELTHE : ciscoTcpConnInBytes X F0,

ciscoTcpConnInPkts 90, ciscoTcpConnOutBytesH0, ciscoTcpConnOutPkts N0, E4#FJL#
, BARENR , URIICHERINERFIETCPERE, X : siFNRLE (MAEZETHNIE
B, (ERERARES ) ULFREFE, Bl AERZMIOSHRAIITRIE, & : X
BFAREANMNRVIOSHRATRERERIITH , FHit , 2PN XA SFIHTN L, 40
RAEXREREFEEN R , M TCPERENER A ATLUER, SEFHASNMPERERR
TCPEE,

BIES
RABIFHER :

. ®ZFEHBa=nms-7206a ( TEFAEXR )
- RBEHABDb = nms-1605 ( REZFaTENITR )
- Read community = public

Write community = private

EUT o SHEREXFRHREMENS

1. BENIER BB X EciscoTcpConnRetransPkts MlciscoTcpConnRtoXF &R : X

ciscoTcpConnRto1TSNMP get-nextig {E:

snmpgetnext -c public nms-7206a ciscoTcpConnRto

MBELTHRNR , BT UT M :
Cl SCO- TCP- M B: : ci scoTcpConnRt 0. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 =
| NTEGER: 303 mlliseconds

AR EARFIR |, ATFIXLEIT R ZES|14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 B A P —
14.32. 1009 R Bx0.75, XKi#TCPix 05 — 2065, i=fE Pt — 172.18.86.111F = FETCPi®

A& — 23092, REIR RciscoTcpConnRto, HKEHITEE 2, MBEXNRAXE , BLEIM
TR :

snmpgetnext -c public nms-1605 ciscoTcpConnRto
Cl SCO- FLASH- M B: : ci scoFl ashDevi cesSupported. 0 = | NTEGER: 1

IREIH AR RciscoTcpConnRtoX R, IREINEYINKHATEE, RERITIER 3.
. REL X 5Cisco TCPEEXRPAE AN RN RBENEBNTCPEENFER. X
ciscoTcpConnQutBytes., ciscoTcpConnOutPkts, ciscoTcpConnRetransPkts#
ciscoTcpConnRoto# 1 TSNMP get-nexti®{E :
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snmpgetnext -c public nms-7206a ciscoTcpConnOutBytes
ciscoTcpConnOutPkts
ciscoTcpConnRetransPkts
ciscoTcpConnRto

BB BIXFERY IE R

Cl SCO- TCP- M B: : ci scoTcpConnQut Byt es. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Count er 32:
383556

Cl SCO- TCP- M B: : ci scoTcpConnQut Pkt s. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Counter 32: 8061
Cl SCO- TCP- M B: : ci scoTcpConnRetransPkt s. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Counter32: 2
Cl SCO- TCP- M B: : ci scoTcpConnRt 0. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = | NTEGER 303
mlliseconds

WUFLATAZA : ciscoTcpConnOutBytes 0, ciscoTcpConnOutPkts 0,
ciscoTcpConnRetransPkts X F0, ciscoTcpConnRto X 20,000, X : w®LUF A

20,000 , AINRENEE, EEFHE , RoXKYEE—24F82X%120,000, ER |, R/PH
BB RE RN ERYE, MEMAXLEHRANE , NLTCPEZGERH LU, HKEF
FASNMP/ERRERWNTCPIER, HEMBTCPEER, At , EREEREREN , BEHERE
BXRR (WUAUTHR ) EEMITSNMP get-nexti@4E :

snmpgetnext -c public nms-7206a ciscoTcpConnOutBytes.14.32.100.75.2065.172.18.86.111.23092
ciscoTcpConnOutPkts.14.32.100.75.2065.172.18.86.111.23092
ciscoTcpConnRetransPkts.14.32.100.75.2065.172.18.86.111.23092
ciscoTcpConnRto.14.32.100.75.2065.172.18.86.111.23092

FAL-NRARESNKE , EXget-nextBRELAL S HIREFT K :
Cl SCO- TCP-M B: : ci scoTcpConnl nPkts. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Count er 32: 8097
Cl SCO- TCP- M B: : ci scoTcpConnEl apsed. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 =

Timeticks: (17296508) 2 days, 0:02:45.08
Cl SCO- TCP- M B: : ci scoTcpConnFast Ret ransPkts. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 =
Counter32: 0
Cl SCO- FLASH M B: : ci scoFl ashDevi cesSupported. 0 = | NTEGER. 5

E , BEXNEHRE ENABTCPER , HEEZXMK.

 BREVE XN X FCisco TCPEEKRF RN NN RVRENBNTCPEENEE. Xt
ciscoTcpConninBytes, ciscoTcpConnlnPkts ciscoTcpConnOutBytes#
ciscoTcpConnOutPkts# TSNMP get-nextiR4E :

snmpgetnext -c public nms-1605 ciscoTcpConnInBytes

ciscoTcpConnInPkts
ciscoTcpConnOutBytes
ciscoTcpConnOutPkts

BB RIXER AT :

Cl SCO TCP- M B: : ci scoTcpConnl nByt es. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter 32: 68
Cl SCO TCP- M B: : ci scoTcpConnl nPkt s. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter 32: 12

Cl SCO TCP- M B: : ci scoTcpConnQut Byt es. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter 32: 170
Cl SCO TCP- M B: : ci scoTcpConnQut Pkt s. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter 32: 17

REUTEEREIER : ciscoTcpConnlnBytes K F0, ciscoTcpConnInPkts}0,
ciscoTcpConnOutBytes 70, ciscoTcpConnOutPkisH0., ZF/L# 4 , BARKEN R, RifE
REFTREEEIUMTCPER., MR LARAEENtrue , ML TCPERRERH AT LUK, 4
ZFASNMPERRERWTCPEE, HENWTCPIERER, At , EREEREEN , BHFEH
EBERHNR (METHR ) EENITSNMP get-nexti@4E :

snmpgetnext -c public nms-1605 ciscoTcpConnInBytes.14.32.6.185.23.14.32.100.33.2249
ciscoTcpConnInPkts.14.32.6.185.23.14.32.100.33.2249
ciscoTcpConnOutBytes.14.32.6.185.23.14.32.100.33.2249
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ciscoTcpConnOutPkts.14.32.6.185.23.14.32.100.33.2249

EAL-NARESNIRE , ERget-nextBRIELIL T RIEEIN R :

Cl SCO- TCP- M B: : ci scoTcpConnQut Byt es. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 = Counter32: 170
Cl SCO- TCP- M B: : ci scoTcpConnQut Pkt s. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 = Counter32: 17

Cl SCO- TCP- M B: : ci scoTcpConnl nPkts. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 = Counter 32: 12

Cl SCO- TCP- M B: : ci scoTcpConnEl apsed. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 = Ti neti cks: (4345)
0: 00: 43. 45

I, BEXNKRZE LNFBTCPERE , AHETK.

{if FISNMPJE BREE 8 Y TCPE 3%
EH1ES

&R LA FISNMPEBRIERE M TCPIERE, SNMPas %[ T clear tep local <local_ip> <local_port>
remote <remote_ip> <remote_port- a5 . F T BRI K RtcpConnState.

EEBRSSNMPHERTCPER , BAHUTHS :

snmpset -c private nms-7206a tcpConnState.14.32.100.75.2065.172.18.86.111.23092 integer
deleteTCB
TCP-M B: : tcpConnSt at e. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = | NTEGER: del et eTCB(12)

AR EARFIR , ATIXEIF R ZES|14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 B A P —
14.32.1009 8 8%0.75. A#TCPiw O & — 2065, ZFiEIP#bit — 172.18.86. 111 FAIZFETCPIw O &
— 23092,

AR XIERLCHEEEASNMPRATCPEERBEBRERBNTEIIRS, HIEE , kTS
WIFFTCPESE , EFR R EES,

HHAWMBRNRER

.1.3.6.1.4.1.9.9.6.1.1. 1.1
ci scoTcpConnl nByt es OBJECT- TYPE
-- FROM Cl SCO- TCP- M B

SYNTAX Count er

MAX- ACCESS read-only

STATUS Current

DESCRI PTI ON "Nunber of bytes that have been input on this TCP
connection."

.= { ciscoTcpConnEntry 1 }

.1.3.6.1.4.1.9.9.6.1.1. 1.2
ci scoTcpConnQut Byt es OBJECT- TYPE
-- FROM Cl SCO- TCP- M B

SYNTAX Count er

MAX- ACCESS read-only

STATUS Current

DESCRI PTI ON "Nunber of bytes that have been output on this TCP
connection."

::={ ciscoTcpConnEntry 2 }

.1.3.6.1.4.1.9.9.6.1.1.1. 3



ci scoTcpConnl nPkt s OBJECT- TYPE
-- FROM Cl SCO- TCP- M B

SYNTAX Count er

MAX- ACCESS read-only

STATUS Current

DESCRI PTI ON "Nunber of packets that have been input on this TCP

connection."
::={ ciscoTcpConnEntry 3 }

.1.3.6.1.4.1.9.9.6.1.1.1. 4
ci scoTcpConnCut Pkt s OBJECT- TYPE
-- FROM Cl SCO- TCP- M B

SYNTAX Count er

MAX- ACCESS read-only

STATUS Current

DESCRI PTI ON "Nunber of packets that have been output on this TCP

connection."
::={ ciscoTcpConnEntry 4 }

.1.3.6.1.4.1.9.9.6.1.1.1. 7
ci scoTcpConnRet ransPkt s OBJECT- TYPE
-- FROM Cl SCO- TCP- M B

SYNTAX Count er

MAX- ACCESS read-only

STATUS Current

DESCRI PTI ON "The total nunber of packets retransmitted due to a timeout -

that is, the nunber of TCP segnents transnitted containing
one or nmore previously transnitted octets.”
::={ ciscoTcpConnEntry 7 }

.1.3.6.1.4.1.9.9.6.1.1.1.9
ci scoTcpConnRt o OBJECT- TYPE
-- FROM Cl SCO- TCP- M B

SYNTAX I nt eger

MAX- ACCESS read-only

STATUS Current

DESCRI PTI ON "The current value used by a TCP inplenentation for the

retransm ssion tinmeout."
::={ ciscoTcpConnEntry 9 }

.1.3.6.1.2.1.6.13.1.1
tcpConnSt at e OBJECT- TYPE
-- FROM RFC1213-M B
SYNTAX Integer { closed(1), listen(2), synSent(3), synReceived(4),
establ i shed(5), finWait1(6), finWwait2(7), closeWait(8), |astAck(9),
closing(10), timeWait(11), deleteTCB(12) }

MAX- ACCESS read-wite
STATUS Mandat ory
DESCRI PTI ON "The state of this TCP connection.

The only val ue which may be set by a nanagenent
station is del eteTCB(12). Accordingly, it is
appropriate for an agent to return a " badVal ue'
response if a managenent station attenpts to set
this object to any other val ue.

If a managenent station sets this object to the
val ue del eteTCB(12), then this has the effect of
deleting the TCB (as defined in RFC 793) of the
correspondi ng connecti on on the managed node,
resulting in inmredi ate term nation of the
connecti on.

As an inplenentation-specific option, a RST



segment may be sent fromthe nmanaged node to the
ot her TCP endpoint (note however that RST segnents
are not sent reliably)."

::={ tcpConnEntry 1 }

K 575 BriE R N TCPE BN PERLEZ

LR A B SPERL AN A EMIBERM PR XXM, ARIEEE  RXAREFIRE,

. fixTCPhang.tgz
EFRPH X HEE

- bin/fixTCPhang.pl
- mibs/CISCO-SMI.my
- mibs/CISCO-TCP-MIB.my

EREMARMBER , HERXBUNIXRIER G ERAKARE | Mozipfltar, A0, BHI4
BESImp , B A impH:

cd /tmp; gzip -dc fixTCPhang.tgz | tar -xvf -

AR EUREFTERBHEANE —1THUIEEPERLIVLE.

fEMicrosoft WindowsigER S £ Awinzipst i AR F B E . MR SXHEES
c\tmp , ME{THIARREFEE — mikli,

ERANT SRR :

fixTCPhang.pl -c public -C private -f nms-7206a

NTHRENENERNTCPERE , BB RRLCUATREN—1T

Found bad TCP connection: Local |P: 14.32.100.75 port 23 Renote IP: 172.18.100.33 port 47878
CLEARED

HTRETREHXZHEHIEET — HEH , MZAEERT &, XS cearepiE AE R HKRE,

IR X FSNMPRRA1, 2cF13, MNRIBESNMPIRAS , M HME — vERFIEEMEENRIEER
o AT R2MEHASNMP v3HIRAI :

fixTCPhang.pl -v "3 -a MD5 -u chelliot -A chelliot -1 authNoPriv" -f nms-dmz-apl200-b

HEHEESNMP v3RIIOSTHS T :

snmp-server group chelliot-group v3 auth write vlidefault
snmp-server user chelliot chelliot-group v3 auth md5 chelliot


/content/dam/en/us/support/docs/ip/simple-network-management-protocol-snmp/61860-fixTCPhang.tgz

EE N A EANET-SNMPHIWindowshR A L F 7 E£Bug. BugF AFSHAR B RIEIEE
T,

S8 T AGE A A E A AR L ANET, — AR S IEE AL ERNET-SNMPar B ITSRAREF
DR EMLERMIBER(MREMNFE/tmp/mibsH), BEAUEFXLETHNUTHE

fixTCPhang.pl
fi xTCPhang. pl [-dfhV -c <read_comunity> -C <write_comunity> -m <m b_directory>
-p <command_path> -t <timeout> -v <snnp_version>] <device>
Version 1.2

Det ect hung TCP connections on <devi ce>,

ptions: -c¢  Specify read community string.

optionally clearing them
Defaults to public.

-C Specify the readwite comunity string. No default.
Must be supplied for the script to clear hung connections.
-d Turn on debug node.
-f Fix or clear any hung TCP connections found.
-h Print this nessage.
-m Specify the directory to find CISCO-SM.ny and Cl SCO TCP-M B. ny.
Defaults to /tnp/ m bs.
-p Were to find the net-snnp utilities.
Optional if the utilities are in the path.
-t SNWP Tineout value. Defaults to 5 sec.
-v  Specify SNWP version to use: One of 1, 2¢, or 3.
If 3 is specified then this option rmust include all of the
aut hentication information for SNWPv3. For exanpl e:
"3 -a M5 -u chelliot -A chelliot -1 authNoPriv"
Not e: NET- SNMP seens to have a bug with SHA aut hentication on W ndows.
See the NET- SNWP documentation for nore information.
Defaults to SNWP version 1.
-V Print version nunber.
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