TEFirepower NGFWi% & LBl ESNMP
H %

FPR4100/FPR9300 FFii& FXOS) SNMP
B GUI BLiE FXOS SNMPv1/v2¢c

BEGSTRE (CL) FE FXOS SNMPv1/v2c
Bt GUI ALE FXOS SNMPv3

&S CLI it FXOS SNMPv3

£ FPR4100/FPR9300 L {&E FTD (LINA) SNMP
B LINA SNMPv2c
ELE LINA SNMPv3
MIOJ] ;r SNMP% —(EXOS 2.12.1, FTD 7.2, ASA 9.18.1)

£ FPR2100 LFEE SNMP

FPR2100 LALE FXOS) SNMP
BlE FXOS SNMPv1/v2c
EliE FXOS SNMPv3

£ FPR2100 L FZ{& FTD (LINA) SNMP
 UE
I4F FPR4100/FPR9300 #9 FXOS SNMP

EXOS SNMPv2c ¥ iE
EXOS SNMPv3 $61iF

iF FPR2100 £y FXOS SNMP
EXOS SNMPv2 3iF
EXOS SNMPv3 ¥:if

IOF FTD SNMP

AYF SNMP fi &3t A FPR4100/FPR9300 Y FXOS
B GUI BB+ B 5%
B CLI B4 RBiEFFIF
B\

£ OID Object Navigator

HE DR

ZE%#) FTD LINA SNMP

ZEH# FXOS SNMP

EZFEATL SNMP OID B ?

ZoEFRER SNMP FA B

CiEiEId SNMP 52 FMC

Firepower Device Manager (FDM) L4 SNMP EL&

SNMP & HEpRIEE




B

AT BWMAET — KB KIENGFW) FTDiR % L E & 4] 2 B 45 & I 1M (SNMP) F X3 H it 1T R
HEERo

SRS

=R

FRIEAN 2, FEX SNMP thBEEERN T #,
= A A G

AR BR T4 E AV B M E AR A

AR ESBEETRESREREFHEEHEN, AL PERANFEEEBNYRAR
% (BiA ) BB, MEENMELTEDRS  BRRETRFEHSWEERN,

HRES

0N

Firepower NGFW & & A 0 WA K FRE

- ATEFIVEFELN Firepower A BIRERS (FX-0S) ;
« EERAEZITH Firepower Threat Defense (FTD),

FIDR—1NGE—MEMY , H21NES5IZ ( Snort5|ZFLINASIZ ) A, FTDHYZHBISNMPSIZRT
EASA , HFEHEAEELINAMERINEE,

FX-OSMFTDEAMIUMEHFE , FEHTHZEWN , ENEBEFTENSNMPEIZ, 84
SNMPEIZEREFENER , TR LN EEXRE , LREEL2ENRBRSAE,

MEHAEE , Firepower NGFWiRE BRI EA N EEZRM : Firepower 2100R 5l M Firepower
4100/9300% %1,

Firepower 4100/9300 RZ2EFTAMNRREEEOD , XK E FXOS FREH SNMP REHN TR
B, Z—XHE , FTD MAMFEHA LINA #0 ( BEMN/HZHED. £ FTD 6.6 RESRAF , thA
/8 FTD X0 ) #1T SNMP B&,



FTD data Security Module
interfaces Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Mon SNMP-capable

Chassis mgmt

interface ' __ SNMP-capable j

Firepower 2100 i&%& L# SNMP 5|2 /H FTD EEZEOM IP, RFASTHZZED LZKRH
SNMP & , HFHE KT FXOS B#.

SNMP-capable

FTD data Security Module

interfaces Firepower Threat Defense (FTD)

SNMP-capable

FTD mgmt Non SNMP-capable

BAIXER 6.6 RESRARAN FTID #HT TN TEX :

° Eﬁ%fiﬁuﬁﬁﬁ SNMP,
« £ FPR1000 = FPR2100 R3IF¥ & £ , B ENEEE NS — LINA SNMP # FXOS
SNMP, 4, £ FMC ¥ BRE > SNMP TREENEES.

[

£ FPR4100/FPR9300 L&l E#% (FXOS) SNMP



SNMP-capable

FTD data Security Module

interfaces Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Non SNMP-capable

Chassis mgmt

interface —— SNMP-capable j

SNMP Request

Bt GUI it & FXOS SNMPv1/v2c

S 1:3T FFirepowertlFEEEEF(FCM) Ul , SMEFAIRE> SNMPEIF, &+ SNMP‘ER"E
EAE , EEEXE SNMP B RHPFEANEXZRF , ARRTEHRE.

Overview Interfaces Logical Devices Security Modules EEBIGTZI =TS ATV _
- 1

5 I '

i Admen State: ¥ Enable

HTTFS smmunity/Usermame: P 2
AA5
System Admmmstrator Name:
Syslog
DNS Location:
FIPS and Common Critenia
Accens List SHMP Traps
:
Name ~Port  Version  V3Privilege  Type |

SNMP Users

Name AuthType  AES-128 |




N NREREUHRARREE  WETRANG AR EE - 2. N8
Community/UsernameF & = RIEXRE , WZFRAMHXAEEESet : No

F=F : BESNMPIEBE B #rARS 28,

Add SNMP Trap P

Host Name:™ 192.168.10.100

Community/Username:™ sessanee

Port:™ 162
Version: V]l & V2 V3
Type: ® Traps Informs

V3 Privilege:

(8] .4 Cancel

N orE SWABRMENNERESMTN  TURE

ENATLR IP it HEHHITEN . ERBE , RESHFRE SNMP [BBRSSNEE , TF
£ SNMP R HIEFR“REZRM, MBREVA IR0,

B BSITRE (CLI) BE FXOS SNMPv1/v2c

<#root>
ksec-fprok-1-A#
scope nonitoring

ksec-fprok-1-A /monitoring #



enabl e snnp
ksec-fprok-1-A /monitoring* #
set snnmp conmunity

Enter a snmp community:
ksec-fprok-1-A /monitoring* #

enter snnp-trap 192. 168. 10. 100
ksec-fprok-1-A /monitoring/snmp-trap* #
set community

Community:
ksec-fprok-1-A /monitoring/snmp-trap* #

set version v2c

ksec-fprok-1-A /monitoring/snmp-trap* #
set notificationtype traps
ksec-fprok-1-A /monitoring/snmp-trap* #
set port 162

ksec-fprok-1-A /monitoring/snmp-trap* #
exit

ksec-fprok-1-A /monitoring* #

comm t - buf fer

&t GUI BitiE FXOS SNMPv3

ST 3TFFCMHA S M BIPlatform Settings > SNMPETT

FZH : XTFSNMP v3 , EEE L REFMEXERFE, FFRIENEMNHEFHEEE FXOS SNMP
Sl LERINZTER, E—FHREEFATEA SNMP, TG , BNACIZA~FEBNBEBE.
SNMP B F#1 SNMP BB N4 B3R 7.



al Devices

Admin State:

Part:

Community/Usermame:

Syetem Admarngkrator Name:

Location:

SHNMP Traps

SNMP Uzers

f —

Sl ML LU Platform Settings _

1
161

Set:o

B=F  EMR , AIMSNMPRAF . HMWIERBEIRLN SHA , B LER AES = DES #4710

7



Add SNMP User

Name:*

Auth Type:
Use AES-128:

Password:

Confirm Password:

Prnivacy Password:

Confirm Privacy Password:

! userl
SHA

Ld

LA L L LR L]

LA L L LR AL

SEWL  RNISNMPREBFEN , BT :

OK

Cancel



Add SNMP Trap

Host Mame:™ 192.168.10.100

Community/Username:* senes

Port: ™ 162

Version: V1 V2 @3

Type: ® Traps Informs

V3 Privilege: Auth NoAuth '® Priv

OK Cancel

it CLI Bt & FXOS SNMPv3

<#root>

ksec-fprok-1-A#

scope nonitoring
ksec-fprok-1-A /monitoring #
enabl e snnmp

ksec-fprok-1-A /monitoring #
create snnp-user userl

Password:
ksec-fprok-1-A /monitoring/snmp-user® #

set auth sha
ksec-fprok-1-A /monitoring/snmp-user® #
set priv-password

Enter a password:
Confirm the password:
ksec-fprok-1-A /monitoring/snmp-user® #



set aes-128 yes

ksec-fprok-1-A /monitoring/snmp-user* #
exit

ksec-fprok-1-A /monitoring* #

enter snnp-trap 10.48.26.190
ksec-fprok-1-A /monitoring/snmp-trap* #
set community

Community:
ksec-fprok-1-A /monitoring/snmp-trap* #

set version v3

ksec-fprok-1-A /monitoring/snmp-trap* #
set notificationtype traps
ksec-fprok-1-A /monitoring/snmp-trap* #
set port 162

ksec-fprok-1-A /monitoring/snmp-trap* #
exit

ksec-fprok-1-A /monitoring* #

comi t - buf fer

£ FPR4100/FPR9300 L& FTD (LINA) SNMP

SNMP Request

SNMP-capable

FTD data Security Module
interfaces

Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Non SNMP-capable

Chassis mgmt
interface

—— SNMP-capable j




6.6 RESMAFHIZEL
- 6.6 RESHRARSP , EALUEERF FTD EEZEOR TREMMEB

SNMP Reguest

SNMP-capable

Security Module

Firepower Threat Defense (FTD)

FTD data
interfaces
+ diagnostic

Ag from 86+
It can forward SHMP packets to LINA

FTD mgmt

Chassis mgmt
interface

__{ SNMP-capable j

M 6.6 lRATT 88 , FTE FTD F&19%#F SNMP £ — IP EEIhEE :

+ FPR2100

+ FPR1000

+ FPR4100

+ FPR9300

1217 FTD 9 ASA5500
« FTDv

BLE LINA SNMPv2c

SBWIEFMC UILL | SMENRE>FAIRE> SNMP, iEHEnable SNMP Servers &I H Bl &
SNMPV2IZE , A FPTR :

B EEILETF L EEFNREHIEESNMPIRSZRIRE



Edit SNMP Management Hosts ? X

IP Address* 'SNMP-SERVER :"' @
SNMP Version  Jl 2¢ =
Username g
Community
String
: Confirm
 poll L
' Trap U
" port ' (1 - 65535)
Available Zones © Selected Zones/Interfaces

‘ % Search [ ouTsIDE3 .

| i INSIDE_FTD4110

ai
—

sow OUTSIDE1_FTD4110
| s QUTSIDE2_FTD4110

B NET1_4100-3 Add |
B nET2_4100-3

¢ NET3_4100-3

Interface Name

0K | Cancel |

,U\E—IJ«X?‘EEWK)HJ’TEEWE%J SNMP HERIR., ZHEOR—MEBEED , AATFRTRENELBR
HRE ( NREERE ) o




Add SNMP Management Hosts

IPF Address®
SNMP-SERVER

SMNKP Varsion
2c

B Fo
B trap

Trap Port
| 162

|:|':| |

Reachable By:

() Device Management Interface (APplicable from vE 6.0 and above)

) Security Zones of Named Interface

Ayailable Tones i

nterfaces

Q) Search

2100 _inside
2100_outside




LEERE 6.6 A, ERA%XEBER.
L5, FTD 6.6 RESRAR , AR EEED



Add SNMP Management Hosts

P Address®
SHNMP-SERVER r | 4

SMNMP Version
2 ~

LIz arnanmea

Availabde Fones o Selected Zones/intafaces

0, Search Add diagnostic

2100_inside
2100_outside
cluster_dmaz
cluster_inside
cluster_outside

Interface Name |

MRERSFHEEEOD  NBELEBZEOGEH LINA SNMP,



s
8

ARP Inspection Enable SNMP Servers L

Banner Read Community String v |

Extemnal Authentication

Fragment Settings 2L e ]

HTTP Sysbem Administrator Name [ ]

— Location | |

Secure Shell

SMTP Server Port 161 | (1-ess39)
» SHMP ,

ssL

Srslog

Thmeouts

Time Synchronization

UCAPLACC Compliance

EiE LINA SNMPv3

SB1:EFMC UIL | SMEHRE>F A1RE> SNMP, &EHiEIEnable SNMP Servers HELE
SNMPv3 User and Host :

Add Username

Security Level | Priv

Username* | cisco

Encryption | Clear Text
Password Type

Auth Algorithm | SHA
Type

Authentication LTI
Password*

Confirm* | sessssass

Encrytion Type | AES128

Encryption | LLLTTTTTT
Password*

Confirm* | sessssess




Overview Analysis Policies JSNI<8 Objects = AMP Intelligence

| Device Management MNAT VPN * Qus Platform Settings FlexConfig Certificates

mzafeiro FTD4110-HA

ARP Inspeaction Enable SNMP Servers *
e Read Community String
External Authentication
Fragment Settings 2Ll
HTTP SﬁtEm Admindstrator Mame
Lep: Location
Secure Shell
SMTP Server Port 161
F SHMP Users  SNMP T:
= | Hosts | raps
Syslog Qi |
Timeouts Interface  Network  SNMP Version  Poll/Trap  Port  Username |
LSS (LS 2o T QUTSIDE3 SHMP-SERVER 3 pall cisca 7B
UCARL/CC Compliance |
BT FEVHEEENEWEN :

Edit SNMP Management Hosts

IP Address* SNMP-SERVER v B

SNMP Version 3 b

Username cisco g

Community

String

Confirm

Poll o

Trap L

Paort 162

Available Zones G Selected Zones/Interfaces
4y Search |_.| GUTSIDEE __J
| a
ssa IMSIDE_FTD<4110

B=F : ATESNMPRERER D T kR EEIEI R R -



P oI Hosts Users L UEIETES

SSL
: ) an swmp L) sysio
Syslog Enable Traps yslog
Timeouts
Standard

Time Synchronization

UCAPL/CC Compliance Authentication: v
Link up v
Link Down v
Cold Start v
Warm Start v
Entity MIB

MIOJJ ' SNMP£: —(FXOS 2.12.1, FTD 7.2, ASA 9.18.1)

7. 22 BIARASHYIT N

« £9300F14100F & L , FEFTD/ASARL A L FLEKISNMP L R 2 H5EE EHSNMP MIB., &
EEMIOLBENEEESR L MEEH 2 IHEME. MIOREZERI/O (Supervisor)i&R,

- FEREFRNEMBISNMPERR , —MNEDR/NAL , Z—NMEMIOL | BB TSNMPE 2,

- FARMNEO , —MNATIR , —MNATMIO , ATE—RZFHWSNMPIE,

o YRR BY SNMPELE 1144293004 1001% & 8 , TJRESERE M4,

CIEHRA (FX0S2.12.1, FTD7.2, ASAQ181RESRA ) LW ITEFRRE

« f&BIMIOT] FSNMPSi— , FIF A] BUBIE B A (ASA/FTD) 2 O 2 HLINARIMIO MIB,

- ALUEEFKIMIO CLIMIFCM ( HlAEEESR ) AFRREEAREALIIEE,

o BRINRAE Sdisabled, XERBEMIO SNMPREERIMIEHIZIT. FEFEAMIOEORAY
f8/DME MIB, FRLLIIRERE , NARFEQTATRAMEREKHMIB,

- ZE BN T EEEFUIMPlatform-settings > SNMP > Admin Instance , AR A LAEH &
EEFTDRHI , LMEEE/WENEMIBHFHIRHENMS

« XEASAFTDA#EFMIR

- WIHEEMEA TETMIONE A ( FPRO300FFPR4100 )

BEFZN , XIFHWFE

« XEFNREEERRA : FCM 2.12.1
- ZEIRE : FPRI300 / FP4100R 5l
- IENREXEZEIRZRA : FXOS 2.12.1, FTD 7.25(ASA 9.18.1

£ FPR2100 L& E SNMP



FPR2100 R£#H& 8 FCM, Ree@E FMC Ei& SNMP,

£ FPR2100 LEEHFE (FXOS) SNMP

SNMP-capable

FTD data Security Module
interfaces Firepower Threat Defense (FTD)

SNMP Request

¥ FTD 6.6 RESRAS , EAILLEERS FTD EEEOMA T SNMP, EXHERT , FXOS #
LINA SNMP EE39&1 FTD EE#E D&,

Fi & FXOS SNMPv1/v2c

IFFMC UIFA SMERE>RZFEE, BEFRIRFHEESNMP

Overview  Analysis Policies QUGS Ohjects AMP  Intelligence Deploy L) System  Help v ibebar »

Davice Managemant NAT VPN ¥ Qo5 Flatform Settings FlexConfig Cartificates

FFDEI'DG— Vi have unsaeed chamges H Save a Canosl
Crpra Firgpeongr 2110 Thineas Delergs 3
Device  Routing  Interfaces  Inline Sets  DHCP m
P S o it 170770
Admin Stake: ¥ Enabie
Post: 181
Community; 1rarrare 1
System Admen Name: 1
Lacation:

SHMP Traps Confguration




Hostname:*
Community String: ¥
Port:*

SHMP Version:
Type:

Privilege:

SNMP Trap Configuration

10.48.26.150 v 2
S
162
V2 v
TRAPS v
NO_AUTH v

oK

(1 - 65535)

Cancel

?

FTD 6.6 X EERAHHIEI

BALAEE FTD 8O .




Device Management KT VP r QoS Platforen Settings  FlexConfy  Certificates

FrD P|Etfﬂ —m Pﬁ“t]" Add SHNMP Man, igerment Hosts TR
Erter Desoription 1P Addresa™ host_10.239, 20,30 |
EHMP Yerpaon 2 b
: Uigrmame w
ARP Inspesction Enable SMHF Servers L
Bt Comiminty At
Read Communiky String sssas SanRg
DHS
P o Cofrm™ e Ceafirm e
Autherkaion

Frapmsant Settings System Admeistrator Hame Poll

HITP [ Trap

B Fost 163

Secure Fhell —— i Reachabie By

Sarver ] * Devios Management Inferface I

¥ SHHP

S5 Sequrky Zones or Hamed Inberface

Srileg e

Teseouls

Tamae Synchronizabon

Tiema Zane

WCAPLICE Comglinrs

L2 Canig

HTFETUNEEZEOEREAT SNMP , AETTHESE RUATESEHEE.

N Ri@EF Devices > Platform Settings (Threat Defense) > SNMP > HostsfE 18 & BB EOEEMN
SNMPiZE , MZ AT EHREFASNMPE E.

BLiE FXOS SNMPv3

FIFFMC UIHSMBRFRZ>IRZEE, BERRBHEESNMP,



Overview Analysis Policies EHSUTEER Ohjecks AMP  Intelligence Yeploy % System Help » itebar =

Device Management MAT VBN ¥ Qos Platform Settings FlexConfig Certificates

FTD2100-4 You have unsaved changes 8 cancel

Cisco Firepower 2110 Threat Defense 4

Device Routing Interfaces  Inline Sets  DHCP m

0 SHMP settings configured on this page will apply only to the device platform

Admin Stake: Enable 1
Port: 161
Caommiunity: [

System Admin Mame:

Locatien:

SHMP Traps Configuration

€ £ Page | > 3 ﬁ-

SHMP Users Configuration

SNMP User Configuration 7 X

Username:* useri

Auth Algonthm Type: SHA W

Use AES: T

Password™ PP
Confirm: TP
Privacy Password® —
Confirm: TP

| oK || Cancel |




SNMP Trap Configuration ? X

Hostname:™

Community String:* -

Port:= 1653 (1 - 65535)
SNMP Version: V3 W

Type: TRAPS v

Privilege: PRIV w

| OK || Cancel |

£ FPR2100 L& FTD (LINA) SNMP

« X¥F 6.6 ZHIHIARA , FTD FP1xxx/FP21xx %% L£#J LINA FTD SNMP Bt &5 Firepower
4100 = 9300 i®#& LH FTD T2 4HME,

'SNMP
Request
et
FTD data o Security Module
interfaces

Firepower Threat Defense (FTD)

SNMP-capable
SNMP

Request

FTD mgmt Non SNMP-capable

FTD 6.6 XE & R4




- £ 6.6 REGRAF , ERILUEERNG FTD EEEO AT LINA 2

FTD data Security Module
interfaces Firepower Threat Defense (FTD)

SNMP-capable

FTD mgmt

| Dvice Maragersant  HAT VPN« Oof Platform Seitings  FlexConfp  Certificates

| Add SNMP Management Hosts
FTD_Platform_Policy i igement Hos
SISy > Address 2030
Shp =
—
ARP Irsgs et Erable SHMP Servers -
e Read Community String e hasany
o fi C onlires:
Extensl Authesboaties Confirm - L —
Fragzart Settngi Sysbem Admenaptrabor Mame . +
Loscatan B o
ICHF B
Tecung Shell Pt 161
il Users  SHMP Traps | P —
ERMHE
B | urty Zondd of s f
T mtetace  Metwerk  SWMP
Turse ks
Tt Sy vaisronEatan
Tima Torem

MREESFEREN

- BELEERZEOMEA LINA SNMP,

- BiRZE>RBEET , TEFE SNMP 12U+ , Rt REEEAZET~, REFEREA
I8, “SNMP iR & EW X 2100/1100 ¥ & LA . FPR9300/FPR4100 # FTD55xx
AL FRILAE.

BLESERJ/S , LINA SNMP 1 FXOS ( FP1xxx/FP2xxx Lt ) SNMP ##)/[BMA&E 2@EE FTD &



B OMEH,

Owverview Analysis Policies EJOUIETS Objects AMP  Intelligence

Device Management MNAT VPN T Qs Platform Sektings FlexCanfig Certificates
FTD2100-6

Device Routing Interfaces  Inline Sets  DHCP m

M 6.6 lRAFF 4 , FTE FTD ¥ &1 SNMP £ — IP BB IIEE -

+ FPR2100

+ FPR1000

+ FPR4100

+ FPR9300

1217 FTD Hy ASA5500
 FTDv

#F1EESFBLE AT Threat Defense #9 SNMP”
LRI
I$IF FPR4100/FPR9300 By FXOS SNMP

FXOS SNMPv2c %t

CLI B ERIE :

<#root>
ksec-fprok-1-A /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact:
Sys Location:
ksec-fprok-1-A /monitoring # show snmp-trap



SNMP Trap:
SNMP Trap

Community Version V3 Privilege Notification Type

192.168.10.100

£ FXOS X 'T :

<#root>
ksec-fprok-1-A(fxos)#

show run snnp

!Command: show running-config snmp
!Time: Mon Oct 16 15:41:09 2017

version 5.0(3)N2(4.21)

snmp-server host 192.168.10.100 traps version 2c cisco456
snmp-server enable traps callhome event-notify
snmp-server enable traps callhome smtp-send-fail

.. AT1 traps will appear as enable ..

snmp-server enable traps flexlink ifStatusChange
snmp-server context mgmt vrf management

snmp-server community ciscol23 group network-operator

HAe1r -

<#root>
ksec-fprok-1-A(fxos)#
show snnp host

Host Port Version Level Type SecName
102.168.10.00 162 v2c  noauth trap ciscodss
<#root>

ksec-fprok-1-A(fxos)#

show snnp

Community Group / Access context acl_filter
cisco123 network-operator



ik SNMP #E3K.
MERENHNITSNMPIERK,
BN A R B

BT LAE /S A ethanalyzer FER T#zh#E DO |, #IA SNMP B EERK BB AEEIEE LB E
M

<#root>
ksec-fprok-1-A(fxos)#
et hanal yzer |ocal interface mgm capture-filter "udp port 162"

Capturing on eth0

wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0
2017-11-17 09:01:35.954624 10.62.148.35 -> 192.168.10.100 SNMP sNMPv2-Trap
2017-11-17 09:01:36.054511 10.62.148.35 -> 192.168.10.100 SNMP sNMPv2-Trap

A B BEnEYTHSIRBHN, BNESREFEREP E O RRTENR

FXOS SNMPv3 ¥

% 1:3TFFFCM Ul Platform Settings > SNMP > User , £ REEEE T AR MEEFAR -



Fdit useril .

Mame:* userl
Auth Type: SHA
Ise AES-128: ||
Password

Confirm Password:

Prnivacy Password:

Confirm Privacy Password:

| Ok | | Cancel |

LS . ECLIF , EA BAESEE monitoring T IESNMPELE :

<#root>
ksec-fprok-1-A /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: No
Sys Contact:
Sys Location:

ksec-fprok-1-A /monitoring # show snmp-user

SNMPv3 User:
Name Authentication type

ksec-fprok-1-A /monitoring #

show snmp-user detail

SNMPv3 User:



Name: userl
Authentication type: Sha
Password: ##%**
Privacy password:
Use AES-128: Yes

ER R

ksec-fpr9k-1-A /monitoring #

show snnp-trap

SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
192.168.10.100 162 V3 Priv Traps

E=%  EFXOSEAT , BAILURFTSNMPEEMIFAEE !

<#root>
ksec-fprok-1-A(fxos)#
show runni ng-config snnp al

snmp-server user userl network-operator auth sha 0x022957ee4690a01f910f1103433e4b7b07d4b5fc priv aes-12
snmp-server host 192.168.10.100 traps version 3 priv userl

ksec-fprok-1-A(fxos)#

show snnp user

SNMP USERS

User Auth Priv(enforce) Groups

userl sha aes-128(yes) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

User Auth Priv

ksec-fprok-1-A(fxos)#
show snnp host

Host Port Version Level Type SecName

it SNMP #E3KR.



0] LA IE e B T E B SNMPITEERYIZ R & HSNMPiE KR,
ERE SNMP FRIAEER , ATAEA SNMP 3 :

<#root>
ksec-fprok-1-A(fxos)#
debug snnp pkt-dunp

ksec-fprok-1-A(fxos)# 2017 Oct 16 17:11:54.681396 snmpd: 1281064976.000000:is0.10.10.1.1.10.10.10.10.1
2017 Oct 16 17:11:54.681833 snmpd: SNMPPKTSTRT: 3.000000 161 1281064976.000000 1647446526.000000 0.000
2017 Oct 16 17:11:54.683952 snmpd: 1281064976.000000:7i50.10.10.1.2.10.10.10.10.2.83886080 = STRING: "mg
2017 Oct 16 17:11:54.684370 snmpd: SNMPPKTSTRT: 3.000000 162 1281064976.000000 1647446526.000000 0.000

/N s BRI A IR A,

¥iE FPR2100 Ky FXOS SNMP
FXOS SNMPv2 B

BY CLIRERE :

<#root>
FP2110-4 /monitoring #

show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact:
Sys Location:
FP2110-4 /monitoring #

show snnp-trap

SNMP Trap:
SNMP Trap Port Version V3 Privilege Notification Type
10.48.26.190 162 V2c Noauth Traps

#1iA SNMP 177.
B AR B R BB R MFXOSH M EH M EBSNMPIIEERY IR & K IZSNMPHE R,

£ capture-traffic i S &EE SNMP &R FE 5 :



<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO

SeTlection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

udp port 161

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, Tlink-type EN1OMB (Ethernet), capture size 96 bytes
C=ciscol23 GetNextRequest(29) 1interfaces.ifTab

13:50:50.521383 IP 10.48.26.190.42224 > FP2110-4.snmp:
13:50:50.521533 IP FP2110-4.snmp > 10.48.26.190.42224:

AC
Caught interrupt signal

Exiting.

2 packets captured
2 packets received by filter
0 packets dropped by kernel

FXOS SNMPv3 $&iE

BY CLIRERE :

<#root>
FP2110-4 /monitoring #

show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: No
Sys Contact:
Sys Location:
FP2110-4 /monitoring #

show snnp-user det ai

SNMPv3 User:
Name: userl
Authentication type: Sha
Password: ###**

Privacy password: ##*#**

C=ciscol23 GetResponse(32)

interfaces.ifTable.



Use AES-128: Yes
FP2110-4 /monitoring #

show snnp-trap detail

SNMP Trap:
SNMP Trap: 10.48.26.190
Port: 163
Version: V3
V3 Privilege: Priv
Notification Type: Traps

#iA SNMP 177.
RIESNMPE R LA UE R BEMR . HFXOS,

teoh , B BHIRER -

<#root>

>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

udp port 161

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 96 bytes
14:07:24.016590 IP 10.48.26.190.38790 > FP2110-4.snmp: F=r U= E= C= [|snmp]
14:07:24.016851 IP FP2110-4.snmp > 10.48.26.190.38790: F= [|snmp][|snmp]
14:07:24.076768 IP 10.48.26.190.38790 > FP2110-4.snmp: F=apr [|snmp][|snmp]
14:07:24.077035 IP FP2110-4.snmp > 10.48.26.190.38790: F=ap [|snmp][|snmp]
AC4 packets captured

Caught interrupt signal

Exiting.

4 packets received by filter
0 packets dropped by kernel



¥iF FTD SNMP

I E FTD LINA SNMP B & :

<#root>
Firepower-modulel#
show run snnp-server

snmp-server host OUTSIDE3 10.62.148.75 community ***** version 2c
no snmp-server location

no snmp-server contact

snmp-server community ¥¥%%%

¥ FTD 6.6 RESMRAS , AILEE FTD EEZOFFEAT SNMP :

<#root>
firepower#

show runni ng-confi g snnp-server

snmp-server group Priv v3 priv

snmp-server group NoAuth v3 noauth

snmp-server user usprivl Priv v3 enginelD
80000009fe99968c51532fc1f1b0dbdc6d170bc82776f8b470 encrypted auth sha256
6d:cf:98:6d:4d:f8:bf:ee:ad:01:83:00:b9:e4:06:05:82:be:30:88:86:19:3c:96:42:3b
:98:a5:35:1b:da:db priv aes 128
6d:cf:98:6d:4d:f8:bf:ee:ad:01:83:00:b9:e4:06:05

snmp-server user usnoauth NoAuth v3 engineID
80000009fe99968c5f532fc1f1b0dbdc6d170bc8277618b470
snmp-server host ngfw-management 10.225.126.168 community **
snmp-server host ngfw-management 10.225.126.167 community **
snmp-server host ngfw-management 10.225.126.186 version 3 usprivl
no snmp-server location

no snmp-server contact

“* version 2c

H Ao -

<#root>
Firepower-modulel#
show snnp-server host

host ip = 10.62.148.75, interface = OUTSIDE3 poll community ***** version 2c

B SNMP fR%S25 CLI =17 snmpwalk :



<#root>
root@host:/Volume/home/admin#
snnmpwal k -v2c -c cisco -0S 10.62. 148. 48

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 10.2.3.1 (Build 43), ASA Versi
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.2313

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (8350600) 23:11:46.00

SNMPv2-MIB: :sysContact.0 = STRING:

SNMPv2-MIB: :sysName.0 = STRING: Firepower-modulel

SNMPv2-MIB: :sysLocation.0 = STRING:

SNMPv2-MIB: :sysServices.0 = INTEGER: 4

IF-MIB::ifNumber.0 = INTEGER: 10

IF-MIB::ifIndex.5 = INTEGER: 5
IF-MIB::ifIndex.6 = INTEGER: 6
IF-MIB::ifIndex.7 = INTEGER: 7
IF-MIB::ifIndex.8 = INTEGER: 8
IF-MIB::ifIndex.9 = INTEGER: 9
IF-MIB::ifIndex.10 = INTEGER: 10

IF-MIB::ifIndex.11 = INTEGER: 11

KiE SNMP RESITHER.

<#root>
Firepower-modulel#

show snnp-server statistics

1899 SNMP packets 1input
0 Bad SNMP version errors
0 Unknown community name
0 I1legal operation for community name supplied
0 Encoding errors
1899 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
1899 Get-next PDUs
0 Get-bulk PDUs
0 Set-request PDUs (Not supported)
1904 SNMP packets output
0 Too big errors (Maximum packet size 1500)
0 No such name errors
0 Bad values errors
0 General errors
1899 Response PDUs
5 Trap PDUs

A SNMP &3 A FPR4100/FPR9300 #Y FXOS

FPR4100/9300 LH FXOS Bt & AI AARHEIR IP b ukBRFI SNMP 158, “FRIFIKR EES 2 A TE
MR 2%/ EHBER®BT SSH, HTTPS 5 SNMP 5Ai%% . BEEWRAFEE SNMP RS2
# SNMP &Eif],



BE GUI BEE£R1ARFIX

Overview Interfaces Logical Devices Security Modules REEIS{IgnRE=t=aa]ylais _

SHMP Ipwd Asoess List
HTTPS
o 4] Add
o adee et e
DS 0.0.0.0 0 httos 5
FIPS and Commeon Criteria
» Acoess List 0.0.0.0 o SMmp g
0.0.0.0 0 ssh a
Ipw6 Access List
i Add [
i 1] https :EI
o ERmp 3
0 ssh &

B CLIRE£RIGRFIER

<#root>

ksec-fprok-1-A#

scope system

ksec-fprok-1-A /system #

scope services

ksec-fprok-1-A /system/services #

enter ip-block 0.0.0.0 O snnp
ksec-fprok-1-A /system/services/ip-block* #

commi t - buf fer

A

<tfroot>



ksec-fprok-1-A /system/services #

show i p- bl ock

Permitted IP Block:

IP Address Prefix Length Protocol
0.0.0.0 0 https
0.0.0.0 0 snmp
0.0.0.0 0 ssh

{# A OID Object Navigator

Cisco SNMP Object Navigator @ —REL T E | AT HETERN OID HiZEEEwHE,

Tools & Resources

SNMP Object Navigator

HOME TRAMSLATE/BROWSE SEARCH DOWNLOAD MIBS MIB SUPPORT - SW
SUPPORT
Translate Browse The Object Tree
TOOLS & RESOURCES
ENMP Object Navigator
Translate OID into object name or object name into OID to receive object details
Enter 01D or object name: [1_3_5_1_4_1_9_9_109_1_1_1 l examples -
per QID: 1.3.6.1.41.9927
Translate Object Mame:! ifindex

Object Information

Object cpmCPUTotalTable

oD 1.361.41981089.111

Type SEQUENCE

Permission not-accessible

Stalus currem

MiB CISCO-PROCESS-MIB : - View Supporing Images of

oesrper

f£ FTD LINA CLI £ show snmp-server oid i , AR R A1 LINA OID By & F XK,

<#root>

>

system support diagnostic-cli

firepower#

show snnp-server oid



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

[0] 10.10.1.10.10.10.1.1. sysDescr

[1] 10.10.1.10.10.10.1.2. sysObjectID

[2] 10.10.1.10.10.10.1. 3. sysUpTime

[3] 10.10.1.1.10.1.1.4. sysContact

[4] 10.10.1.1.10.1.1.5. sysName

[5] 10.10.1.1.10.1.1.6 sysLocation

[6] 10.10.1.1.10.1.1.7 sysServices

[7] 10.10.1.1.10.1.1.8 sysORLastChange

[1081] 10.3.1.1.10.0.10.1.10.1.9. vacmAccessStatus

[1082] 10.3.1.1.10.0.10.1.10.1. vacmViewSpinLock

[1083] 10.3.1.1.10.0.10.1.10.2.1.3. vacmViewTreeFamilyMask
[1084] 10.3.1.1.10.0.10.1.10.2.1.4. vacmViewTreeFamilyType
[1085] 10.3.1.1.10.0.10.1.10.2.1.5. vacmViewTreeFamiTlyStorageType
[1086] 10.3.1.1.10.0.10.1.10.2.1.6. vacmViewTreeFamilyStatus

firepower#

N oxE eEREN.

HUEHEER

Cisco TAC W EIME I SNMP ZX#ZFRHFIMT :

. T3 18 FTD LINA SNMP

. T3 1) FXOS SNMP

. EEF AL SNMP OID B ?

. FTEIREX SNMP Fa B

. FoiEEIE SNMP 18 FMC

. ToEBLE SNMP

. Firepower Device Manager £# SNMP &t &

~No bk WON -

FoE% 18 FTD LINA SNMP
BB IR ( Cisco TAC ERRHIRA ) -
o “FEEE SNMP FZREUEIE., 7
o “ToEBEIE SNMPV2 #iHiEE,
« “SNMP FIEEE T, RIEEFEH SNMP WSimpaE  BERE2E , BRI TRE, ”

o “BANANMNERRETERBY SNMP v2e 5 3 ¥#2 FTD, ”
* “SNMP & X B Kt KR

X T anfaHEBR iR FE AY L
THEHRHERLINA SNMPRH FEHERERAVHEDLE



LINA SNMP polling
doesn't work

7 SNMP packsa
ives on FTD2

2. Take captures
upstream along the
path

/4. Check: ™\ (6. Check: N
» Capture content =« FTD routing
+ FTD LINAlogs » FTD capture
* COMMUNItY String +« Dst MAC
«  SNMPv3 user + show conn
« snmpd process « FTD LINA logs
*  snmpd cores l\ J
s Known defecrt_s‘j

S

RANT

1. SNMP# iR &2 R B EIXFTD



LINA SMNMP polling
doasn't work

2. Take captures /”4. Chack: ™ (6. Chack: k
upstraam along the
path « Caplure content » FTD routing

. F“TEJthhﬁthg? « FTD caplure
& Community stnng Dst MAC
. SNMPV3 user s Ehoae
» snmpd process » FTD LINA logs
s snmpd cores \_ J
» known defects

N .

- BERHRYBELRIE SNMP BRI RE AT HE.
FTDE®E#D ( 6.6MzfF ) LNSNMPEAEEXEF .

<#root>
firepower#

show run snnp-server

oo

snmp-server host management 192.168.2.100 community ***** version 2c

MR R FTD H¥EHEO LAY SNMP | IEERAEOEN .

<#root>
firepower#

show run snnp-server

snmp-server host net201 192.168.2.100 community ***** version 2c



FTD EE#E0O LHHIRK

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementl
1 - managementO
2 - Global

Selection?

1

FTD #iE# 0 LYK -

<#root>
firepower#

capture SNWP interface net201 trace match udp any any eq 161

FTDEEE O BIZZIRER ( 6.6/9.14. 1 ZBIHIARA ) -

FTDHIEEOBIEIRER (6.6/9.14.12/5 )

The SNMP packet is
terminated on
identity interface
(ASA or LINA)




e == NAT diverts the packet to Snort engine
apeea tize: { (NLP — Non-Lina Process tap interface)

MAT divert to egress interface nlp int tap(vrfid:0)

2. MREEFTDAOFHRP FETEISNMPEIES -

o REREBT LRI
« R SNMP RS E5EAM FTD IP EFRALIR.
- MHEME FTD #OMRBAEOFE , @ LEEs.

doesn't work

[ LINA SNMP polling ]

/4. Check: ™ 8. Check: ™
« Caplure content « FTD routi
« FTD LINA logs . FD capiue
= community string « Dst MAC
»  SNMPv3 user « show conn
* snmpd process « FTD LINA logs
«  snmpd cores \_ J
+ known defects

%

3. RBEEIFTD SNMPR & ?

ERIFFTD REABNE , BRE

1. FTD H O#3K ( LINA SEE#EN )



KBEREON 161 B9 SNMP #iE4 -

<#root>
firepower#

show capt ure SNWP

75 packets captured

1: 22:43:39.568101 802.1Q vlan#201 PO 192.168.2.100.58255 > 192.168.2.50.161: wudp 39
2: 22:43:39.568329 802.1Q vlan#201 PO 192.168.2.100.58255 > 192.168.2.50.161: wudp 39
3: 22:43:39.569611 802.1Q vlan#201 PO 192.168.2.50.161 > 192.168.2.100.58255: wudp 119

1£6.6/9. 1412 EHRAR |, BEE S —MNMEIRR : ENLPD BKE5 M L3R, NATed IPR A
162.254 X xSBH :

<#root>
admin@firepower:~$

sudo tcpdunmp -i tap_nlp

Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
16:46:28.372018 IP 192.168.2.100.49008 > 169.254.1.2.snmp: C(="Cisc0123" GetNextRequest(28) E:cisco.9.
16:46:28.372498 IP 192.168.1.2.snmp > 192.168.2.100.49008: C="Cisc0123" GetResponse(35) E:cisco.9.109

4. MAXER



LINA SNMP polling
doasn't work

2. Take capiures
upstream along the
path

e
3

a. X} FFirepower 4100/93001& % , ER BEFXOSHAEM X,

F 41009300 with ASA and Threat Defonse
The f 0 lists between the ASA or ofes with the Firepower 41009300,
The FX0S versions with [Eol) appended havwe reached their end of e {EoL), or end of suppon.
\ The bold versians iisted below are speclaliy-quaitfied companion releases. You should use these softwarne combinations whenever possible because Cisco performs enhanced testing for these comibinations.
\ Firepower 1000/2100 appliances wtilize FXOS only a8 an underhying operating system that i included in the ASA and threat defense unihed image bundies.
\ FX0%F 2.12/A5A 9. 18/ Threan Defense 7.2 was (e Arsl version for the Firepower 4110, 4120, 4140, 4150, and Security Modules SM-24, SM-36, and SM-44 for the Firepdwer 9300,
Tabio 2 ASA or Throat Deforso. seid Frapower 410013300 Compatizity
FXOE Version Moxdel ATA Version Theeat Datense Version
| 2.1 30,198} Firepowes 4112 8.19(x) [recammandad) 730 [recommended)
2.0 120
Note FXOS 2.13(0,198) does not support ASA 9.14{1) or 9.1?& 7210
9.14(1.10) for ASA SNMP polls and traps; you must use 8. 16(x} 7.0.0
B14(1,15)+. Other reloases that e pared with 9.15(1) 67.0
2.12{0.31)+, such a5 8.13 or §.12, ane not aflected. 9. 14(x) 661
Firepower 4145 9.19(x) [ecommended) 7.3.0 (recommeencied)
Firapower 4125 9,18(x) 7.2.0
Firepower 4115 9.17(x} 7.1.0
9.16(x) 7.0.0
Firapaiwer 9300 5M-56 2.15(1) 67.0
Firapowes 8300 Shi-a8 :- :;E:}J :\.:.;
S i X .
i 200 Shd-ad 9,120} 64,0
212{0.31)+ Firepowes 4112 8.18(x) frecommended) 7.2.0 {recomimended)
217 710
Note FXOS 2.12(0.31)+ dons rot support ASA 5.14(1) or 9.1&& 7.0.0
9.14{1.10) for ASA SNMP polls and traps; you must use 2.15(1) 6.7.0
B.14(1,15) +. Othsor reloases that am paired wish 2.14(x) 6%
2.12(0.31)+, such as 9.13 or 512, ane not affected.
Firopower 4145 9.18(x) [recommended) 7.2.0 (evcommended)
Firopower £125% 9.17(x} 7.1.0
Firapower 4115 9.16(x) 7.0.0
2.15{1) 67.0
Firopower 9300 SM-56 &.40x} 6.5
Firepower 9300 SM-48 9.1301) 650
Firopowss 9300 Sh-20 9.120x) 6.4.0
Firepowes 4150 8.18(x) frecommended) 7.2.0 {recommended)
Firepawes 4140 2170} 710
Firapowes 4120 9.16(x) 7.0.0
Firepower 4110 2.15(1) 6.7.0
2.14(x} 6.6.x
ERE ] 850
Firapowes 9300 SM=-44 9.12(x) 6.4.0
Firepowes 9300 5M-36 9.10(x} 6.3.0
Firapower 9300 SM-24 2.90x)
9.8
2111184} Flrepowes £112 9.17(x) [recommanded) 7.1.0 [recommended)
1 0.
Note FXOS 2.11(1.154)e does not support ASA 8.14(1) o :.&ﬂ :,2_3

B.1447.10) for ASA SHMP and ' UL USe a4 LS


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html

b.#Z&EFTD LINA snmp-server&itE & :

<#root>
firepower#

cl ear snnp-server statistics

firepower#

show snnp-server statistics

379 SNMP packets input
0 Bad SNMP version errors
0 Unknown community name
0 I1legal operation for community name supplied
0 Encoding errors
351 Number of requested variables <- SNMP requests 1in

360 SNMP packets output
0 Too big errors (Maximum packet size 1500)
0 No such name errors
0 Bad values errors
0 General errors

351 Response PDUs <- SNMP replies out
9 Trap PDUs

c. FTD LINAEEF®

MREFTDAREQ LWHRFETINES , KREFEAH. FIE , KRN HEED L
HSNMPEXM ., tIRSNMPEEEEDO (6.6/9.14.12fF ) £, MFSIEERE.

<#root>
firepower#

show conn all protocol udp port 161

13 in use, 16 most used

UDP nlp_int_tap 192.168.1.2:161 net201 192.168.2.100:55048, idle 0:00:21, bytes 70277, flags -c

d. FTD LINAR S B &

R EBREERBIEHRIERED LA SNMP | 1R SNMP L FEB#ED , NT4tZE %

<{froot>

firepower#



show log | i 302015.*161

Jul 13 2021 21:24:45: %FTD-6-302015: Built inbound UDP connection 5292 for net201:192.0.2.100/42909 (19

e REFTDREHTAEBRN ENIRIPTEFSNMPEIES

firepcwer# show capture SNMP packet-number 1 trace m Mismatch in the sSrc IP
1: 22:33:00.183248 802.1Q vlan#201 PO 192.168.2T. > 5 5 Lm0 F

Phase: 1 *
Type: CRFTURE firepower: show run snmp-server
H No UN-NAT phase! simp-server host net201 182.168.22.100 community ***** version 2o
Pha=e: &
Type: ACCESS-LIST
Result: DROP firepower# show asp table classify interface net20l domain permit match port=161
Inpuc Table
o in id=0x14f65b193b30, priority=501, domain=permit, deny=false
Result: hit==g, ussr dstasix0, cs_ide(x0, use_real addr, flags=(x(, protocol=lT]
input-interface: net201 (vrfid:0) src ip/id=192.168.22.100, mask=355.255.255.255, port=0, tag=any
Action: drop dst ip/id=165.254.1.2, mask=255.255.255.255, porc=161, tag=any, dacp=0x0, nag_id=none
Drop-reasan: (acl-drep) Flew is denied by configqured ru) input_ifcenet20l{wrfid:=0), cutput_ifcwany

flow (MAR)/MA

fEEFER ( SNMPHK )
TERRABFEELXE (SNMP v Fl 2¢)

N [snmp

Deln Source Destination Frofoonl Langtr
. 0.000000 192.168.21.100  192.168.21.58 SHMP
i

Frame 3: 88 bytes on wire (784 bits), 88 bytes captured (784 bits)
Ethernet II, Src: VMware 85:3e:d2 (00:50:56:85:3e:d2), Dst: a2:bB:dc
8082.10Q Virtual LAN, PRI: ©, DEI: @, ID: 201
Internet Protocol Version 4, Src: 192,168.21.100, Dst: 192.168.21.59
User Datagram Protocol, Src Port: 45230, Dst Port: 161
v Simple Network Management Protocol
version: v2c (1)
community: ciscol23
~ data: pget-next-request (1)

g EEFRER (I , SNVPIRASRM X2 )
AR ASRARWIERE SNMP BB X 2B E |

<#root>
firepower#

nmore systemrunning-config | i comunity

snmp-server host net201 192.168.2.100 community cISC0123 version 2c



F—RE

<#root>
firepower#

debug nenu netsnnp 4

h. FTD LINA/ASA ASPEH
WREIFESH , R FTD 25 E#H SNMP 3iE8., 8L , FRITHKES (BRASPEE) , A
=R

<#root>
firepower#

cl ear asp drop

firepower#

show asp drop

Frame drop:

No valid adjacency (no-adjacency) 6
No route to host (no-route) 204
Flow is denied by configured rule (acl-drop) 502
FP L2 rule drop (12_acl) 1

Last clearing: 19:25:03 UTC Aug 6 2021 by enable_15

Flow drop:
Last clearing: 19:25:03 UTC Aug 6 2021 by enable_15

i. ASPHE3R
ASP IR AT BN R B E S ( Hla ACL ZH4REE )

<#root>
firepower#

capture ASP type asp-drop al

NHAHAREHRAR :

<ttroot>



firepower#

show capture

capture ASP type asp-drop all [Capturing - 196278 bytes]

j. SNMPRZA (B3 ) -BRiE 75 31
MRRFREHEFERELRA , LREFEEH :

<#root>
firepower#

show di skO: | i core

13 52286547 Jun 11 2021 12:25:16 coredumpfsys/core.snmpd.6208.1626214134.9gz

SNMP #&/0 (B3 ) - BRIEF R 2

<#root>
admin@firepower:~$

Is -1 /var/datal/cores

-rw-r--r-- 1 root root 685287 Jul 14 00:08 core.snmpd.6208.1626214134.9gz

MEEFE SNMP &0 X |, B EIX L4 HERR Cisco TAC :

« FTD TS X ( =% ASA show tech )
« snmpd /O

SNMP i ( lBiEian & , NEBRFMREH A ) .

<#root>
firepower#

debug snnp trace [ 255]

firepower#

debug snnmp verbose [ 255]

firepower#



debug snnp error [255]

firepower#

debug snnp packet [255]

Br K i& SNMP RE R & 2R MRS 2 2

LINA SNMP polling
doasn't work

2. Take caplures

upstream along the

path Capture content

FTD LINA logs
community stning
SNMPv3 user
snmpd process
snmpd cores
known defects

. /

MR FTD ENE , BENERIERSESE , BRE
a. FTDIR
FTD BEEEOKH :

<tfroot>
>

show net wor k

FTD LINA BEZ 0K A -

<ttroot>



firepower#

show rout e

b.B FIMACK iE

FTD B2 B® MAC KiE :

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementl
1 - managementO
2 - Global

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n -e udp port 161

01:00:59.553385 a2:b8:dc:00:00:02 > 5c:fc:66:36:50:ce, ethertype IPv4 (0x0800), Tength 161: 10.62.148.1

FTD LINA ##E# 0 B#H MAC K1 :

<#root>
firepower#

show capture SNWVP det ai

6: 01:03:01.391886 a2b8.dc00.0003 0050.5685.3ed2 0x8100 Length: 165
802.1Q vlan#201 PO 192.168.21.50.161 > 192.168.21.100.40687: [udp sum ok] udp 119 (DF) (ttl 64,

c. RERE L REEF/FHLE SNMP BIEIHRE.

K& SNMP RS 8%



LINA SNMP polling
doesn't work

T SNMP packe
arrives on FTD2

> 3. FTD replies?

7. Check
the server

No
\
2. Take captures /4. Check ™ (6. Check: h
upstream along the Capture content
path * LIS G « FTD routing

« FTD LINA logs « FTD capture

s community string + Dst MAC

« SNMPv3 user » show conn

. snmpddprDGESS « FTD LINA logs

« snmpd cores

L] Il\‘- -/‘I

| known defects |

a RERRABTURIERE,
b EARS RELE.
c.EIRMELUSNMPHX B (Hlt , RERHKFH ) -
REFEUTHANZS , ERALUERL KTV EZFMCHRN AN
1. BE I SNMP E#.
2. RFIR IP BRIFIRE.

<#root>
adm n@S2600- 2: ~$

snmpwal k -c¢ cisco -v2c 192.0. 2. 197

SNMPv2- M B: : sysDescr.0 = STRING Cisco Firepower Threat Defense, Version 7.0.0 (Build 3), ASA Version 9.

SNMPV3R I EEE T

« YFHIE : SNMPV3HRERMBR AL, WRECESRTAN S LERASHZEIEE
- EPRREEE , BN RERFTAS/EL
- MREAME , WA FEZESNMPVIREHRENE , PR



. https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-
firepower-firewall-captures-to-e.html#anc59
s MRFRHZRUTREBNEE , TEREH AES128 #HTMNE
« BRSEID CSCvy27283

ERARILE EAES192/AES2568T , ASA/FTD SNMPv35 i) a] BE4 kK

Cisco Bug ID CSCvx45604


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html#anc59
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html#anc59
https://tools.cisco.com/bugsearch/bug/CSCvy27283
https://tools.cisco.com/bugsearch/bug/CSCvx45604

Snmpv3 walk fails on user with auth sha and priv aes 192

N s MEMTEETEESHSNMPVIAN | Mshowd HA B EF2S RFMEAHSEL



Input packets increase, but
no replies!

First recommended action:
Verify your configuration ‘show run
snmp-server’

SNMPv3 R HEZE - RAIFF3E

1. SNMPv3 snmpwalk - Ih&EZ &

<#froot>
admin@FS2600-2:~$%

snmpwal k -v 3 -u Cscol23 -1 authPriv -a SHA -A Ci scol23 -x AES -X Ciscol23 192.168.21.50

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 7.0.0 (Build 3), ASA Version 9
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.2315

HEHIR (snmpwalk) F , BAEFZHRESHNERBR

802.10 vlan#201 PO 192.168.21.50.161 > 192.168.21.100.54240
802.1C vlan#201 PO 192.168.21.50.161 > 192.1&8.21.100.54240

vlanf201 PO 192.168.21.50.161 > 192.168.21.100.54240
vlan$201 PO 192.168.21.50.161 > 192.168.21.100.54240
B02.1Q0 vlan#201 PO 192.168.21.50.161 > 192.168.21.100.54240:

vlan#201 B0 192.168.21.50.161 > 192.168.21.100.54240;

BRNHEREREARE



L
Simple Network Management Protecol |
msgVersion: snmpv3 (3)
> msgGlobalData
v msgauthoritativeEnginelD: 8000@009fecadle’sadslda7f184553b777
1..o ovne = Engine ID Conformance: RFC3411 (SHMPv3)
Engine Enterprise ID: ciscoSystems (9)
Engine ID Format: Reserved/Enterprise-specific (254)
Engine ID Data: cadle36a961471184553b777a7127cch371e888f
msgauthoritativeEngineBoots: 6
msgAuthoritativeEngineTime: 50889
msgUserName: Ciscol23

v [Expert Info (Chat/Checksum): SHMP Authentication OK]

[SuMP Authentication OK]

[severity level: Chat]

[Group: Checksum]
pPrivacyParameters: 714e78d6bc292c88

2. SNMPv3 snmpwalk - 7022 5%k g

BR# . FEER

<{#froot>

admin@FS2600-2:~$

snnpwal k -v 3 -u CGiscol23 -1 authPriv -a SHA -A Ci scol23 -x DES -X Ci scol23 192. 168. 21. 50

Timeout: No Response from 192.168.2.1

BT . BFEFZERMMAEE -




12 R"#3 : WiresharkfZ2 &K -

» User Datagram Protocol, Src Port: 35446, Dst Pnrt1 161
v Simple Network Management Protocol
msgVersion: snmpvd (3}
» msgGlobalData
» msgAuthoritativeEngineID: Bedeoeadfecadlelsatsld?f184553b777a7127ccbi7ia8gsf
msgAuthoritativeEngineBoots: &
msgAuthoritativeEngineTime: 4359
msgUsertame: Ciscol23
msgAuthenti nParameters: 1b 36667
msgPrivacyParameters: o000809197eaefla
w|msghata: encryptedPDU (1)
» encryptedPDU: 452ee7efobl35odfabatea3l1213217477echb2422d353581311cades39a27951af8215240.
~ Decrypted data not formatted as expected, wrong key?
w« [Expert Info (Warning/Malformed): Decrypted data mot formatted as expected, wrong key? ]
[Decrypted data not formatted as expected, wromg key?]
[Severity level: Warning]
[Group: Malformed]

RR#4, BEma_ctx2000.logX# , &k “error parsing ScopedPDU” ( 7 #7ScopedPDUHT Hi 4
) SHE

<#froot>

> expert
admin@firepower:~$

tail -f /mt/diskO/| og/ ma_ctx2000. 1 og

security service 3 error parsing ScopedPDU
security service 3 error parsing ScopedPDU
security service 3 error parsing ScopedPDU

2 #ScopedPDURY 48 , BEZUR REEMEZL IR, ma_ctx2000.log 3 4 E RSNMPV3HY =4 |
3. SNMPv3 snmpwalk — & 1331l 2k
RT# . FHBIEARK

<tfroot>
admin@FS2600-2:~$

snnpwal k -v 3 -u CGiscol23 -1 authPriv -a MD5 -A Ciscol23 -x AES -X Ciscol23 192.168. 21. 50

snmpwalk: Authentication failure (incorrect password, community or key)

RA#2  RZHERNEE



firepower# show capture SNMP

4 packets captured

sbs L B3

: 23:25:28.468847 B02.1C vlan#201 PO 152.168.21.100.34348 > 152.168.21.50.161: wudp &4
23:25:28.4659412 B02.1Q vlan#201 PO 152.168.21.50.161 > 192.168.21.100.34348: udp 132

: 23:25:28.474386 £02.1Q vlan#201 PO 192.168.21.100.34348 > 152.166.21.50.161: wudp 157
23:25:28,475561 B02.1Q vlan#201 PO 192.168.21.50.161 > 192.168.21.100,34348: udp 137

12 R#3 : Wiresharki& R 55X ES

Internet Protocol Version 4, Src: 192.168.21.190, Dst: 192.168.21.50
» User Datagram Protocol, Src Port: 47752, Dst Port: 161
» Simple Network Management Protocol
~ [Malformed Packet: swwpl

v [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]

[Malformed Packet (Exception occurred)]
[Severity level: Error)
[Group: Malformed]

R #4, REma_ctx2000.log3 # LA E K “Authentication failed B & :

<tfroot>

>

expert

admin@firepower:~$

t ai

-f /mmt/ di sk0/ 1 og/ ma_ct x2000. | og

Authentication failed for Ciscol23
Authentication failed for Ciscol23

7o ER 1H FXOS SNMP

B B R ( Cisco TAC ERRHIRHI )

“SNMP 2{H) FXOS lrAHix. A SNMP R if1tthk FXOS BY | i N B HESAIR R, ~
“JoiETE FXOS FTD4115 LiRiE SNMP # X, ”

“EZAAKE LR FXOS M 2.8 A%EI 2.9 5, B SNMP #RERNE LB,
“snmpwalk £ 9300 FXOS E&M , {BEAREMAHY 4140 FXOS LAREIERE T4, EBMEM
HXFRRARBME, ~

“BAEEE FPRAK FXOS LiRn 25 & SNMP BR$88 , BRZERM, ”

TR HEBRER L



LT RFXOS SNMPE ) B B i B H R ERE

FXOS SNMP polling
does not work

B, Reply arrives 7. Check

in server? the server

2. Take captures d. Check: N 6. Check:
upstream along the
path « SNMP config « FXOS routing
« FXOS ACL « Dst MAC
« FXOS
compatibility
« FXOS stability
) J

1. BREBEFXOSHIRP B EISNMPHIEE ?

FXOS SNMP polling
does not work

3. FX0s
replies?

7. Check
the server

2. Take captures d. Check: ) 6. Check:
upstream along the
path » SNMP config « FXOS routing
+« FXOS ACL « Dst MAC
« FXOS
compatibility
+ FXOS stability

N~




FPR1xxx/21xx

o FEFPRIXxx21xx L% B EEER (1RE8RX ),
o BAIUMNEEZ ORI FXOS .

<ffroot>

>
capture-traffic
Pl ease choose donmmin to capture traffic from

0 - managenent 0
1 - doba

Sel ecti on?
0

Pl ease specify tcpdunp options desired
(or enter '?" for a list of supported options)

Opti ons:

-n host 192.0.2.100 and udp port 161

41xx/9300

« £ Firepower 41xx/93xx L , #&{# A Ethanalyzer CLI T E# {THLFHEHIR :

<#root>
firepower#

connect fxos

firepower (fxos)#

et hanal yzer local interface mgnt capture-filter "udp port 161" limit-captured-frames 50 wite workspace

firepower (fxos)#

exit

firepower#

connect | ocal - ngnt

firepower(local-ngnt)#

dir



11152 Jul 26 09:42:12 2021 SNWVP. pcap

firepower(local-ngnt)#

copy workspace:///SNVP. pcap ftp://ftp@92.0.2. 100/ SNVP. pcap

2. FXOSHIRFPRBHEZ ?

FXOS SNMP polling
does not work

8. Reply arrive
in server?

4. Check:

= SNMP config

= FXOS ACL

« FXOS
compatibility

+ FXOS stability

Y

6. Check:

« FXOS routing
« Dst MAC

7. Check
the server

« JABRREHIT EiFRIR

3. FXOSN & ?




FXOS SNMP polling
does not work

. Reply arrive
in server?

2. Take captures fi- Check 6. Check:
upstream along the SNMP config « FXOS routing
path FXOS ACL . Dst MAC
FXOS
compatibility
+« FXOS stability

7. Check
the server

<tfroot>
>

capture-traffic

Options:

-n host 192.0.2.23 and udp port 161

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on managementO, link-type EN1OMB (Ethernet), capture size 262144 bytes
08:17:25.952457 IP 192.168.2.23.36501 > 192.168.2.28.161: C(C="Ciscol23" GetNextRequest(25)
08:17:25.952651 IP 192.168.2.28.161 > 192.168.2.23.36501: C="Ciscol23" GetResponse(97)

4. FXOS TR Z&

.10.3.1.1.2
.1.10.1.1.1.1.



FXOS SNMP polling
does not work

B. Reply arrive
in server?

2. Take captures 6. Check:
upstream along the
path « FXOS routing
« DstMAC
Hitth &

« (B Ul 5 CLI ) Bif SNMP BLE :

<#root>
firepower#

scope nonitoring

firepower /monitoring #
show snnp
Name: snmp

Admin State: Enabled

Port: 161
Is Community Set: Yes

- FERERBKRER (HlW S )

<tfroot>

FP4145-1#

connect fxos



FP4145-1(fxos)#

show runni ng-config snnp al

FP4145-1(fxos)#

show snnmp conmunity

Community Group / Access context acl_filter

Ciscol23 network-operator

« XF SNMP v3 , i show snmp-user [detail]
« IDIF FXOS &AM

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-
compatibility.html#id 59069

4. NRFXOSAKEE

K iF FXOS SNMP it#125 :

FF4145-1#% connect fxos
FF4145-1(fxcs)# show snmp

2243 sNMP packets input ] Tota| requests (polling)

0 Bad SNMP versions

28 Unknown community name .
9 T1Ts0a0 Goeration E5F o = Bad community requests (v2c)

supplied
28 Encoding errors
2214 Number of reguested variables
0 Humber of altered wvariables
0 Get-reguest PDUs
2214 Get-next PDUs
0 Set-reguest PDUs

3483 SNMP packets output S| Total replies
0 Too big errors
1296 Out Traps PDU
1¥| Traps generated

« IOF FXOS G &I 5K (ACL). X{NEA T FPR41xx/9300 ¥ &,

MRAREMFXOS ACLIELE , RFEFRER , EFLFEEMNEE :

<#root>
firepower(fxos)#

et hanal yzer local interface ngnt capture-filter

"udp port 161" Timit-captured-frames 50 write workspace:///SNMP.pcap
Capturing on 'ethO'


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#id_59069
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#id_59069

1 2021-07-26 11:56:53.376536964 192.0.2.23 - 192.168.2.37 SNMP 84 get-next-request 10.3.1.10.2.1
2 2021-07-26 11:56:54.377572596 192.0.2.23 » 192.168.2.37 SNMP 84 get-next-request 10.10.1.10.1.1
3 2021-07-26 11:56:55.378602241 192.0.2.23 » 192.168.2.37 SNMP 84 get-next-request 10.3.1.10.2.1

BE] LR A P SR E (UI) BE FXOS ACL

SNMP 1Pv4 Accass List

Add IPv4 Block Ll

_ IP Address: = 0.0.0.0 —

0.0.0.0 Prefix Length:® 1] ’ o
FIPS and Comman Critena

* Access List
MAC Pool
Resource Profiles QK Cance
MNetwork Control Palicy
Chassis URL

0.0.0.0 Pretocol: Mtps @ snmp ssh g as

B AT L@ CLI BiE FXOS ACL :

<#root>
firepower#

scope system

firepower /system #

scope services

firepower /system/services #

show i p- bl ock det ai

Permitted IP Block:
IP Address: 0.0.0.0
Prefix Length: 0
Protocol: snmp

« @i SNMP ({XERHIER ) . SUEAT FPR41xx/9300 :

<ffroot>
FP4145-1#

connect fxos

FP4145-1(fxos)#



term nal nonitor

FP4145-1(fxos)#

debug snnp pkt - dunp

2021 Aug 4 09:51:24.963619 snmpd: SNMPPKTSTRT: 1.000000 161 495192988.000000 0.000000 0.000000 0.0000

« Debug SNMP (all) -t izt 5 HH IEEF 4,

<tfroot>
FP4145-1(fxos)#

debug snnp al

2021 Aug 4 09:52:19.909032 snmpd: SDWRAP message Successfully processed
2021 Aug 4 09:52:21.741747 snmpd: Sending it to SDB-Dispatch
2021 Aug 4 09:52:21.741756 snmpd: Sdb-dispatch did not process

- BIFREBFES SNMP M<K FXOS & :

<{froot>
FXOS#

show faul t

Severity Code Last Transition Time ID Description

Warning F78672 2020-04-01T21:48:55.182 1451792 [FSM:STAGE:REMOTE-ERROR]: Result:

- WIFREFE snmpd &

FPR41xx/FPR9300 Lt :

<#root>
firepower#

connect | ocal - mgnt

firepower(local-mgmt)#

dir cores

1 1983847 Apr 01 17:26:40 2021 core.snmpd.10012.1585762000.gz

resource-unavailable C



1 1984340 Apr 01 16:53:09 2021 core.snmpd.10018.1585759989.9gz

FPR1xxx/21xx L :

<#root>
firepower(local-mgmt)#

dir cores_fxos

MR EIM snmpd &L , FREX LR O FXOS HEHRIRSE , HEB R Cisco TAC,

5. SNMPR & R & EIASNMP RS 28 ?

FXOS SNMP polling
does not work

2. Take captures A. Check:
upstream along the
path « SNMP config
« FXOS ACL
« FXOS
compatibility
« FXOS stability

- ®&E FXOS ¥KH

ItH &R KB FPR41xx/9300 :

<#root>

firepower#

show fabric-interconnect

Fabric Interconnect:



ID O0O0B IP Addr 00B Gateway 00B Netmask 00B IPv6 Address O0B IPv6 Gateway Prefix Opera

A 192.168.2.37 192.168.2.1 10.255.255.128 :: H 64 Operable

- WK, SHBEEASHRARENZNEN MAC
- &JE , BE SNMP fR58: (IR, BRiE. NAF)

EEEHPL SNMP OID B ?
R B3R ( Cisco TAC EXRHIRH ) -

o “TRAVEEK I Cisco Firepower &, BRAEMKL CPU, WE, WEIRM SNMP OID”
“BEE OID af T ¥4 ASA 5555 R BV EBIRIRAS 27

“FATAEEIRE FPR 2K 1 FPR 4K #9415 SNMP OID,, ”

“RAIEER I ASA ARP &7, 7

“BNEETHETHAT BGP &AW ER SNMP OID, ”

w{aJ &K SNMP OID B
A< Firepower i%% £ SNMP OID (WS & , S T 5 -
« {Cisco Firepower Threat Defense (FTD) SNMP Y532 A K )

https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-
741739.html

« {Cisco Firepower 4100/9300 FXOS MIB $£155)

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/mib/b FXOS 4100 9300 MIBRef.html

o WIfAI7E FXOS ¥ & L#ERKFE OID :

https://www.cisco.com/c/en/us/support/docs/security/firepower-9000-series/214337-how-to-look-
for-an-specific-oid-on-fxos.html

« B CLI (ASA/LINA) #& SNMP OID

<#root>
firepower#

show snnp-server ?

enginelD Show snmp enginelD

group Show snmp groups

host Show snmp host's

statistics Show snmp-server statistics
user Show snmp users

firepower#


https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-741739.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-741739.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/mib/b_FXOS_4100_9300_MIBRef.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-9000-series/214337-how-to-look-for-an-specific-oid-on-fxos.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-9000-series/214337-how-to-look-for-an-specific-oid-on-fxos.html

show snnp-server oid

<- hidden option!

I
[1] .1.10.1.1.10.1.2.1 IF-MIB::ifNumber
[2] 1.10.1.1.1.10.2.2.1.1  IF-MIB::ifIndex
[3 .1.10.1.1.1.10.2.2.1.2 IF-MIB::ifDescr
[4] 1.10.1.1.1.10.2.2.1.3 IF-MIB::ifType

- BX OID WiFHEER , 53 H SNMP Object Navigator

https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

« 1£ FXOS (41xx/9300) L , &3 FXOS CLI BT T 2 Nis & -

<ffroot>
FP4145- 1#

connect fxos

FP4145- 1( f x0s) #

show snnp internal oids supported create

FP4145- 1( f x0s) #

show snnp i nternal oids supported

- SNWP All supported MB O Ds -0x11a72920
Subtrees for Context:

ccitt

1

1.0.88010.1.1.1.1.1.1 ieee8021pacMB
1.0.88010.1.1.1.1.1.2

-3 OID
CPU (LINA) 1.3.6.1.4.1.9.9.109.1.1.1
CPU (Snort) 1.3.6.1.4.1.9.9.109.1.1.1 (FP >=6.7)

MTF (LINA) 1.3.6.1.4.1.9.9.221.1.1



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

K12 (Linux/FMC)  [1.3.6.1.1.4.1.2021 .4
HA § & 1.3.6.1.4.1.9.9491.14.2
ERER 1.3.6.1.4.1.9.9.491.1.8.1
RA-VPN&E# : 1.3.6.1.4.1.9.9.392.1.3.1 (7.x)
RA-VPNA % : 1.3.6.1.4.1.9.9.392.1.3.3 (7.X)
RA-VPNIEE & ES : 1.3.6.1.4.1.9.9.392.1.3.41 (7.X)
VPN E8
S2S VPNLiE# : 1.3.6.1.4.1.9.9.392.1.3.29
S2S VPNIZ{ESEE : 1.3.6.1.4.1.9.9.392.1.3.31
- 7R : firepower# show snmp-server oid | BEXR
BGP R ]
e 7 BRIFIEID CSCux13512
: ASNMPR 7 1IBGP MIB
FPR1K/2K e A BRIEEID CSCvw83590
ASA/ASAv BEEF
)



https://tools.cisco.com/bugsearch/bug/CSCux13512
https://tools.cisco.com/bugsearch/bug/CSCvv83590

: FPR1k/2k LBJASAV/ASA : EESNMP OIDRIRERE BEVF ATHVIRZS

AT FXOS 4 5%
AEER LINA
SNMP OID

e A BRIEAEID CSCvu91544
: X #Lina SNMP OID# {TFXOS4im DS EE O 41t

FMC 7.3t ( 3B FFMC 1600/2600/4600% F & AR A )



https://tools.cisco.com/bugsearch/bug/CSCvu91544

=R

OID

FEBFOID : 1.3.6.1.4.1.9.9.117.2.0.6

{§0ID : 1.3.6.1.4.1.9.9.117.1.4.1.1.1.<index>

RERZS BB ~
0 -REFFKiET
1 -RREEES
FEBFOID : 1.3.6.1.4.1.9.9.91.2.0.1
CPU/PSUEEM |B{EOID : 1.3.6.1.4.1.9.9.91.1.2.1.1.4.<index>.1
{EOID : 1.3.6.1.4.1.9.9.91.1.1.1.1.4 <index>
FEBFOID : 1.3.6.1.4.1.9.9.117.2.0.2
OperStatus OID : 1.3.6.1.4.1.9.9.117.1.1.2.1.2.<index>
PSUIRZSF& Bt AdminStatus OID : 1.3.6.1.4.1.9.9.117.1.1.2.1.1.<index>

0 - R F &R
1-RAUBEFRFE , EF

7o E3REL SNMP Bé B

8] B R ( Cisco TAC EXXEHIRA ) -

“FTD B9 SNMPv3 4@ SNMP BRES 88 K IX(E{AIFEBHE. ~
“FMC 1 FTD &% SNMP FEBFE S, ~

« “BA1EFE FTD 4100 £ FXOS & SNMP , #=i®{#E/H SNMPv3 1 SNMPv2
TERIEBM,

- “Firepower SNMP i T B RiAMEM. ~

 “BhRIE FTD K@ NMS %3% SNMP &R,

« “SNMP BRZ2RMEHAEETH,

« “TRA1ETE FTD 4100 £ FXOS Bl SNMP , =i H SNMPv3 1 SNMPv2 , B &
TEREEB,

B PR

AT RFirepower SNMPBA B[R] B B PR HEBRRIZEE

, Bm &L




SNMP traps not seen
on SNMP server

“See SN
trap on egress

(" 5. Check:

¥ See SN

trap on server

« The server settings
« The community string

capture? capture? « The server SNMP
configuration
. vy
Mo
2. Verify: N [ 4. Check: )
« The SNMP config « Captures upstream along
+ Device routing the path
« Trap counters « Dst MAC
\. AN v,
1. BREEIH OHIR LWSNMPIERT ?
SNMP traps not seen
on SNMF server
" 5. Check: )

2. Verify: A
s The SNMP config
« Device routing
« Trap counters

b A

trap on server

“See SN « The server settings
» The community string

« The server SNMP

Yes

captura?

configuration
L.
" 4. Check: A
« Captures upstream along
the path
« Dst MAC

HIREEREO LK LINA/ASA FER -




<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Global

Selection?

0

Options:

-n host 192.168.2.100 and udp port 162

HIRBAERE O LA LINA/ASA FEB -

<#root>
firepower#

capture SNWP interface net208 match udp any any eq 162

IR FXOS MR (41xx/9300) :

<#root>
firepower#

connect fxos

firepower(fxos)#

et hanal yzer local interface ngnt capture-filter "udp port

162" limt-captured-frames 500 wite workspace

1 2021-08-02 11:22:23.661436002 10.62.184.9 » 10.62.184.23 SNMP 160 snmpV2-trap 10.3.1.1.2.1.1.3.0 10.3.1.1

firepower(fxos)#

exit

firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

dir

1 11134 Aug 2 11:25:15 2021 SNMP.pcap
firepower(local-mgmt)#



copy workspace:///SNVP. pcap ftp://ftp@92.0.2. 100/ SNVP. pcap

2. MRAEHOEOEAEFIHRES

SNMP traps not seen
on SNMP server

7 See SNMR
trap on egress
capture?

. Yes
trap on server

capture?

p

" 5. Check:

« The server settings

« The community string

+« [he server SNMP
configuration

w

" 4. Check:

the path
« Dst MAC

» Captures upstream along

_'l,ﬁ

<#root>
firepower#

show run all snnp-server

snmp-server host ngfw-management 10.62.184.23 version 3 Ciscol23 udp-port 162
snmp-server host net208 192.168.208.100 community ***** version 2c udp-port 162

snmp-server enable traps failover-state

FXOS SNMP [EBELE :

<#root>
FP4145-1#

scope nonitoring

FP4145-1 /monitoring #

show snnp-trap




SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type

192.168.2.100 162 ke V2c Noauth Traps

EE  E1xxx/21xx Lt , RAETEDevices > Device Management > SNMP config | B8R T & & BiX
LiRiE,

- ATEEEZEONEBA LINA/ASA BRH :

<#root>

>

show net wor k

- ATESHFE OB LINA/ASA B H :

<#root>
firepower#

show route

- FXOS B8 (41xx/9300) :

<#froot>
FP4145-1#

show fabric-interconnect

- FEBFITELER (LINA/ASA) :

<#root>
firepower#

show snnp-server statistics | i Trap

20 Trap PDUs



FXOS :

<tfroot>
FP4145-1#

connect fxos

FP4145-1(fxos)#

show snnp | grep Trap

1296 Out Traps PDU

Hipie &

SNMP traps not seen
on SNMP server

¥ See SN
trap on egress
capture?

¥ See SN
frap on server
capture?

2. Verify:

« The SNMP config

« Device routing

» Trap counters

““~ /

- B SNMP RS 88 E#ITHIR.
HFERENSEM :

- RERERR.

+ SNMP FaBEEEH B 1 MAC itk

+ SNMPRSFERRENIRZ (Hla0 , PR, FRI®AF ).
+ SNMP #X=Z#F&.

* SNMP RS EREE.




7o3EBNE SNMP 512 FMC
[B] B R ( Cisco TAC ERRHFIRHI )

« “SNMP Z£& M FMC LR EE Ik, ~
‘BEREFMC RF, 7

« “SNMP RERMNZEZMA 192.168.4.0.8 FMC LHEEEE TE?”

s “BINZTEEFMCREZEIINRIR , ICPU, RESF, ”

AR B R PR

BUF RFMC SNMPa B EHF R RZR

FMC SNMP does not
wiork

7. Check
the server

Y,
2. Take captures //_ 4. Check: q\\ 6. Check: 3
upstream along the
PS e 9 « FMC SNMP config « FMC routing
« Capture contents « FMC capture
« FMC pig!ail _ (tcpdump)
« community string + Dst MAC
» snmpd process \_ J
« snmpd cores
« letc/snmpd.conf
. e s Standby FMC? |

1. SNMP HEZREFE FMC ?



FMC SNMP does not
work

. Reply arrive
o server?

7. Check
the server

W
2. Take caplures ,/F 4. Ghack: _\1 6. Check: A
UF'S"EEEE:””Q the « FMC SNMP config « FMC routing
« Capture contents « FMC capture
« FMC Flig!ﬂll . (tepdump)
« community string « Dst MAC
« snmpd process \ J
« snmpd cores
+ fetc/snmpd.conf

« |s Standby FMC?
- .

- FMC EE#0 LR

<#root>

adnmi n@S2600- 2: ~$

sudo tcpdunp -i ethO udp port 161 -n

HS PACKET_BUFFER SI ZE is set to 4.

tcpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Ethernet), capture size 262144 bytes
10: 58: 45. 961836 | P 192. 168. 2. 10. 57076 > 192. 168. 2. 23.161: C="Ci scol123" Cet Next Request(28) .10.3.1.1.4.

.Q 2R FHIRREEFMC /var/common/B & T , RABEMFMC UIHIT T8

<#root>
admin@FS2600-2:~$%

sudo tcpdunp -i ethO udp port 161 -n -w /var/comon/ FMC_SNWP. pcap

HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes



AC46 packets captured
46 packets received by filter

FMC BRENE ?

FMC SNMP does not
work

" Reply arrive
to server?

2. Take captures
upstream along the —
path . routing
« FMC capture
(tepdump)
« Dst MAC

% vy

WMR FMC TRE , BRE :

- FMC SNMP B& (“R&">BE”)
1. SNMP %
2. ‘YR HI FR"EB

aliule, Firepower Management Center ooy mnaysis  poicies  Devices Al Firepower Management Center
Configuratio cisco m | Configuration

Overview Analysis Policies Devices g

cIsco

SNMP Version | Version 2
Community String | Cisco123 + Add Rules
Host Port
any 443 H
any 2 .
I any 161 I 5

MR FMC TRE , BRE :

- R (BEERR ) AR



- HXZHFHR (ATHRHNEFEE)
- FMC B4l ( &R BIR, W&, B ) # /var/log/snmpd.log FEIA R
« snmpd 32

<#root>
admin@FS2600-2:~§$

sudo pntool status | grep snnpd

snmpd (normal) - Running 12948

Command: /usr/sbin/snmpd -c /etc/snmpd.conf -Ls daemon -f -p /var/run/snmpd.pid
PID File: /var/run/snmpd.pid

Enable File: /etc/snmpd.conf

« snmpd B0

<tfroot>
admin@FS2600-2:~$

Is -al /var/common | grep snnpd

-rw------- 1 root root 5840896 Aug 3 11:28 core_1627990129_FS2600-2_snmpd_3.12948

« Jetc/snmpd.conf A &Y f5 i B & XA -

<{froot>
adnmi n@S2600- 2: ~$

sudo cat /etc/snnpd. conf

# additional user/customconfig can be defined in *.conf files in this folder
includeDir /etc/snnp/config.d

engi nel DType 3

agent addr ess udp: 161, udp6: 161

rocommunity Ciscol23

rocomuni ty6 Ci scol23

N srE . WESEASNMP | Msnmpd.conf3 R

- BEENEZAFMC?

£ 6.4.0-9 M 6.6.0 REIKRAH , A FMC FK3IE SNMP ##E ( snmpd & T FHFRE ) . X&
MRz PHINR, ©EBBINEEZRITEID CSCvs32303


https://tools.cisco.com/bugsearch/bug/CSCvs32303

FoEBLE SNMP

BB HER ( Cisco TAC EXRAIRHA )

« “BANREER Cisco Firepower Management Center F Firepower 4115 Threat Defense Eii&
SNMP, ”

« “FTDLEHSNMPELE &,
“BAVEELRE FTD 8% L5 SNMP 512,
“BI=RE FXOS HEE SNMP RS , EREREFAFFEA commit-buffer, EREEIR

A ATENR, FRHEEIHITER, ”
o “BRAVAEELR FTD i% % LS SNMP Y512, ~
« “FTo3EE FTD LEE SNMP |, bR EREFLIIRE, 7



4L E SNMP B & 5] 73
BHEES : X!

o BRISRANIIAY |

« (FMC E.EEr)

https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/qguide/fpmc-config-
quide-v70.html

« (FXOS B EmM)

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos2101/web-
quide/b GUI FXOS ConfigGuide 2101/platform settings.html#topic 6C6725BBF4BC4333BA207BE9DB

BEEET SNMP 344 |

FMC SNMP :

E Book Contents Q,

“ Appliance Platform Settings Email Notifications

>
L]

Language Selection
System Configuration

Login Banners
SNMP Polling

Platform Settings Policies

Platform Settings for Classic
Devices

Time and Time Synchronization

Global User Configuration Settings

FXOS SNMP :


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos2101/web-guide/b_GUI_FXOS_ConfigGuide_2101/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos2101/web-guide/b_GUI_FXOS_ConfigGuide_2101/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53

E Book Contents

Book Title Page

Introduction to the Firepower
Security Appliance

Gething Started

Licenze Management for the ASA
User Management

Image Management

Security Certifications Compliance

System Administration

Platform Settings

Home [ ... [ Ceco Firepower 9300 Senes | Configuration Gusdes [

Cisco Firepower 4100/9300 FXOS Firepower

Q, FindM

Chapter: Platform Settings

» Chapter Contents

# Setting the Date and Time
= Configuring SSH

* Configuring TLS

* Configuring Telnet

# Configuring SNMP

# Configuring HTTPS

Firepower 41xx/9300 SNMP Bt & :

~ Appliance Platform Settings

System Configuration
Platform Settings Policies

Platform Settings for Classic Devices

l Platform Settings for Firepower Threat Defense |

Firepower 1xxx/21xx SNMP B & :




“ Firepower Threat Defense Interfaces and Device Settings
Interface Overview for Firepower Threat Defense
Regular Firewall Interfaces for Firepower Threat Defense
Inline Sets and Passive Interfaces for Firepower Threat Defense

DHCP and DDNS Services for Threat Defense

SNMP for the Firepower 1000/2100

Firepower Device Manager (FDM) £#) SNMP BEi&

BB EIR ( Cisco TAC ERRHIRAE ) -

“BAEEMXES , UER FDM # Firepower i % LELE SNMPv3, ”
“Bid FDM F3E7E FPR 2100 X% EELE SNMP, ”

“To3EE FDM BlE SNMP v3, ”

« “EEIREL FDM 6.7 SNMP Bt ER & Bh, ~

« “f£ Firepower FDM #1/5 | SNMP v3, ”

n{a4k3# SNMP FDM i & [7] &
« XF 6.7 ZBIRARA , AT BAEM FlexConfig 11T SNMP BLE :

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-quide-660/fptd-
fdm-advanced.html

M Firepower 6.7 745 , SNMP B EF B FlexConfig , MEEA REST API :

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-
troubleshoot-snmp-on-firep.html

SNMP #fEHERRIEE &

1xxx/21xx/41xx/9300 (LINA/ASA) — #£[6) Cisco TAC EXZEHRFIHEBWENRNE

R} BN
firepower# show run snmp-server IF ASA/FTD LINA SNMP B E.

K UF ASA/FTD LINA £ SNMP &itfE 8. ER
FE SNMP 2z 2 % A M Hi T 388

firepower# show snmp-server statistics



https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-advanced.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-advanced.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html

> capture-traffic

WREEEO LARE.

firepower# capture SNMP-POLL interface
net201 trace match udp any any eq 161

FUDP 161HyE#E# D ( & H“net201” ) LHIKR
E (SNMP%f )

firepower# capture SNMP-TRAP interface
net208 match udp any any eq 162

BFRUDP 1620212 0 ( &1 net208” ) LHIF
£, (SNMPRERH) .

firepower# show capture SNMP-POLL packet-
number 1 trace

BREREIIAASA/FTD LINABHERE OB A OSNMPEL
=,

admin@firepower:~$ sudo tcpdump -i tap_nlp

£ NLP ( 3F LINA #t32 ) RER tap 20 E#{THIR.

firepower# show conn all protocol udp port 161

K EUDP 161 LRYFTBEASA/FTD LINAZE#
( SNMP#:1] ) »

firepower# show log | $302015.*161

K& SNMP 2 i##) ASA/FTD LINA B& 302015.

firepower# more system:running-config | itt[X

BE SNMP X FAF .

firepower# debug menu netsnmp 4

I UuF SNMP E & M Bt FZ ID.

firepower# show asp table classify interface
net201 domain permit match port=161

KEE R net201"H#E O KISNMP ACL LR s 2

o

firepower# show diskO: | i#%Cx

KRERBFEEM SNMP &L

admin@firepower:~$ Is -l /var/data/cores

BEEBFEEA SNMP &t NEATF FTD.

firepower# show route

16 F ASA/FTD LINA B%H .

> show network

WUE FTD BB HEHEK.

admin@firepower:~$ tail -f
/mnt/disk0/log/ma_ctx2000.log

KIS /BEBRFTD L BISNMPV3HE,




firepower# debug snmp trace [255]
firepower# debug snmp verbose [255]
firepower# debug snmp error [255]

firepower# debug snmp packet [255]

BRI ERES T, AEEE , BBT Cisco
TAC 33 SNMP #1THFEHERR.

41xx/9300 (FXOS) — #£[@ Cisco TAC XX HFRFIZIFENENAR

PLoNAN
Ap T3

DU

firepower# connect fxos

firepower(fxos)# ethanalyzer local interface mgmt capture-
filter "udp port 161" limit-captured-frames 50 write
workspace:///[SNMP-POLL.pcap

firepower(fxos)# exit

firepower# connect local-mgmt
firepower(local-mgmt)# dir

111152 Jul 26 09:42:12 2021 SNMP.pcap

firepower(local-mgmt)# copy workspace:///SNMP.pcap
ftp://ftp@192.0.2.100/SNMP.pcap

SNMP %2181 (UDP 161) 4 FXOS 13k
EEEITE FTP BRE 28
FTP IP : 192.0.2.100

FTPAFE : ftp

firepower# connect fxos

firepower(fxos)# ethanalyzer local interface mgmt capture-
filter "udp port 162" limit-captured-frames 50 write
workspace:///[SNMP-TRAP.pcap

SNMP F&B# (UDP 162) # FXOS #%k

firepower# scope system
firepower /system # scope services

firepower /system/services # show ip-block detail

@& FXOS ACL

firepower# show fault

K& FXOS M fE

firepower# show fabric-interconnect

K FXOS #EMEEMIMINMKIRE



ftp://ftp@192.0.2.100/SNMP.pcap

firepower# connect fxos

firepower(fxos)# show running-config snmp all

¥iE FXOS SNMP Bl &

firepower# connect fxos
firepower(fxos)# show snmp internal oids supported create

firepower(fxos)# show snmp internal oids supported

¥iF FXOS SNMP OID

firepower# connect fxos

firepower(fxos)# show snmp

HIiE FXOS SNMP 1% E M it #has

firepower# connect fxos
firepower(fxos)# terminal monitor
firepower(fxos)# debug snmp pkt-dump

firepower(fxos)# debug snmp all

it FXOS SNMP ( “$hiE4a = £ 25
")
£ A “terminal no monitor”F1“undebug
al’fE L@

1xxx/21xx (FXOS) — £ M@ Cisco TAC R X HFRFIZHFEERENAR

&a BN
> capture-traffic HREEEOLNRE
> show network Wif FTD EXEYHEKHBER

firepower# scope monitoring
firepower /monitoring # show snmp [host]

firepower /monitoring # show snmp-user
[detail]

firepower /monitoring # show snmp-trap

K iF FXOS SNMP Bt &

firepower# show fault K& FXOS #HfE

firepower# connect local-mgmt KE FXOS &4 (E3# )




firepower(local-mgmt)# dir cores_fxos

firepower(local-mgmt)# dir cores

FMC - #£8] Cisco TAC RRXXERH 2B FBZRENAR

B A
op T

[
B
I+

admin@FS2600-2:~$ sudo tcpdump -i ethO udp port
161 -n

WREEED ERAT SNMP R RE

admin@FS2600-2 : ~$ sudo tcpdump -i ethO udp port
161 -n -w /var/common/FMC_SNMP.pcap

HWREEEQD AT SNMP B21ANREH
FEREB X H+

admin@FS2600-2:~$ sudo pmtool status | grep
snmpd

K& SNMP #ZRZS

admin@FS2600-2:~$ Is -al /var/common | grep
snmpd

KE SNMP #& /O34 (B3 )

admin@FS2600-2:~$ sudo cat /etc/snmpd.conf

BE SNMP BEEXHHIRNAE

snmpwalk =4l

T3an oA A TRIEM SRR

A A
op

[
B
=

# snmpwalk -c Cisco123 -v2¢ 192.0.2.1

5 SNMP v2c SREUZRZ =V FIE
OID,

Cisco123 = X F&F &R

192.0.2.1 = B EA

# snmpwalk -v2c -c Cisco123 -OS 192.0.2.1
10.3.1.1.4.1.9.9.109.1.1.1.1.3

i50.3.6.1.4.1.9.9.109.1.1.1.1.3.1 = Gauge32 : 0

£/ SNMP v2c FREUZZEH AV E
OID




# snmpwalk -c Cisco123 -v2¢ 192.0.2.1

10.3.1.1.4.1.9.9.109.1.1.1.1 -On BB 3t BRI OID

.10.3.1.1.4.1.9.9.109.1.1.1.1.6.1 = Gauge32 : 0

£/ SNMP v3 SREUZRE EHNHFTE
OID,

# snmpwalk -v3 -l authPriv -u cisco -a SHA -A Cisco123 - [SNMPv3 B = cisco
x AES -X Cisco123 192.0.2.1
SNMPv3 &3 501iF = SHA.

SNMPv3 #&£1X = AES

# snmpwalk -v3 -l authPriv -u cisco -a MD5 -A Cisco123 - |f£F SNMP v3 ( MD5 1 AES128 ) 3k
x AES -X Cisco123 192.0.2.1 HUZZEHMATE OID

# snmpwalk -v3 -l auth -u cisco -a SHA -A Cisco123

= I T
192.0.2.1 X EESHKIEN SNMPv3

N{AT4E 2 SNMP R

1. S =E
https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV
2. A KRB FsnmpHiEESelect from list,

Tools & Resources

Bug Search Tool

ﬂ Save Search [ Load Saved Search = X Clear Search Erad Current Search
search For SNMg @
Releases Affecting or Fixed in these Releas w
Modified Date Status Saverity Reating Support Cases Bug Type
Filter W

o W W w | | Custormner Visdble w



https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV

[ Save Search [ELoad Saved Search » 3 Clear Search Email Current Search

Search For snmp
Examples: CSCIE10124, router crash, etc
Product SenesModel w | [Cisco Firepower Management Center Virual Appliance
Releases Affecting or Fmed in these Reléas w
Modified Date Status Severity Rating Support Cases:
Filler o o o LV
Viewing 1 - 25 of 159 results Sort by

CSCvh32876 - ENH:Device level settings of FP2100 should allow to configure ACL and
SMNMP location

Symptom: This is a feature request for an option to configure access-kst o restnct specific
hastinetenark (o poll dewice using SHMP and SHMP locabon. FP2100 allows you to configure

Severity. 6 | Status: Terminated | Updated: Jan 32081 | Cases 2 | {0

7]

Setecf from st

Bug Type

v | | Customner Visible v

o

& Ex

BEELN~m:

BERAENZSIRE (ASA) #i#

Cisco Firepower 9300 %5l

« Cisco Firepower Management Center i #li% &
Cisco Firepower NGFW

EESEYS

- ELB AT Threat Defense B SNMP
« 1EFXOS (Ul LB ESNMP
o BARZEFFMINHE - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/platform_settings_for_firepower_threat_defense.html#task_C98446BB601C4930974E7E287B1784C0
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/platform_settings_for_firepower_threat_defense.html#task_C98446BB601C4930974E7E287B1784C0
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/platform_settings_for_firepower_threat_defense.html#task_C98446BB601C4930974E7E287B1784C0
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/platform_settings_for_firepower_threat_defense.html#task_C98446BB601C4930974E7E287B1784C0
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/web-guide/b_GUI_FXOS_ConfigGuide_241/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/web-guide/b_GUI_FXOS_ConfigGuide_241/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/web-guide/b_GUI_FXOS_ConfigGuide_241/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/web-guide/b_GUI_FXOS_ConfigGuide_241/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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