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HXEER
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- SNMP#E — Cisco IOS®¥#Fhx4<10.35 & & A,

- SNMPHhRZ3 - Cisco IOSE R A12.0(3)TH 5| A,
AXHFNEEHBRETREXRERNETNREZREN ., ANHPERANAARZHAERAR
(BN ) BE. MREHMBLTENRS , FERRETRAERSHIBERRE,

A
BXIHEANNESERESN CiscofRBRAM"



HRER

RIFERISNMPIEREE , A H R HSNMPHYIFIE 7] 8848 [ & 7 f K7™ £ 1548 BR 55 (DoS) At

HHSNMPH S BE
BIRITH SNMP # X F&FE

FpublicAERE , Mprivate AEREH X F# 53 TR —HFHHME,
Rk SNMP #LE

It setup SNMP view BF B A] APR LR BN R BREBEFEEFEMIB)MAF . BRIAMERT , S&F snvp
view entry exists ﬁtﬁ%&é%ﬁﬂ%ﬁﬁ?ﬁﬂ% ) H 8 % ECisco IOSEHFRA10.3H 5| A, EHNIHERS
HELLT access-list MRIRE LT snvp view EREMIBR L | i EHEB L ESHYHIEL,
BR , IFATEE , C2EFLEZINEENSIRAERTED,

EQESEHURLKE ) BEWNITEXTER snmp-server view global configuration ﬁ‘%o gﬂﬂ“%?‘é’fﬁﬂ’g
SNMPERSFBMERE , FEMTEATER no lban SR,

ik

snmp-server view view-name oid-tree {included | excluded}

no snmp-server view view-name

BE U E:

. view-name — N EH RN BN ABEEFZHFNIEEL, EMATEIAIER,

- oid-tree — ENMETE SRR BRIBZFRIE—(ASN. ) FHEOXN RIMARF. EEFRIRFH , &
EEGEHT (101.3.6.24 ) R (W) HXEKRFHFE system. AES()BEFHRENFIR
RALUEEFHRS ; fln1.3. .4,

+ included | excluded — FREIZK A, 2418 EincludedZexcluded,
HEEVNRMARSNENWAES , IAFEARMUENTIENRE, — N2, RT-AFT
LEIRMBENR. B—MNRrestricted, RIRAFALUER=NA : system, snmpStats, F
snmpParties. RFC 1447 MM B T E X RE

X B snmp-server BIAM TR E AW NRAEHISNMP,

WROESIE—NIE , EPFEEMIB-IREAPBRU TN RUINABIFTEXT R sysServices ( REE
7) MIMIB-I3EAAHEOHFIENR

snmp-server view agon system included
snmp-server view agon system.7 excluded

snmp-server view agon ifEntry.*.1l included



XE—NTENRG , WA NMAEMIBSHXZ/RFEF snmpwak 5 view Fifl. HEEE YL —MNIE
, AT 1E48 XS it it AR AT L (ARP) R BYSNMP 5 8] ( atentry ) , F AL FMIB-IIF] B &% AAMIB:

snmp-server view myview mib-2 included
snmp-server view myview atEntry excluded
snmp-server view myview cisco included
snmp-server community public view myview RO 11
snmp-server community private view myview RW 11

snmp-server contact pvanderv@cisco.com

LUTRMB-IRGHM M -

NMSPrompt 82 % snmpwalk cough system

system.sysDescr.0 : DISPLAY STRING- (ascii):Cisco Internetwork Operating System Software

Cisco IOS (tm) 2500 Software (C2500-JS-L), Version 12.0(1)T,RELEASE SOFTWARE (fc2)

Copyright (c) 1986-1998 by cisco Systems, Inc.

Compiled Wed 04-Nov-98 20:37 by dschwart

system.sysObjectID.0 : OBJECT IDENTIFIER:
.iso.org.dod.internet.private.enterprises.cisco.ciscoProducts.cisco2520

system.sysUpTime.0 : Timeticks: (306588588) 35 days, 11:38:05.88

system.sysContact.0 : DISPLAY STRING- (ASCII):pvanderv@cisco.com

system.sysName.0 : DISPLAY STRING- (ASCII):cough

system.sysLocation.0 : DISPLAY STRING- (ASCII):

system.sysServices.0 : INTEGER: 78

system.sysORLastChange.0 : Timeticks: (0) 0:00:00.00

NMSPrompt 83 %

LT RA M CiscoRSGHMN ML :

NMSPrompt 83 % snmpwalk cough lsystem
cisco.local.lsystem.romId.0 : DISPLAY STRING- (ASCII):
System Bootstrap, Version 11.0(10c), SOFTWARE

Copyright (c) 1986-1996 by cisco Systems

cisco.local.lsystem.whyReload.0 : DISPLAY STRING- (ASCII):power-on
cisco.local.lsystem.hostName.0 : DISPLAY STRING- (ASCII) :cough

LT EMIB-Il ARPRHI RS M H



NMSPrompt 84 % snmpwalk cough atTable
no MIB objects contained under subtree.

NMSPrompt 85 %

fE A access-list i& il SNMPH {&

SN REXRBUENHXFRARNALREHESIIRACL) , FBRREREXFFESBEHEX
FREFE. HRFIRESHMARPIERSSERNTRER -SRI

L RBIFACLIREN H X FRF&

access-list 1 permit 10.1.1.1

snmp-server community stringl ro 1

HIEFTRANEXFRERATERNBEOERN , MRHEXFHERRGER] , RaREE—%
REREENTEME. BN , REEAJRELRERENAMARZERZRMNMEPRIRMEBHES

ERAXFHRERABMHE , TAERELCisco IOSHHEFASNMPILRERAEZF/RH, B4
ZRtEX, Filan

access-list 10 deny any
snmp-server host 10.1.1.1 mystringl
snmp-server community mystringl RO 10

®® SNMP 43

SNMPZE 3R & ¥ 2 1ECisco IOSEHRA12.0F 5| A , EREKRATHEEE, MITUTSRE
ESNMPZE 3R :

1. ISNMPE{E 2 B 51 ZID ( /i ) o
2. EXJEFHgrouponetV . AF , 3@t A M AnoAuthentication(no password)
noPrivacy(no encryption),
3. ENE T4HA 2/ A Fusertwo&nbsp; , 3@tk A 7 M AnoAuthentication(no password)#1
noPrivacy(no encryption),
4. & W& T4H4A 389 A F userthree 3 5. f Authentication(password is user3passwd)#
noPrivacy ( TTin# ) LA S,
5. & g T 4Agroupfour® A Fuserfour , 3 I¥Authentication(password is user4passwd)¥
Privacy ( des561N% ) A TIHAF,
CBESAFRREERUSM)VIEXNA |, HEAXNVIERIAME ( BRIA ) B9RES R AGR,
BEFBUSM V3B —MNA | A2, HE AR myviewl B 8= | .
JBEUSMV3EN —NA |, A3, ABEE SRS AVIRIARE ( BIA ) LHEERHR,
BIZUSM V3E XA group , FHi#idAuthenticationF1Privacy v EIALE ( B\ ) B AEE
=18
10. XL —MNIE myview , AT REMIB-IIHY3RE A 8] HIEL XS & A Cisco MIBRYIRERIA[E], 1t
show running B F B & X 4 X F#F &2 Read-Only public , & it 5 HpubliciR St E 4T, Bt

©O© 00 N O



show running % i 7 & Ruserthree,

Al -

snmp-server engineID local 111100000000000000000000

snmp-server user userone groupone v3

snmp-server user usertwo grouptwo v3

snmp-server user userthree groupthree v3 auth md5 user3passwd

snmp-server user userfour groupfour v3 auth md5 userd4passwd priv des56
userdpriv

snmp-server group groupone v3 noauth

snmp-server group grouptwo v3 noauth read myview

snmp-server group groupthree v3 auth

snmp-server group groupfour v3 priv

snmp-server view myview mib-2 included

snmp-server view myview cisco excluded

snmp-server community public RO

UT248EAFuseronefIMIB-IRZEAEN S H:

NMSPrompt 94 % snmpwalk -v3 -n "" -u userone -1 noAuthNoPriv clumsy system
Module SNMPV2-TC not found
system.sysDescr.0 = Cisco Internetwork Operating System Software

Cisco IOS (TM) 4500 Software (C4500-IS-M), Version 12.0(3)T,RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Tue 23-Feb-99 03:59 by ccai

system.sysObjectID.0 = OID: enterprises.9.1.14
system.sysUpTime.0 = Timeticks: (28208096) 3 days, 6:21:20.96
system.sysContact.0 =

system.sysName.0 = clumsy.cisco.com

system.sysLocation.0 =

system.sysServices.0 = 78

system.sysORLastChange.0 = Timeticks: (0) 0:00:00.00
NMSPrompt 95 %

UTR24A8E AP usertwolIMIB-I REA NS FEH:

NMSPrompt 95 % snmpwalk -v3 -n "" -u usertwo -1 noAuthNoPriv clumsy system

Module SNMPV2-TC not found

system.sysDescr.0 = Cisco Internetwork Operating System Software
Cisco IOS (TM) 4500 Software (C4500-IS-M), Version 12.0(3)T,RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Tue 23-Feb-99 03:59 by ccai

system.sysObjectID.0 = OID: enterprises.9.1.14
system.sysUpTime.0 = Timeticks: (28214761) 3 days, 6:22:27.61
system.sysContact.0 =

system.sysName.0 = clumsy.cisco.com

system.sysLocation.0 =

system.sysServices.0 = 78

system.sysORLastChange.0 = Timeticks: (0) 0:00:00.00

LT 2% 8 A P useronef CiscoZ it R ANt S M4 H:



NMSPrompt 98 % snmpwalk -v3 -n "" -u userone -1 noAuthNoPriv clumsy .1.3.6.1.4.1.9.2.1

Module SNMPV2-TC not found

enterprises.9.2.1.1.0 = "..System Bootstrap, Version 5.2 (7b) [mkamson 7b],
RELEASE SOFTWARE (fcl)..Copyright (c) 1995 by cisco Systems,

Inc..."

enterprises.9.2.1.2.0 = "reload"

enterprises.9.2.1.3.0 = "clumsy"

enterprises.9.2.1.4.0 "cisco.com"

AT a5 M5 B /R IETOE A A P usertwo3RECisco AN it RGE 4R :

NMSPrompt 99 % snmpwalk -v3 -n "" -u usertwo -1 noAuthNoPriv clumsy .1.3.6.1.4.1.9.2.1

Module SNMPV2-TC not found
enterprises.9.2.1 = No more variables left in this MIB View

NMSPrompt 100 %

s MEHERERTEENX topdump ( EFFXFTSNMPRRA3 X 3 Mprintfff AT ) -

NMSPrompt 102 % snmpget -v3 -n "" -u userone -1 noAuthNoPriv clumsy system.sysName.O

Module SNMPV2-TC not found
system.sysName.0 = clumsy.cisco.com

##E0O LREACL
ACLINRER ML 21 , Pt EMIPKIRE R T, ACL AT LAN A 2B B AR ASifR O,

ERBEFREREBACLIACLINTFA L |, AN AN EBEDOACLE ZEEIPH: 1k 33 2R #Y
F#EHR DL (UDP)RE.

T— N BiHRIFIRAGEMNEHME, RGFRIREHIFIEZEDLEE TIPH1E192.168.10.150

172.16.1.1 , FTESNMPiE R &R FIZEIP# A 10.1. 11N EE E | HF BEEERERREEZSIPHt
192.168.10. 13815 :

access-list 101 permit udp host 10.1.1.1 host 192.168.10.1

It accessist ARFEAMERAUATEEGTNARRERED :

interface ethernet 0/0

ip access-group 101 in

HUDPIR A L SR EREREENAERZBEZRAEIE 2N ITRZIRP. Cisco IOSHKHE
Fi49152%1655353% Bl M A9 O 4F A h E 15 (B 1013 R 45 (DNS)E ) IR 1o

NTERETFZIPHINRENFESHHF[EGFN TS EN , KBRARAFELIRZTT B,



rACLs

WNFoHmAFEE , rACLATLARMCisco 12000FR 5l F I fz 32 #2 H1.3% HH 88 (GSR)HI Cisco IOSE ki 2
12.0(21)S2#Cisco 7500FR 51 12.0(24)SHRAFF IR T, FEWRIGRIFIREREF MK BLESEZ
HRPIRZERZEERENTMN, BRRFACLEBEANNELLREXR  KIFERA N REHN

MEZEMWEENE , AR S ERBNFRSE L, CPURER S MEIL RS , BBITR
RERALESE FNAE, HRBRGSR : BRIHFZEHSIXRWEEBETRAIEERE. FH

ZHERTHOA[ENEELEESEREHIELFETLENRES,

E %% ACL

BAREBARAIENNENREEEIEERME , B LUHRRRT RIFAEHNEMREIREZ N BERFRNR
B HAEMBIREBZRE. EMRBACLIACLBM A MNELENRESR  LATFHMAIB
HFHMEZEHN BT , URENESERBOBREEZ, BE® (RPEHZL . EREHE
RIpiH a1 4&IBIER) (Protecting Your Core: Infrastructure Protection Access Control Lists) T8 T
IACLIVIE M EN BB AR,

Cisco Catalyst LANZ ¥4l %2 ThiE

ip permit%! 3= Th 8E FR Hll M AR BRAX BV IR IP b 1k ) AR ALY Inbound TelnetfISNMPiA R, 2 &£ BN
RERNW BRI , XEEREAFEHENSNMPEMBAZIEERS,

Cisco IOSEHZ £ IhEEMNA S A TEEKHEEMCisco CatalystR#atl, EERIZTLKE , UL
BRI BT LATG (R ST AL M BR R BRI B B IS M E S

BRIARSIPRELZLMNFAEE  FERHESIPMER S,

MAHRE SNMP &#iR

EFA B ESNMP+EXACL log X8 F . U512 syslog KM =1H , W RFIRo

access-list 10 deny any log
snmp-server community public RO 10

HEAZHBIHX ARG REEREN |, BB R syslog AT

$SEC-6-IPACCESSLOGS: list 10 denied 172.16.1.15packet

L4 B E K Faccess-list 102 B4R B EH1172.16.1. 1 ENSNMPEIE S

EHRESNMPR B FEEL IR showsnmp 8 H , M AR :

router#show snmp Chassis: 21350479 17005 SNMP packets input

37 Bad SNMP version errors**

15420 Unknown community name**

0 Illegal operation for community name supplied
1548 Encoding errors**

0 Number of requested variables

0 Number of altered variables


http://www.cisco.com/warp/customer/707/racl.html
http://www.cisco.com/warp/customer/707/iacl.html
http://www.cisco.com/en/US/docs/internetworking/design/guide/nd2016.html

Get-request PDUs

Get-next PDUs

Set-request PDUs 0 SNMP packets output
Too big errors (Maximum packet size 1500)
No such name errors

Bad values errors

General errors

Response PDUs

Trap PDUs

MEARFIRBRBINEIMAO TR , EBRRBURRTEAUBNAZLERED. BEREEARZE
RE , FZHENERTSE/HBA,

HXRfER

- BB RE 1 SNMPIRE
- BBBRARZHNTER

O O O O O O o o o



http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
https://sec.cloudapps.cisco.com/security/center/publicationListing.x
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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