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MIBEZERNFAEE — BENRIFIAF(OID)

vtpVlanState OBJECT-TYPE

SYNTAX INTEGER { operational (1),
suspended (2),
mtuTooBigForDevice (3),
mtuTooBigForTrunk (4) }
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The state of this VLAN.

The state 'mtuTooBigForDevice' indicates that this device
cannot participate in this VLAN because the VLAN's MTU is
larger than the device can support.

The state 'mtuTooBigForTrunk' indicates that while this
VLAN's MTU is supported by this device, it is too large for
one or more of the device's trunk ports."

:= { vtpVlanEntry 2 }

.1.3.6.1.2.1.17.4.3.1.1
dotldTpFdbAddress OBJECT-TYPE

-- FROM BRIDGE-MIB

-- TEXTUAL CONVENTION MacAddress

SYNTAX OCTET STRING (6)

MAX-ACCESS read-only

STATUS Mandatory

DESCRIPTION "A unicast MAC address for which the

bridge has forwarding and/or filtering information."
::= { 1s0o(l) org(3) dod(6) internet(l) mgmt (2) mib-2(1)
dotldBridge(17) dotldTp(4) dotldTpFdbTable(3) dotldTpFdbEntry(l) 1 }

.1.3.6.1.2.1.17.4.3
dotldTpFdbTable OBJECT-TYPE

-- FROM BRIDGE-MIB

DESCRIPTION "A table that contains information about unicast
entries for which the bridge has forwarding and/or filtering information.
This information is used by the transparent bridging function in
determining how to propagate a received frame."
::= { iso(l) org(3) dod(6) internet(l) mgmt(2) mib-2(1) dotldBridge(17)
dotldTp(4) 3 }

.1.3.6.1.2.1.17.5.1
dotldStaticTable OBJECT-TYPE

-- FROM BRIDGE-MIB

DESCRIPTION "A table containing filtering information configured
into the bridge by (local or network) management specifying the set of ports
to which frames received from specific ports and containing specific destination
addresses are allowed to be forwarded. The value of zero in this table as the
port number from which frames with a specific destination address are received,
is used to specify all ports for which there is no specific entry in this table
for that particular destination address. Entries are valid for unicast and for
group/broadcast addresses."
::= { iso(l) org(3) dod(6) internet(l) mgmt(2) mib-2(1) dotldBridge(17)
dotldStatic(5) 1 }

.1.3.6.1.2.1.17.4.3.1.2
dot1ldTpFdbPort OBJECT-TYPE
-- FROM BRIDGE-MIB



SYNTAX
MAX-ACCESS
STATUS Mandatory
DESCRIPTION "Either the value "0",
on which a frame having a source address equal to the value of the corresponding
"0" indicates that the
port number has not been learned, but that the bridge does have some
(that is, in the StaticTable).
Implementors are encouraged to assign the port value to

Integer
read-only

or the port number of the port
instance of dotldTpFdbAddress has been seen. A value of

forwarding/filtering information about this address

this object whenever it is learned,
value of dotldTpFdbStatus is not learned(3

even for addresses for which the corresponding
).Il

{ iso(1)
dotldTpFdbTable (3)

org(3)

dod(6) internet (1)

dot1ldTpFdbEntry (1) 2 }

mgmt (2)

mib-2 (1) dotldBridge(17) dotldTp (4)

{E FISNMP# Z3) 5 CAME B

BIES

BRBLLTSBREHASNMPREEIACAME &,

1. ®&VLAN, fEvipVianState¥$5R(.1.3.6.1.4.1.9.9.46.1.3.1.2) L 1§ Fsnmpwalk:

nms-server?2:/home/ccarring>

snmpwalk -c public 14.32.6.17 vtpVlanState

CISCO-VTP-MIB: :vtpVlanState.l.1l = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.l.2 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.l.6 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.l.7 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.1l.8 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.l.11 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.1l.12 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.l.14 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.1l.18 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.1l.19 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.1l.20 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.1l.21 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.1l.41 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.1l.42 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.1l.43 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.1l.44 = INTEGER: operational(l)
CISCO-VTP-MIB: :vtpVlanState.1.100 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.1.101 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.1l.123 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.1.401 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.1.1002 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.1.1003 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.1.1004 = INTEGER: operational (1)
CISCO-VTP-MIB: :vtpVlanState.1.1005 = INTEGER: operational (1)

X FEANVLAN |, REIMACHE It R(ERH X FHEZES|
)dot1dTpFdbAddress(.1.3.6.1.2.1.17.4.3.1.1).

nms-server2:/home/ccarring> snmpwalk -c public@l 14.32.6.17 dotldTpFdbAddress

ERBIH , VLAN 2ERF T E2EAFRE

.1.3.6.1.2.1.17.4.3.1.1.0.208.211.106.71.251 Hex-STRING: 00 DO D3 6A 47 FB

nms-server?2: /home/ccarring>
nms-server?2: /home/ccarring>

snmpwalk -c public@2 14.32.6.17 dotldTpFdbAddress
snmpwalk -c public@6 14.32.6.17 dotldTpFdbAddress

.1.3.6.1.2.1.17.4.3.1.1.0.2.185.144.76.102 = Hex-STRING: 00 02 B9 90 4C 66
.1.3.6.1.2.1.17.4.3.1.1.0.2.253.106.170.243 = Hex-STRING: 00 02 FD 6A AA F3
.1.3.6.1.2.1.17.4.3.1.1.0.16.13.56.16.0 = Hex-STRING: 00 10 0D 38 10 00
.1.3.6.1.2.1.17.4.3.1.1.0.96.84.144.248.0 = Hex-STRING: 00 60 54 90 F8 00
.1.3.6.1.2.1.17.4.3.1.1.0.208.2.214.120.10 = Hex-STRING: 00 DO 02 D6 78 OA
.1.3.6.1.2.1.17.4.3.1.1.0.208.211.54.162.60 = Hex-STRING: 00 DO D3 36 A2 3C
.1.3.6.1.2.1.17.4.3.1.1.0.224.30.159.10.210 = Hex-STRING: 00 EO 1E 9F OA D2
nms-server2:/home/ccarring> snmpwalk -c public@7 14.32.6.17 dotldTpFdbAddress
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.1.3.6.1.2.1.17.4.3.1.1.0.16.13.161.24.32 = Hex-STRING: 00 10 OD Al 18 20

and so forth for each VLAN discovered in the first step.

3. S FEAVLAN |, REVM i O S dot1dTpFdbPort(.1.3.6.1.2.1.17.4.3.1.2):

nms-server2:/home/ccarring> snmpwalk -c public@l 14.32.6.17 dotldTpFdbPort
.1.3.6.1.2.1.17.4.3.1.2.0.208.211.106.71.251 = INTEGER: 113
nms-server2:/home/ccarring> snmpwalk -c public@2 14.32.6.17 dotldTpFdbPort

nms-server2:/home/ccarring> snmpwalk -c public@6 14.32.6.17 dotldTpFdbPort

.1.3.6.1.2.1.17.4.3.1.2.0.2.185.144.76.102 = INTEGER: 113
.1.3.6.1.2.1.17.4.3.1.2.0.2.253.106.170.243 = INTEGER: 113
.1.3.6.1.2.1.17.4.3.1.2.0.6.83.198.64.173 = INTEGER: 113
.1.3.6.1.2.1.17.4.3.1.2.0.16.13.56.16.0 = INTEGER: 113
.1.3.6.1.2.1.17.4.3.1.2.0.96.84.144.248.0 = INTEGER: 113
.1.3.6.1.2.1.17.4.3.1.2.0.208.2.214.120.10 = INTEGER: 113
.1.3.6.1.2.1.17.4.3.1.2.0.208.211.54.162.60 = INTEGER: 113
.1.3.6.1.2.1.17.4.3.1.2.0.224.30.159.10.210 = INTEGER: 65

nms-server2:/home/ccarring> snmpwalk -c public@7 14.32.6.17 dotldTpFdbPort
.1.3.6.1.2.1.17.4.3.1.2.0.16.13.161.24.32 = INTEGER: 113

and so forth for each VLAN discovered in the first step.

4. JFMHFFiE 0% B Niflndex(1.3.6.1.2.1.2.2.1.1)BR & |
dot1dBasePortlfindex(.1.3.6.1.2.17.1.4.1.2):

nms-server2:/home/ccarring> snmpwalk -c public@l 14.32.6.17 dotldBasePortIfIndex

.1.3.6.1.2.1.17.1.4.1.2.68 = INTEGER: 12
.1.3.6.1.2.1.17.1.4.1.2.69 = INTEGER: 13
.1.3.6.1.2.1.17.1.4.1.2.70 = INTEGER: 14
.1.3.6.1.2.1.17.1.4.1.2.71 = INTEGER: 15
.1.3.6.1.2.1.17.1.4.1.2.72 = INTEGER: 16
.1.3.6.1.2.1.17.1.4.1.2.74 = INTEGER: 18
.1.3.6.1.2.1.17.1.4.1.2.76 = INTEGER: 20
.1.3.6.1.2.1.17.1.4.1.2.77 = INTEGER: 21
.1.3.6.1.2.1.17.1.4.1.2.78 = INTEGER: 22
.1.3.6.1.2.1.17.1.4.1.2.79 = INTEGER: 23
.1.3.6.1.2.1.17.1.4.1.2.80 = INTEGER: 24
.1.3.6.1.2.1.17.1.4.1.2.81 = INTEGER: 25
.1.3.6.1.2.1.17.1.4.1.2.82 = INTEGER: 26
.1.3.6.1.2.1.17.1.4.1.2.83 = INTEGER: 27
.1.3.6.1.2.1.17.1.4.1.2.84 = INTEGER: 28
.1.3.6.1.2.1.17.1.4.1.2.85 = INTEGER: 29
.1.3.6.1.2.1.17.1.4.1.2.86 = INTEGER: 30
.1.3.6.1.2.1.17.1.4.1.2.87 = INTEGER: 31
.1.3.6.1.2.1.17.1.4.1.2.88 = INTEGER: 32
.1.3.6.1.2.1.17.1.4.1.2.89 = INTEGER: 33
.1.3.6.1.2.1.17.1.4.1.2.90 = INTEGER: 34
.1.3.6.1.2.1.17.1.4.1.2.91 = INTEGER: 35
.1.3.6.1.2.1.17.1.4.1.2.92 = INTEGER: 36
.1.3.6.1.2.1.17.1.4.1.2.93 = INTEGER: 37
.1.3.6.1.2.1.17.1.4.1.2.94 = INTEGER: 38
.1.3.6.1.2.1.17.1.4.1.2.95 = INTEGER: 39
.1.3.6.1.2.1.17.1.4.1.2.96 = INTEGER: 40
.1.3.6.1.2.1.17.1.4.1.2.98 = INTEGER: 42
.1.3.6.1.2.1.17.1.4.1.2.99 = INTEGER: 43
.1.3.6.1.2.1.17.1.4.1.2.100 = INTEGER: 44
.1.3.6.1.2.1.17.1.4.1.2.101 = INTEGER: 45
.1.3.6.1.2.1.17.1.4.1.2.102 = INTEGER: 46
.1.3.6.1.2.1.17.1.4.1.2.103 = INTEGER: 47
.1.3.6.1.2.1.17.1.4.1.2.104 = INTEGER: 48
.1.3.6.1.2.1.17.1.4.1.2.105 = INTEGER: 49
.1.3.6.1.2.1.17.1.4.1.2.106 = INTEGER: 50
.1.3.6.1.2.1.17.1.4.1.2.107 = INTEGER: 51
.1.3.6.1.2.1.17.1.4.1.2.108 = INTEGER: 52
.1.3.6.1.2.1.17.1.4.1.2.109 = INTEGER: 53
.1.3.6.1.2.1.17.1.4.1.2.110 = INTEGER: 54


//tools.cisco.com/Support/SNMP/do/BrowseOID.do?local=en&translate=true&objectInput=dot1dTpFdbPort
//tools.cisco.com/Support/SNMP/do/BrowseOID.do?local=en&translate=true&objectInput=ifIndex
//tools.cisco.com/Support/SNMP/do/BrowseOID.do?local=en&translate=true&objectInput=dot1dBasePortIfIndex

.1.3.6.1.2.1.17.1.4.1.2.111 = INTEGER: 55
.1.3.6.1.2.1.17.1.4.1.2.112 = INTEGER: 56
.1.3.6.1.2.1.17.1.4.1.2.113 = INTEGER: 57
.1.3.6.1.2.1.17.1.4.1.2.114 = INTEGER: 58

and so forth for each VLAN discovered in the first step.

S ¥ifName(.1.3.6.1.2.1.31.1.1.1) , SUETE 5 BArhIK/E Mifindex(d 7T L5 EH A0 O & #oE:

nms-server2:/home/ccarring> snmpwalk -On -c public 14.32.6.17 ifName

.31.
.31.
.31.

.52 = STRING: 2/44
.53 = STRING: 2/45
.54 = STRING: 2/46

.1.3.6.1.2.1.31.1.1.1.1.1 = STRING: sc0
.1.3.6.1.2.1.31.1.1.1.1.2 = STRING: sl10
.1.3.6.1.2.1.31.1.1.1.1.3 = STRING: mel
.1.3.6.1.2.1.31.1.1.1.1.4 = STRING: VLAN-1
.1.3.6.1.2.1.31.1.1.1.1.5 = STRING: VLAN-1002
.1.3.6.1.2.1.31.1.1.1.1.6 = STRING: VLAN-1004
.1.3.6.1.2.1.31.1.1.1.1.7 = STRING: VLAN-1005
.1.3.6.1.2.1.31.1.1.1.1.8 = STRING: VLAN-1003
.1.3.6.1.2.1.31.1.1.1.1.9 = STRING: 2/1
.1.3.6.1.2.1.31.1.1.1.1.10 = STRING: 2/2
.1.3.6.1.2.1.31.1.1.1.1.11 = STRING: 2/3
.1.3.6.1.2.1.31.1.1.1.1.12 = STRING: 2/4
.1.3.6.1.2.1.31.1.1.1.1.13 = STRING: 2/5
.1.3.6.1.2.1.31.1.1.1.1.14 = STRING: 2/6
.1.3.6.1.2.1.31.1.1.1.1.15 = STRING: 2/7
.1.3.6.1.2.1.31.1.1.1.1.16 = STRING: 2/8
.1.3.6.1.2.1.31.1.1.1.1.17 = STRING: 2/9
.1.3.6.1.2.1.31.1.1.1.1.18 = STRING: 2/10
.1.3.6.1.2.1.31.1.1.1.1.19 = STRING: 2/11
.1.3.6.1.2.1.31.1.1.1.1.20 = STRING: 2/12
.1.3.6.1.2.1.31.1.1.1.1.21 = STRING: 2/13
.1.3.6.1.2.1.31.1.1.1.1.22 = STRING: 2/14
.1.3.6.1.2.1.31.1.1.1.1.23 = STRING: 2/15
.1.3.6.1.2.1.31.1.1.1.1.24 = STRING: 2/16
.1.3.6.1.2.1.31.1.1.1.1.25 = STRING: 2/17
.1.3.6.1.2.1.31.1.1.1.1.26 = STRING: 2/18
.1.3.6.1.2.1.31.1.1.1.1.27 = STRING: 2/19
.1.3.6.1.2.1.31.1.1.1.1.28 = STRING: 2/20
.1.3.6.1.2.1.31.1.1.1.1.29 = STRING: 2/21
.1.3.6.1.2.1.31.1.1.1.1.30 = STRING: 2/22
.1.3.6.1.2.1.31.1.1.1.1.31 = STRING: 2/23
.1.3.6.1.2.1.31.1.1.1.1.32 = STRING: 2/24
.1.3.6.1.2.1.31.1.1.1.1.33 = STRING: 2/25
.1.3.6.1.2.1.31.1.1.1.1.34 = STRING: 2/26
.1.3.6.1.2.1.31.1.1.1.1.35 = STRING: 2/27
.1.3.6.1.2.1.31.1.1.1.1.36 = STRING: 2/28
.1.3.6.1.2.1.31.1.1.1.1.37 = STRING: 2/29
.1.3.6.1.2.1.31.1.1.1.1.38 = STRING: 2/30
.1.3.6.1.2.1.31.1.1.1.1.39 = STRING: 2/31
.1.3.6.1.2.1.31.1.1.1.1.40 = STRING: 2/32
.1.3.6.1.2.1.31.1.1.1.1.41 = STRING: 2/33
.1.3.6.1.2.1.31.1.1.1.1.42 = STRING: 2/34
.1.3.6.1.2.1.31.1.1.1.1.43 = STRING: 2/35
.1.3.6.1.2.1.31.1.1.1.1.44 = STRING: 2/36
.1.3.6.1.2.1.31.1.1.1.1.45 = STRING: 2/37
.1.3.6.1.2.1.31.1.1.1.1.46 = STRING: 2/38
.1.3.6.1.2.1.31.1.1.1.1.47 = STRING: 2/39
.1.3.6.1.2.1.31.1.1.1.1.48 = STRING: 2/40
.1.3.6.1.2.1.31.1.1.1.1.49 = STRING: 2/41
.1.3.6.1.2.1.31.1.1.1.1.50 = STRING: 2/42
.1.3.6.1.2.1.31.1.1.1.1.51 = STRING: 2/43
.1.3.6.1.2.1 1.1.1.1

.1.3.6.1.2.1 1.1.1.1

.1.3.6.1.2.1 1.1.1.1


//tools.cisco.com/Support/SNMP/do/BrowseOID.do?local=en&translate=true&objectInput=ifName

.31. .55 = STRING: 2/47

1.3.6.1.2.1 1.1.1.1
1.3.6.1.2.1.31.1.1.1.1.56 = STRING: 2/48
1.3.6.1.2.1.31.1.1.1.1.57 = STRING: 2/49
1.3.6.1.2.1.31.1.1.1.1.58 = STRING: 2/50
1.3.6.1.2.1.31.1.1.1.1.59 = STRING: VLAN-2
1.3.6.1.2.1.31.1.1.1.1.60 = STRING: VLAN-6
1.3.6.1.2.1.31.1.1.1.1.61 = STRING: VLAN-7
1.3.6.1.2.1.31.1.1.1.1.62 = STRING: VLAN-8
1.3.6.1.2.1.31.1.1.1.1.63 = STRING: VLAN-11
1.3.6.1.2.1.31.1.1.1.1.64 = STRING: VLAN-12
1.3.6.1.2.1.31.1.1.1.1.65 = STRING: VLAN-18
1.3.6.1.2.1.31.1.1.1.1.66 = STRING: VLAN-19
1.3.6.1.2.1.31.1.1.1.1.67 = STRING: VLAN-20
1.3.6.1.2.1.31.1.1.1.1.68 = STRING: VLAN-21
1.3.6.1.2.1.31.1.1.1.1.69 = STRING: VLAN-41
1.3.6.1.2.1.31.1.1.1.1.70 = STRING: VLAN-42
1.3.6.1.2.1.31.1.1.1.1.71 = STRING: VLAN-43
1.3.6.1.2.1.31.1.1.1.1.72 = STRING: VLAN-44
1.3.6.1.2.1.31.1.1.1.1.73 = STRING: VLAN-100
1.3.6.1.2.1.31.1.1.1.1.74 = STRING: VLAN-101
1.3.6.1.2.1.31.1.1.1.1.75 = STRING: VLAN-123
1.3.6.1.2.1.31.1.1.1.1.76 = STRING: VLAN-401
1.3.6.1.2.1 1.1.1.1

.31. .77 = STRING: VLAN-14

E , IUERRERNREOEE , it : EFEw2H , §—MMACHHE
:.1.3.6.1.2.1.17.4.3.1.1.0.208.211.106.71.251 =+ X##|=#F % : 00 DO D3 6A 47 FBMZ%
1%3:.1.3.6.1.2.1.17.4.3.1.2.0.208.211.106.71.251 =2#k : 113iX KR RILMACHE1t(00 DO D3
6A 47 FB)>k B M#Fis 05113, NFTRRAFFIR , MHfim 0 51130iflndexm= A
57.1.3.6.1.2.1.17.1.4.1.2.113 = INTEGER:57T \ 85 | iflndex 575 K&z F i O
2/49.1.3.6.1.2.1.31.1.1.1.57 =FfF & : 2/4935 LL R CatOSK M A show cam dynamiciy 4
H =K CatlOS K LM show macis T . BEEE1 00-d0-d3-6a-47-fb 2/49 FEELT[ALL],

B

RO FrRHNEETATRINENEEREER T/,

1. TelnetZE 33 ##l,
2. EHTITHAHMEMGS : CatOSiEE : show cam dynamicCatlOSi% % : show mac
3. S EENESEIREGNERH#ITHER,

nms-2948g> (enable) show cam dynamic

* = Static Entry. + = Permanent Entry. # = System Entry. R = Router Entry.
X = Port Security Entry $ = Dotlx Security Entry

VLAN Dest MAC/Route Des [CoS] Destination Ports or VCs / [Protocol Type]
1 00-d0-d3-6a-47-fb 2/49 [ALL]
6 00-02-b9-90-4c-66 2/49 [ALL]
6 00-02-fd-6a-aa-£3 2/49 [ALL]
6 00-10-04-38-10-00 2/49 [ALL]
6 00-60-54-90-£8-00 2/49 [ALL]
6 00-c0-1d-99-00-dc 2/49 [ALL]
6 00-d0-02-d6-78-0a 2/49 [ALL]
6 00-d0-d3-36-a2-3c 2/49 [ALL]
6 00-e0-1e-9f-0a-d2 2/1 [ALL]
7 00-10-0d-a1-18-20 2/49 [ALL]
8 00-10-04-38-10-00 2/49 [ALL]
8 00-10-0d-al1l-18-c0 2/49 [ALL]
14 00-d0-d3-36-a2-3c 2/49 [ALL]



18
18
18
19
41
42
100
100
100
100
100
100
101

Total Matching CAM Entries Displayed

00-00-0c-07-ac-12
00-10-04-38-10-00
00-d0-d3-36-a2-3c
00-d0-02-d6-78-0a
00-d0-d3-36-a2-3c
00-d0-d3-36-a2-3c
00-04-de-a9-18-00
00-10-04-38-10-00
00-10-7b-d9-07-60
00-90-27-86-76-e2
00-d0-d3-36-a2-3c
00-e0-1e-68-33-c7
00-d0-d3-36-a2-3c

nms-2948g> (enable)

HXER

. SNMP #+t X &&= 53R 5|

- BAREZ ¥ - Cisco Systems

2/49
2/49
2/49
2/49
2/49
2/49
2/49
2/49
2/49
2/49
2/49
2/49
2/49

=26

ALL]
ALL]
ALL]
LL]
LL]
LL]
LL]
LL]
LL]
LL]
ALL]
ALL]
ALL]
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o
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