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+ R2-2503
*+ R1-2503
R2-2503
interface Loopback0
ip address 10.70.70.70 255.255.255.255
!
interface Serial0
ip address 192.168.64.10 255.255.255.0
ip ospf authentication-key c1$cO
!I--- The Key value is set as "cl$cO0 ". !--- It is the password that is sent across the network.
!
router ospf 10
Tog-adjacency-changes
network 10.70.0.70 0.255.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0
area 0 authentication
!I--- Plain text authentication is enabled for !--- all interfaces in Area 0.
R1-2503
interface LoopbackO
ip address 172.16.10.36 255.255.255.240
!
interface SerialO
ip address 192.168.0.10 255.255.255.0
ip ospf authentication-key c1$cO
I--- The Key value is set as "cl1$c0 ". !--- It is the password that is sent across the network.
|
router ospf 10
network 172.16.0.0 0.0.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0
area 0 authentication
I--- Plain text authentication is enabled !--- for all interfaces in Area 0.
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+ R2-2503

+ R1-2503

R2-2503

interface LoopbackO

ip address 10.70.70.70 255.255.255.255
!

interface SerialQ

ip address 192.168.64.10 255.255.255.0
ip ospf message-digest-key 1 md5 c1$cO

!--- Message digest key with ID "1" and !--- Key value (password) is set as "cl$cO ".

I

router ospf 10

network 192.168.10.10 0.0.0.255 area 0
network 10.70.0.70 0.255.255.255 area 0
area 0 authentication message-digest

!I--- MD5 authentication is enabled for !--- all interfaces in Area 0.

R1-2503
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interface Loopback0

ip address 172.16.10.36 255.255.255.240
|
interface Serial0

ip address 192.168.0.10 255.255.255.0
ip ospf message-digest-key 1 md5 c1$cO

!--- Message digest key with ID "1" and !--- Key (password) value is set as "cl$c0 ".

I
router ospf 10

network 172.16.0.0 0.0.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0
area 0 authentication message-digest

I--- MD5 authentication is enabled for !--- all interfaces in Area O.

N 1% - WEE S #area authentication message-digesté 2 B 4% 72 X i P 5 B Fh 28 4 L1
BRI, &t aLAfEiZ3E O T/ ip ospf authentication message-digest T8 3K 7 45 TE 2
OfE MD5 BRI, MREZEOFBENXETERE T FTRANERRIES EZHEREES K
WIFAZE , WAUAFERALSTS. SNQERHNZXERENSHRIESZ, MRETHERRX
BOWFAREOZFEFEATRANGHRIESZE , WitEREFEEER.

56 UF
BAUSE THIHS PHEBRBRENEEEH T,
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£ show ip ospfinterface P T AT AEFENEOREN FHRIEXRRE | MkHEFIR, X2 | N
X EHRIEE T Serial 0 #0,

<ffroot>
R1-2503#

show i p ospf interface serialO

Serial0 is up, 1line protocol is up
Internet Address 192.168.0.10/24, Area O
Process ID 10, Router ID 172.16.10.36, Network Type POINT_TO_POINT, Cost: 64
Transmit Delay is 1 sec, State POINT_TO_POINT,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
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Hello due in 00:00:04
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 4 msec
Neighbor Count is 0, Adjacent neighbor count 1is 0
Suppress hello for 0 neighbor(s)

Si npl e password aut henticati on enabl ed

show ip ospf neighbor T & & R EBFELBHFMAEEMNBESR , Wtk HATIR.

<tfroot>
R1-2503#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.70.70.70 1 FULL/ - 00:00:31 192.168.64.10 Serial0

show ip route ap 5 & REGH TR , WtHE TR,

<{froot>
R1-2503#

show i p route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of Tast resort is not set

10.70.0.70/32 is subnetted, 1 subnets

0 10.70.70.70 [110/65] via 192.168.64.10, 00:03:28, Serial0
172.16.0.0/28 is subnetted, 1 subnets
C 172.16.10.32 1is directly connected, LoopbackO

C 192.168.10.10/24 1is directly connected, Serial0

¥ iF MD5 S350 UE

£ show ip ospfinterface TP AEENEOREN SFHRIFRR | mitmEHR. X2 , 2
B 7 Serial 0 # O LA Z4A ID178# 1T MD5 B A KIE,



<ffroot>

R1-2503#

show i p ospf interface serialO

Serial0 is up, 1line protocol is up

Internet Address 192.168.0.10/24, Area O

Process ID 10, Router ID 172.16.10.36 , Network Type POINT_TO_POINT, Cost: 64

Transmit Delay is 1 sec, State POINT_TO_POINT,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

Index 2/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan Tength is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 4 msec

Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.70.70.70

Suppress hello for 0 neighbor(s)

Message di gest authentication enabl ed
Youngest key idis 1

show ip ospf neighbor I H & R EBIFEL B HFMEEMBESR , Wtk HPAT R,

<tfroot>

R1-2503#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.70.70.70 1 FULL/ - 00:00:34 192.168.64.10 Serial0
R1-2503#

show ip route T TR REEH R , WL LR,

<ffroot>

R1-2503#

show i p route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of Tast resort is not set

0

10.70.0.70/32 is subnetted, 1 subnets
10.70.70.70 [110/65] via 192.168.64.10, 00:01:23, SerialO



172.16.0.0/28 is subnetted, 1 subnets
C 172.16.10.32 1is directly connected, LoopbackO
C 192.168.10.10/24 1is directly connected, Serial0
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BU S E LT EH S PE BRI B E B THESERR, & H debug ip ospf adj a5 LA & 17

Bir#iE, YMERILEXRRZAAK Htdebugii o

N rE . BAdebugh S 2B L ESHAXDebugh SHEEEE,

B 32 & 5 10 iR PR BEBR

YA HHBIERINE | IR R1-2503 #9 deb ip ospf adj it

<#root>
R1-2503#
debug i p ospf adj

00:50:57: %LINK-3-UPDOWN: Interface SerialO, changed state to down

00:50:57: OSPF: Interface SerialO going Down

00:50:57: OSPF: 172.16.10.36 address 192.168.0.10 on SerialO is dead,
state DOWN

00:50:57: OSPF: 10.70.70.70 address 192.168.64.10 on SerialO is dead,
state DOWN

00:50:57: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on SerialO from
FULL to DOWN, Neighbor Down: Interface down or detached

00:50:58: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x80000009

00:50:58: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialoO,
changed state to down

00:51:03: %LINK-3-UPDOWN: Interface Serial0O, changed state to up

00:51:03: OSPF: Interface Serial0 going Up

00:51:04: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000A

00:51:04: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialoO,
changed state to up

00:51:13: OSPF: 2 Way Communication to 10.70.70.70 on SerialoO,
state 2WAY

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2486 opt 0x42
flag 0x7 Ten 32

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0O seq 0x19A4 opt 0x42
flag 0x7 len 32 mtu 1500 state EXSTART

00:51:13: OSPF: First DBD and we are not SLAVE

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0O seq 0x2486 opt 0x42
flag 0x2 len 72 mtu 1500 state EXSTART

00:51:13: OSPF: NBR Negotiation Done. We are the MASTER

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2487 opt 0x42
flag 0x3 Ten 72

00:51:13: OSPF: Database request to 10.70.70.70

00:51:13: OSPF: sent LS REQ packet to 192.168.64.10, length 12

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0O seq 0x2487 opt 0x42
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flag 0x0 len 32 mtu 1500 state EXCHANGE

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2488 opt 0x42
flag Ox1 Ten 32

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2488 opt 0x42
flag 0x0 len 32 mtu 1500 state EXCHANGE

00:51:13: OSPF: Exchange Done with 10.70.70.70 on Serial0

00:51:13: OSPF: Synchronized with 10.70.70.70 on Serial0, state FULL

!--- Indicates the neighbor adjacency is established.

00:51:13: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on SerialO from LOADING
to FULL, Loading Done

00:51:14: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000B

R1-2503#

XEYRARLRENGHRIERBERIER , debug ip ospf adj A H. AHER , BH
88 R1-2503 A T £ R 1 BHRIE , MEASE R2-2503 24 WX 0 BEHRIIEEN, bR
, B 28 R1-2503 R X HAX GMRIE (XE 1) BE/ , MEEHES R2-2503 23 Z= 54 KIE

(EHO)BWEN,

<#root>

R1-2503#

debug ip ospf adj

00:51:23: OSPF: Rcv pkt from 192.168.64.10, SerialO :

M smat ch
Aut henti cation type

I--- Input packet specified type 0, you use type 1.

XREYEMRIERY (AT ) EFXEEA , debug ip ospf adj e HEH., EXBERT , FNE
HES R N EMIIE (XE 1) BEN , B4 (05 ) EFTE,

<#root>
R1-2503#
debug i p ospf adj

00:51:33: OSPF: Rcv pkt from 192.168.64.10, Serial0 : Mismatch
Authentication Key - Clear Text

MD5 & 55 uf M EHERR



X 2MD5 & 314 X ThAfR 1-2503#9debug ip ospf adjais S Ho

<#root>
R1-2503#
debug i p ospf adj

00:59:03: OSPF: Send with youngest Key 1

00:59:13: OSPF: Send with youngest Key 1

00:59:17: %LINK-3-UPDOWN: Interface Serial0O, changed state to down

00:59:17: OSPF: Interface Serial0 going Down

00:59:17: OSPF: 172.16.10.36 address 192.168.0.10 on Serial0O is dead,
state DOWN

00:59:17: OSPF: 10.70.70.70 address 192.168.64.10 on Serial0O is dead,
state DOWN

00:59:17: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on SerialO from
FULL to DOWN, Neighbor Down: Interface down or detached

00:59:17: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000E

00:59:18: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO,
changed state to down

00:59:32: %LINK-3-UPDOWN: Interface Serial0O, changed state to up

00:59:32: OSPF: Interface Serial0 going Up

00:59:32: OSPF: Send with youngest Key 1

00:59:33: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000F

00:59:33: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO,
changed state to up

00:59:42: OSPF: Send with youngest Key 1
00:59:42: OSPF: 2 Way Communication to 10.70.70.70 on SerialO,
state 2WAY

!--- Both neighbors configured for Message !--- digest authentication with Key ID "1".

00:59:42: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2125 opt 0x42
flag 0x71en 32

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq Ox11F3 opt 0x42
flag 0x7 len 32 mtu 1500 state EXSTART

00:59:42: OSPF: First DBD and we are not SLAVE

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2125 opt 0x42
flag 0x2 len 72 mtu 1500 state EXSTART

00:59:42: OSPF: NBR Negotiation Done. We are the MASTER

00:59:42: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2126 opt 0x42
flag 0x3 len 72

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Database request to 10.70.70.70

00:59:42: OSPF: sent LS REQ packet to 192.168.64.10, length 12

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2126 opt 0x42
flag 0x0 len 32 mtu 1500 state EXCHANGE

00:59:42: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2127 opt 0x42
flag Ox1len 32

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2127 opt 0x42
flag 0x0 len 32 mtu 1500 state EXCHANGE

00:59:42: OSPF: Exchange Done with 10.70.70.70 on SerialO



00:59:42: OSPF: Synchronized with 10.70.70.70 on Serial0, state FULL

00:59:42: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on Serial0 from
LOADING to FULL, Loading Done

00:59:43: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x80000010

00:59:43: OSPF: Send with youngest Key 1

00:59:45: OSPF: Send with youngest Key 1

R1-2503#

XEYRARLRENGHRIERBERIER , debug ip ospf adj A H. AHER , BH
2% R1-2503 £/ T K& 2 (MD5) &KL , MEEHEE R2-2503 £/A TRE 1 SR (ANSH
BiFE ) o

<#root>

R1-2503#

debug ip ospf adj

00:59:33: OSPF: Rcv pkt from 192.168.64.10, SerialO :

M smat ch
Aut henti cation type

!--- Input packet specified type 1, you use type 2.

XREYATEHRILAN L ID FICE AT , debug ip ospf adj s S, WHHEER , BHEE R1-
2503 fF MD5 B RiE5#47 ID 1 —EEFH , MEEHEE R2-2503 F MD5 B RIE5#4A ID2 —
REH,

<#root>
R1-2503#
debug i p ospf adj

00:59:33: OSPF: Send with youngest Key 1
00:59:43: OSPF: Rcv pkt from 192.168.64.10, Serial0 : Mismatch
Authentication Key - No message digest key 2 on interface

HMD5 & 3 RIEH Z 4R 1 M B4R 2 B B EBH —Zp 2 8F , R1-25038) tkdebug ip ospf adjas T 4
HE o

<tfroot>
R1-2503#

debug i p ospf adj



00:59:43: OSPF: Send with youngest Key 1
00:59:53: OSPF: Send with youngest Key 2

I--- Informs that this router is also configured !--- for Key 2 and both routers now use Key 2.
01:00:53: OSPF: 2 Way Communication to 10.70.70.70

on Serial0, state 2WAY

R1-2503#

EESEYS

EELEERR FEE OSPF TAUE
R4 show ip ospf neighbor i 5 & RABFEEEEHRIRES ?
OSPF &p %>

OSPF EL& R~

. P Gl

S| S iu\s

A5


https://www.cisco.com/c/zh_cn/support/docs/ip/open-shortest-path-first-ospf/8313-27.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/ip/open-shortest-path-first-ospf/8313-27.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/ip/open-shortest-path-first-ospf/8313-27.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/ip/open-shortest-path-first-ospf/13702-7.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/ip/open-shortest-path-first-ospf/13702-7.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/ip/open-shortest-path-first-ospf/13702-7.html?referring_site=bodynav
/content/en/us/td/docs/ios-xml/ios/iproute_ospf/command/iro-cr-book.html?referring_site=bodynav
/content/en/us/td/docs/ios-xml/ios/iproute_ospf/command/iro-cr-book.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/tech-configuration-examples-list.html#anchor6?referring_site=bodynav
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/tech-configuration-examples-list.html#anchor6?referring_site=bodynav
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/index.html
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/index.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



