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LT XERERTERTLE TH, ER , ST EARAHREANKKIRARBE T, ARHEl
PEPT RS AT H PIX SREAME X EFIRE BB,

ip nat pool net-10 172.16.255.1 172.16.255.254 prefix-length 24
ip nat inside source list 1 pool net-10

1

interface EthernetO

ip address 172.16.20.2 255.255.255.0

ip nat outside

1

interface Ethernetl

ip address 172.16.39.2 255.255.255.0

ip nat inside

!
router eigrp 1

redistribute static

network 172.16.0.0

default-metric 10000 100 255 1 1500

1

ip route 172.16.255.0 255.255.255.0 NullO
access-1list 1 permit 10.0.0.0 0.255.255.255
1

end

ESH IP it MRS T . FREEX ip nat X HHHARR

HEARHIAR | Cisco JEHMEEHRIZITRAEERE , #WARM 10.0.0.0/8 MR HEY IP HiE2FH B
KEEHRTRE, ATERESE—MIRFIRIED , APFFM 10.0.0.0/8 MR HE HIESRIE BB K

i
iﬁo

Cisco_ WAN_Router W& R

1
interface Ethernet0/0
ip address 172.16.187.3 255.255.255.0
no ip directed-broadcast
!
interface Ethernet0/1
ip address 172.16.39.3 255.255.255.0
no ip directed-broadcast
!
interface Ethernet3/0
ip address 172.16.79.3 255.255.255.0
no ip directed-broadcast
ip policy route-map net-10
!
router eigrp 1

network 172.16.0.0
!

access-list 111 permit ip 10.0.0.0 0.255.255.255 any
!
route-map net-10 permit 10

match ip address 111

set interface Ethernet0/1
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route-map net-10 permit 20
1

end

25 route-map S XY , FKELE X route-map XS HIFHAEE.

XX : PBRT X #Fraccess-listii S P MllogkiBF, MREEEAFTXBE , SFEEREMBDH,

Cisco-1 3% H 2860 &l I

version 12.3

interface EthernetO

!-- Interface connecting to 10.0.0.0 network ip address 10.1.1.1 255.0.0.0 ! interface Ethernetl
!I-- Interface connecting to Cisco_Wan_Router ip address 172.16.79.4 255.255.255.0 ! router eigrp
1 network 10.0.0.0 network 172.16.0.0 no auto-summary ! !---Output Suppressed

Internet_ Router K iR

version 12.3

interface Ethernetl

!-- Interface connecting to Firewall ip address 172.16.20.1 255.255.255.0 interface SerialQ !---
Interface connecting to Internet ip address 192.1.1.2 255.255.255.0 clockrate 64000 no fair-
queue ! interface Ethernet(O !--- Interface connecting to Cisco_Wan_Router ip address
172.16.187.1 255.255.255.0 ! ! router eigrp 1 redistribute static !/--- Redistributing the static
default route for other routers to reach Internet network 172.16.0.0 no auto-summary ! ip
classless ip route 0.0.0.0 0.0.0.0 192.1.1.1 !-- Static default route pointing to the router
connected to Internet !---Output Suppressed

ENMRARRBIFZ RS |, £ Cisco-1 BHER L FERAYT E ping 8 SM 10.1.1.1 FAHH ping ZIEEF|
T Internet FEYENF, EARRGIF , F£H 192.1.1.1 RN Bintbit, NEF Internet BHEEF L X
£ 18R , £ debug ip packet 101 detail S HIRR XA 7 R,

B . £~ KRAREMEAdebug ip packet detail i R AT HES BCPUBEAEXRE S , N\MEB™EN
MR R M E T, BIWEMFEA debug i H ZBIFAFEE T ## ping F traceroute 55 HEY £

debug S EBD -

X : access-list 101 permit icmp any any &8 A T debug ip packetfV . wR&H LA
5%k , debug ip packet R FERT SHM L HE XTI E , FBURHERMYE. & E PBR
, BEEAYT R ACL. MRZENEYEEFEMERE ACL , FSBNAMERERBEREHLG X,

Results of ping from Cisco_1 to 192.1.1.1/internet taken from Internet_Router:
Packet never makes it to Internet_Router

Cisco_1# ping

Protocol [ip]:

Target IP address: 192.1.1.1
Repeat count [5]:

Datagram size [100]:
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Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 10.1.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none] :
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 0 percent (0/5)
WIRFA , BIEBAREEZIEZE Internet BEHES. AT debug @55 ( 3R B Cisco J 1M &S ) %A
TREXMMERBER,

Debug commands run from Cisco_WAN_Router:
"debug ip policy"
*Mar 1 00:43:08.367: IP: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1, len 100, policy match
*Mar 1 00:43:08.367: IP: route map net-10, item 10, permit

!--—- Packet with source address belonging to 10.0.0.0/8 network !--- is matched by route-map
"net-10" statement 10. *Mar 1 00:43:08.367: IP: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1
(Ethernet0/1), len 100, policy routed *Mar 1 00:43:08.367: Ethernet3/0 to Ethernet0/1 192.1.1.1
! -——- matched packets previously are forwarded out of interface !--- ethernet 0/1 by the set
command.

IENFRHARY B84 | BUE B S net-10 REEMRETHAVREES B 10 AHITEL, BRAAKIESTREIZE
Internet B§ 25 ?

"debug arp"
*Mar 1 00:06:09.619: IP ARP: creating incomplete entry for IP address: 192.1.1.1 interface
Ethernet0/1
*Mar 1 00:06:09.619: IP ARP: sent req src 172.16.39.3 00b0.64cb.eabl,
dst 192.1.1.1 0000.0000.0000 Ethernet0/1
*Mar 1 00:06:09.635: IP ARP rep filtered src 192.1.1.1 0010.7b81.0b19, dst 172.16.39.3
00b0.64cb.eabl wrong cable, interface Ethernet0/1

Cisco_Wan_Router# show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.39.3 - 00b0.64cb.eabl ARPA Ethernet0/1
Internet 172.16.39.2 3 0010.7b81.0b19 ARPA Ethernet0/1
Internet 192.1.1.1 Incomplete ARPA

debug arp ﬁtﬂﬁ.'ﬁ?ﬁqﬂﬁﬂio Clsco IFEHMERHSERRTERINER , AZERESEE
BEFLUAAN /1AL, XERKBEIFNEFRMUE 192.1.1.1 &KIE— Address Resolution Protocol
(ARP) &R , AEKHEBFERIZEfu RELREOL |, @it , Zibitf ARP XB‘FZE”, &
F show arp e HEIA] 7 X &, EE:J:E%EE%%%&'H?&E@E:F&’E ARP % BML&EE L , HItRER
REHRKHE,

BB ABIEERNT —T R RE | M route-map RIS X KIEER -

Config changed on Cisco_WAN_Router:
!
route-map net-10 permit 10

match ip address 111

set ip next-hop 172.16.39.2



JEJL‘PE Internet #& M85 £ F A #HEAY debug ip packet 101 detail &% , TA BB HKBEIERERXAT
IEWMEERE, o\ R B EIM S SN BIETHRIRE 172.16.255.1 , MIETE ping Wit&EH
192.1.1.1 EEHEE -

Cisco_1# ping

Protocol [ip]:

Target IP address: 192.1.1.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: vy

Source address or interface: 10.1.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/70/76 ms

Results of ping from Cisco_1 to 192.1.1.1/internet taken from Internet_Router:

Internet_Router#

*Mar 1 00:06:11.619: IP: s=172.16.255.1 (Ethernetl), d=192.1.1.1 (Serial0O), g=192.1.1.1, len
100, forward

*Mar 1 00:06:11.619: ICMP type=8, code=0

! -—— Packets sourced from 10.1.1.1 are getting translated to 172.16.255.1 by !--- the Firewall
before it reaches the Internet_Router. *Mar 1 00:06:11.619: *Mar 1 00:06:11.619: IP: s=192.1.1.1
(Serial0), d=172.16.255.1 (Ethernetl), g=172.16.20.2, len 100, forward *Mar 1 00:06:11.619: ICMP
type=0, code=0 !--- Packets returning from Internet arrive with the destination !--- address
172.16.255.1 before it reaches the Firewall. *Mar 1 00:06:11.619:

Cisco J i#iM & 88 £#Y debug ip policy f R E X , BERFREIH R BB XK 172.16.39.2 :

M Cisco_WAN_Router i=1TH debug %

"debug ip policy"

*Mar 1 00:06:11.619: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1, len 100, policy match

*Mar 1 00:06:11.619: IP: route map net-10, item 20, permit

*Mar 1 00:06:11.619: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1 (Ethernet0/1), len 100, policy
routed

*Mar 1 00:06:11.619: Ethernet3/0 to Ethernet0/1 172.16.39.2

ot hn 2R # R it R 17 49 B T SR R A BR R

MRZNBERERIEHED , MEREREEHXN NZNBBERAETEH , ARELEQD L)
17 PBR, MRBENHIREY VPN BREHITERH , MAEREO L aisable ip cef vpn

HXER

- IP BRH X/
- NAT X¥&H
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