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EBWACLETI2REEn T —RER , ARFMrACLY ERIRARFHEZMNCL,

[no] ip receive access-list

EMREZESF , <num> BEXWF :

<1-199> IP access list (standard or extended)
<1300-2699> IP expanded access list (standard or extended)
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!-—— Permit BGP. access-1list 110 permit tcp host bgp_peer host loopback eq bgp !/--- Permit OSPF.
access-1list 110 permit ospf host ospf_neighbor host 224.0.0.5 !--- Permit designated router
multicast address, i1f needed. access-1ist 110 permit ospf host ospf_neighbor host 224.0.0.6
access-1list 110 permit ospf host ospf_neighbor host local_ip !/--- Permit Enhanced Interior
Gateway Routing Protocol (EIGRP). access-list 110 permit eigrp host eigrp_neighbor host
224.0.0.10 access-1ist 110 permit eigrp host eigrp_neighbor host local_ip !--- Permit remote
access by Telnet and SSH. access-list 110 permit tcp management_addresses host loopback eqg 22
access-1list 110 permit tcp management_addresses host loopback eqg telnet !--- Permit SNMP.
access-1list 110 permit udp host NMS_stations host loopback eq snmp !--- Permit Network Time
Protocol (NTP). access-list 110 permit udp host ntp_server host loopback eq ntp !/--- Router-
originated traceroute: !--- Each hop returns a message that time to live (ttl) !--- has been
exceeded (type 11, code 3); !--- the final destination returns a message that !--- the ICMP port
is unreachable (type 3, code 0). access-1list 110 permit icmp any any ttl-exceeded access-list
110 permit icmp any any port-unreachable !--- Permit TACACS for router authentication. access-
list 110 permit tcp host tacacs_server router_src established !--- Permit RADIUS. access-list
110 permit udp host radius_server router_src log !--- Permit FTP for IOS upgrades. access-list
110 permit tcp host image_server eq ftp host router_ip_address access-list 110 permit tcp host
image_sever eq ftp-data host router_ip_address
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access-list 110 deny tcp any any fragments
access-list 110 deny udp any any fragments
access-list 110 deny icmp any any fragments
<rest of ACL>
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- BRETY
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HArACLsESZEW4AREE |, rACLYIER BB BIGRPIERE TEKWBENILBERL, ZBRARE
BRI R ICMP echo uﬂ? (ping). EMEIFEMETH ICMP echo iR H LC CPU 42 : FRiXL
BRAFWSREE |, PRt rACL #1TE. Et , EAFXNERHBEFMNED ( REIR ) $h4T ping B
£ , rACL 4Z0ERHE /2 1F echo ER.

£ show ip cef I B AT AZEEEWBEE,

12000-1#show ip cef

Prefix Next Hop Interface

0.0.0.0/0 drop NullO (default route handler entry)
1.1.1.1/32 attached NullO

2.2.2.2/32 receive

64.0.0.0/30 attached ATM4/3.300

EEE
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R SR, BRI permitiB A2k , FErACLEY S B #permit any any log 17 AT LA 3R 5
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THRACLTHIFAEENERNGRE , EFEARXBFTHACLXENISZGHIRESHAERRE
£ BNBHJ[CPUERAERE., NYUFENTREEMFEM log XEBF , AEBBIRNBTBRET
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FHEES , FHpermit any any B AZEBrACL , HATFNUER, EMSE 1, BEXE
FRBREAXRTERETFUZENBESNESZER, EXRRFEMdeny any any logF B FiR 5!
EEZIGRPHEMARTIENEE Z. WACLHREARANRY , HEATNEZEIRIFARKRA
FELEMENBER. BT 8EHBNIPRBLFEWtiitEENERT , IREES
EHEHTEENDICERE,

3. REIRibUN —NEMEE. A ATED B TEEANEB(CIDR)RENRibut, B0, a0
BRENMEDHE 7171.68.0.0/16 , MR A1F171.68.0.0/ 16 MR HE, PR ETR P RE
ARESHER TR NTRREE. ©EMATEEHRZRZNCIDRERATRERZ/ABER
o MENS U FIFESR, HTFALFEATFNREU FCIDRRI , A ZFBCGPI ZHEEF4
o WMMBRAIBESREILK , I T —MER%/PrACLINESIE,

4. 3% rACL permit FARERE/ P AR AFCHANEL T BRIBRibht, IR b1k 32 %5 R HI19NX f
5 GRP #BEHR.

5. FRSBIrACLLE BARib il (#) — LN ZRFZ B (ISP) T EEEFE R AT EMMNER B LE
BEEE b, XN RE Y RS RS EHERE MDA RIE TR B f it i i SEE, ©

HP R A
TEHRIE RERACLRY RET T 5ImuLfBE i,

. ISP Kyt 3Ry 169.223.0.0/16,

- ISP I ERKZRMIRN 169.223.252.0/22,

- BRHESMVEREI N 169.223.253.1/32,

- ZEEHBEER OB THMEREE , I RAEAE BGP 2iFATEMIRS.
REKER , FHRERVACLATES TENRFIZEL, BARMNAMEEMIZEIER | FRARIE
E;ﬁgﬁgi BERNAMEMFEANIFEESSZE(ACE), ENEERHFEANAMEREZD
ZIREBE 0

|
no access-1list 110

I-—— This ACL is an explicit permit ACL. !--- The only traffic permitted will be packets that !-
-- match an explicit permit ACE.

!-—- Phase 1 - Explicit Permit !--- Permit only applications whose destination address !--- is
the loopback and whose source addresses !--- come from an valid host.

|
!-—— Note: This template must be tuned to the network’s !--- specific source address
environment. Variables in !--- the template need to be changed.

|

!-—— Permit BGP. ! access-1list 110 permit tcp 169.223.252.0 0.0.3.255 host 169.223.253.1 eq bgp
! I——— Permit OSPF. ! access-list 110 permit ospf 169.223.252.0 0.0.3.255 host 224.0.0.5 ! [---
Permit designated router multicast address, 1f needed. ! access-1list 110 permit ospf



169.223.252.0 0.0.3.255 host 224.0.0.6 access-1list 110 permit ospf 169.223.252.0 0.0.3.255 host
169.223.253.1 ! !--- Permit EIGRP. ! access-list 110 permit eigrp 169.223.252.0 0.0.3.255 host
224.0.0.10 access-list 110 permit eigrp 169.223.252.0 0.0.3.255 host 169.223.253.1 ! !/--- Permit
remote access by Telnet and SSH. ! access-list 110 permit tcp 169.223.252.0 0.0.3.255 host
169.223.253.1 eqg 22 access-list 110 permit tcp 169.223.252.0 0.0.3.255 host 169.223.253.1 eq
telnet ! !--- Permit SNMP. ! access-list 110 permit udp 169.223.252.0 0.0.3.255 host
169.223.253.1 eq snmp ! !--- Permit NTP. ! access-1list 110 permit udp 169.223.252.0 0.0.3.255
host 169.223.253.1 eqg ntp ! !--- Router-originated traceroute: !--- Each hop returns a message
that ttl !--- has been exceeded (type 11, code 3); !--- the final destination returns a message
that !--- the ICMP port is unreachable (type 3, code 0). ! access-list 110 permit icmp any
169.223.253.1 ttl-exceeded access-1list 110 permit icmp any 169.223.253.1 port-unreachable ! /---
Permit TACACS for router authentication. ! access-list 110 permit tcp 169.223.252.0 0.0.3.255
host 169.223.253.1 established ! !--- Permit RADIUS. ! ! access-list 110 permit udp
169.223.252.0 0.0.3.255 169.223.253.1 log ! trrrrrrrrrrrrrrrrrrrrrrrtrrrrr bbb rrrrrrrill e
Phase 2 - Explicit Deny and Reaction !--- Add ACEs to stop and track specific packet types !---
that are destined for the router. This is the phase !--- where you use ACEs with counters to
track and classify attacks.

1

!--- SQL WORM Example - Watch the rate of this worm. !--- Deny traffic destined to UDP ports
1434 and 1433. !--- from being sent to the GRP. This is the SQL worm. ! access-1list 110 deny udp
any any eq 1433 access-list 110 deny udp any any eqg 1434 !
trrrrrprrrprrrprrrprrrprrrprrrprrrprrrprrrprrrprrrprrritrl /-—— Phase 3 - Explicit Denies for
Tracking !--- Deny all other traffic, but count it for tracking.

!

access-list 110 deny udp any any

access-1list 110 deny tcp any any range 0 65535
access-list 110 deny ip any any

&
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3. MFEIRBACLEBIES REXTTHIFMITIL , S EECisco 12000R 5 EEX M HEF E35
HACLIWET,

4. X215 Vanilla, Border Gateway Protocol Policy Accounting(BGPPA) , E# 0 &R X &l
(PIRC) it A Sk B HE R R BE (FRTP)E 4
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