Catalyst 3750XFR 5132 Hl L EF802.1x
MACsecl TrustSec=Et i R i

B B f - R AL SEFh 7 334
Bl EISE

3750X-5PACIEEL

3750X-6 MINDAC & 17 3 iiF B PACE Bt
X802 1xABEENFEAER
SGAREE T

SAP#H

PRIE F0 5K BE S HT

B i Y im O 5 49 1% F
FHSGTHRICRE

{5 FISGACL L HE 3R BE

P HEBR

HXEER

b))

AR TE P & Catalyst 3750X R 51 3 41(3750X) =2 [8] {5 F 4 B 1N 22 B iE Cisco TrustSec(CTS)=
FIENS R,

AR A T 2RI IL(SAP) Y STHRAL B ST T 15 R 426 £ (MACsec) N2, =
£ FIEEE 802.1x#EX T2 FHER,

LT REXSRAFIE

. FhF IR FIRE R REUE(PAC) B EL

- MBI EZ A ARFI(NDAC) B B RIE M SSAPHIMACsecth i , AT RAER
- INEFIRBE EH

- B IREE O 5 4 8I0E

- FRALZEHEFRE(SGT)IFEHRE

. EA R £ HAACL(SGACL)EHERBE



SFERFAM

ER
Cisco BB THUTEH :
. CTSA M ER AR

. CatalystX# ¥ B CLIEL & &5t &0i2
- A 519 RS 51 28 (ISE) BB iy (R 36

EANAH

AP EERET U TR FE R
- Microsoft(MS)Windows 7HIMS Windows XP
- 37T50XH M | FRA15.0 R EB/RA
- ISEEH | RA1.1 4R ESRA

ANHEPNEEHRETREXRENEFHNRZEEN, AXEFEANAERZRAERAR
(BN ) BE, MRGEANREIMEG  FRARKELTHEMEGTHREERN,

[

P
P agca



5 p. 10,48 67250

3750X-6
GL/0/1

trunk

G1/0/20

5 IP: 10.48.66.109

G1,/0/2 3750X%-5 GL/0/1
Va2
Tag: 3
Tag name: VLAMNZD

G1/0/48

ISE WianiD

(10.48.66.129) Tag: 2
Tag name: VLANILD

Windows7 WindowsXP
192.168.1,200 192.168.2,200

FELEMEHRINEF |, 3750X-5K V2 HEBISEMIPHItM TP F&%E , BB THPAC, AT E
CTSEH#HITREF MR, MFERFTHIEN FIREMWE02.1xF P RIEEF, Cisco Catalyst
3750X-6 R FI R (3750X-6) —RIFFH Fik T, ERYUMFIRRMB02.1xiERG, I FIRZ B
FIRZEMISEHTEMRILE , FAFEHBRICTSE. BHRIEKINE , 3750X-5#H LK
802.1xi% HIRAE i N authenticated , H HEMACseciNZ, RiE , Xk zBANRENER
SGTHriEH INER,

HHIRCE T HARE :

. T F3750X-5EZFNISEH T HPAC , E&EBEA THREMEEERT,

. JEFhF3750X-6FEFHBER A A BNITS02.1xF R IIE , LUEMISERIE/FNM T EHPAC,

. 3750X-6H1TE =802 1x A Y B B A RIEHi — B R & i R5E 5 171U (EAP-
FAST)&iE , MERTEPACHEAZRIFHBREH 1T KL,

. 3750X-5 B2 M F&3750X-6 FE SGAKRE,
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B R T F RV A IEF F 3R
fh 718 & (3750X-5)E & 7 ISE/E N CTSHIRADIUSER S 85 :

aaa new node

aaa aut hentication dotlx default group radius

aaa aut horization network default group radius

aaa aut horization network ise group radius

aaa accounting dot1x default start-stop group radius

cts authorization list ise

radi us-server host 10.48.66. 129 pac key cisco
radi us-server host 10.48.66.129 auth-port 1812
radi us-server vsa send accounting

radi us-server vsa send authentication

BERETABNTRZEHFIRRBACLFMETREAMTIRIIEHIFIR(SGACL)ERE (HEFERM )

cts rol e-based enforcenent
cts rol e-based enforcenent vlan-list 1-1005, 1007-4094

M FiR# (3750X-6)REEA T HHKIE. RXMIZK(AAA) , T AFEZERADIUSTHCTSEMN :

aaa new node

aaa aut hentication dotlx default group radius

aaa aut horization network default group radius

aaa accounting dot1x default start-stop group radius

O LEA802.1x2 1 , FEREISE,

BCIRISE
SERATHRUEEISE:
1. SfnZlAdministration > Network Resources > Network Devices , {5 & L7 1R P &

##EA18% (NAD), fEAdvanced TrustSec Settings T , BLiE —NCTSH |, HEGFER R
CLILBEA,



* Advanced TrustSec Settings

¥ Device Authentication Settings

* SGA Motifications and Updates

* Download peer authorization policy every

Use Device ID for SGA
Identification

Device Id | 3750%

* Password |-|||||--||

* Download environment data every

* Reauthentication every
* Download SGACL lists every

Other SGA devices to trust this device
Motify this device about SGA configuration changes

| | Show |

1 | [Days  [~]
E | [Days  [~]
E | [Days  [~=]7
E | [Days  [~]

2. S EPolicy > Policy Elements > Results > Security Group Access > Security Groups , A&
AINEHMSCT, HARMABEBRFEEHT , 2 FFX LRI,

€I5€0  [dentity Services Engine
Policy Administration

iy Home Operations »
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Results

[
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P [ Acthentication
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¥ | Authorization
¥ | Profiling
* ] Posture
¥ ] Client Provisioning
v ] Secunity Group Access
¥ | Security Group ACLs
b | Securfly Groups
¥ | Security Group Mappings

(RN

Security Groups

¥

000D

|4} Profiling |7 Posture

f Edit efpadd
MName a
Unknown
VLAM1O
VLANL0O
VLAN20

&g, Client Provisioning |z Security Group Access

goimport @y Export v | M Delete » () Push

SGT (Dec / Hex)
0 F 0000
2 /0002
4 0004
370003

Description

Unknown Security Group
SGA For VLAN1O PC
Wlans For Phone

SGA For VLAN20 PC

3. §finZlPolicy > Policy Elements > Results > Security Group Access > Security Group
ACLs , AFELESGACL,
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AEE BT AMS WindowsiER H BB ZREE , FEHEBWERNIRG, BxtEBHNIEA
8 , FESRASAFICatalyst 3750XF 5l X # Wl TrustSecHi B /R Il F B FEHEBR ISR

3750X-5HPACBEL

ECTSEH B HRRIEFEEPAC ( XY FEAP-FASTAphasel ) , ©i& AT MISEFRERIRE M KBS B IE
o MEZBEWEWMPAC , MTEMISERBUZEIE.


/c/zh_cn/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html

EI7TS50X-5 LR EBMNEILR , e TEPAC:

bsns- 3750- 5#cts credentials id 3750X password ciscocisco
bsns- 3750- 5#show cts pacs
Al D. C40A15A339286CEAC28A50DBBAC59784
PAC- | nf o:
PAC-type = Cisco Trustsec
Al D. C40A15A339286CEAC28A50DBBAC59784
I-1D 3750X
A-1D-Info: Identity Services Engi ne
Credential Lifetime: 08:31:32 UTC Cct 5 2013
PAC- Opaque: 000200B00003000100040010C40A15A339286CEAC28A50DBBAC5978400060094
0003010076B969769CB5D45453FDCDEB92271C500000001351D15DD900093A8044DF74B2B71F
E667D7B908DB7AEEA32208B4EO069FDB0A31161CE98ABD714C55CA0CAAB3EAE1I6 AGESACACLDO81
F235123600B91B09C9A909516D0A2B347E46D15178028ABFFD61244B3CD6F332435C867A968CE
A6BO9BFA8C181E4399CE498A676543714A74B0C048A97C18684FF49BFOBB872405
Refresh tiner is set for 2y25w

PACHEIEAP-FAST T , £ AMicrosoftF 1B F & 13K E i (MSCHAPV2),CLIFF 2 ZEUE A
ISE £ Bt ERY M ERE AL,

PACA THEFMKREBIFT. X FiXLRIRA , FHHRADIUSTE R Scisco av-pair cts-pac-opaquefic
AR, ZBERREPACEHAH AEISELER,

3750X-6 MINDAC & A B iE I PACTHEL
N T EHREEEBEEFICTSE , BFEM NS O EEA802.1x

SAPIHM A TR EEMBZ B EHHE. Galois Message Authentication Code(GMAC) A F & #4%
i , Galois/Counter Mode(GCM)A F 11 %,

ERFRGALL

interface G gabitEthernet1/0/20
switchport trunk encapsul ation dot 1q
swi tchport node trunk

cts dot 1x

sap node-list gcmencrypt

IR FRALE

interface G gabitEthernet1/0/1

swi tchport trunk encapsul ation dot 1q
swi tchport node trunk

cts dot 1x

sap node-list gcmencrypt

REFHRIFEO ( R — REEPIMACsec ) EXF I INEE, X F EHAMACsecZ 4R M (MKA) MY
K ESAPHI X EHMACsec , 5 HELEMACsechlZ,

im0 LB A802.1x/a , FFMPFRMHLI AN T 25+ A ( BISHWIERR ) BIBERS

IR HANDAC , HEHN I REZEEICTSEH, SORIERNEON ; TRZFEFTESHRIE
AR5 2RISE LRIERFIUE, EPACAESE , RE tLHAFEEERESICTSH,


//www.cisco.com/en/US/docs/switches/lan/catalyst4500/15.1/XE_330SG/configuration/guide/swmacsec.html

AE  EFPACHEAP-FASTHEEZREZEZ2£(TLS)REE. 3750X-6151EH RST R HRY
PACEIE , RUTEF - IwmEERRS I/ NEAP-TLSH ENTLSEEERHMIEBRI S X,

RZIRADIUSTHE :

.....

[« - O O

3750X ( ¥ RkH ) WE—N2FATPACHEL. EAP-FASTRERPAC ( IMSCHAPV2 & 1756
TERERRE ).

12131 EAP-FAST built anonynmous tunnel for purpose of PAC provisioning
22037 Authentication Passed

11814 | nner EAP-MSCHAP aut hentication succeeded

12173 Successful ly fini shed EAP- FAST CTS PAC provi si oni ng/ updat e
11003 Returned RADI US Access- Rej ect

£ B cts credentials@ T ELEHFIMSCHAPV2 A & MZ1B, k4L , RADIUS Access-Reject&fE
ZREHRE , RAEPACERESE , FEEH#H — P HHRIL,

BEPHEZ/IRE RBES02.1xHHRIE. EAP-FASTA T 2Bl AEARPAC,

12168 Received CTS PAC

12132 EAP-FAST built PAC based tunnel for purpose of authentication
11814 I nner EAP- MSCHAP aut henticati on succeeded

15016 Sel ected Authorization Profile - Permt Access

11002 Returned RADI US Access-Accept

XX, BETREERAN , MEZPACKY . BIXEAMSCHAPV 2 FENHERZEI. AE , BE
ISE £ /Y B 1736 UE BRI # 1TIRIE |, FIRERADIUS Access-Accepte RE , BHRIEER#
MAREMNEY , %ikON802.1x2iENERNBIURS.

M RIRA L RTFNB02. IXRTEMN R T LAREH ?

UTRMFHFREENER, MFRUIROERY , AZHBAEBNMEBRIZAT802.1x — EX
FHEHBRIERR

debug cts all

debug dotlx all

debug radius verbose

debug radius authentication

Apr 9 11:28:35.347: CTS-ifc-ev: CTS process: received nsg_id CTS_| FC_MSG LI NK_UP
Apr 9 11:28:35.347: @@cts_ifc GgabitEthernet1/0/20, INIT: ifc_init ->
ifc_authenticating

Apr 9 11:28:35.356: CTS-ifc-ev: Request to start dotlx Both PAE(s) for

G gabi t Et her net 1/ 0/ 20

Apr 9 11:28:35.356: dot1lx-ev(G 1/0/20): Created authenticator subblock

Apr 9 11:28:35.356: dot1x-ev(G 1/0/20): created supplicant subblock

Apr 9 11:28: 35.364: dot 1x-ev:dot 1x_supp_start: Not starting default supplicant
on G gabit Et hernet 1/ 0/ 20
Apr 9 11:28:35.381: dot1x-sm Posting SuPP_ABORT on Client=7C24F2C



Apr 9 11:28:35.397: %AUTHVGR- 5- START: Starting 'dotlx' for client (10£3.11a7.e501) on
Interface G 1/0/ 20 Audit Sessi onl D COA800010000054135A5E32

RfE , FRASHRIERAR , RABRIBENIGRISE, E3750X-6L , FEFERFAE,

FXR802.1xABEEFENHARFE

AR BRI TMAIRIMPACHZI802.1xHBRIEE , ©F FTHRIMNEHE (WRHEHA ) , #
RERAAARRSS 2RV IPHbLE, EARHIF  MABRIBE—NERAN (T ) EE BT
ISE. 2/ , BEAUTRE ; MAAARS SEIREIHRIN E— A BN N S HRITE  mE=
BXMPLRNERT

XE2BETREN , ERAAAARSSFICHALIVERN R AR XETT B B BRI EAP)ERS
B, BEKZIEAPE RN B MR R N FHRRIES , HEFFELEFBIER,

Ho. |Time |Eoun:e |Destinaticn |F"mtnc::-l|Len.gth|Info

1 2013-a7-08 22:20:28. 2553170080 Cisco 25:a5:14 Nearest EAPDI G Start

22013-07-08 22:20:28.278219000 Cisco alieb:i0l Hearest EAPOL bl Start

3 20013-07-08 22:20:28.250005008 Cisco_25:a5:14 Nearest EAP 60 Request, Identity
120013-07-08 22:20:28.280230808 Cisco al:e5:01 Nearest EAP o8 Request, Identity
5 2013-a7- 120:28.200800000 Cisco_av:e5:01 Nearest EAP

6 2013-07-08 22:20:28.3179150080 Cisco 25:a5:14 Nearest EAP 68 Request, Tdentity
7 2013-07-08 22:20:28.3241090080 Cisco_av:e5:01 Nearest EAF 60 Response, Identity
B A013-00-08 22:20:28. 325 1 5000 Cisco 25:a5:14 Hearest Eal 68 Response, Identity
0 2013-07-08 22:20:28.3305370080 Cisco av:e5:01 Nearest EAF 60 Request, Identity
16 2013-07-08 22:20:28.401497808 Cisco_25:a5:14 Nearest TLSw1 ol Ignored Unknown Record

11 2013-07-08 22:20:28.407317000 Cisco al:e5:01 Nearest

* Frame 5: 68 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface B
¢ Ethernet II, Src: Cisco_a7:e5:;01 (18:f3;11:a7:e5:01), Dst: MNearest (B1:80:c2:00:00:03)
= 802.1X Authentication
Version: 802.1X-2618 (3)
Type: EAP Packet (8)
Length: 15
= Extensible Authentication Protocol
Code: Response (2)
Id: 1
Length: 15
Type: Identity (1)
Identity: CTS client

RS0 IxARE (AR RS , 3750X-6R1EXRA , RREHEKRIFBAAARSER ) , T—NE
3% 5% T PACIEE BIEAP- FASTs&?ﬁEo HAFA&CTS cllentFH ?RADlUSmﬂ?FHF'%?H’Eﬁ EAP & 15

Apr 9 11:28:36.647: RADIUS: User- Nanme [ 1] 12 "CTS client"
Apr 9 11:28:35.481: RADIUS: EAP-Message [79] 17
Apr 9 11:28:35.481: RADIUS: 02 01 00 OF 01 43 54 53 20 63 6C 69 65 6E 74 [ cTs client]

EHRERZREAP-FASTBRES , 3 A F B 3750X6(ctsEAE)#{TMSCHAPV2&iE, ERBH LETR
Aix—x , RRERTLSRRE ( % ) , EPACHEMISE LAV#4M B KA LUERAX — R, BAILLE
ZICTS Client/E 5 RADIUS B /= & FIEAP S 4 W1, 182 , X FREHEMSCHAP) |, £/
3750X6A 4 :



EAF Authentication Method :

EAP Tunnel Method
sername:

RADIUS Username ;
Calling Station 1D:

EAP-MSCHAP2
EAP-FAST
3750X6

CTS client
10:F3:11: A ES:01

HITE Z/NEAP-FASTE @ RIE, XX , EFEAZBAERNPAC, [E# , CTS clientF#ERADIUSH
FEMAT G K , m3750X6HA T HEBE B (MSCHAP), B HRUERK I :

RADIUS Status:
MAS Failure:
Username:
MAC/PF Address:
Metwaork Device:
Allowed Protocol:
ldentity Store:

Authorization Profiles:
SGA Securty Group:

Authentication succeeded

3750X6

10:F3:11:A7ES:01

30X : 10.48.66.109 : GigabitEthernet1/0/20

NMDAC SGT Semvice

Internal CTS Devices

Fermit Access
Unknown

Authentication Protocol : EAP-FASTEAP-MSCHAPYZ)

1&%,)‘\2

F Authentication Result

Lser-MName=3750X6
State=ReauthSession:C0AS00010000053A33FD7OAF
Class=CACS:COAB00010000053A33FD79AFIse/162314118/3616
Session-Timeout=86400

Termination-Action=RADIUS-Request

R, ISEIREIRADIUS AcceptBIEBHRHZNE M -

EAP-Key-Name=2b:54:e8:37:14:10:f0:3c:1b:90:f1:d7:ad:1c:0b:cc:62:e5:03:4c:6b
cisco-av-pair=cts:security-group-tag=0000-01
cisco-av-pair=cts:supplicant-cts-capabilities=sap
MS-MPPE-Send-Key=ce:d6:28:6f:b4:c0:25:96:69:93:fe:41:0d:1e:80:9d:31:e2:b8:c
MS-MPPE-Recv-Key=d4:8c:13:cd:d7:18:c7:1f.57:21:0d:de:39:fa;cd:68:aa:ca:1b:4f

HEXE , 5HRIERRRALF R O E S0 RECRE

bsns- 3750- 5#show authentication sessions int gl1/0/20

Interface:

MAC Address:

| P Addr ess:
User-Name:
Status:

Domai n:

Security Policy:

Security Status:

Oper host node:

Qper control dir:

Aut hori zed By:

VI an Policy:

G gabi t Et her net 1/ 0/ 20
10£3.11a7.e501
Unknown

3750X6

Authz Success

DATA
Shoul d Secure
Unsecure
mul ti - host
bot h
Aut henti cation Server
N A



Session timeout: 86400s (local), Remaining: 81311s
Ti meout action: Reauthenticate
Idle tinmeout: NA
Common Session ID: COA800010000054135A5E321
Acct Session ID:  0x0000068E
Handl e:  0x09000542

Runnabl e met hods i st:
Met hod State
dot 1x Aut hc Success

B AU R a3k 21 F & 23750X6 7% FRADIUSH F B M EBEAPE 4 , (EFCTS
client, AEH A MNE BN HFHRIURTAIN. AFREAISERI. &/&E—TRADIUSHKIES
(Access-Accept)@ & username=3750X6 , M H th77E $iE T &= S username = Cts client, XFi2
BRARBEIIRAEZFRAFPENRER. HITHFERFC. MRFEC357953.07 :

The User-Nanme attribute within the Access- Accept packet need not be the sane
as the User-Nane attribute in the Access-Request.

E802.1xFMMRIISENFE — M HIESH |, ISEIREFEEAP-Key-NamefIRADIUSEZ H S
cisco-av-pair:

30 10.48.66.129 10.48.66.109 RADIUS 447 Access-Accept(2) (id=70, 1=419)
1

—FOCRE T IOETTCITIET XS0 (707

Length: 419

Authenticator: afb2clbfcb908ec5df3d544da26c7979

[This _is a response to a request in frame 29]

[Time from request: 0.009000000 seconds]
= Attribute Value Pairs

F AYP: 1=8 t=lUser-Name(l): 37506
AVP: 1=40 t=State(24): 52656175746853657373696f6e3a43304138303030313030...
AYP: 1=50 t=Class(25): 434143533a43304138303030313030303030353341333346...
AYP: 1=6 t=Session-Timeout(27): 86400
AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1l)
AVP: 1=b t=EAP-Message(79) Last Segment[1]
AVP: 1=18 t=Message-Authenticator(860): 1b2b37b613fb42244bc3c6c2c038172e
AVP: 1=67 t=EAP-Key-Name(102): +T\3507\024\020\360<\033\220\361\327\255\034\\
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

» ¥SA: 1=32 t=Cisco-AVPair(l): cts:security-group-tag=0000-01

q = = - - - =

E AYESAPIE R B M Lo
o, SCTLBEE ., XEWE S DRIEERTIRHEARINE= OFFiCREERSN TR, ETUE

ISELBREREENEREMAEME, XMGERTEHRICRE ; RCREFRXEE , RARKIIER
T, BORUERTRIVEERBELT FHRIENBERSHRE (BEXBAUEISELEN ),

SGAKM TR

BT B /802.1x EAP-FASTL1E ( F—/NATPACHE , E-1 B TEMRKIL ) 24, EEH(t
RADIUSX#t ( TTEAP ) » LA TFRISER R :


http://www.ietf.org/rfc/rfc3579.txt

.....

£

000000

F=ANAERIEFERTR) R THEEMNRADIUSKIE : 3760X6 A~ #IRADIUSTERMRADIUSHE S,
AMNBERFTEHRENEKE  FELTR, REENAIMNELR

v AVP: 1=31 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=25 t=Cisco-AVPair(l): cts:trusted-device=true
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=32 t=Cisco-AVPair(1l): cts:security-group-tag=0000-01
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=32 t=Cisco-AVPair(l): cts:authorization-expiry=86400

H itk |, &40 XS RE R 5 #TSCTHRIZ A7 & (cts:trusted-device=true) , 3 &£/
tag=0fRiZ RIRiZTH R

EUAN A EE REEMNRADIUSRK M, BR , XXGEAT3750X50F ( BRRIER ) . XERERAH
M ERATMIBERA KR, ESIFENR , BRADATHEAAARS SN IPHEut, X2 S
RIS RBEVARBERS THRBWERER, LEEMEESAPHEREZEL/IERS ( LAKRISE
IPitg3t ) o

SAPHE
802. xR ERRE , FIUEHTSAPIHE, LIHERLEL , LUE -

. thg 224 5 (£ Fsap mode-list gcm-encryptds ) MR B E 4

- REBTFERENSEZHA

- PITEFERZHANSE

PITHAZEREHARIASRNLZS
SAPR HCisco SystemsE F802.11i/D6.0MERRA R ITHMNI. BXFMEES , iHECisco
Nexus 700071 [ i& 3K 15 [A] Cisco TrustSec®& £ X Bt — Z#Cisco Trusted Security B #%

SAP Exchangeff&802.1AER A, LANLEH Y B H 4K UM (EAPOL)ZEA R K EEFRAGH
BHRIEFZE , UEDEERES. IRZLSBANEERHA. BRHR , WiresharklR BT &4
EHEAPEKR M RIDER


//www.cisco.com/web/strategy/government/end_user_license_agreement_accept.html
//www.cisco.com/web/strategy/government/end_user_license_agreement_accept.html

No. | Source Destination Protocol| Length | Info

22 Cisco _25:a5:14 Nearest EAP GO Success

23 Cisco_al:e5:01 Nearest [ 316 Unknown Type (8x9D)
24 Cisco 25:a5:14 Nearest EAPOL 159 Key

25 Cisco_25:a5:14 Nearest EAPOL 286 Unknown Type (0x9D)
26 Cisco_25:a5:14 Nearest EAPOL 159 Key

27 Cisco_a7:e5:01 Nearest EAPOL 113 Key

28 Cisco 25:a%:14 Nearest EAPOL 159 Key

20 Cisco avl:e5:01 Nearest EAPOL 152 Key

30 Cisco al:e5:01 Nearest EAPOL 152 Key

31 Cisco 25:a5:14 Nearest EAPOL 129 Key

32 Cisco 25:a5:14 Nearest EAPOL 129 Key

33 Cisco 25:a5:14 Nearest EAPOL 129 Key

|
,,,,,,,

b Frame 23: 316 bytes on wire (2528 bits), 316 bytes captured (2528 bits) on interface ©
¢ Ethernet II, Src: Cisco_a7:e5:01 (10:f3:11:a7:e5:01), Dst: Nearest (01:80:c2:00:00:03)
= 802.1X Authentication
Version: 802.1X-2018 (3)
Type: Unknown (157)
Length: 298
= Data (298 bytes)
Data: B80000a3042810714015601221e5b57f28f4267813c4195dd. ..
[Length: 298]

I TERIXEESE , REYRZEKEK(SA).
FESupplicant® Fim 3R AL L -
bsns-3750-6#show cts interface gl/0/1

d obal Dot 1x feature is Enabl ed
Interface G gabitEthernet1/0/1:

CTS is enabled, mode: DOT1X
| FC st ate: OPEN
Authentication Status: SUCCEEDED
Peer identity: "3750Xx"
Peer's advertised capabilities: "sap"
802.1X role: Supplicant
Reauth period applied to link: Not applicable to Supplicant role
Aut hori zati on Status: SUCCEEDED
Peer SGT: 0 :Unknown
Peer SGT assignnment: Trusted
SAP Status: SUCCEEDED
Ver si on: 2

Configured pairwise ciphers:
gcm-encrypt

Repl ay protection: enabl ed
Repl ay protection node: STRICT

Selected cipher: gcm-encrypt
Pr opagat e SGT: Enabl ed
Cache Info:

Cache applied to link : NONE

Statistics:
aut hc success: 12



aut hc reject: 1556

aut hc failure: 0
authc no response: 0
aut hc | ogoff: 0
sap success: 12
sap fail: 0
aut hz success: 12
authz fail: 0
port auth fail: 0

L3 | PM di sabl ed.

Dot 1x Info for G gabitEthernetl/0/1

PAE = SUPPLICANT
StartPeriod = 30

Aut hPeri od = 30

Hel dPeri od = 60

Max St ar t =3

Credentials profile = CTS-ID-profile
EAP profile = CTS-EAP-profile

EHHRIER L

bsns-3750-5#show cts interface gl/0/20
G obal Dot 1x feature is Enabl ed
Interface G gabitEthernetl/0/20:
CTS is enabled, mode: DOT1X
| FC state: OPEN
Interface Active for 00:29:22.069
Authentication Status: SUCCEEDED

Peer identity: "3750X6"

Peer's advertised capabilities: "sap"

802.1X role: Authenticator

Reaut h period configured: 86400 (default)

Reaut h period per policy: 86400 (server configured)

Reauth period applied to link: 86400 (server configured)
Reauth starts in approx. 0:23:30:37 (dd: hr: mm sec)

Peer MAC address is 10f3.11a7.e501

Dot1X is initialized

Aut hori zati on Status: ALL- POLI CY SUCCEEDED
Peer SGT: 0 : Unknown
Peer SGT assignnent: Trusted
SAP Status: SUCCEEDED
Ver si on: 2

Configured pairwise ciphers:
gcm-encrypt
{3, 0, 0, 0} checksum 2

Repl ay protection: enabl ed
Repl ay protection node: STRICT

Selected cipher: gcm-encrypt
Propagat e SGT: Enabl ed
Cache I nfo:

Cache applied to Iink : NONE
Dat a | oaded from NVRAM F
NV restoration pending: F

Cache file nane . GgabitEthernetl_0 20 _d
Cache valid . F
Cache is dirty T

Peer ID :unknown



Peer nac : 0000. 0000. 0000
Dot 1X role :unknown
PMVK :
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

Statistics:

aut hc success: 12
aut hc reject: 1542
aut hc failure: 0
authc no response: 0
aut hc | ogoff: 2
sap success: 12
sap fail: 0
aut hz success: 13
authz fail: 0
port auth fail: 0

L3 | PM di sabl ed.

Dot 1x Info for G gabitEthernet1/0/20

PAE = AUTHENTICATOR
Qui et Peri od = 60
Server Ti neout =0
SuppTi neout = 30
ReAut hivax =2
MaxReq =2
TxPeri od = 30

B4k |, 3% O Agem-encryptiE = | XERERES ﬂ%ﬁﬂ“ﬂ:%ﬂbﬂfﬁ H BB EBFRIESGT, WA
& R ATEISE L A MR IR & B , XE B LR IR B & A2 TS 7 B 1 A BRIAAR
120, WA , IERBRIBEENTEEWBINSGT ( AN EM4HKE THMERHWRADIUSE M ) o

RN SR SE R

HMARZWEREICTSEE , REIHNENKBER. BRISCTMEH , FEH THERH
; ETHISELE XAISGACL , MEERMRIFH .

LR , FRAIEHMEAAARS SR IPHEIL , KA A BTHAT IR/,

BXRIEBNREEFNFMAEE , FSRASAT Catalyst 3750XF I 32l TrustSecHi & /= il 7151
[EHERRIEE .

B3R A RRAIEERADIUSEIR S 85 IPHbat | BN % BB ERADIUSIRS 88 LA R CTSEEEE T TT 8 ( 381
S HRIESERRI ). ER, A LA S R RAL IR

bsns-3750-6#show run | i radius

aaa aut hentication dotilx default group radius

aaa aut horization network default group radius

aaa aut horization network ise group radius

aaa accounting dot1x default start-stop group radius
radi us-server vsa send authentication

bsns-3750-6#show cts server-list

CTS Server Radius Load Bal ance = DI SABLED

Server Goup Deadtime = 20 secs (default)

d obal Server Liveness Autonated Test Deadtinme = 20 secs


https://techzone.cisco.com/t5/Identity-Services-Engine-ISE/Trustsec-on-ASA-and-3750X-configuration-example-and/ta-p/301156
https://techzone.cisco.com/t5/Identity-Services-Engine-ISE/Trustsec-on-ASA-and-3750X-configuration-example-and/ta-p/301156

d obal Server Liveness Automated Test Idle Tine = 60 m ns
G obal Server Liveness Autonmated Test = ENABLED (default)

Preferred list, 1 server(s):
*Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE
auto-test = TRUE, keyw ap-enable = FALSE, idle-tine = 60 m ns,
deadtine = 20 secs
Installed list: CTSServerListl1l-0001, 1 server(s):
*Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE
auto-test = TRUE, keyw ap-enable = FALSE, idle-tine = 60 nins,
deadtine = 20 secs

bsns-3750-6#show radius server-group all
Server group radius
Sharecount = 1 sg_unconfigured = FALSE
Type = standard Memlocks =1
Server group private_sg-0
Server (10.48.66.129:1812,1646) Successful Transactions:
Aut hen: 8 Aut hor: 16 Acct: O
Server _aut o_test_enabl ed: TRUE
Keyw ap enabl ed: FALSE

bsns-3750-6#clear cts server 10.48.66.129

bsns-3750-6#show radius server-group all
Server group radius
Sharecount = 1 sg_unconfigured = FALSE
Type = standard Memlocks =1
Server group private_sg-0

ERIEERF R LR NRE , WAL TSRS

bsns-3750-6#show cts environment-data
CTS Environnent Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:
SGT tag = 0-01: Unknown
Server List Info:
Security Group Name Table:
0-00 :Unknown
2-00:VLAN10
3-00:VLAN20
4-00:VLAN100
Envi ronnent Data Lifetinme = 86400 secs
Last update tine = 03:23:51 UTC Thu Mar 31 2011
Env-data expires in 0:13:09: 52 (dd: hr: mm sec)
Env-data refreshes in 0:13:09:52 (dd: hr: mm sec)
Cache data applied = NONE
State Machine is running

bsns- 3750- 6#show cts role-based permissions

NAFRERER ? TERER , B 2453 Fcts enforcement= 8851 F SR B -

bsns- 3750- 6(confi g) #cts role-based enforcement

bsns- 3750- 6(confi g) #cts role-based enforcement vlan-list all
bsns- 3750- 6#show cts role-based permissions

I Pv4 Rol e-based permi ssions default:



Permt |P-00
| Pv4 Rol e-based permi ssions from group 2:VLAN10 to group Unknown:
ICMP-20

NAABERFRE—NREFRLAUnknown , MEHBRIEREES ?

bsns-3750-5#show cts role-based permissions
I Pv4 Rol e-based pernissions default:
Permt |P-00
| Pv4 Rol e-based pernissions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20
| Pv4 Rol e-based permissions fromgroup 2:VLAN10 to group 3:VLAN20:
ICMP-20
Deny IP-00

& imaY i O 5 4018

MS Windows%& F i 23iE # £I3750-5 R # . 89g1/0/137 O H XS H 3 17 B 4 30 -

bsns-3750-5#show authentication sessions int gl/0/1
Interface: G gabitEthernet1/0/1
MAC Address: 0050.5699. 4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: nulti-auth
Oper control dir: both
Aut hori zed By: Authentication Server
Vlan Policy: 20
ACS ACL: XACSACLx-1P-PERM T_ALL_TRAFFI C-51134bb2
SGT: 0003-0
Session tinmeout: NA
Idle tineout: NA
Conmon Session ID:  COA80001000001BD336ECAD6
Acct Session ID: 0x000002F9
Handl e: 0OxF80001BE

Runnabl e nmet hods i st:
Met hod State
dotlx Authc Success
mab Not run

tesl | R#RH3750-5HE K B iZEHK R EE KIEBICTSEA RARIENSCT=3,

fEASGTHIZH R
AR AR AL B 2
XREE , BN

- AEIPREZFRARBEIHR ( XRFTSGTHIMACsecH E HIE S I LA KM ) o
. Areplication>k & F K X #lw O 2 H 25 (SPAN)Iw O — XA LAIEE T4 |, BRIBE TEM
WiresharkiE #Z 2| 5 = 2 EH Birim OWPCEH2EFM , BT X#802.1ae ( XAIREREEE
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CTSEPRIRIERBEHLEBMKOATR. XRANABRRE —MRXFAEEREETZ TR
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AT RiER A R #H.3750-6:

bsns-3750-6#show cts role-based permissions

I Pv4 Rol e-based permi ssions default:
Permt |P-00

| Pv4 Rol e-based permi ssions fromgroup 2: VLAN1O to group Unknown:
| CWP- 20

XEERNRE, E—PREFICRE (£/8 ) WRIAME. FEZPRMSCT=2ZFTHRICHISGT , A
0, FEUKBREEANREALSFEARXRBISENSCGAEH , H EETSGT=0, It , SGT=0= A
Rid. It , BURTHAAEERRER AL HSCT=0A N R, MREFERE , HZRERE—
MK : M2Z0,

LT 2 & 58I 873 #rH13750-5:

bsns-3750-5#show cts role-based permissions
I Pv4 Rol e-based perm ssions defaul t:
Permt |P-00
I Pv4 Rol e-based perm ssions fromgroup 2: VLANLIO to group Unknown:
| CVP- 20
I Pv4 Rol e-based perm ssions fromgroup 2:VLAN10 to group 3:VLAN20:
| CVP- 20
Deny | P-00
WAL ER —NEHE - M2BI3, iX2EN802.1xFFiw(MS Windows)iE#EIg1/0/1 , HFiEH
SGT=3., XFRN T ALUIFIE KK FTRIBISGT=3.

2% M\3750X-6(SGT=0)ping MS Windows XP(SGT=3), 3750X-52EHiiE%E .
FELb2 8l , BARMEISELNNSGT=0BISCT=3MRREEE. Lt RFEIET —MNMXEEpermit

icmp logfTHISGACLE Bx Mz &5E EM(CMP)B & , HEXRTNHEA TMNSGCT=0BISGT=30
B
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bsns- 3750- 5#cts refresh policy
Policy refresh in progress

bsns- 3750- 5#show cts role-based permissions

I Pv4 Rol e-based permnissions default:
Pernmit |P-00

I Pv4 Rol e-based permissions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20

I Pv4 Rol e-based permnissions from group Unknown to group 3:VLAN20:
ICMPlog-10
Deny IP-00

| Pv4 Rol e-based perm ssions fromgroup 2: VLAN1IO to group 3: VLAN20:
| CVP- 20
Deny | P-00

ERIFHEEHIIRACLZEMISETE , BEANUTGHS

bsns- 3750- 5#show ip access-lists ICMPlog-10
Rol e- based I P access list | CWPl og-10 (downl oaded)
10 permit icnmp |og

ERIURBENAACL (EHXE) , BRWANTHS :

bsns- 3750- 5#show cts rbacl | b ICMPlog-10

nane = ICMPlog-10

| P protocol version = |1PV4
refcnt = 2

flag = 0x41000000

POLICY_ PROGRAM_ SUCCESS
POLI CY_RBACL_| PV4
stale = FALSE
ref _q:
acl _i nfop(74009FC), nane(| CVPl og- 10)
sessions installed:
sessi on hl d(460000F8)
RBACL ACEs:



Num ACEs: 1
permit icmp log

BT RICMPZ BIHY IT 825

bsns- 3750- 5#show cts role-based counters
Rol e-based | Pv4 counters

# '-' in hardware counters field indicates sharing anong cells with identical
policies

From To SW Deni ed HW Deni ed SWPernitted HWPermtted
2 0 0 0 4099 224

* * 0 0 321810 340989

0 3 0 0 0 0

2 3 0 0 0 0

LLR 2 MSGT=0(3750-6 X #24/1) EIMS Windows XP(SGT=3)Hlit k25 # ping:

bsns- 3750- 6#ping 192.168.2.200
Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to 192.168.2.200, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

bsns- 3750- 5#show cts role-based counters
Rol e-based | Pv4 counters

# '-' in hardware counters field indicates sharing among cells with identical
policies

From To SW Deni ed HW Deni ed SWPernmtted HWMPernmitted
2 0 0 0 4099 224

* * 0 0 322074 341126

0 3 0 0 0 5

2 3 0 0 0 0
THERACLITEES :

bsns- 3750- 5#show ip access-lists ICMPlog-10
Rol e- based I P access |ist | CWPl og-10 (downl oaded)
10 permit icmp log (5 matches)
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