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REURNSHESAXIEBMNE, EXTUEN , Sup2THREHET KB EBSHHSIREN EBEHRER.

ERRICHFET , BRTEES|BATREFESMEREIE, FELF (HRHF K&~ , MC6800-32P10G ) BLBET ACHHAKEIE , UBEmSAX
WA CEFRBEAMRITER , ASBRFRFLIBABITEALFEANRE, XEHRN D HREEF(DFC).



FERASIBAZNXECEFR A THASHRRTEERFTOE , ARHFRBRR, BRERICPUERARES , URFEZRIE BN EERAESR
B, XARSH-RITREH,
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o121 [

Loopback O
1111

3750X

VLAN 1 VLAN 2
101110724 10.1.2.10/24

Switch#show module 3

——————————————————————————————————————————————————— Mod Ports Card Type Model Serial No. --- --
—————————————————————————————————————————————————————————————————————— 3 48 CEF720 48 port
10/100/1000mb Ethernet WS-X6848-GE-TX SAL2003X5AH ---= ——--——--—-———-———m oo oo
—————————————————————————————— 3 Distributed Forwarding Card WS-F6K-DFC4-A SAL2003X5AH 1.4 Ok

MBI o HRER 5 ¥ LBCEFRE

ERT | M3 K65063 ALK E T Supervisor 2T , HEFHE3H L% T DFCHIL FWS-6848-GE-TX, EH3750X BT OG3/MEETIL+ , CRHRBRET
3850fILoopback 0#tz1k1.1.1.1

itk , 3750XEAEIE T —810.1.1.1.1 ( Sup2TRIRHLFVLAN 189SV ) FlIPibib1.1.1. 10985 H. Sup2TRRILEEZREIP 1.1.1.1/320HSHKAKE
, BET—B10.1.2. 10 R B B8 A FI38503 4L , 2T —BER3EHEFIVLAN 2/ Sup2THY 38504 0,

MXC.CALO.3750X#show ip route | inc 1.1.1.1
S 1.1.1.1 [1/0] via 10.1.1.10

MXC.CALO.Sup2T#show ip route | inc 1.1.1.1
S 1.1.1.1 [1/0] via 10.1.2.1

CALO.MXC.3850#show ip route | inc 1.1.1.1
C 1.1.1.1 is directly connected, Loopbackl

EEE, AEEEN , 3750XM3850 M E BT B — & FEREFI6500, XERERBESLERFERBEE,

BIREBEEGI3/MEASUp2TRR , RAFKEREIZ (ERNXRDFC ) . HRASIZBMUBESFHERIPHLTFR , A ECHRENCEFRE LERFET
B ( &HED ),

BTFXRDFCH , XERBECHECHCEFRBH EERIEEA , RItRIMNMHE Aattach [dec] @ FEBERRF , RAVSSEEBRMI[1-2] mod [dec]@ .

IIE , BRIZAFDOFCRRAF T , fSshow platform hardware cef Sishow platform hardware cef vpn 0iR B EME A E ( VPN 0/EVRF ) RREMATE
CEF%H.

BT BAR2E4%1.1.1.1/32 , BItb &4 f 6 show platform hardware cef vpn 0 lookup 1.1.1.1, ZHSREFR1.11ANRETERE , UREXGRELREN
CEE -

MXC.CALO.Sup2T#attach 3
Trying Switch ...



Entering CONSOLE for Switch
Type "~C"C"C" to end this session

MXC.CALO.Sup2T-dfc3#show platform hardware cef vpn 0
Codes: decap - Decapsulation, + - Push Label

Index Prefix Adjacency

32 0.0.0.0/32 receive

33 255.255.255.255/32 receive

34 10.1.85.254/32 glean

35 10.1.85.5/32 receive

36 10.1.86.5/32 receive

[snip...]

MXC.CALO.Sup2T-dfc3#show platform hardware cef vpn 0 lookup 1.1.1.1
Codes: decap - Decapsulation, + - Push Label

Index Prefix Adjacency

262 1.1.1.1/32 v12 ,0cl1.678b.f6f7

CEF%BEIOSHE#H , B & <ip route 1.1.1.1 255.255.255.255 10.1.2. 1R BHASRE , HERTTHE.

&% 7] LAE i d show platform hardware cef 1.1.1.1 detaillRE4B % E , RIIHXBREEGTFHARERBEIMZBHEAN -

MXC.CALO.Sup2T-dfc3#show platform hardware cef 1.1.1.1 detail

Codes: M - mask entry, V - value entry, A - adjacency index, NR- no_route bit
LS - load sharing count, RI - router_ip bit, DF: default bit

CP - copy_to_cpu bit, AS: dest_AS_number, DGTv - dgt_valid bit

DGT: dgt/others value

Format:IPV4 (valid class vpn prefix)

M(262 ): 1 F 2FFF 255.255.255.255

V(262 ): 1 00 1.1.1.1

(A:114689, LS:0, NR:0, RI:0, DF:0 CP:0 DGTv:1, DGT:0)

BE , SEXEETRNAEEHFEAURRTHLBEREEERE !

MXC.CALO.Sup2T-dfc3#show platform hardware cef adjacencies entry 114689 detail

RIT fields: The entry has a Layer2 Format

|decr_ttl = YES | pipe_ttl = 0 | utos = 0

| | |
|12_fwd = 0 | rmac = 0 | ccc = L3_REWRITE

| | |
|rm_null_1bl YES| rm_last_1lbl = YES| pv = 0
| | |
|add_shim hdr= NO | rec_findex = N/A |
| | |
|rec_dti_type = N/A | rec_data = N/A

| |
|modify_smac = YES| modify dmac = YES| egress_mcast = NO
| |

|ip_to_mac = NO

|
|dest_mac = 0cll.678b.£6£f7 | src_mac = d8bl.902c.9680
| |

|

Statistics: Packets = 642
Bytes = 75756 <<<<

rec_shim_op = N/A

dest_macfllsrc_macREEXIMNE , REHNEBETEANFL2IEL,. BHMACHAL0c11.678b.f67210.1.2.1 , B13850 ( BiE1.1.1. 18T —Rk) :



MXC.CALO.Sup2T#show ip arp 10.1.2.1
Protocol Address Age (min) Hardware Addr Type Interface

Internet 10.1.2.1 30 0cll1l.678b.f6f7 ARPA Vlan2
Lt | Statistics FERE RREEFR LB WP tb4BERE |, HEL2IRLAHENEE,

M BRCEF% E

MBRCEF% B BB T HATMIBR AT REAREIRBRE ( flW , BRAFRHPERE ) WEARKE  EERATHIEN. CERHETEICRRBENS .

EMRCEFRE , BEETHRCEFRBERRINFHEN  HEPE T EHFRS| , fim:

MXC.CALO.Sup2T-dfc3#show platform hardware cef vpn 0

%5 : decap — ¥ , + — HERZ

MXC.CALO.Sup2T-dfc3#show platform hardware cef vpn 0

Index Prefix Adjacency 259 10.1.2.255/32 receive 260 10.1.1.1/32 V11 ,a0ec.f930.3f40 261
10.1.2.1/32 Vv12 ,0cl11.678b.f6£f7 262 1.1.1.1/32 V12 ,0cl1l1.678b.£6£7 <<<< Our CEF entry of
interest has a HW index of 262.

HEHRSIRHIMRCEFRENREERE , RAEAKSE, BR , ENHBTENER , XTFHEHBRARG TR, &0 LEA @ Stest platform hardware
cef index-conv hw_to_sw [hw index]353R ik B #9

MXC.CALO.Sup2T-dfc3#test platform hardware cef index-conv hw to_sw 262
hw index: 262 ==-=-=-> sw handle: 101
EBHET RO , ATLAEE 6 A & Stest platform hardware cef v4-delete [sw handle] mask [mask length] vpn [dec]iil BkCEF 5k B

MXC.CALO.s2TVSS-sw2-dfc3#test platform hardware cef v4-delete 101 mask 32 vpn 0
test_ipv4d_delete: done.

IR mmrEEN2 BNXEINEEEA.1.1.1/32)

BE , BAWICEFRE EMIER

MXC.CALO.Sup2T-dfc3#show platform hard cef vpn 0 1.1.1.1
Codes: decap - Decapsulation, + - Push Label
Index Prefix Adjacency

MXC.CALO.Sup2T-dfc3#show platform hard cef vpn 0

[snip...]

259 10.1.2.255/32 receive

260 10.1.1.1/32 v11 ,a0ec.£f930.3£f40

261 10.1.2.1/32 V12 ,0cl1l.678b.f6£f7

288 224.0.0.0/24 receive <<<<<<< Index 262 no longer exists in the CEF entries.
289 10.1.85.0/24 glean

EEE , WA FAEHcef vpn 06 HREDFCRIRAF FHITH. X% , CEF& B MDFCHCEFRFTMIER , MARMEESIZMER , BAFIEFE MOt N 5%
REIEMFRIXLESRE,

i

TENERARLSHTEER (EXRENEF ) , XTERBTE —ICEFRBENG T, BZERRLCREEHN - (BKEB ). EXIKF , BF

o §



MXC.CALO.Sup2T-dfc3#show plat hard cef vpn 0 lookup 1.1.1.1
Codes: decap - Decapsulation, + - Push Label

Index Prefix Adjacency

262048 0.0.0.0/0 glean

BA , REXEGRENBFESHMER?:

MXC.CALO.Sup2T-dfc3#show platform hardware cef adjacencies entry 262048

RIT fields: The entry has a Recirc. Format

|decr_ttl=NO | 12_fwd=NO | ccc = 6 |
add_shim hdr = YES | | | | |rc_fidx=0 |
rc_shimop=1 | rc_dti_type=4 | rc_data = 0x10B

| | | | Statistics: Packets = 2163 Bytes =
255234

Taken from a CPU packet capture using Catlayst 6500 NETDR tool. For NETDR capture tool details
refer to: Catalyst 6500 Series Switches Netdr Tool for CPU-Bound Packet Captures
——————— dump of incoming inband packet -------

12idb Pol, 13idb V11, routine inband_process_rx_packet, timestamp 01:00:17.841
dbus info: src_vlan 0x1(1l), src_indx 0xB40(2880), len 0x82(130)

bpdu 0, index_dir 0, flood 0, dont_lrn 0, dest_indx O0x5FA4(24484), CoS 0
capl 0, cap2 0

78020800 00018400 0B400100 82000000 1E000464 2E000004 00000010 5FA45BDD
destmac D8.B1.90.2C.96.80, srcmac A0.EC.F9.30.3F.40, shim ethertype CCFO
earl 8 shim header IS present:

version 0, control 64(0x40), 1if 1(0x1l), mark_enable 1,

feature_index 0, group_id 0(0x0), acos 0(0x0),

ttl 14, dti 4, dti_value 267 (0x10B)

10000028 00038080 010B

ethertype 0800

protocol ip: version 0x04, hlen 0x05, tos 0x00, totlen 100, identifier 51573
df 0, mf 0, fo O, ttl 255, src 10.1.1.1, dst 1.1.1.1

icmp type 8, code 0

——————— dump of outgoing inband packet -------

12idb NULL, 13idb V12, routine etsec_tx_pak, timestamp 01:03:56.989

dbus info: src_vlan 0x2(2), src_indx 0x380(896), len 0x82(130)

bpdu 0, index_dir 0, flood 0, dont_lrn 0, dest_indx 0x0(0), CoS 0

capl 0, cap2 0

00020000 00022800 03800000 82000000 00000000 00000000 00000000 00000000
destmac 0C.11.67.8B.F6.F7, srcmac D8.B1.90.2C.96.80, shim ethertype CCFO
earl 8 shim header IS present:

version 0, control 0(0x0), 1if 16391 (0x4007), mark_enable O,
feature_index 0, group_id 0(0x0), acos 0(0x0),

ttl 15, dti 0, dti_value 540674 (0x84002)

000800EO0 0003C008 4002

ethertype 0800

protocol ip: version 0x04, hlen 0x05, tos 0x00, totlen 100, identifier 50407
df 0, mf 0, fo O, ttl 254, src 10.1.1.1, dst 1.1.1.1

icmp type 8, code 0

E , FAEBELFIHAN BN 1A ANRERLERERLEHBHRHEEECPU. A, 2FFHE —MHEFBIEN0.0.0.0/0 , MFRICEFSKE
. FRATHE BRI,

X TEMBRMCEFREBE., XARESHCPUERAEXREE, BEEEIRIAKA0.0.0.0/0 , 1R
FRZEHBEATRE (HSBEEEZER).


https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/116475-technote-product-00.html

»INCEF%H

WICEF&BER , EASHIERTUBRRSGBRESEL, BEQERHCPUERARRENEMRERMBE, 7HRNAEEFTRKCEFRE , TMUAEBLIE
HIRRENSE  MAEBED JEENERER. FEEAZSFENEOST . REFSEEERMNBESN/REFCE. MAX—{ , EFEHNR
HENERLT  BBRHREEEREMAAENER, CEFRE FNRFEECEFTHARBER, ( EMENCEFFBEMBRIREL-—THAMNENRE)

EX L, HEFIT -BNERARPKER (EAHIFN10.1.2.1) MEEA (REARE ) &, HRHERL. F-EREEEXGEETRNARPEKE
(BEBSARP) :

SBATRNPE—MO0.1.2.10ARPEKE , ZHRER1111WT—Bk,

MXC.CALO.Sup2T#show ip arp 10.1.2.1
Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.2.1 2 0cll1.678b.f6f7 ARPA Vlan2

MXC.CALO.Sup2T#show ip route | inc 1.1.1.1
s 1.1.1.1 [1/0] via 10.1.2.1
ARP% B fECEF R P 4RIEN E VIR (/32):

MXC.CALO.Sup2T-dfc3#show plat hard cef vpn 0 look 10.1.2.1
Codes: decap - Decapsulation, + - Push Label

Index Prefix Adjacency

53 10.1.2.1/32 V12 ,0cl1l1.678b.f6f7

And of course, there is an index for this which again will tell us how a packet should be
rewritten to reach 10.1.2.1:

MXC.CALO.Sup2T-sw2-dfc3#show plat hard cef vpn 0 10.1.2.1 detail
[snip...]

Format:IPV4 (valid class vpn prefix)

M(53 ): 1 F 2FFF 255.255.255.255

V(53 ): 1 0 0 10.1.2.1

(A:114689, LS:0, NR:0, RI:0, DF:0 CP:0 DGTv:1, DGT:0)

Wait, wasn't 114689 adj entry the same used for 1.1.1.17:

MXC.CALO.Sup2T-sw2-dfc3#show plat hard cef 1.1.1.1 de

[snip...]

Format:IPV4 (valid class vpn prefix)
M(54 ): 1 F 2FFF 255.255.255.255
V(54 ): 100 1.1.1.1

(A:114689, LS:0, NR:0, RI:0, DF:0 CP:0 DGTv:1, DGT:0)

A B HIPH I SHIRER T —BRERNBEEBNBSE —EOAR S EAMERNL2RLEES.
REXFERRUFALAL , BXFELFMCEFRERREENTER , BREGIFCNIMIEASECEFBZEZEEEHES.
ST2PE , MVXENLEFCIEARPRE , B BEERBSARPEAE,

Rk, BEEZANEAENS10.1.2.1TF —BIERHAMACHHE , AT %1%F|0c11.678b.f6f7, HNEshow mac address-table address 0c11.678b.7H B& A
MACH#iit & Bf6f7@®SHEESE , MRFER , WEEEHASMACKE :

MXC.CALO.Sup2T (config) #mac address-table static 0cl1.678b.f6£f7 vlan 2 int Gi3/21
Displaying entries from DFC switch [2] linecard [3]:

vlan mac address type learn age ports

e R tm————— +———— o e
2 0cll.678b.f6f7 static No - Gi3/21

SWIEE , FECQEBSARPRE |, SMEXICEF&R B #HTHE !



MXC.CALO.Sup2T (config)#arp 10.1.2.1 0cl1.678b.£6£7 arpa <<< Static ARP configuration

MXC.CALO.Sup2T#show ip arp 10.1.2.1

Protocol Address Age (min) Hardware Addr Type Interface

Internet 10.1.2.1 - 0cll1l.678b.f6£f7 ARPA <<< Now the static ARP entry is
complete

// Attaching to DFC3...
MXC.CALO.Sup2T-sw2-dfc3#show plat hard cef 10.1.2.1 detail

[snip...]

Format:IPV4 (valid class vpn prefix)
M(53 ): 1 F 2FFF 255.255.255.255
V(53 ): 1 00 10.1.2.1

(A:114689, LS:0, NR:0, RI:0, DF:0 CP:0 DGTv:1, DGT:0)
The ARP entry exist in CEF table for DFC3. Same Adjacency Index result as before...

WIE , BT R T XEBEKENIIEE , AIBEIRMCEFRB ., ERE—85 , #1%1.1.1.1/320CEF& B & N i F & #hcef va-deletem HMIBREY . TIE
, B #3$test platform hardware cef v4-insert [prefix i £ B H I [#BKE] vpn [vpnim B 1484855

A TRWIEIER |, &6 At Stest platform hardware cef v4-insert 1.1.1.1 32 vpn 0 adjacency 114689, %% E B NEIDFC CEF&RH :

MXC.CALO.Sup2T-sw2-dfc3#test platform hardware cef v4-insert 1.1.1.1 32 vpn 0 adjacency 114689
test_ipv4_insert: done: sw_index = 42

MXC.CALO.Sup2T-sw2-dfc3#show plat hard cef vpn 0 1.1.1.1

Codes: decap - Decapsulation, + - Push Label

Index Prefix Adjacency

54 1.1.1.1/32 V12 ,0cl1l1.678b.f6f7

Ping from the 3750X to Loopback 0 is successful and HW forwarded by 6500 DFC.
MXC.CALO.Sup2T-sw2-dfc3#show platform hard cef adj entry 114689

Index: 114689 -- Valid entry (valid = 1) --

RIT fields: The entry has a Layer2 Format

|decr_ttl=YES | 12_fwd=NO | ccc = 4 | add_shim hdr = NO

Statistics: Packets = 684
Bytes = 80712

// Logs in 3850

CALO.MXC.385024XU#show logging [snip...] *Jan 23 05:59:56.911: ICMP: echo reply sent, src
1.1.1.1, dst 10.1.1.1, topology BASE, dscp 0 topoid 0 *Jan 23 05:59:57.378: ICMP: echo reply
sent, src 1.1.1.1, dst 10.1.1.1, topology BASE, dscp 0 topoid 0 *Jan 23 05:59:57.390: ICMP: echo
reply sent, src 1.1.1.1, dst 10.1.1.1, topology BASE, dscp 0 topoid 0

7 INFH ERVRFBE R RIS B

EMENESRPBITHEANEBF , BEH T show platform hardware cefis T Bvpn 0 & H ., BIfER TRIMER TiZmSiRE — M B RSKvpn 0% B
, A B FRETHE | BIXRA T RAFEIDEDZRH0FMIBRE TR S E R A RIHI(VRF)FIRMBMIERSZ B CEFRE1.1.1.1/32, B2 , REFIBRRATEE
FEFTREMIVRF()Fe.10.x.x.x) HER, FNKIEHEIRVRFIICEFSK B TTHESER AE M,

MIBRBIE N 1.1.1.1/320CEF% B , LA TFVRFTEST_VRF, HXCEFX B RIMMiF4HIRE , B2 HAXHNRMCEFZ B 5.

ERMVRF , BERA®Sip vrf forwarding [VRF-NAME]E6500 LA MISVIE R A EWMWVRF , #BLETEST_VRFERARIMEENENES

MXC.CALO.Sup2T (config) #ip vrf TEST VRF



MXC.CALO.Sup2T (config-vrf)#int vlan 1

MXC.CALO.Sup2T (config-if) #ip vrf forwarding TEST_VRF

% Interface Vlanl IPv4 disabled and address(es) removed due to enabling VRF TEST_VRF
MXC.CALO.Sup2T (config-if)#ip add 10.1.1.10 255.255.255.0

MXC.CALO.Sup2T (config-if)#int vlan 2

MXC.CALO.Sup2T (config-if) #ip vrf forwarding TEST_VRF

% Interface Vlan2 IPv4 disabled and address(es) removed due to enabling VRF TEST_VRF
MXC.CALO.Sup2T (config-if)#ip add 10.1.2.10 255.255.255.0

MXC.CALO.Sup2T (config)#ip route vrf TEST VRF 1.1.1.1 255.255.255.255 10.1.2.1

MXC.CALO.Sup2T#show ip vrf
Name Default RD Interfaces
TEST VRF <not set> V11

V12

VRF&J’EJHW}"’E&O XRRIRAFHE—NVRF ( ZEIREEHMVRF ) , B VRFESIRY
VPN4&RS R 1, 1EIZ1Tshow platform hardware cef vpn 1955 J«,{EMIE“' 27 AIEWH :

MXC.CALO.Sup2T-sw2-dfc3#show plat hard cef vpn 1
Codes: decap - Decapsulation, + - Push Label
Index Prefix Adjacency

34 10.1.1.10/32 receive

35 10.1.1.0/32 receive

36 10.1.1.255/32 receive

38 10.1.2.10/32 receive

43 10.1.2.0/32 receive

44 10.1.2.255/32 receive

53 10.1.2.1/32 V12 ,0cl1.678b.£f6£f7

54 1.1.1.1/32 V12 ,0cl1l1.678b.£f6£7
[snip...]

However, usually, switches have hundred or thousands of VRFs and just count them in the 'show ip
vrf' command output would be quite difficult. In order to know which VPN number is assigned to a
VRF we will run the command "show platform hardware cef vrf [VRF name] [prefix] detail",

it will return the actual vpn number for that VRF:

Format:IPV4 (valid class vpn prefix)

M(54 ): 1 F 2FFF 255.255.255.255

V(54 ): 1 0 1 1.1.1.1 <<<<<<<<<<< The number in red
determines the VPN this prefix belongs to.

(A:114689, LS:0, NR:0, RI:0, DF:0 CP:0 DGTv:1, DGT:0)

T IS5 B BSRBRVPNGR S RIBRAFREIEREE | XH SR 7T A SeR E M BRI VRFSS 670

MXC.CALO.Sup2T-sw2-dfc3#test platform hardware cef index-conv hw _to_sw 54
hw index: 54 ----> sw handle: 42

MXC.CALO.Sup2T-sw2-dfc3#test platform hardware cef v4-delete 42 mask 32 vpn 1
test_ipv4_delete: done.

Result:

MXC.CALO.Sup2T-sw2-dfc3#show platform hardware cef vpn 1 lookup 1.1.1.1
Codes: decap - Decapsulation, + - Push Label

Index Prefix Adjacency

262049 0.0.0.0/0 drop

Traffic is now getting punted, and the effects are seen in the 3750X pings to 1.1.1.1:



MXC.CALO.3750X#ping 1.1.1.1 repe 5000000

Sending 5000000, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
rrrrrrrrrrrrrrrrrrrrrrrrnd rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

// Packet loss
BREEFFMES , ATXLECEFRB RN , 2HTESTNZIMRMATRENER. At , BIWELTFE O PRITXLEN R,
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