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Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
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- Cisco Catalyst 6500 Series WLSM
- Cisco Catalyst 6500 Series WiSM

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.
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Cisco Catalyst 6500 Series WLSM

A] LAZZ % Cisco Catalyst 6500 Series WLSM , H BEHFF—EBEFITH3, 6, 95&F13 SLOT
Cisco Catalyst 6500 Series Switch#YslotEi & A Supervisor5|Z720, Cisco Catalyst 6500 Series
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% ESSID,

dot11 vl an-nanme Enp vlan 3

|
dot 11 ssid Enpl oyee

vlan 3

aut henti cati on open eap
eap_net hods

aut henti cati on network-eap
eap_net hods

aut henti cati on key- managenent
wpa

nobility network-id 3

|

i nterface Dot 11Radi 00

no i p address

no i p route-cache

|

encryption vlan 3 node ciphers
tkip

|

ssid Enpl oyee

interface Tunnel 3
description nGRE for
enpl oyees

i p address 10.10.3.1
255. 255. 255. 0

no ip redirects

ip nmu 1476

i p dhcp snooping
packets

tunnel source
Loopbacks3

tunnel node gre

mul ti poi nt

mobility network-id 3
|
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. Supervisor 720FE E1z1TCisco 10S Software Release 12.2(18)SXF25 A k

. Catalyst 6500 WLSMEEE171.4. 155
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. Bt & Supervisor 7203 #FCisco WiSM,
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EL il Catalyst 6500 WiSM#BHEM Catalyst 6500 WLSMAYSSID

— B Cisco WLSM{ER &R | A S BB HSSIDH ST X 22 31 R B Fr B & F imf) R E X Catalyst
65009 B M &, XL % QGRE (MGRE))B%iE A £ EHLWLSM Catalyst 65008 Supervisor
7208 RN — AR, BENS —NEBARESNEIRBIEMNENAEEARFE. —B
Cisco WiSM¥ & , SSIDZRIREAWLAN, BWLANE BN EBEOR —NMNaEFHENNHES
B0, CEFHENNDAEDRZECTVLANA BERTLEFHE — N DHCPH 4k,

EZBIHEMSupervisor 720 R A FE X —mGREBEE, X2 — 1 mGREBE O RHITE
Supervisor 72009, FRE T EF infEABRERE O M IPH I ERBRIAFK, BIIMEMEIdEX T IHE
NE—BHENE, HURBEENNBHEMEFidBHELEEH—MEASSSIDENLATATIR
NESSNEIZBHEME,
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It 8 SR Supervisor 720 ELE -

interface Tunnel 172

description to_wireless_clients

ip address 172.16.1.1 255.255.255.0
i p hel per-address 10.1.1.11

no ip redirects

i p dhcp snoopi ng packets

tunnel source Loopbackl100

tunnel node gre multipoint

mobi lity network-id 172
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i nterface Dot 11Radi 00
no i p address
no ip route-cache
!
encryption vlan 172 node ci phers tkip
!
ssid |ight
vl an 172
aut henti cati on network-eap eap_net hods
aut henti cati on key-managenent wpa
nmobi lity-network-id 172

ATHRGERBREWISMEREH , EREQEZE—IHOB/VLANED , FRCE—IMTENTH
BN—NMPikat , H HELSTEWLAN.

WLAN#E O & B34 B F # Cisco Aironeti A RIISSIDE R, EXRFIPER LT, HBEHF —MEEL
NEFN , AFRGBRRER/NMN, HE—HXBRIPiL S BMNTLE ik EIPikit,

1. BIZ1E Supervisor 72009 FTHIVLANH B INE BIVLANSIEE .
c6506-t (config)#interface vlan 45
c6506-t (config-if)#ip add 172.16.2.1 255.255.255.0
c6506-t (config-if)#no shut
c6506-t (config-if)#end
c6506-t (confi g)#vl an 45
c6506-t (config-vlan)#state active
c6506-t (config-if)#end

2. R EBRM PLH T IREORVLAN,
c6506-t (config)#interface range gig 1/1-4
c6506-t (config-if-range)#sw tchport node trunk
c6506-t (config-if-range)#swi tchport trunk encap dotlq
c6506-t (config-if-range)#sw tchport trunk native vlan 201
c6506-t (config-if-range)#sw tchport trunk allowed vlan 201, 45
c6506-t (config-if-range)#m s gos trust dscp
c6506-t (config-if-range)#spanni ng-tree portfast
c6506-t (config-if-range)#channel -group 1 node on
c6506-t (config-if-range)#end

3. —EVLANEH#EO RV , Hir DEEEO B3 .
€c6506-t#show run interface port-channel 1
|

nterface Port-channel 1

swi t chport

switchport trunk encapsul ation dot 1q

switchport trunk native vlan 201

switchport trunk allowed vlan 45,201

swi tchport node trunk

no i p address

end

c6506-t #
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Crsen Sovnems Save Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAG h COMMANDS  HELP
Controller Interfaces NEw...
General [% Interface Mame YLAW Identifier IP Address Interface Type Dynamic AP Management
Inventory ap-manager untagged 172.20.225.139  Static Enabled Edit
Interfaces managemert untagged 17220.225.038  Static hot Supported it
Metwork Routes service-port NA 192.168.2.22 Static Net Supported Edit
Internal DHCP Server virtual Hia 1.1.1.1 Static Not Supported Edit
W AEOZMMVLAN IDH BEREERA.
Cisen Srinemy Save Configuration  Ping  Logout Refrash
MONITOR ‘WLANs CONTROLLER WIRELESS SECURITY M GEMENT COMMa
Controfler Interfaces > New <Back | apply |
General Interface Name [viands
Inventory
Interfaces [} VLAN Id s
B E MM IPH S S MDHCPRRESBEE X A ATHER.

Cizen Svamemy Sawe Configuration | Ping | Logout Refres

Controller Interfaces = Edit < Back Apply
General
Inwentory General Information
Interfaces LE\ Interface Name wlands
Netwrork Routes
Internal DHCP Server Interface Addrass
Mobility Management VLAN [dentifier F:s
Mabalty Groups
Muability Statistics IF Address |1?2-16-2.1’

Spanning Tree Netmash [rssis5.2850
Ports Gatewsy [EFETER

Master Controller Mode
Physical Information
Metwork Time Protocal
QoS Profiles Thie interfacs is attached to & LAG.
DHCP Information
Primary DHCP Server [EEEET]
Secondary DHCP Sarver Iﬂ.ﬂ.ﬂ.ﬂ
Access Control List
ACL Name |nune *
IEFEWLANsH B R i # R 78 £ Cisco WiSME —##9SSID,

Cisen Srarent Save Configuration  Ping  Logout  Refresh

MOMITOR  WLANs COI LLER WIRELESS SECURITY  MANAGEMEN COMMANDS  HELP

WLANS WLANS New...
WLANS ;
WLAN Admin
WLAN: n WLAN 551D Status security Policies
AP Groups VLAN
R . " . Mobilty
i secure-1 Disabled B02.1% £dit Remowe T hars

RINSSIDITH ERthERA.



] Save Configuration Prig | Logout HRefrezh
“ MONITOR  WLANs  CONTROLLER  WIRELESS SECURITY  MAMAGEMENT COMMANDS HELP

wiads WLANS = MNew < Back | Apply

WLANS WLAN 10 ] -
WLANS

AP Groups VILAKN

WLAN 51D [lnghe

EREAOBMSHIELMNVLAN, HtR£SH , FI0iE HAIRADIUS RS 25 M hN 2% B
BN T HCiscoBSAEARNEE, EAMF , OB ERFIVLANAS , FAF2RLZ LR
B E HEIWPA2,

Cigta Svanimy Sawe Configuratioh  Ping  Logowt  Refresh
MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANS WLANS > Edit < Back | apply | ~
W&-’“ WLAN 1D z
WLANs .
AP Groups WLAN WLAN 551D light
General Policies Security Policles
Radio Palicy all - IPvé Ensbls r
Admin Statug W Enshled
. Layer 2 Securty |'|N'P-ﬂ|2 -
Session Timeout (secs) I:I.SDI:I
: T MAC Filtering
Quality of Service {Qof) ISI"\'N {best affart) -I
WHHM Palicy |D|uh|ad - Layer 3 Security [“"“‘—3
T9Z0 Phone Support [ Chert CAC Limst [~ AP CAC Lifmit [ wab Folicy *
Broadcast 510 ¥ Enabled
Allaw BAL Override [T Ensbled
External Policy Validation ™ Ensbled :-;detl;:":-hr.-r cannot be usad in combanation with [Psac
. - |
Clignk Exclusion ¥ Ensbled W =% When dient excdusion is enabled, & trmeout value of
Timeout Vaue (secs) zero measns infinity{will require administrative override to

DHCP Server [T gverride reset excluded chants)

DHCP Addr, Assignment [ Required

Interface Marme |vl-:n4$ -

X FHISSIDAT o

m Save Configuration | Ping  Logout  Refresh
h. FONITOR WiLANs CONTROLLER WIRELESS SECURITY MANSGEMENT COMMaNDS HELP
WLAMNS WLANS Hew...
WILAMNS
WLANS .:J:,Lﬁ“ WLAM SSID :;ﬂ;‘:ﬁ' Security Policies
AP Groups VLAN .
i socurg-1 Disabled  802.1% Edit Remove GOBUt
|
z Fght Enabled BLEN (802.1x) Edit emoye CZBILE
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- i Cisco Aironet 1130 AGIEA R

. PR Cisco Aironet 1240 AGIEA R
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MEEEASCLEEERASIPHL , #ASFEZ Pt , N EFHERBHERIEELWAPPER G, W
REARTESE2RIPTFRAZEFIEE—# , MCISCO-LWAPP-CONTROLLER@Iocaldomainf
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RIEREREAHTRTHR. BLIEE RS IS X ithfERCISCO-LWAPP-
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EEE L FERRTE BHDHCPIATI43IRE — N E 22 FIE5 Pt BIZEDHCPIRHEEN — AR
o BARKXK—MNWAPPXRIEEZIEDHCPIA M43 Z R HIBSN EEIPHhit, SEHFA  BER
E % Cisco AironetiZ A S I DHCP%& 437 Windows 20037l > F Al DHCP AR & B8 it B 1
Windows 20031\l DHCPRR S5 288 FIDHCPIE T K & %15 B.43,

AREEASNERKE

EEERARRIVRNNEFBRERENMNBARSNIBHEARZ AR T —PMZRULE. —BEAR
IR BLWAPPRER | 3 ECisco WiISMBELEFTA , BN TLBEFHR
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