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Windows Machine with L2TP
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interface G gabitEthernet0/0/1
i p address 192.168.1.1 255.255.255.0
negoti ation auto
end interface Loopback100
ip address 172.16.1.1 255. 255. 255. 255
end vpdn enable
vpdn-group 1
I Default L2TP VPDN group
accept-dialin
protocol |2tp
virtual -tenplate 1
no | 2tp tunnel authentication interface Virtual - Tenpl atel
i p unnunbered Loopback100
peer default ip address pool test
ppp aut hentication chap call out
ppp ipcp dns 4.2.2.1 4.2.2.2
end ip local pool test 10.1.1.2 10.1.1.100
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:J_L: <« Metwork and Internet » Metwork and Sharing Center - | 3 | | Search Control Panel 02 |

@

U6-

Control Panel Home . . . . .
View your basic network information and set up connections

. ; " See full ma
Change adapter settings [}FLH |:h q g

[anae advanced shagy ADMIN-PC Network 5 Internet

settings ;
9 (This computer)
Wiew your active networks Connect or disconnect
[.—h Network 5 Access type: Internet
‘!k Work network Connections: [ Local Area Connection 5
Change your networking settings
‘E- Set up a new connection or network
= Set up a wireless, broadband, dia{_’w_}p, ad hoc, or VPN connection; or set up a router or access
point,
ﬁ. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
*%I Choose hemegroup and sharing options
Access files and printers located on other network computers, or change sharing settings,
= i
sesal Troubleshoot problems
HomeGroup Diagnose and repair network problems, or get troubleshooting information.

Internet Opticns

Windows Firewall

TR2GERERITHEX", RERET—F"




Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

 5et up a new network
-« Configure a new router or access point.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

Set up a dial-up connection
Connect to the Internet using a dial-up connection.

S PR3.1%£F Use my Internet Connection(VPN)
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@ |__h|l'.l Connect to a Workplace

How do you want to connect?

. & Use my Internet connection (VPN)
' Connect using a virtual private network (VPM) connection thrcugl'ﬁhelnternet.

= Dial directly
Connect directly to a phone number without going through the Internet.

| W

What is a VPM connection?

Cancel

SRAMARSB/IPHI ( EABIFR192.168.1.1) , NEREE—NEH (EAFFH
VPDN# & ) , AEHE HNext,




@ |_:[! Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 19216811

Destination name: WPDN

[] Use a smart card

'5' [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

[ Don't connect now; just set it up so I can connect later

Mext l[ Cancel
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Type your user name and password

User narme: Clsco

Pazsword: E““
Show characters

Bemermnber this password

Domain (optional):

SR RBAFBNED



Connecting to L2TP...

Verifying user name and password...

S| EARBRKY , MTEFR.
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@ L:E] Connect to a Workplace

Connection failed with error 800

Ay o

=

The remote connection was not made because the attempted VPN tunnels failed. The VPN -
server might be unreachable, If this connection is atternpting to use an L2TP/IPsec tunnel,
the security pararmeters required for IPsec negotiation might not be configured properly. -

< Try again

< Set up the connection anyway

< Diagnose the problem

Cancel
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Currently connected to:

Network 3
Internet access

Dial-up and VPN ~

VPDN Hg

Open Metwork and Sharing Center
raiem |
4/12/2016 | |

AR L)

SHOABREEERE (A RNVPDN) | RE2H WY . RERSEMNIPHuE (k4R
192.168.1.1)
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= VPDM Properties

General

[

Options

Security

MNetwarking

Sharing

Host name or IP address of destination (such as microsoft.com or
1575407 or Fe:1234::1111):

15216811

First connect

Windows can first connect to a public network, such as the
Intemet, before trying to establish this vitual connection.

|| Dial another connection first

See our online privacy statement for data collection and use

information.

OK || Cancel

HER10.SMEXT> PPPIRBHRILRE , M TEAR.




= VPDM Properties 2t

General | Options | Security | Networking | Sharing

Dialing options
Display progress while connecting
Prompt for name and password, certfficate, etc.

Include Windows logon domain

PPP Settings [=5]

|| Enable software compression

[ | Negotiate multidink for singledink connections

Ok | | Cancsl

PPP Settings... | N

OK || Cancsl

S5 11.5 M1 Z Security > Type of VPN >Layer 2 Tunneling Protocol with IPsec , 10 B Fi 7R,



= VPDN Properties =

General | Options | Security | Networking | Sharing

Type of VPN:

‘bi
Automatic
Point to Point Tunneling

Layer 2 Tunneling Protocal with IPsec (L2TP/1FSaec)

Secure Socket Tunneling Protocol (SSTP)
|KEvZ

Authentication
() Use Extensible Authentication Protocol (EAF)

Properties

@ Allow these protocols
EAP-MSCHAPYZ will be used for IKEvZ VPN type. Select

any of these protocols for other VPN types.

[ Unencrypted password (PAP)

Challenge Handshake Authentication Protocal (CHAP)
Microsoft CHAP Version 2 (M5-CHAP v2)

| Automatically use my Windows logon name and
password (and domain, if any)

| oK || Cancel
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= VPDN Properties ==

General | Options | 2ecurty | Networking | Sharing

Type of VPN:
| Layer 2 Tunneling Protocol with [Psec (L2TP/IPSec) b |
| Advanced gettings |

Data encryption:

Mo encryption allowed (server will disconnect f it requires encrnyptio
Optional encryption (connect even if no encryption)
Require encryption (disconnect if server declines)

Mapdmum strength encryption (disconnect if server declines)

Froperties

@ Allow these protocols

[ Unencrypted password (PAP)
Challenge Handshake Authentication Protocaol (CHAF)
[ Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (@and domain, if any)

| 0K || Cancel

%8 13.BUH % AMicrosoft CHAPAR A2 3 & ¥ E,



= VPDN Properties (23]

General | Options | Securty | Networking | Sharing

Type of VPN:
| Layer 2 Tunneling Protocal with IPsec (LZTP/IPSec) -

| Advanced settings

Data encryption:
|§I‘-.In encryption allowed (server will disconnect f it requires encri

Authentication
(") Use Edensible Authentication Protocol (EAP)

Properties

@ Allow these protocols

[ Unencrypted password (PAP)
Challenge Handshake Authentication Protocol (CHAP)
%icmsnﬂ CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (and domain, if any)

| oK || Cancsl
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Currently connected to:

Network 5
Internet access

Dial-up and VPN ~

VDN H"}

-r—_'___-r'_
= Open Network and Sharing Center

T:29 PM
4/12/2016
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&: Connect VPDN

Lser name: cisco
Password: EaEe
Diomain:

|| Save thig user name and password for the following users:

Me only

l@',l Anyone who uses this computer

| anne&:t || Cancel || Properties || Help

BriE
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Recycle Bin

Currently connected to:

Network 5
3 Internet access

== VPDN 3
Mo network access

Dial-up and VPN ~

VPDN Connected [

Open Metwork and Sharing Center

Ohe . O m|-)|@) R

FR2 T F SRR Hiz1Tipconfig /allip 5o

PPP adapter UPDN:

Connection—specific DNS Suffix
Description . . . . . - . . .
Physical Address. . . . .

DHCP Enabled. . .

UPDH

Mo

Yes
14.1.1.2¢Preferred>
255 .255.255 . 255
BH.A.64.8

4.2.2.1

4.2.2.2

Enabled

Autoconf iguration Enabled
IPv4 Address. . . . . .
Subnet Mask . . - - .
Default Gateway - - -
DNS Servers . . - - .

MetBIOS over Tcpip.

|Pv4 b 1t #1118 % PR %5 85 (DNS) IR & 83 E T PPP Internettp IR #ltH i (IPCP)B ER & 0 B o

$ 3. 1E R 485 £iE1Tdebug ppp negotiation &5 M EH thshowd © :

Aggr egat or #

*Apr 12 06:17:38.148: PPP: Alloc Context [38726D0C]

*Apr 12 06:17:38.148: pppll PPP: Phase is ESTABLI SH NG

*Apr 12 06:17:38.148: pppll PPP: Using vpn set call direction

*Apr 12 06:17:38.148: pppll PPP: Treating connection as a callin

*Apr 12 06:17:38.148: pppll PPP: Session handl e[ A6O0OO00B] Session id[11]
*Apr 12 06:17:38.148: pppll LCP: Event[OPEN] State[lnitial to Starting]



*Apr 12 06:17:38.148: pppll PPP: No rempte authentication for call-in
*Apr 12 06:17:38.148: pppll PPP LCP: Enter passive node, state[Stopped]
*Apr 12 06:17:38.607: pppll LCP: | CONFREQ [Stopped] id O len 21

*Apr 12 06:17:38.607: pppll LCP: MRU 1400 (0x01040578)

*Apr 12 06:17:38.607: pppll LCP: Magi cNunber 0x795C7CD1 (0x0506795C7CD1)
*Apr 12 06:17:38.607: pppll LCP: PFC (0x0702)

*Apr 12 06:17:38.607: pppll LCP: ACFC (0x0802)

*Apr 12 06:17:38.607: pppll LCP: Cal | back 6 (0x0D0306)

*Apr 12 06:17:38.608: pppll LCP: O CONFREQ [Stopped] id 1 len 10

*Apr 12 06:17:38.608: pppll LCP: Magi cNunber OxF7C3D2B9 (0x0506F7C3D2B9)
*Apr 12 06:17:38.608: pppll LCP: O CONFREJ [Stopped] id O len 7

*Apr 12 06:17:38.608: pppll LCP: Cal | back 6 (0x0D0306)

*Apr 12 06:17:38.608: pppll LCP: Event[Receive ConfReq-] State[ Stopped to REQsent]
*Apr 12 06:17:38.615: pppll LCP: | CONFACK [REQsent] id 1 len 10

*Apr 12 06:17:38.615: pppll LCP: Magi cNunber OxF7C3D2B9 (0x0506F7C3D2B9)

*Apr 12 06:17:38.615: pppll LCP: Event[Recei ve ConfAck] State[ REQsent to ACKrcvd]
*Apr 12 06:17:38.615: pppll LCP: | CONFREQ [ACKrcvd] id 1 len 18

*Apr 12 06:17:38.615: pppll LCP: MRU 1400 (0x01040578)

*Apr 12 06:17:38.615: pppll LCP: Magi cNunber 0x795C7CD1 (0x0506795C7CD1)
*Apr 12 06:17:38.616: pppll LCP: PFC (0x0702)

*Apr 12 06:17:38.616: pppll LCP: ACFC (0x0802)

*Apr 12 06:17:38.616: pppll LCP: O CONFNAK [ACKrcvd] id 1 len 8

*Apr 12 06:17:38.616: pppll LCP: MRU 1500 (0x010405DC)

*Apr 12 06:17:38.616: pppll LCP: Event[Receive ConfReq-] State[ ACKrcvd to ACKrcvd]
*Apr 12 06:17:38.617: pppll LCP: | CONFREQ [ACKrcvd] id 2 len 18

*Apr 12 06:17:38.617: pppll LCP: MRU 1400 (0x01040578)

*Apr 12 06:17:38.617: pppll LCP: Magi cNunber 0x795C7CD1 (0x0506795C7CD1)
*Apr 12 06:17:38.617: pppll LCP: PFC (0x0702)

*Apr 12 06:17:38.617: pppll LCP: ACFC (0x0802)

*Apr 12 06:17:38.617: pppll LCP: O CONFNAK [ACKrcvd] id 2 len 8

*Apr 12 06:17:38.617: pppll LCP: MRU 1500 (0x010405DC)

*Apr 12 06:17:38.617: pppll LCP: Event[Receive ConfReq-] State[ ACKrcvd to ACKrcvd]
*Apr 12 06:17:38.618: pppll LCP: | CONFREQ [ACKrcvd] id 3 len 18

*Apr 12 06:17:38.618: pppll LCP: MRU 1500 (0x010405DC)

*Apr 12 06:17:38.618: pppll LCP: Magi cNunber 0x795C7CD1 (0x0506795C7CD1)

*Apr 12 06:17:38.618: pppll LCP: PFC (0x0702)

*Apr 12 06:17:38.618: pppll LCP: ACFC (0x0802)

*Apr 12 06:17:38.618: pppll LCP: O CONFACK [ACKrcvd] id 3 len 18

*Apr 12 06:17:38.618: pppll LCP: MRU 1500 (0x010405DC)

*Apr 12 06:17:38.618: pppll LCP: Magi cNunber 0x795C7CD1 (0x0506795C7CD1)

*Apr 12 06:17:38.618: pppll LCP: PFC (0x0702)

*Apr 12 06:17:38.619: pppll LCP: ACFC (0x0802)

*Apr 12 06:17:38.619: pppll LCP: Event[Receive ConfReqg+] State[ ACKrcvd to Open]

*Apr 12 06:17:38.621: pppll LCP: | IDENTIFY [Open] id 4 len 18 magi ¢ 0x795C7CD1MSRASVS. 20

*Apr 12 06:17:38.621: pppll LCP: | IDENTIFY [OQpen] id 5 len 24 magi ¢ 0x795C7CD1MSRAS- 0- ADM N- PC
*Apr 12 06:17:38.621: pppll LCP: | IDENTIFY [Open] id 6 |l en 24 magi c 0x795C7CD1Z8CF ( U3G cl wR<#!

*Apr 12 06:17:38.626: pppll PPP: Queue | PV6CP code[1] id[7]

*Apr 12 06:17:38.626: pppll PPP: Queue | PCP code[ 1] id[8]

*Apr 12 06:17: 38.640: pppll PPP: Phase is FORWARDI NG Attenpting Forward
*Apr 12 06:17:38.640: pppll LCP: State is Open

*Apr 12 06:17:38.657: Vi3.1 PPP: Phase is ESTABLI SHI NG Finish LCP

*Apr 12 06:17:38.657: Vi3.1 PPP: Phase is UP

*Apr 12 06:17:38.657: Vi3.1 |PCP: Protocol configured, start CP. state[lnitial]
*Apr 12 06:17:38.657: Vi3.1 |PCP: Event[OPEN] State[lnitial to Starting]
*Apr 12 06:17:38.657: Vi3.1 IPCP: O CONFREQ [Starting] id 1 len 10

*Apr 12 06:17:38.657: Vi3.1 | PCP: Address 172.16.1.1 (0x0306AC100101)
*Apr 12 06:17:38.657: Vi3.1 |IPCP: Event[UP] State[Starting to REQsent]
*Apr 12 06:17:38.657: Vi3.1 PPP: Process pending ncp packets

*Apr 12 06:17:38.657: Vi3.1 | PCP: Redirect packet to Vi3.1

*Apr 12 06:17:38.657: Vi3.1 IPCP: | CONFREQ [ REQsent] id 8 len 34

P RPRRPRRRPRPRRPRRRERERER

*Apr 12 06:17:38.657: Vi3.1 | PCP: Address 0.0.0.0 (0x030600000000)

*Apr 12 06:17:38.657: Vi3.1 | PCP: PrimaryDNS 0.0.0.0 (0x810600000000)
*Apr 12 06:17:38.657: Vi3.1 | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)
*Apr 12 06:17:38.657: Vi3.1 | PCP: SecondaryDNS 0. 0. 0.0 (0x830600000000)



*Apr 12 06:17:38.657: Vi3.
*Apr 12 06:17:38.657: Vi3.
*Apr 12 06:17:38.657: Vi3.
*Apr 12 06:17:38.657: Vi3.
*Apr 12 06:17:38.658: Vi3.
*Apr 12 06:17:38.658: Vi3.
*Apr 12 06:17:38.658: Vi3.
*Apr 12 06:17:38.658: Vi3.

| PCP: SecondaryW NS 0.0.0.0 (0x840600000000)

| PCP AUTHOR: Done. Her address 0.0.0.0, we want 0.0.0.0
| PCP: Pool returned 10.1.1.9

| PCP: O CONFREJ [REQsent] id 8 len 16

| PCP: PrimaryWNS 0.0.0.0 (0x820600000000)

| PCP: SecondaryW NS 0.0.0.0 (0x840600000000)

| PCP: Event[ Receive ConfReq-] State[ REQsent to REQsent]
| PV6CP: Redirect packet to Vi3.1

*Apr 12 06:17:38.658: Vi3.1 IPV6CP: | CONFREQ [UNKNOWN] id 7 len 14

*Apr 12 06:17:38.658: Vi3.1 | PV6CP: Interface-1d FOAA: D7A4: 5750: DO3E ( Ox010AFOAAD7A45750D93E)
*Apr 12 06:17:38.658: Vi3.1 LCP: O PROTREJ [Open] id 2 len 20 protocol |PV6CP
(0x0107000E010AFOAAD7 A45750D93E)

*Apr 12 06:17:38.672: Vi3.1 |PCP: | CONFACK [REQsent] id 1 len 10

*Apr 12 06:17:38.672: Vi3.1 |PCP: Address 172.16.1.1 (0x0306AC100101)

*Apr 12 06:17:38.672: Vi3.1 | PCP: Event[ Receive ConfAck] State[ REQsent to ACKrcvd]
*Apr 12 06:17:38.672: Vi3.1 IPCP: | CONFREQ [ACKrcvd] id 9 len 22

P RPRRPRRPRRPRRRERPRE

*Apr 12 06:17:38.672: Vi3.1 | PCP: Address 0.0.0.0 (0x030600000000)

*Apr 12 06:17:38.672: Vi3.1 | PCP: PrimaryDNS 0.0.0.0 (0x810600000000)
*Apr 12 06:17:38.672: Vi3.1 | PCP: SecondaryDNS 0. 0. 0.0 (0x830600000000)
*Apr 12 06:17:38.672: Vi3.1 |IPCP: O CONFNAK [ACKrcvd] id 9 len 22

*Apr 12 06:17:38.672: Vi3.1 | PCP: Address 10.1.1.9 (0x03060A010109)
*Apr 12 06:17:38.672: Vi3.1 | PCP: PrimaryDNS 4.2.2.1 (0x810604020201)
*Apr 12 06:17:38.672: Vi3.1 | PCP: SecondaryDNS 4. 2.2.2 (0x830604020202)

*Apr 12 06:17:38.672: Vi3.1 | PCP: Event[Receive ConfReq-] State[ ACKrcvd to ACKrcvd]
*Apr 12 06:17:38.747: Vi3.1 |PCP: | CONFREQ [ACKrcvd] id 10 len 22

*Apr 12 06:17:38.747: Vi3.1 | PCP: Address 10.1.1.9 (0x03060A010109)
*Apr 12 06:17:38.747: Vi3.1 | PCP: PrimaryDNS 4.2.2.1 (0x810604020201)
*Apr 12 06:17:38.747: Vi3.1 | PCP: SecondaryDNS 4. 2.2.2 (0x830604020202)
*Apr 12 06:17:38.747: Vi3.1 | PCP: O CONFACK [ACKrcvd] id 10 len 22

*Apr 12 06:17:38.748: Vi3.1 | PCP: Address 10.1.1.9 (0x03060A010109)
*Apr 12 06:17:38.748: Vi3.1l IPCP: PrimaryDNS 4.2.2.1 (0x810604020201)
*Apr 12 06:17:38.748: Vi3.1l IPCP: SecondaryDNS 4.2.2.2 (0x830604020202)

*Apr 12 06:17:38.748: Vi3.1 | PCP: Event[Receive ConfReq+] State[ ACKrcvd to Open]

*Apr 12 06:17:38.768: Vi3.1 IPCP: State is Open

*Apr 12 06:17:38.769: Vi3.1 Added to neighbor route AVL tree: topoid O, address 10.1.1.9
*Apr 12 06:17:38.769: Vi3.1l IPCP: Install route to 10.1.1.9

Aggr egat or #show cal l er ip
Li ne User | P Address Local Nunber Renpt e Nunber <->
Vi3. 1l - 10.1.1.9 - - in

Aggregat or#show ip interface brief | exclude un

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
G gabi t Et hernet 0/ 0/ 1 192.168.1.1 YES manual up up
Loopback100 172.16.1.1 YES manual up up

FRABIEWindows Tt BEHEER AR SR EMIEREME ( 4]+ FLoopback 1000 )
ssUserssadminping 172.16.1.1

inging 172.16.1.1 with 32 bytes of data:
172.16.1.1: bytes=32 time=1msz TTL=255%
172.16.1.1: bytes=32 time<{lms TTL=255%
172.16.1.1: bytes=32 time<{lms TTL=255%
172.16.1.1: bytes=32 time<{lms TTL=255%

ing statistics for 172.16.1.1:

Packets: Sent = 4, Received = 4, Lost = B (#8x lossl,.
pproximate round trip times in milli—seconds:

Minimum = Bm=z, Maximum = 1m=,. Average = Bms
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http://www.cisco.com/c/zh_cn/support/docs/dial-access/virtual-private-dialup-network-vpdn/20980-vpdn-20980.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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