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Introduction
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Prerequisites
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Components Used
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Windows 2012 R2IAUELK

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Configure

WRSESERR

nore c:\C sco\CVP\conf\security. properties
cd c:\Cisco\ CVP\ conf\security

UKt % -1 st
Mt%-1ist | findstr Priv
Mt%-list -v -alias oanp_certificate

%Kt % - genkeypair -alias oanp_certificate -v -keysize 2048 -keyal g RSA
9%t % -inmport -v -trustcacerts -alias oanp_certificate -file oanp.p7b

=14

% #3443 c:\Cisco\CVP\confisecurity 3 B IH 4 FTE 3 . IR OAMP Webif |l F T4 , AR
BEERFTEIINSIENED.

4 RCSR

REENRZE®,

nore c:\C sco\CVP\conf\security. properties
Security. keystorePW = fc] @zfe*Uf e2J, . OUMBf F

£ 1% Zlc:\Cisco\CVP\confisecurity 3X £+ 3% ,

cd c:\Cisco\CVP\ conf\security

Note:ZELL R L , WindowsHEL E A T FKeytoolir T EEMEM AL, 7EFTEkKeytoolds
THEAME , ERIETEDHR.

1. gl —NEetEE,

set kt=c:\Ci sco\CVP\jre\bin\keytool.exe -storepass fc]@zfe*Ufe2J,.0uMsfF -storetype JCEKS -
keystore . keystore

MARTRIEZENGL. MALEBNED,

echo %t %
c:\Cisco\CVP\jre\bin\keytool.exe -storepass fc] @zfe*U e2J,.0uMsfF -storetype JCEKS -keystore
. keystore

SIS



5l i e keystore By 2 5l R =M UEF o

UKt % -1 i st

BT URERHKLENIIREREADTERNEZBNIAIL,

%kt% -list | findstr Priv

vxm certificate, May 27, 2016, PrivateKeyEntry, oanp_certificate, May 27, 2016,
PrivateKeyEntry, wsmcertificate, May 27, 2016, PrivateKeyEntry, callserver_certificate, My 27,
2016, PrivateKeyEntry,

Kif § 2 X£FMWOAMPIAIEE R,

%t % -printcert -file oanmp.crt

Onner: CN=CVP1l1l, QU=TAC, O=C sco, L=Krakow, ST=Mal opol skie, C=PL |Issuer: CN=CVP1l, OU=TAC,

O=CGi sco, L=Krakow, ST=Mal opol skie, C=PL Serial nunber: 3f44f086 Valid from Fri My 27 08:13:38
CEST 2016 until: Mn May 25 08:13: 38 CEST 2026 Certificate fingerprints: M5:

58: F5: D3: 18: 46: FE: 9A: 8C: 14: EA: 73: OF: 5F: 12: E7: 43 SHA1:

51: 7F: E7: FF: 25: B6: B8: 02: CD: 18: 84: E7: 50: 9E: F2: ED: B1: 9E: 78: 40 Si gnature al gorithm name:

SHA1w t hRSA Version: 3

i BRI 5 BIOAMPIAE

NTER—MHEZAX | FREREZFERINL,

%t % -del ete -alias oanp_certificate

4 AR RS

BT TR &N — N BRAN SPMERN BA KD,

%t % - genkeypair -alias oanp_certificate -v -keysize 2048 -keyal g RSA

What is your first and | ast nanme?

[ Unknown] : cvpll. al |l evich. | ocal

What is the nane of your organi zational unit?

[ Unknown] : TAC

What is the nane of your organization?

[ Unknown] : Cisco

What is the nane of your City or Locality?

[ Unknown] : Kr akow

What is the nane of your State or Province?

[ Unknown] : Mal opol ski e

What is the two-letter country code for this unit?
[ Unknown] : PL

I's CN=cvpll, OU=TAC, O=Cisco, L=Krakow, ST=Mal opol skie, C=PL correct?
[no]: yes

Generating 2,048 bit RSA key pair and self-signed certificate (SHA256w t hRSA)

with a validity of 90 days for: CN=cvpll, OU=TAC, O=Ci sco, L=Krakow, ST=Mal opol skie, C=PL
(RETURN i f sane as keystore password):

[Storing .keystore]

WP RN £ T o



c:\ G sco\ CVP\conf\security>dir | findstr oanp.key
05/ 27/ 2016 08:13 AM 1, 724 oanp. key

RiE% A B MR EHNOAMPIRS 2R, BF —ERWABENXT P, R FRHHITINEN
CNFE.

£ RFMBCSR

THHSERINBWIERBFERMNREFECE @I , oamp.csr).

%t% -certreq -alias oanp_certificate -file oanp.csr

KUFCSRIRF #t £ T o

di r oanp.csr
08/ 25/ 2016 08:13 AM 1, 136 oanp. cSr

RITHECAMIAIE
ERBIANEIAFEESLMWEE R IAEYLT,
BAER IRV EURL

http:// <CA IP#1it>/certsrv

AR5 SelectBHBRINEM ERMIEBER.

nore oanp. csr

----- BEG N NEW CERTI FI CATE REQUEST- - - - -

M | ¢ TCCAeUCAQAWg Ycx | zAhBgkghki GOWOBCQEWFGFkbW uQGFsbGv2aWNoLnkv Y2Fs MswCQYD
VQQGEWJI QTDEUMBI GALUECBMLTWFs b3BvbHNr aWUx Dz ANBgNVBAC TBKt y YW vdz EOMAWGALUECh M-
Q@1 zY28x DDAKBgNVBAs TA1RBQz EOVAWGAL UEAX MFQLZQMTEwgg Ei MAOGCSqGSI b3DQEBAQUAA4| B
DwAwggEKAoI BAQCY QEGMIPNEi nQAG6zc1mbWhkz Aj 3Pv&GKe9QOREf OnHpLg+ddx66060G 6 TTh1l
Br gl 8UeN1JDf uQ / mdHZvKsqRv1AWASCt GRzj bOCeNXPMCGO: kQ0b9643MBDYOQOLQ +PxdzYChi e
CxnhQURCcAI sVi phV4yxUWJ4QcLkzkbMBT8DS0JSJAI 4gY+t CBi OxxDTexl aTQLxkRYDba8Jwz VHL
TkVwt SRK2j gl zJuBPZwpXMZc 8RDKf f Bur r VXhFb8yIl vR/ Q7 c Az HPgp PLUK6 KmapOKv 8 CRoWH 3xA
EgRd39szkZf bawRzdd Tqw8hM 2cLSoUKXONMFY5d Xzl sz QEYl K5XAgMBAAGIMDAUBgkghki GOwWOB
C4x| TAf MBOGA1UdDgQWBBRe8ul 0CdI Hekl nmDVj D3ZL/ uXhgGz ANBgkghki GOwOBAQs FAAOCAQEA
c48VD1d/ BJMaOXwxz5ri T1BQ xzLI MINzv3W0K7eht myYVTTaRCXLZ/ sOX5ws807kwnCaZel pRzd
| GruntB+dUgun/ 2Q00r p+B44gRvgp9KUTVV5C6YoBs| miH2xp9yaQpgzLBJuKRgl 8yl zYnl voVuPx
racGSkyxKzxvr vxOx2qvxoVq71bf 43Aps4+G85Cp3GMI BQ+Tt | KKxgz/ C64ThZgT9Ht D9zbL3g0
UBbPI F6JN zt zj nuGEdgsNf Of Aj pPsf ShQ 0o4ql MBi 7ThBQus AWNBEB1xaAl YunDO9+R/ BK2Kf My
| y4ACdsEf W nj Bb541 TIEYzWCh7t pRZkj Ogy VME=

----- END NEW CERTI FI CATE REQUEST- - - - -

E4IFBEACSRNEBENANBNEEMFE, E£EWebRSEES , INILE R FBase64imiB. AEiHaE
TRILP&.

IERERNF HCAMWebRFBRERNIEBR TH R D — R, ERGPERTDH—RFET.

S ACAERIIES
ML FIAILE.

%t % -inmport -v -trustcacerts -alias oanp_certificate -file oanp.p7b



EERAIEBEEHRS3IWeb & JRSE HCisco CVP OPSConsoleServerfi %% .

Verify
fERAL S AHBIAR BT ERET.
I E Y B A 75 55 R BFEXICVP OAMP WebfR& 8. BRRHIKE — M RIEEMIAEE &S,

B—MNARFREOAMPIAIEE G S —EBFEA.

Mt%-list -v -alias oanp_certificate

Alias name: oanp_certificate

Creation date: Cct 20, 2016

Entry type: PrivateKeyEntry

Certificate chain length: 2

Certificate[1]:

Onner: CN=cvpll.allevich.local, OKFTAC, O=Ci sco, L=Krakow, ST=Mal opol skie, C=PL
I ssuer: CN=podl- POD1AD- CA, DC=podl, DC=ccenea, DC=tac

Serial nunber: 130c0db6000000000017

Valid from Thu Cct 20 12:48:08 CEST 2016 until: Sat Oct 20 12:48:08 CEST 2018
Certificate fingerprints:

MD5: BA: E8: FA: 05: 45: 07: DO: 3C. C8: 81: 1C: 34: 3D: 21: AF: AC

SHAL: 30: 04: F2: EE: 37: 22: 9D: 8D: 27: 8F: 54: D2: BA: D4: OF: 33: 74: 34: 87: D8

Si gnature al gorithm name: SHA1wi t hRSA

Version: 3

Ext ensi ons:

#1: Objectld: 1.3.6.1.4.1.311.20.2 Criticality=false
0000: 1E 12 00 57 00 65 00 62 00 53 00 65 00 72 00 76 ...We.b.S.e.r.v
0010: 00 65 00 72 .e.r

#2: Objectld: 1.3.6.1.5.5.7.1.1 Criticality=fal se

Aut hori tyl nfoAccess [

[

accessMet hod: cal ssuers

accessLocation: URI Name: |dap:///CN=podl- POD1AD- CA, CN=AI A,

]
]

#3: Objectld: 2.5.29.35 Criticality=fal se

Aut horityKeyldentifier [

Keyl dentifier [

0000: 9B 33 47 9E 76 DB F3 92 B2 F8 F9 86 3A 59 BADE .3Gv.......:Y..
0010: C5 OB E5 E4 . ...

]
]

#4: Objectld: 2.5.29.31 Criticality=fal se

CRLDi stri butionPoints [

[Di stributionPoint:

[ URI Nane: |dap:///CN=podl- POD1AD- CA, CN=POD1AD, CN=CDP]

1]

#5: Objectld: 2.5.29.37 Criticality=fal se
Ext endedKeyUsages [
server Aut h



]

#6: Objectld: 2.5.29.15 Criticality=true
KeyUsage [

Di gital Si gnature

Key_Enci pher ment

]

#7: Objectld: 2.5.29.14 Criticality=fal se

Subj ect Keyl dentifier [

Keyl dentifier [

0000: CD FC 95 D1 60 44 9A 34 A9 EEOE 3F C7f F5 5D 3C .... D. 4...72..]<
0010: 46 DF 47 D9 F. G

]

]

Certificate[2]:

Onner: CN=podl- POD1AD- CA, DC=podl, DC=ccenea, DC=tac

I ssuer: CN=podl- POD1AD- CA, DC=podl, DC=ccenea, DC=tac

Serial nunber: 305dbal3eOdef 8b474f ef eb92f 54acd

Valid from Thu Sep 08 18:06: 37 CEST 2016 until: Wed Sep 08 18:16: 36 CEST 2021
Certificate fingerprints:

MD5: 50: 04: 5F: 89: CA: 7C. D6: 71: 82: 10: C3: 04: 57: 78: AB: AE

SHAL: A6: 3B: 07: 29: AF: 3A: 07: 73: 9D: 9B: 4F: 88: B5: A8: 17: AC. OA: 6D: C3: 0D

Si gnature al gorithm nanme: SHA1wi t hRSA

Version: 3

Ext ensi ons:

#1: Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00 ...

#2: Objectld: 2.5.29.19 Criticality=true
Basi cConstraints: [

CA: true

Pat hLen: 2147483647

]

#3: bjectld: 2.5.29.15 Criticality=fal se
KeyUsage [

Di gital Si gnature

Key_Cert Si gn

Crl _Sign

]

#4: bjectld: 2.5.29.14 Criticality=fal se

Subj ect Keyl dentifier [

Keyl dentifier [

0000: 9B 33 47 9E 76 DB F3 92 B2 F8 F9 86 3A 59 BADE .3GvV.......:Y..
0010: C5 OB E5 E4 ....

]
]

Troubleshoot

REDRHET TR THEERITHEHRRNES
NMRFERILESRTUEEFSARENERERCVPH,

http://www.cisco.com/c/dam/en/us/td/docs/voice ip_comm/cust_contact/contact _center/customer

voice portal/cvp8 5/configuration/quide/ConfigAdminGuide 8-5.pdf



/content/dam/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp8_5/configuration/guide/ConfigAdminGuide_8-5.pdf
/content/dam/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp8_5/configuration/guide/ConfigAdminGuide_8-5.pdf

Related Information

BEYERERSZCiscofiEZMCLIEECAZ R ML (VOS)

EFREH L WindowsRS 88 B B -F F M S Certificate Authority (CA)...

Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/security-vpn/certificate-authority-ca/200753-Configure-CA-Signed-Certificate-via-CLI.html
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/unified-contact-center-enterprise-1101/200288-UCCE-PCCE-Procedure-to-obtain-and-uplo.html
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