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Cisco BB THUTES :

« BHRlFinesse

« S—BRP Ok (UCCE)

* Unified Contact Center Express (UCCX)
- Web¥z8F A TE

« WindowsHl/z{MacEE

ERREHSF

AXEPHEEETUTREME AR

« B RFinesse 9.0(1)- 11.6(1)
. UCCX 10.0(1)- 11.6(2)

AXHEFNEEHBRETREXRERETNREFREN . ANHEPERANAARZERAIERAR
(BN ) BE. MRENMELTEIRS , FHRETRAERSHIBERRE,

E=ER
5 IR 5 HT TP L B3 4 R 69 $2 75 50 BOSHL,
T fEFinesse BOSH=E i

T #EXMPP

A BHEAEMELRSP(XMPP) ( FFJJabber ) BF ik — RS SRR ARSI
XMPP R VF RN L AT i RARICTE T (XML) B3R M — A SRR IR & B 55 — SR 48
XMPP/Jabber/ " iZ A T BI8TE 2 (IM)MEL RSB A

FTEXMPPE k&R iE T HJabber ID(JID)# 1TFR1R o



JID = “domainB”

/.

JID = “userA1@domainB/laptop”

XMPP Client A1

F N

v

dp——p-  XMPP Client/Server Connectian

A XMPP Server/Server Connection

XMPP
Server A

/ JID = “domainA”®

XMPP
Server B

F 3

N

XMPP JID = *domainC”

Server C

v

XMPP Client B1

JID = “userB1@domainB/homepc”

JIDERIUL FFE -

N\

XMPP Client B2

JID = “userB2@domainB/work”

user@domain/resource

AN

XMPP Client C1

JID = “userC1@domainC/pda”

E XMPPIRS % LM EF AR S RANZHEH

| XMPPBRSs 28 € £ REE A (FQDN)

ol

R

B AP RBESA/AENRAN (HlI, EiCKERK, EFNE ). QERRAFRAHT

=)

A

A

N e FECRIDA4AEETEER THER. RSSESNEEEY , ANEH

user@domainiE X , & FimHuser@domain/resourceE Lo

XMPPEEMAIRE. XMPPE =N/ -

1. <message>

2. <presence> :

=R, —MREFA
—ANAE, BEMRP RS

3. <ig> : EE/&E i — &R/ KL

FiBEstanzastI EF TRt , H B KL Mstanzastt EBtype. idFxml:langattributes.

StanzaE M

BHY




M IRJID
RE HEK AR
ID T B R E<iq>¥rHNa B85 1 2 Sk A9 M — 7 1R AT

xmllang | MstanzaFEAAEHXMLAERIAES

XMPP;E & R4l

<message to='personl@example' from='person2@example' type='chat'>
<subject> Team meeting </subject>
<body>Hey, when is our meeting today? </body>
<thread>A4567423</thread>

</message>

&£ FFinesseSEEXMPP

MRWebMRAREFEEEXMPPESHEM , WSHIS MR, JRBASFTXFET BRI
W(TCP)KMIXMPP , RLFI B XMPPf & AR 1R M 2R P TR R FAE, WebfiR S5 35 % 4 2518
TR XAERID(HTTP)E B TEIE , EItFinesse M E WebS A2 FHXMPPH B a3k
HTTPE S Mo

LT ENE— N EERHTTPREERAS L. XEBEREFSMMHTTPERSTMEMBERBFMEX, B
=, XANEB A BURE M A A E (Ban6E A cookie/postBiE ) KRR,

B NEERHTTPHE@ITN. REFFWRAEER , RSEFREMN, RFSB[ILEMIEHE
, Rt BEHTTPEEXMPP 2T B R/,

FRIEXMPPR OB (RFC 6120)F R IFELLRIE , HPXMPPETCPHE. B2 , tREBERY
EFHTTPHXMPPHIRIR , filgn , B FJavascriptAI AKIZEHTTPER , FRAE R AT RERI R R 5 2
o MERFEEHTTPHAXMPP Z B # M4,

HENRRLRTE
1.5 (H£SEH)  EEMHTTPER |, B REXEP-00259 E X F I : Jabber HTTPH A
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Bt<H, NXETCPEREMWIEN , MEEFEAXEP-0124:HTTP BindingEFESL?—FEEXEP-OZO&XMPP
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FinesseXXfEBOSHERNMBRFZHBABAENREAEREBCIHFES M. EABOSHEN THRER
SER A HIUE RS M BME B AX — S8, WAIERBIEER R E , BERRSFERIRHEK
=, RARERNBRARE. BFHREEIMAESE , EREFER , SR,

Finesse S E%E i ( WebRi A ) S30W B TCPi% 744382 7 F IHHIBOSHIERE, 30B /5 , B
% BXRBFinesseBAIRSNWEF , BARSHAE —MMTTPRE , HPEE200 OKHM ( JLF ) Z=
MEIES, Flin , MEBARSEH 7T EFEEINE (U ) BHHRS , WRERILEAIEE
Finesse WebZ i o

Finesse XMPPi& 3R /M 7 7 5l

W RHIE R T Finesse&EF ik MFinesse RS2 B R ZEME —MXMPPHEEERIN , AFi&E
BOSHiE 1,

Finesse client request:
<body xmlns="http://jabber.org/protocol/httpbind" xml:lang="en-US" xmlns:xmpp="urn:xmpp:xbosh" hold="1"

Finesse server response:
<body xmlns="http://jabber.org/protocol/httpbind" xmlns:stream="http://etherx.jabber.org/streams" authi

GRIR

1. Finesse Web% F i@ 3 TCPik O74431% B EIFinesse R 55 25 B BR IHHTTPIE# (http-bind), X
#JIBOSH long pollo

2. FinesseBAIRS B —MELRERS , ATRMBERERE. HUFRESHER,

. MRBHARSEEH , ©REARSEMRENHTTPIER IE S HHIXMPPE 25K 8 R http-
bindi& K.

4. MR EWEhttp-bindFERFIOW K BRESEH , BARSLEEMEEEMRESER , Ui
HFFinesse Web® it & I%X 5 —/Nhttp-bindiE 3K, X# , BHRIRS B A LA FEFinesse Web%
FimbAREBIEEEBARS , HEREBERXAENKFIEEITENE FRERS |, Bk
i: 38

T f&Finesse XMPP;E EFIXMPPFT &

Finesseit EHEXMPP#SEXEP-0060:Publish-Subscribe, LtHBH B BWE T R IFXMPPIRS 25 (B8
HRS ) REVAMEIXMPPT RER (£ ) , RAEXEXMPPEARTHZT KM=, NTF

Finesse , TTE N BiEE K (CTI) RS 2 MFinesse WebfR$S ZIECTIHHE |, L& HIFinesse B < B
EEFHNELS , AIMNEFRRTEERKRRESAIICSQMBIESFIUER. RE , LESNKR
HFinesse WebfR% & 7 ElFinesse BAHIRESHIXMPPEE, ARG , Finessel@ A RS EIBOSH

XMPP3E B & A ZITT AEI ELEXMPPT VAL,

Finesse Web Services Developer Guide & X Y —£Finesse APIXN R Z2XMPPT =, KEH



https://developer.cisco.com/docs/finesse/#!rest-api-dev-guide

Supervisor Finesse WebZ F i o] BUIT A ELEXMPPT RV EHEH , UIREBEXENEH ( flm
FFIEH, REEHE ) WEFEE. WXRERFH T pubsubBIXMPPH &,

Finesse APIXY & B &Y TH

. . . o = . EEER
/finesse/api/User/<LoginID> & 7 PE FE RIS F0 45 AR &t -

: : : . o = - JEE [
ffinesse/api/User/<LoginID>/3} & 4E 7R B R Ab 3R B LY -

Error Report ( KX fHIRRE M
/finesse/api/User/<LoginlD>/ClientLog AT MSend Error Report ( REXERAS Eﬁ*

) BHEBREFRAE XE

. . . o — i JEE & A
(finesse/api/User/<LoginlD>/Queue/<queuelD>|E REAFISEIHER (WREEH ) -
[finesse/api/Team/<TeamID>/Users ERETHEANERE , SFRSEE  |EE

& RFinesse[REB/HVRE. ATHERSD |EEH
EEHEY# FE

/finesse/api/SystemInfo

=Bl - fEAPidgin& & Finesse XMPP i 1

SBR1THHLZEXMPPE FifPidgin.
BoL  SMEKF>ESCEAHEERFIEDL

o X : XMPP

- AFE  EAXERLoginID

« 1% : FinessefR5E5HIFQDN

o BR : SUF — IUEREMAE , flm, Wi
- B REFE

+ %A Remember password 2% 4E



£ Modify Account

Basic | Adyanced | Proxy
Login Options

Protocol:

Username:
Domain:
Resource;

Password:

User Options

Local alias:

@ Remave

W XMPP

47483648

finl.ucce.local

test

| Remember password

L New mail notifications

Ll Use this buddy icon for this account:

__ Create this new account on the server

E——
-

Cancel ‘




Lost connection to {Finesse Server FQDN}, Please wait for a reachable Finesse Server to be

found... ( BERFXREIA H B FinessefR$2R...... ) & RfEFinesse RETNEBH L EHEIEF,

Lost connection to 0000 XXXX. XxXXX.cisco.com. Please wait for a reachable Finesse Server to be found...

st]1a1]1. Agent 1001001 (1001001) - Extension 1001001 _.,;
CISCO = Roady v 05:16 f

[ """?"""
| m My Statistics  Manage Customer

k Ready for Incoming Calls

Agent CSQ Statistic... ~ 1] Thresholds only

et S RIEHEE | BRLE T EMCisco FinesselB AR S IZWXMPPIT AEH., Eitt , RAEER
*ﬂﬂ?ﬂﬂﬁéﬂﬁiﬁTﬁEEa‘\EEﬁiﬁto

NFUCCX , R KRMTEROVE , REREANTH RS, EFETA T RE N RAE IR
D, RETHERE,

X FUCCE , Finesse®& % EE 1208 k48 M I8 < A% ¥ 23 = xl W 23 AR R AV RS 8] , H A FinessefE [
CTIRS S AERFEEFHIBERZIEZO0N , XESHCTIRZHHREBE T RME RS, EIXLE
BRT , FinesseRZEB180W T EHNRE, SUCCXTRE , REMHFEANRARRERESMARE
IR

~ JE:UCCEHMICTIMIFF R M4 S 3 IR AS1THHPG /LOADS #2Hl, #BIEUnified Contact
Center Enterprise & HostedhR4~10.0(1)# iR A< B8 , MUCCE 10.07F % , /LOADSHEHEH

o

B XUCCE Finesse RETHMIFHAEER , i5ZFCisco Finesse & ¥ 15 E F Cisco Finesset{ [E{ik
E—ENEEITHED

N oxE . UETREFRERERITHEME.

BED
FinesseMIUCCXBHIRSE B E AT LB RTMTE CLIWKE -

X #get activelog /desktop recurs compress

AABARS B
N s REENEENEEARAS EE. ENEEEXHAR.

N 2% : Finesse 9. 0(1)&ERRE B B HidFK. BIHEK B BHEFIEFKEFinesse 9.1(1)F %I)Ko 5
Finesse 10.0(1)- 11.6(N)# Lt , . 1(MH A BFREERNREEFMTE. BXIETRE ,
R Finesse B B &AM IERM.


https://www.cisco.com/c/zh_cn/support/customer-collaboration/finesse/products-maintenance-guides-list.html
https://www.cisco.com/c/zh_cn/support/customer-collaboration/finesse/products-maintenance-guides-list.html

/& FAUnified Contact Center Express(UCCX)WBHRFZBAREE , TR :

<{froot>
admin:

utils uccx notification-service | og enable

WARNING! Enabling Cisco Unified CCX Notification Service Togging can affect system performance
and should be disabled when Togging is not required.

Do you want to proceed (yes/no)? yes
Cisco Unified CCX Notification Service logging enabled successfully.

NOTE: Logging can be disabled automatically if Cisco Unified CCX Notification Service is restarted.

J8 FAUnified Contact Center Enterprise(UCCE) ( Finesse3&i ) HBHRSRIRBE , TR :

<#root>
admin:

utils finesse notification |ogging enable

Checking that the Cisco Finesse Notification Service is started...
The Cisco Finesse Notification Service is started.

Cisco Finesse Notification Service logging is now enabled.

WARNING! Cisco Finesse Notification Service logging can affect system performance
and should be disabled when logging is not required.

Note: Logging can be disabled automatically if you restart the Cisco Finesse Notification Service

X & B FE A7 F/desktop/logs/openfire XX # | & Jdebug.log.
WMEFR , BH RS (Openfire)debug.logE R 5 KR E R httpHf E LA KR A EPCHIPH# 3t Miw O,

JOOLXNK.I00LKN11:34:21 [Session=1, SSL_NULL_WITH_NULL_NULL] received @ sent @
2017.94.14 21:34:21 REQUEST /http-bind/ on ur\].:cLiDsc.jzth"server.nlu.Sel.e:\(hanne'l(unnettorSSelett(henﬂelHttD{unnettiu“@N
2017.94.14 21: scope null||/http-bind/ @ o.e.j.s.ServietContextHandler{/http-bind,null}
2017.94.14 21: context=/http-bind||/ @ e.e.].5, ServietContexttandler{/http-bind,null}

2017.94.14 sessionManager=org.eclipse. jetty. server.session.HashSessionManager@l761e4#5TARTED

2017.94.14 session=null

2017.04. session=null

2017.04. servlet /http-bind||/ == org.jivesoftware.openfire.http.HttpBindServlet-1643193
201704, chain=null

201704, HTTPBindLog: HTTP RECV(3445afbe): id="3445afbe” rid="164053266"/~>

Respng acg aftwa
5 AOOLYIONLKNXIONEN , cisco, con/des
<t xmins="http://jabber.org/protocal/caps” hash="sha-1" node="http://jabber,cisco.con/caxl” ver="VNCE fNwvCxeGFlfDIIpLryVIRW="/>

</presences rid: 164853266
2017.84,14 71:34:21 suspended orq.ecupse.;etty.serwer.mo.selec:l:nanne1|:onnectnrsse'lecu:nannelnnpl:nnnecnnnm@
2017.84.14 21:34:24 Launching thread for /127.8.8.1:44667

2017.84.14 21:34:24 Launchino thread for /127.8.0.1:44656

address: 1001003 Qu00LXI00LEXX 000NN . cisco, con/desktop id: 3445afbe presence:

MBI, RIEKOZEMES RAXENL TEHIRE.



2017.94,14 21:34:26 Exiting since queue is gt ettt
2017.04,14 21:34:26 Session (id=3445afbe) was| last active B ms ago: 1031063@ FOOOOOOOL XXX XX cisco. com/desktop)
2017.04.14 21:34:26 time=1492185866851,]1ID=1 =v,msgs_drop=@,bytes_sent=3748
2017.04.14 21:34:26 time=1492185866851,J11ID= 1%1&&3@)0:)(}000:)( xx)(x)(xxxcisco com;desktop msgs sent=4,msgs_ queue-a msgs_drop=@,bytes_sent=3748

Openfire<FAZE N &iE R R EH AT AECOM AALL |, Finesse A LU R B 1 25509 58 ) 0E 84
RIEFCTIRRS 8. Em‘%%#?iﬁﬁ’g%lﬁi T ABURTFUCCEH Logout on Agent
Disconnect(LOAD)MY % E, EUCCXH , XA RITH,

MRFinesse & ik R BIFinessefR % 88 X % http-bind’HE , BETUE RABEITHREHETREFE
*H

2017.06.17 00:14:34 Session (id=f382a015) was Tast active 0 ms ago: 1001003@xxxXX.XXXX.XXX.Cisco.com/de
2017.06.17 00:15:04 Session (id=f382a015) was last active 13230 ms ago: 1001003@xXXXX.XXXX.XXX.CiSCO.COl
2017.06.17 00:15:34 Session (id=f382a015) was last active 43230 ms ago: 1001003@xXXXX.XXXX.XXX.CiSCO.COl
2017.06.17 00:16:04 Session (id=f382a015) was last active 63231 ms ago: 1001003@xXXXX.XXXX.XXX.CiSCO.COl

2017.06.17 00:17:04 Unable to route packet. No session 1is available so store offline. <message from="pu

EEBHRSHEE

X L EI,.Aiﬂ:/desktopllogs/openflrejlﬁ=§'€EF FAinfo.log, MREFinesse®& F ik F MEFinessefk %
A iEhttp-bindiEE |, BETUE REEZTNIEEIIRE,

2017.06.17 00:16:04 Closing idle session (id=f382a015): 1001003@xxXXX.XXXX.XXX. cisco.com/desktop
after inactivity for more than threshold value of 60
2017.06.17 00:16:04 A session is closed for 1001003@xxXXX.XXXX.XXX. cisco.com/desktop

Webfgs5 H &

1X £6 B &L F/desktop/logs/webservices X X & , % J1Desktop-webservices.YYYY-MM-DDTHH-
MM-SS.sss.log. MRFinesse® i 18 E #Y B [8] A R M Finesse iR 5 88 K 3% http-bindJE E. , M B
FAUERRBELZRBSTZATTA , HEOWE , TEESAETELZRSR A EH,

0000001043: XX.XX.XX.XXX: Jun 17 2017 00:16:04.630 +0530: %CCBU_Smack Listener Processor (1)-6-PRESENCE
0000000417 : XX.XX.XX.XXX: Jun 17 2017 00:16:04.631 +0530: %CCBU_Smack Listener Processor (1)-6-UNSUBSCR
0000001044: XX.XX.XX.XXX: Jun 17 2017 00:16:04.631 +0530: %CCBU_Smack Listener Processor (1)-6-AGENT_P
0000001051: XX.XX.XX.XXX: Jun 17 2017 00:16:35.384 +0530: %CCBU_pooT1-8-thread-1-6-AGENT_PRESENCE_MONIT
0000001060: XX.XX.XX.XXX:: Jun 17 2017 00:17:04.632 +0530: %CCBU_CoreImpTl-workerl12-6-PRESENCE DRIVEN LO
0000001061: XX.XX.XX.XXX:: Jun 17 2017 00:17:04.633 +0530: %CCBU_CoreImpTl-workerl12-6-MESSAGE_TO_CTI_SER
1, workmode : 0, reason code: 255, forceflag :1, agentcapacity: 1, agentext: 1001003, agentid: 1001003,
0000001066: XX.XX.XX.XXX:: Jun 17 2017 00:17:04.643 +0530: %CCBU_CTIMessageEventExecutor-0-6-DECODED_M
skilT1GroupNumber=-1, skillGroupPriority=0, agentState=1 (LOGOUT), eventReasonCode=255, numF1tSkillGroup
duration=null, nextAgentState=null, f1tSkillGroupNumberList=[], f1tSkillGroupIDList=[], f1tSkillGroupPr
msgID=30, timeTracker={"id":"AgentStateEvent","CTI_MSG_RECEIVED":1497638824642,"CTI_MSG_DISPATCH":14976
Decoded Message to Finesse from backend cti server



BOSHUfIFERENE IR X

BOSHE#EHWebE FIRIRE , Finesse RFH/AERBHELREARERTH, XERB/LFLER
Exi%zs. RETENSESMNEHEANEF RS , BB EENTEREF RFAE,

B — BEEETRENREMTER (BEFKEE )
WENRE
RELLTREA :

1. P 4& ) 7R -
s BEMANEMNAHZE — TCPiw 7443715 45 BB 1L 55 FR #1

 {FRFiddler®= Wireshark®ZEHTTP M & 7 & R R 25 18 1A X 18 25 83 TCPiw O 7443 & iEhttp-
bindi& 3R H 12 Uk I B

- REREBITENMFinessefiF w2 BINAMEMBZIREZ/AZED , UERTELERRESHER
- Traceroute A A T W E R R H A EER
- #EMicrosoft® Windows® PCt : tracert {Finesse Server IP | FinesseR%s 25
FQDN}
- fEMac_Lt®traceroute {Finesse k55 85IP | FinessefR5585FQDN]}
EClsco IOS®$A1*FJ: _ILX*A§¢§D,;L1‘|‘1=. I show interfaces

- g /J""JIEWCIEE’JFlnesse-ﬁ-F mAE, ABEE=fMAFXUEFFWAR .
X B Webiz 4l A BE
- Firefox Webi2#] &
- Microsoft Edge Webi2#l| &
- Chrome Webi2#|&
2. #&Finesse H LA Send Error ReportiZ 4l H W EFinesseffFes BE. BEMNMT
/desktop/logs/clientlogs ¥
3. B https://<Finesse-FQDN>/desktop/locallog® % , HEEB A EFWE BHE

B0 , B RESEETIFinesseks88 , LITEZBMMEILR :

<PC date-time with GMT offset>: : <Finesse FQDN>: <Finesse server date-time with offset>:

Header : Client: <date-time>, Server: <date-time>, Drift: <drift> ms, Network Latency (round trip):

2019-01-11T12:24:14.586 -05:00: : finl.ucce.local: Jan 11 2019 11:24:14.577 -0600: Header : Client:

MRBIMEA HEWERBE |, ESHHEERCisco Finesse 2 E £ A M B 10 % A #
2.7 X IR0 YE S F/SARAS

<RT

201


https://www.telerik.com/download/fiddler
https://www.wireshark.org/download.html
https://www.cisco.com/c/zh_cn/support/routers/800-series-routers/products-tech-notes-list.html
https://firefox-source-docs.mozilla.org/devtools-user/web_console/index.html
https://firefox-source-docs.mozilla.org/devtools-user/web_console/index.html
https://learn.microsoft.com/en-us/archive/microsoft-edge/legacy/developer/
https://learn.microsoft.com/en-us/archive/microsoft-edge/legacy/developer/
https://developer.chrome.com/docs/devtools/
https://developer.chrome.com/docs/devtools/
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1161/user/guide/cfin_b_cisco-finesse-desktop-user-guide-1161/cfin_b_cisco-finesse-desktop-user-guide-1161_chapter_0101.html?bookSearch=true
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/finesse/212634-troubleshoot-cisco-finesse-desktop-persi.html
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/finesse/212634-troubleshoot-cisco-finesse-desktop-persi.html
https://www.cisco.com/c/zh_cn/support/docs/customer-collaboration/finesse/212634-troubleshoot-cisco-finesse-desktop-persi.html

RIFEFRBMESI R IFAR TR ARAMRE
UCCERE MM
UCCXFHEAE 33

S.HTHMERF/EANAR/AES IR R/ FEABR
REERF THERENERMNEETHITUTERE

- BEEAREETEMXNNARERF(WERAHR. WebSocketZEHE, BENEFFRREE
(CRM)Web% P i S B A T < & O

« I RERTFHEH

- BERANRRER

- ERINEMRIERNKEEREIT , EFTHEBERIEZDX AR KRR

4 T E 3 ABERIRA
KEREREEE EFinesseZ BIFEEITEH#H A ERRDS , SHITEVNEREEITHNEESRIK.
5.2FImITEN LWCPUERAEXRSHINETRZ A :

- MRRERKBIH/ERZHRERIEZEIT , WMicrosoft Windows Remote Desktop Services,
Citrix® XenApp®, Citrix XenDesktop® , M E | KM AER B EUR T RAHE TR M A~
BE
- BREBAFHEREEBRHNANFMCPURIR

- REUTENRRAAREA :
- Windows & A RAS:
- Windows PowerShell Get-Countertp %5 , 82¥#E—XCPUNBEIBEZ k. TAR
EREFHMERRNEBE DL : Get-Counter -Counter "\Processor(_Total)\%
Processor Time","\Memory\Available MBytes","\Memory\% Committed Bytes In
Use" -Samplelnterval 2 — & £E
- BRT EAPowerShell&E&WindowstRETHEER S\ , A Windows Mt BE W ¥ 2%
- FREERTATE2RANZENHEEEXNCPUNIRNEFSITER
- MAC :
- RBEXRCPUMMAZE EM Terminal Topas$ : top
- WEHBHIZCPURIAZRHEERF : 81 — o CPU
- REH#HBHIZANFFARYERF : top -o MEM
- EHEEETRATLREEENCPUNIAERITER , UREHEBEENRITE
=

6.E=H/NITEEFANITEIN. BRENED
EMBRPAEE =75/ M TENER TN iAFinesseRETT N
7REBRRE i EHINTPE R

- B EFinesse & 1 fR% 28 L Mutils ntp status , AEENTPIRS S E N4 EIR


https://www.cisco.com/c/zh_cn/support/customer-collaboration/unified-contact-center-enterprise/products-device-support-tables-list.html
https://www.cisco.com/c/zh_cn/support/customer-collaboration/unified-contact-center-enterprise/products-device-support-tables-list.html
https://www.cisco.com/c/zh_cn/support/customer-collaboration/unified-contact-center-express/products-device-support-tables-list.html
https://www.cisco.com/c/zh_cn/support/customer-collaboration/unified-contact-center-express/products-device-support-tables-list.html
https://learn.microsoft.com/en-us/powershell/scripting/windows-powershell/starting-windows-powershell?view=powershell-7.3&viewFallbackFrom=powershell-6
http://%20https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter?view=powershell-5.1
https://techcommunity.microsoft.com:443/t5/ask-the-performance-team/bg-p/AskPerf
https://techcommunity.microsoft.com:443/t5/ask-the-performance-team/bg-p/AskPerf
https://techcommunity.microsoft.com:443/t5/ask-the-performance-team/bg-p/AskPerf
https://techcommunity.microsoft.com:443/t5/ask-the-performance-team/bg-p/AskPerf
https://ss64.com/osx/top.html
https://support.apple.com/guide/terminal/welcome/mac
https://support.apple.com/guide/terminal/welcome/mac
https://support.apple.com/guide/activity-monitor/welcome/mac

- EEFRAEF , RERBNMEMER

B8 — FrERER BT ( RS IRmEIE )

EERNRE

BELLTRRA :

1. Cisco Unified Communications Manager CTIManagerflREHiFF. @RUCCXHIFTE
CTIManageri2 {2 7 #4 F XA S ARRIRE , MUCCXRELEBIL EEIEHE IR, MRRKEXTE
R, UCCERERXFBENLEHE , BFFIUTEEREHRINRE,

- RERBEERAECTHIRERFHWCUCMRS 25 L/F3hCisco CTlanagerfiR S
« ®#&Cisco CTIManagerfRE —REBEIRTMT LN EHERSE — NABRFESHR , UESF
Cisco CTIManagerfR% 2 & B jft
- BERTMTLWESHEEFRBE , FSMEISystem > Tools > Trace and Log Central
> Collect Files > Select System Services/Applications > Event Viewer-Application

Log.
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- ECLILIWEEHEEF — MARBE : file get activelog /syslog/CiscoSyslog* abstime

hh:mm:MM/DD/YY hh:mm:MM/DD/YY
o BEECLILEF® O ; utils core active list

N e ORI ESERNBERY



~ : core.<Process|D>.<SignalNumber>.<ProcessName>.<EpochTime>,
5l : core.24587.6.CTIManager.1533441238
Rt |, WEERYEHE AT AN E TR R E

2. Finesse/UCCXBH RS E= 1L S AR

- RESHEER — NARFEESPREFEBARSH R , IEERFREERFL
- REBARSEECED : utisfRF 5%
- REBHIRSX}FKIE : file search activelog /desktop/logs/openfire "Openfire stopped"
- REBARSHEETE  XHIEREBIvelog /desktop/logs/openfire "HTTP bind service
started"
- REHARSIENBEHIRS AT  file list activelog /desktop/logs/openfire/*.hprof
- REBHMRSESEEMWWTCPIKA7443 EHIFRE : show open ports regexp 7443,
*LISTEN
- REXERBETER (ZERBLSBEINERERAN , N TEERZNWERE , XLEE
FEILIEEIEFinesseiFHE )
- Cisco Bug ID CSCva72280 - Finesse TomcatflOpenfire Crash for invalid XML
characters
- Cisco Bug ID CSCva72325 - UCCX:Finesse Tomcat#lOpenfire Crash ( XMLZRF o3

)

MR K LR , FEFHBEICisco Finesse TomcatFBAIRS . REENE R EWENFTLE
WIXHEM , ENSEF BT REEFinesse [REZ 85 IERE,

UCCERVZFER :

« utils service stop Cisco Finesse Tomcat
« utils service stop Cisco Finesse Notification Service
« utils service start Cisco Finesse Tomcat
« utils service start Cisco Finesse Notification Service

UCCXHI Bk

« utils service stop Cisco Finesse Tomcat
« utils service stop Cisco Unified CCX Notification Service
« utils service start Cisco Finesse Tomcat
« utils service start Cisco Unified CCX Notification Service

f# FFiddler

WMRRTBIAENSRHA T #EFiddlerfI THEF X | BEFiddlerilgE2B L EM, Fiddler —NH ]
AWebfRE | {u FFinesse® i ( Webil 328 ) MFinessefRF 8 2B, HTFFinesse® F im
Finesse R ESC RIMERZ R Z M , X AFiddlerBi BT —EEHRY , MEEFLZLHHEE,
& LBV Fiddler[@) &

H FFiddlerf FFinesse® FimMFinesse k5852 H , HMtFiddlerB AEENFEFEIERH


https://tools.cisco.com/bugsearch/bug/CSCva72280
https://tools.cisco.com/bugsearch/bug/CSCva72325

Finesse TCPif OB EZZX ZiEP :
Cisco Finesse TomcatfRSiEH

1. Finesse & % RS 88 TCP 8445 ( M/=K443 , 5@ A TFUCCE )
2. Finessefl PP BR<525TCP 8445 ( #/5443 , 5@F FTUCCE)

Cisco Finesse(Unified CCX)3& &1 RSSE+

1. Finesse X M fRSZ528 TCP 7443
2. Finesse AP IR 88TCP 7443

HRB AHTTPSH R | Fiddler= BEfX ERFinesse RS2 A ERKIE B, BRINER T AR/E A LLIhAEE,

MREREEHTTPSHER , MBI SBEBHRSWAHPREER , EFR4E Rhttp-bindRE,
Fiddler{R & 7% :

Tunnel to <Finesse server FQDN>:7443

£ Progress Telerik Fiddler Web Debugger

GeoEdge
s Replay - b Go ¥ Sweam Decode  Keep: All sessions - B Any Process 39 Find [l Save
| & Fi=uf  Frot_. HaEt UKL Body Cachi. Conbént-.. Proceds Cofmments
7 200 HITP Tunne i find.ooedosak 7443 i fredo...

RfE , BFImMIEEFiddler&E & WFinesseif . MRXLERFZEME , WEEBEIFinesse®
KB Establishing encrypted connection.. stage.



Establishing encrypted connection...

EREBRT , NEFEIMBFNTETHE , HEFEXNRHBFIEMELES.

BLES BRI

/N SEE R A0 R AIEEE B TSI ZIRE A Windows 7 x64 £ NET 4.58Fiddler
v5.0.20182.28034 FMozilla Firefox 64.0.2 ( 321 ) o X LS BAREHE S BIFT A IRAH
Fiddler, FAEXNKERHIAABITENRIERS., WMREMHMELTEFIRS , FEERE T HE
ARBNEEEN, BXFHAEE , FSHELFiddlerst#y,

SB1: T HiFiddler

FZH  BAHTTPSHE., SMBITE>EM> HTTPS , AR BEEHTTPSREEEE.


https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler
https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler
https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler

Options 3
| General| HTTPS Cannecmns|Gateway|ﬂppearanoe|5cripmg|Ex1:en5ions Performance | Tools

Fiddler can decrypt HTTPS sessions by re-signing traffic using seff-generated certificates.
+'| Capture HTTPS CONNECTS [ #Actions

/| Decrypt HTTPS traffic

...from al processes = Certificates generated by CertEnroll engine
Ignore server certificate errors (unsafe)

Check for certificate revocation

Protocols: <client=; ssl3;tls1.0

skip decrvption for the following hosts:

Help MNote: Changes may not take effect until Fiddler is restarted. [ 0K Cancel

B=L REQTF—NEEHEE , EREEFiddleriRBiEH. @EER,

BN RETHA—ANESHEE  ENHECEERERBIEPMENE(CAMIES | ZiEHE
BARR : DO_NOT_TRUST FiddlerRoot.... RRELREIIEH 2", EFEE,

FBEHY . Fohf¥Finesse X M RFEFMIT ARSFEB A METTEN RN K R[EBETHE. BRIKED
8445, 744371443 (AR TFUCCE ) ., #itn , #EFirefox £ , Fo&H MFinesse Operating System
Administration T [ T~ £k i B ] 52 5 bL 1R 4E

Options > Find in Options(search)> Certificates > Servers > Add Exception > Location > Enter
https://<Finesse server>:portF T NFinesse R 2RI MR IH O,



Certificate Manager X

Your Certificates People Servers Authorities
You have certificated Add Security Exception ﬁ1
You are about 1o override how Firefox identifies this site. m
! Legitimate banks, stores, and other public sites will not ask you to do this. -
(Mot Stored) i
Senver z
(Mot Stored) —
Location:  hitps/Minlucce.local:3445 lge'l Certificate
(Mot Stored)
Certificate Status
(Mot Stored) This site atternpts to identify itself with invalid information, Vigw...
(ol Stored) Unknown Identity
{Not Stored) The certificate is not trusted because it hasn't been verified a3 issued by a trusted authority using a seécure signature,
(Mot Stored)
(Mot Stored)
| Permanently store this exception
(Mot Stored) *
LConfirm Security Exception Cancel

OK

FRL . BFFinesse H E FEhttp-bindiE B3 Fiddlerf¥Finesse % F ifs & 1% ElFinesse R 25

FEREH RIS | 51558 S & RHFinesse RS E5M B A http-bindHE. F—% HEBEHEEX
FIREIN1STIF T HIE, EXBEEXNREBEEHHNXMPPERH ., &% http-bind’E 2 E HFinesse®& -
WA |, B ARMFinesse RS BKRBMM, HEFEHTTPE R Nnull(-) BN IEXFHFET N
null(-1)BY , ATBAAEIX — Ko



& Progress Telerik Fiddler Web Debugger =B &

[ v 1 GeoEdge

) %9 Replay - b Go Stream Fl Decode | Keep: All sessions - B Any Process 4 Find [ Save BB (D) @8 Browse - G Clear Cache ,']’ Teawizard | [ Tearofi | MSDN Search. @ & Online X
Prot... Host URL Content-... Process Comments Custc = | () Statstics| A Inspectors | £ autoResponder |+ Composer | & Pddersarpt | () Log | £ Fiters | = Timeine

HTTPS  finl.ucoe locak, / .. Headers | TextView | SyntaxView | WebForms | HexView | Auth Cooloes | [Raw | JSON | XML

i HTTPS  finl.uccelocat. POST hitp n s 14 7443/ ht |/ HTTP/1. 1
200 HTTPS finl.uccelocat... | Hest :

fdesktop nn.u

User-Agent ; lena.-'s (Windows NT 6.1; wowE4; rvi62.0) Gecko/20100101 Firefox/62.0
200 HTTPS  finl.ucce.local = Accept: text/plain, %/%: g=0.01
200 HTTPS  finlucoeocat., . frefo.. :E§$ Ii::m .:.,LE ﬁ:t?au,
200 HITPS finl.ucceocat.. [fdesktopthirdparty).. texthaml  firefo.. Referer: hitps:// ?1n:| ucce 1oca|-.a¢;_.cm-m1_.;
200 HTTPS  finlucoelocat.. [desktop/thirdparty... et frefo.. x”'-{i;ﬂlst'iﬁ'mﬁ" LM tpRequest
200 HTTPS  finl.uccelocat.. [desktopfthirdpartyy... text/aml  firefo.. Cont ent-Length: i
300 HITP detectportalfie.. fsuccessixt 8 och. tediphin el Em&&"*iiip‘iaf:i“““"ms‘ JSESSIONID=EFI27 400797 226601 SE0ABH00IFC 260F
200 HITPS finluccelocat... [desktopfthidpartyl.. 244 text/htmi  firefo... Pragma: no-cache
. 200 HTTPS fnlucoeiocak.. [deskiopfthrdpartyl.. 731 texthamil  frefou. [Cache-Control: ne-cache
200 HITTPS finl.uccebocat... fdesktopfthrdparty/.. 901 text/html  firefio.. <bedy xmlns="http://jabber .org/protocol /httpbind” sid="3117c5ef" rid="2779414706"/ >
200 HTTPS  finl.uccelocat.. [desktopthrdpartyl.. 1,302 tettml  frefo..
200 HTTPS  finl.ucceiocat.. [desktop/thirdpactyy... 307 text/himi  firefo...
00 WITPS finluccelocat.. [deskiop/thrdparty).. 287 text/himil  frefo.. Find... {press Ciri+ Enter to highight af)
200 HTIPS fnluccedocak.. [desktopithrdpartyl.. 569 text/ami  frefo... Transiormer | Headers || Textuiw | Syntocview | mageview | HexVew | WebUew | Aulh | Cachng | Cookes
. 200 HTTPS finlucoelocat.. [desktopfthrdpartyl.. 910 text/haml  firefo... Baw ISON | xML
et NI df_”f“""“"""“-" feucoess.txt B NS ‘_"’""’p":‘ "m <body xmins="hHp ljobbor orgiprolocolhiipbind™> massage xmins="jobber chonl” rom="pubsub fin] ucEe local
6. 2 HITPS  finl.ucoeoca mage/gf | 1o="474BIE48 N 1 uece local id="fintssalapeUsard 7483648 4748364886 1 veca local _ KTHYF™><ovant
4¥6... 200 HMTTPS finl.ucoelocat... L176 textmaml  firefo... heninss"hip. Vjabber argiprotocol pubsubievent™><itims nodes"finesseapdUsend T483648™><tem ws"28a304 2 1-0dle-
Es 2 HTTPS Al [deskiof " magefgl  frefo., {4 752-8a 1d-Sadbdac 748771 F><notification xmins="hitp-jabber orgiprolocol pubsub™&R; Updatelgt:
€46, 200 HITPS fnluccelocak.. /desktopfoscowdge.. 720 text/iami  firefn.. ":i‘t’:l::g;
6. 200 HITPS finl.uccelocak... finessefapyUser/d7.. 631 no-ca.. firefo.. &ﬂﬂiﬂgs&m piliseri47 Dinlogsan .
6. 200 MY = " tt frefo..  100058H a
s.rr firsthinmedgt lsoachi, firsthomedgt

HITPS  finl.ucoeocat... fMinese/apyUser/47... 30 no-Ca...

&l InstMamedgl Newlon&lt lasiNameigt;
&itlognidagt4 TABIEIERN NognidSgt:

HTTPS  finl.ucoeocat,,, [fnesselapiUses/47., 1,851 no-ca.. appcatio,. frefo... &nmh‘asﬂgl 2 fomemegt

HTTPS  finl.uccelocat... finesse/apyUsen/47... 20 no-ca.. appicatio.. frefo.. Bl macha Typekgt: 151 media Typesat

HTTPS  finl.ucce ncat... 340 no-ca.. appicatio.. firefo.. &l pendingStatedgl &t /pending Statesgr,

o frefo.. &t rokesgt,

HTTPS  finl.ucceocat... 340 no-ca. appicatio.. frefo.. &:'}"’ M;“"“g‘ VA froloBgt:

HITP  detectportalfre... 8 no-ca.. textiphn  firefo.. &h_wﬂmgs&‘ql_
2 HTTP Tunne to JLE [ firef AitwroplipOnincomingfgr OPTIONAL &R fsraplipOnincomingigl:
6. 200 HITP  detectportalfre... fsuccess.txt 8 no-ca.. frefo... ::M::gs%g;hmu; -

- statod gt RE 'statolgl
?Lw 1371 efo.. | Al stoteChango TimeRgt2015-01-11T23.56.54 78328it istateChangeTimeSgt
6. 202 HITPS hlucoebcat mase.raa-userm_._ 0 no-ca. firefio... it teamidagt SODDER Moamidbat,
ol 2 HTTF ak... [fdesktopftheme;f firefio &t MNemsodgt Maths& A
B6..| 200  HITPS | Slunkgtnesse/apiUsend 74836485, .funagl
6. 200 HTTPS a:';gm;f'
®5... IS it eveniagt PUTAR feventagt,
@6, 200 E ucoe; textfxmi, _frefo. ity 071404 2-6b3c-4655-ndc Toohait; Idagt,
(6. 200 HITPS finl.uccelocak... [inessefapySysteml.. 232 no-ca.. appicatio.. frefo.. illsmrw&m .'kmssu’up\'UsuMHWEﬂn’smmu&g
6..[300__HIiPs il ucoeca it 57 Textxml___fesio._ B po ssage>body’

L I HITPS _fnl.ucce oca... 1 =
M6.. 200 HTIPS finluccekocat.. [inesselapySysteml.. 232 no-ca.. appicatio.. fdfo..

] 1 r

| 7! L S T T [ e -]

v Al Processes 1/693  hatps:/ffinl.ucce.local: 7443/hitp-bind/

ITWEERE :

®6...| 200 HTTPS _finl.ucce.local:... /http-bind/ 1,571 text/xml... firefo... |

#6... 202 HTTPS finl.uccelocal... [iinesse/api/User/47... 0 no-ca.. appicatio... firefo...
&=|6... 200 HTTPS l.uccelocal.... /desktop/theme/fine... 673 image/qif firefo...
#6...| 200 HTTPS ﬂnl.ucce,bcal:,,, /hitp-bind/ 57 text/xml... firefo... |
16... 200 HTTPS finl.uccelocal... ffinesse/apy/Systeml.. 232 no-ca.. appicato... firefo...
#6...| 200 HTTPS finl.ucce.ocal:... /http-bind 57 text/xml... firefo...
#6...] 200 HTTPS finl.uccelocal:... /http-bind/ 57 text/xml... firefo...
¥16... 200 HTTPS finl.uccelocal... /finessefapySysteml... 232 no-ca.. applcatio... firefo...
B6... finl.ucce local:... /http-bind/ 57 text/xml... firefo... |
¥6..[ - HTTPS finl.ucce.local... /http-bind/ 1 firefo... |
*16... 200 HTTPS finl.uccedocal... /finesse/apySysteml.. 232 no-ca.. appicatio... firefo...

hd
-
=
L

XMPP3H 5.9 18 87 1E 32




<body xmins="http:/jabber.org/protocol/httpbind'><message xmins="jabber:.client” from="pubsub. fin1.ucce.local"
to="47483645@fin1.ucce local” id="Minesse/api/User/4 745636438 47483648@fn1.ucce local__ K7hYF'><event
xmins="htip://jabber org/protocol/pubsub#event”><items node="ffinesse/api/User/47483648"><item id="26a3e421-9d0c
4752-8a1d-Sadbdac/4a7717"><notification xmins="http:/jabber_org/protocol/pubsub”>&lt;Updatedqt;
&t data&gt;
&lt,user&qgt;
&lt;dialogs&gt, /inesselapiyUser/4 745364 6/halogs&lt/dialogs&gt
&t exdension&gt; 1000581t /exdension&gt
&lt:firstNameé&gt; Isaac&lt; /firstName&gt;
&t lastName&gl, Newton&lt, lastName&gt,
&lt loginld&gt;47483648&N; loginld&gt;
&t loginName&gt isaac&ltloginName&gt;
&lt;mediaType&gt; 1&lt;/mediaTypedqgt
&lt;pendingState&gt, &lt./pendingStatedagt;
&lt;roles&gt
&t role&gt; Agent&lt;/roledgt;
&lt./rales&gt;
&lt:settings&gt;
&ltwrapUpOnincoming&gt, OPTIONAL &It AwrapUpOnincoming&gt,
&lt:/settings&agt;
&l state&gt, READY &It /state&at,
&lt;stateChange lime&gt, 2019-01-11T23:96:54. 76326t /stateChange Time&gt;
&lt:teamld&gt; S0008t; teamld&qgt;
&lt.teamNamed&gt, Maths&lt teamName&gt
&It,un&gt;finesse/apiUser/4 748364 8&It;/unégt;
&lt;/luser&gt;
&lt/data&gt;
&ltevent&gt, PUT &It /event&gt,
&lt;requestid&gt, 0711 4a42-6b3c-4555-a4c9-afd0abbe 7ccbalt frequestidagt;
&It source&gt. /finesselap/User/47483648&It /sourcedqt;
&lt./Updated&gt, </notification=</item></items></event></message></body>

&£ FAWireshark

Wireshark@ FEHAMNBIETRIZTLE , oA TRIZMEBHTTPSHRE., HTTPSHERBIZMmE

2(TLS)RIPWHTTPRE., TLSHENEBHTEM., BHRIEMYZHME, bﬁa}%ﬂEWebr‘Pa&r‘
, B EEAERATCPERNLMEMUNIDUESFER. ZE£EEFRE(SSL)RTLSIHLAY IBMRA
, BFFRZE , Ak TEER. XEEMLXERRMER , ATSSLATLSHEMN Wiresharkid g8 2

sslo

/N iE . ReNRAIRBER TSR EHE '=F'W|ndows7 x64 £ ByWireshark 2.6.6(v2.6.6-0-
gdf942cd8)FMozilla Firefox 64.0.2 ( 321 ) . XL BRTFBEHE T BIFTEMRAEIFiddler. FIE
AEBHFTBITENRIERSE. MBEHREL TEHRS , FHRETHEMRENEE
2N, BXFMER , FS ' EH Wireshark SSLX 44, EEWireshark 1.65 % & R4

N o bt 75 7% R e A FFirefoxMChrome, 1tk 75 %% Microsoft Edge & 4EM

SR EREMNWindows PCLE | SMBIBFHIH>RENEZL>RE>BRRARRENRETE. ...


https://wiki.wireshark.org/SSL
https://wiki.wireshark.org/SSL
https://wiki.wireshark.org/SSL

== % |

G@vhﬁ » Control Panel » System and Security F System vl“l}” Search Control Panel j el

Control Panel Home System Properties
& Device Manager | Computer Name | Hardware | Advanced | System Protection | Remote |
-:' mote settings 'ou must be logged on as an Administrator to make most of these changes.
% Remote sett Y bel d Ad ke fth h
% System protection Performance
_.'i; Advanced system settings Visual effects, processor scheduling, memory usage, and virtual memory

LU

Setlings...

User Profiles
Desktop seftings related to your logon

[
:
i

Startup and Recovery
System startup, system failure, and debugging information

See also

Action Center

Windows Update

Performance Information and
Tools

$F—4&  SfnFlUser <username> > New..lIA P T &,
8] E NSSLKEYLOGFILEWZ &,

BIE—NH , HSSLMEZAFRETABERH
: SSLKEYLOGFILE=</path/to/private/directory/with/logfile>



Edit User Vanable
Variable name: SSLKEYLOGFILE
Variable value: C:\Users\example\sslkeylog.log

ok || Cancel

o HERETEMFARARZEH/ I/ EHEIRETABERY , ERELWMBERAFEB
Al LA 15 A 2 & MR K B premaster®4A

E =% . WRFirefoxxiChromef FITFHRE , BRANARERF. EFITHE , eUUFHBEA
SSLKEYLOGFILE,

MUY : EWireshark L , M FBIRE>EIRIN. ... .
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https://xmpp.org/extensions/
https://xmpp.org/extensions/xep-0124.html
https://xmpp.org/extensions/xep-0060.html
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