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F ] 25 M E|Diagnostic PorticoE XX, E1TIHIES :

cd c:\icm\serviceability\diagnostics\bin

% 3 % : MIBRLEI4E R Diagnostic PorticofdiE$, ETIHES :

DiagFwCertMgr /task:UnbindCert

4L THAZLREPBHESH Thumbprint 2B HFERNER ( FEZEHK ),



General | Detals | Certification Path
Show: | <all> i
Feld Vahe A
(&1, Autharity Key Identifier KeylD=03 2f 5102 27 8c c7 3...
(i CRL Distribution Points [1]CRL Destribution Poant: Distr...
@m&mw Information Access [ 1)Autherity Info Access: Ace...
Ii; Certificate Template Inform... Template=CC Web Server(l.3...
()| Apphication Policies [1]Appication Certificate Poic...
5. Key Usage Digital Signature, Key Encipher... |=
) Thumbprint ithen shal

97 93 74 00 99 19 53 dé 4e Ob c5 6= cd 4c bd
9% 36 dc 4b cb

Edcht Proparties. .. I Copy to Fie. ..

FHL BTG THEUEFERE.

DiagFwCertMgr /task:BindCertFromStore /certhash:<hash_value>



MBIEFHRERY , W& ERIEFHHENVALIDEER.

BARYL  RINEBHREREAY . BITHIEES :

DiagFwCertMgr /task:ValidateCertBinding

N EE  BIMERT , DiagFwCertMgr{E f 1 07890,

MRIEFHRERY , W& ERIEFHHERNVALIDEER.



SR7TEMBHUMERRES. STUATHT

net stop DiagFwSvc

net start DiagFwSvc

MRCHERBNEH S  WEsLARFNA2ERERHE

Illl#

6. FHRIEH M AUEHF AJavaZ A E

/N s wFmew

, BRNEZHRERAEHNEER FHMNavaE B FETH R

FSE1. T BJavaE R RFUARA R JavaBA TENNVE, AIBEI/LR A EEHKjava homeg &,

EI1: CLIEE S : echo %JAVA HOME%

: \Program

‘U2 BYERREREFHRE , MEFRTR

Contrel Panel Home

EP Device Manager
E;‘ Remote settings

E;‘ Advanced system settings

&« « 4 El o Control Panel » System and Security » System v O Search Control F ye
Comgeder Name  Hardware] Advanced |Remote Envirenment Variables
You must be logged on as an Administrator 1o make most of these changes
g User vanables for Administrator
Parformance E
Visual effects. processor scheduling, memorny usage, and virtual memory Variable Value
Path SUSERPROFILE*\AppDatatLe
Settings Lo TEMP %USERPROFILES\AppDataile
T™P %USERPROFILE %\ AppDatatle
User Profiles
Desktop setlings related to your signqn
wa
Settings Dig
Startup and Recoveny Ner

Security and Maintenance

System startup, system fadure, and debuggng information

Systemn variables

Settings
Vanable Value
Environmeant Varables. ey -

C:AProgram Files (x86)\ Javalj -

omia Barrteproriterrirreii

oK Cancel NUMBER_OF_PROCESSORS 6
e e Qs Windows_NT
Path C:\iern\bin: JoAMA,_HOMEX\b

PATHEXT LOM: EXE: BAT:.CMD: VES:. VI



o FEUCCE 125t , BRiABE &7 C:\Program Files(x86)\Java\jre1.8.0_221\bin, {82 , IR
BEERA12.5(1a)REREFHLE T12.5 ES55 ( £4%&0penJDKES ) , MEA
CCE_JAVA_HOMET3EJAVA_HOME , FH A HIE 7 KR EEOpenJDKE X, BHXECCEH
CVPH# TOpenDKEBHFMER , BSHE LT XA | ECCE 2.5(1)FREMEBE|
OpenJDKHFECVP 12.5(1)F Z &= FiF & F|OpenDK,

F L : \IHFFRC:\Program Files(x86)\Java\jre1.8.0_221\lib\security& {3 cacerts X #., &0 LUK
HEHBHMME,

B=%  UEERASHTASSEONETSH T !

keytool.exe -keystore ./cacerts -import -file <path where the Root, or Intermediate certificate are sto

Nk FENEEIREATEATFEBIHECA, EIECAH (X2 HCAR MR
LMICAERS ) | AEES ARIERH IS, 153874 hEANIRICAR (BEEER
BEREMBWADBCARTA ) |, BREES ARIESH.

CVPARA R
1.{EAFQDN4 K E+H

Lt #2154 B 204 £ FAFQDN I Web R S5S EIE 28 (WSM), B EXML(VXML), MRS BEEMIREEE
(OAMP)BR S5 4 BIEF o

N oxEm - mEovPH | TREHNESREENEH  TIFSSFQDN , Bit | AEEEH 4K
.

AN % FRZE BFRTATRE
1IRINFAEFRDB, 21T : more %CVP_HOME%\conf\security.properties, & 1T
keytoolfp T BT FHE E B,
2.5 %CVP_HOME%\conf\security X #+ X & #| 5| 5 — N X #HK,
SEEBR" BTG SE OETH R,

CVPHRSS 8%

SEB1ERBRCVPIREZ SIS , FETUATHS

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a


https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise-1251/217214-install-and-migrate-to-openjdk-in-cce-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise-1251/217214-install-and-migrate-to-openjdk-in-cce-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise-1251/217214-install-and-migrate-to-openjdk-in-cce-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html

HIVRRE |, MARPERD,
E_d BEERWSMIES |, EETUTHS :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIRRE , MARAERD,

N BUAERT  ERERNEANTE. B8 — validity XXXXIR B B 4 RIE 5t 6 FI38 B
2 ENEREREN0K , HEESE LA 2 HHCAZE. HFASKMEITS 355
SRS AT B

UTR-EREBRERA

— & 365
7 E 730
=f 1095
Ty 1460
R 1895
+& 3650

/N B E125ERT | SFAESHA 256, B4AA/N2048KI BT EERSA | B ERAUTSHE
B L T{E : -keyalg RSAH — keysize 2048, CVPZ4AEE @ © %M EHE — storetype
JCEKSS %, MBTXREM | iEH. B4R TMY T4 E TS BIR,

FERIBHIEERS|MNFQDN , BN B FHMYURMTAL ?




SEREAT Bt
BHERBUEHRRTA?
[RAE]:<iEEOU>
RANTNEMRMTAL?
[RA]:<IEELH LM B>
LR XEHRMA A ?

[R EN):<38 B 3 h /it X A9 &5 5>
BER/BRRK/IERTHERRMTA?
[RE):<iEEM/E BB FH>
RFNERRBESZD (FWINFER) ?
[RA|<EERNF I E R/ XG>
RNET RO N AEEyes.

FE =% : Xvxml_certificate M callserver_certificatei {TIHEMN LB :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

CVPHR & RS 85

SR EMBRWSMAR GRS ERIES , BETUTHT

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

HIVRRE |, MARPERD,
£ BEERWSMIES | HETUTHS :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai



HIRRE , MARAERD,
EEATERNNRSBFFQDNEN AN BT AL ? AREMITECVPRS BRMEEN SR,

=2 : Ytcallserver_certificateil ITAHEIN L LR -

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

CVP OAMP ( UCCEZBE )

BT HEPCCERAG RIRA12.xH , ZHRATRNWFAEAHEHBESPOGES , F ERZFEOAMP , K
XN FUCCERRERRATRME , I FBXLEDSR,

SEB1-ERBRWSMMOAMPIRRESFIES , BETUTHS ;

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

HIRRE |, WMARAESRD,
=% BEERWSMIES , FETUTHS

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIRRE , WAZRAEZS,
EERATEANRSEBFQDNENER B R A ? ARLENITECVPIRFJ|ERNIS IR,
B=2% . Xoamp_certificate} A TH RV Z R

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIRRE , MARAERD,

2.4 MCSR

N B BARFCHB0FEM N MEEREMES HHTE L AEH(SAN), ELER



N CSREY | ALUEESAN B — extS IR LB IE.

FTEZAEBW

-extZHATRAPERBES M. ERNRERMT TERZHAEBF(SAN) , ZEMNTERS RN TR
REZ A (FQDN) AR At E W, EtbSANFERAIERNIES 2 BERM.

BHHSANFKE TIE .

ip:192.168.0.1
dns:myserver.mydomain.com
email:name@nmydomain.com

530 : -ext san=dns:mycvp.mydomain.com,dns:localhost

CVPHRSS 27

FRIUERANBRIEBER, STGSHFERFRXH (HW0 , wsm_certificate )

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRRE , MARHERD,

F =% : Xvxml_certificate M callserver_certificatei {THHEMN F & :

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

IR RE , WAZHEEZD,
CVPHi & k55 8=

TERUERNBOIERER, STHGSHFERFRMH ( Hl20 , wsmreport_certificate )

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRRE , M ARAERD,



=% : Yfcallserver_certificateil ITAHHEINF LR -

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRRE , MABAERD,

CVP OAMP ( UCCEZFE )

SR1UERBBRERER, STHASHEERER X ( Hln , oamp_certificate ) :
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Ensure to replace "mycvp.mydomain.com" with your OAMP FQDN.
Enter the keystore password when prompted.

F =% : Xoamp_certificatel THEI LB

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRRE , MARAERD,
3IRECAL R IEP

ST ECALE RSP ( CVPIRSESHIWSM, CallserverfIVXMLARS 25 ; CVP OAMPRRSS 25 #Y
WSMAOAMP LA X 1R & AR 55 88 ®IWSMAFI Callserver ) o

FE=% . NCANKI TR A IEHFRIES,
B=5  FRIEBNCAZRIEHEHFEE RSN %CVP_HOME%\confisecurity\ 3 4K /.,

4.5 ACAZZIULH

MXESRNATCVPERARENAMERSEE. NEFESAZERSH LAHFMIELCAZRIEH,

SRS ARILEP, B1TIIES :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

HIVRRET |, A RLAERE, TETrust this certificate B REFT , #AYes,



HIMIRRET | M AR4AERE, £ Trust this certificatel2 R T , B AYes,

=% SARBESBIBHCAZEWSM ( CVP. ReportingHIOAMP ) , E{TIHIES :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

HIVERET | M AREAERIE, fETrust this certificate 2 REF T , # AYes,

B=Y : ECVPRFZH[MNIRERFZ 25+ S ACallserver CAZR BB, 21TIIES :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

HIERE | W ARAERE, fETrust this certificate 2 RE T , B AYes,

FUL  ECVPRRF 2P FAVXMLERS BRCAZBIUEH, BEITIHIET :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

EHE . ECVP OAMPHERS 8 ( UERA FTUCCE ) # 5§ AOAMPRRSGEBRCAZS Rt H, BITIES :

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

BRL  ENBIRSEE.

N E®  HUCCED® S | WIRMEA 4 RCSRIEHMFQDNECVP OAMP IR RS 2 ( 1R
. CVPIRS=Z ),

VOSHRSS 2%

1.4 K CSRIEH



R FHEBANANE T BRIEFRIERS(VOS)HF A E M Tomeat CSRIEH ., WEBRERATAHER
TVOSHRA , fign

« CUCM

* Finesse

« CUIC \3Er & (LD)\5F 17 BR %525 (IDS)
- RIEE

- BRVVB

FB,1: S M ZECisco Unified Communications Operating System Administration T2 [
. https://FQDN:<84435%443>/cmplatform,

BoH  SMERSSUERERE , RFEFELEMCSR,

Paw v Dyfieem v Iabefy = Dnfewelnyesim v Invvom v Mol v

| Cmrtscabs Lind
Forsd Carmd'erbtd Lok mbebd | 81w a08 |I:-||-|;|-|r|l--|:r. Fed | Cgae Bl o | =

b grberw grawry. Fapps i preee snan b prdneos paoesy bra spdaen: abeeres
Sararaly Pel-gepran] | oplaRd Can a0 Raen  Cpeana A

=% £EMCSRIEBE , XMAEAHEFE THCSR,

Tow v Iafege v Spoerly v REseiopeds v v v mpp T

Cisrtifiaaie L

| Cordate Lt
Forad Carbfeopin Lk wharn Cgrifoste [Eorgrmn =iy =] Pred | Clpar Flgr | dp ==

L o e L T B R e T T e R S I R
Gerarpbe Tolopgred | Usbied Corbficaln/Corbificsle chaen | | Gurerpin C5E | Dwemrdosd 059

FMNE : BWRIULP B Ntomeat , AFE EHFDownload CSR,


https://FQDN

@ Download Certificate Signing Reguest - Mazills Farefox - O x

D & https/10.201.224.234 /cmplatformycertificateDownloadMewCsr.do e

Download Certificate Signing Reguest

Ctatux
|- .3 Cartthcate namas not Eted balow do net have a Eﬂl‘l‘-ﬁ!-ﬂ-tlrldir'lﬂ iCSR

Download Certificate Signing Reguest
Iil:-:rt'rﬁmt-: Furpose " | bomcat 1 -

Download CSR. || Close

@ Y. indicates required tam,

Z | »

EHE : BHSave Fileo XHRIFEDownload X XK,



Opening tomcat.csr X

You have chosen to open:

| tomcat.csr

which is: CSR file
from: https://10.201.224.234

What should Firefox do with this file?
O Qpen with = Applications\notepad.exe (default) Pt

OK Cancel

2 REICAZ RIEP

FR1:ECALS HiVtomcatiEf EZH,
B=H  THNANMMCANFIIAERN RIS,
3. L& M A MARIEF

ST S ZECisco Unified Communications Operating System Administration T3 [
. https://FQDN:<84438443>/cmplatform,

BT SMBRE>UPER , RREE LEIEBALPEE,

Show ~ Seflings » Security » Software Upgrades = Services = Help ~

La‘_}] Generate Seif-signed % Upload Certificate/Certificate chain E@L Generate CSR



https://FQDN

=2 : EUpload certificate/Certificate chain® A# , i%£#¥tomcat-trust in certificate purpose FE&
H* ERBIES,

Upload Certilicate/Certificate chain

Sy uetend 73 cone

~Status

@ warning: Uplsadang o duster-wede certficate will distnbite it 1o all servers in thes cluster

~Upload Certificate fCertificate chain

I;m-f-:r.t Purpese” | tamcat-trust Ll
ELarphdntinemdly name)
Upload File Choois File | Mo hile choden

iUiplaad Close

FEMSL  FFRENES ( WRE ) ERtomeat-trust 4%,

%R . EUpload certificate/Certificate chain ( LAAIEBAER4EE ) BAF |, EFECertificate
Purpose (iEB AR ) ZEFHInow tomcat , RE LERMFACAZRWIES,



Upload Certificate f Certificate chaln
EI:}] Upioes E'E Close

~Siatus

@h‘ammg: Uploading a duster-wsde certificate will distribute it to all servers in this cluster

= Uplead CertificatefCertificate chain

Certficate P'ufﬂ-nﬁti I_mm:_m_
Cescrmpbanifriendly name] EA-Eied cartricate
Lplaad File Browse... | Mo file selacied.

(Lot e

@ *. indicates requered item.

£ #

EAREL  EFBIRSEES.

IOUr

EFBYIRSHERE , BHITUTSRURIECALZZHEM
S ITFHWebi K ZH BREF,

EZL  xH , REBXITFAMNKESE.

W#E , BLABIUERTRUATHCAZRMIES , AAMNRREOPERIERRELRN , BT
ZEE BHETT,

HUEHEER

AR LA AT HRCAZ B RIBHEH S,
HXER

- CVPELEIE™ : CVPELEEE — &%

« UCCEELE#E™ : UCCEELEIEE — &%

- PCCEE®E®E : PCEEXEIER — %%

« UCCEHZ®&IULP : Exchange UCCEBZ &L



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/configuration/guide/ccvp_b_configuration-guide-12-5-1/ccvp_b_configuration-guide-12-5-1_chapter_010001.html#topic_6D75495932F00270623807AD59DCCFDA
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_125-security-guide.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_5_1/configuration/guide/pcce_b_admin-and-config-guide_12_5/pcce_b_admin-and-config-guide_12_5_chapter_010100.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html

« PCCEEZ &I : Exchange PCCEEZRIEH
« ECCE 12.5(1)H L& MEB FOpendDK:CCE OpenJDKEH
- TECVP 12.5(1)F R T B EOpenJDK:CVP Open)DKITH

AR ZEHF Y - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise-1251/217214-install-and-migrate-to-openjdk-in-cce-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise-1251/217214-install-and-migrate-to-openjdk-in-cce-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
https://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
https://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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