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~ SEE : CMS{XX#ESAML 2.0 HIHTTP-POSTHE , HIE4 X BHTTP-POST4EE 1] A MY {E4{A]
PR SRR,

N E . BASSOE | EALDAPE BSRIIFETA.

[



WebApp SSO Login

Webbndged sends JWT i header (cookie) and refresh URL to '

Check if user exists and match authenticationid |

User Exists
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Send JWT to Webbridge3
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IdentityProvider | Callbridges |
T ]
| I |
POST fauth/ssotokenRequest with ‘'username’ in payload 2.1l I |
1 I |
_ Webbridge3 match S50 config and responds with 200 OK contains SAML address ! l[ :
| | |
Authentication POST is sent to IdP with SAML Request =] |
T ek |
: I | |
i Aythentication token response after user authenticates 1 |
% I I I
POST /auth/ssofidpResponse with token in body -.I I |
L I |
| I
verifies token and authenticationiD I |
; I I |
| I
C2W AuthRequestiusermame, authenticationid) __J'
P
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Lt EBE 75 2 6 FMicrosoft Active DirectoryBk & & 3 11 lR 55 (ADFS)¥E R & iR 2 F(IdP) , E it
, B ENEEZ I ZEHIZTADFS ( HE4RIAP ) .

RFCMSH /=~ B 5 E & 3R 32 7 (IdP)

RNTULEAFPRSERNWE MR , XTEIIPRMENEXFENNASEZOAP)FRHFE(]. A
FiZRER R ZAPIHIdapMapping H BauthenticationldMapping.
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Status W

« return to u.

'apifvl,.l"ld;

telated object

——
Configuration &

General
Active Directory
Call settings
Outbound calls
Incoming calls

CDR settings
Spaces

2. fEapi/v1/ldapMappings/<GUID-of-Ldap-Mapping> FE XN EH ( RIEECIEFH ) LDAPER ST



API objects

This page shows a list of the objects supported by the APIL. Where you see a P control, you can expand that section to either s
details of one specific section of configuration.

Filter‘ ldapmappings ‘ (2 of 129 nodes)

Japi/vl/ldapMappings

1-2(of 2) Create new able viey | XML view

iidMappina

458ad270-860b-4bac-9497-b74278ed2086 $sAMAccountNames@brhuff.com

3. FEFTk MY IdapMappingXt & & |, fFauthenticationldMappingE # 8 MIdP{£ i ILDAPE £, EA
R EI$SsAMAccountNameis B YEBR 5T HILDAPE 1.

/api/vl/ldapMappings/458ad270-860b-4bac-9497-b74278ed2086
jidMapping [ [$sAMAccountName$@brhuff com [[] |- present

nameMapping [_J |$cn$ |— present

cdrTagMapping ] | |

coSpaceUriMapping [ |$sAMAcc0untName$.space | - present
coSpaceSecondaryUriMapping [ | |
coSpaceNameMapping || |$cn$'s Space | - present
coSpaceCallldMapping (1 | |
authenticationIdMapping (] |$sAMﬁxccnuntName$ | - present
e

~ SEE : callbridge/E3E 8 Fl authenticationldMapping % iE A\ SAMLResponse #1 #Y IdP & 35 B9
B HEAFRMHE—/NISON WebThHE(JWT),

4. EEHKIR & X MIdapMapping>< Bk #ldapSource L 1TLDAPRES :

il 4n:
/api/v1/ldapSyncs
tenant [ 1| || Choose |
|dapSource |UdeeBcd—ccce4ccb—BEaB—ﬂﬂbaﬁgeﬁﬂec? || Choose |
remove\WhenFinished | || <unset> v

5. EXLDAPREIZSfE , FECMS APIFRIEL B> apiivl/usersh TS , HERESAWAF , #E
if 274 B IE#1E FEauthenticationld,



userdid jdoe@brhuff.com

Ldoe = sAMAccountName, name John Doe
At T

authenticationId jdoe
use e £ a6-bd17-7492b9baSekb3

N 1dP I EWebbridge Jt ##EXML

Microsoft ADFS B T BIBEXMLHERERMET S S A , URREEFEANRSIRERF. &
R AR AR TBREXMLX G AR B Y , EXHHhARNEFEE—EEM

BB EERN Webbridge T IERHI

<?xml version="1.0"%
- <md: Ent|tyDescr|pto entitylD="https: H’meet brhuff.local:443" ID="https://meet.brhuff_local:443" I
xmins:md="urn:oasis:names:tc: :2.0:metadata” >
- «=md:SPSS0Descriptor prctocolSupportEnumeratlon 'urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigned="true"
AuthnRequestsSigned="false">
<md:NamelDFormat>urn:oasis:names:tc: : =
<md: AssertlchonsumerSerwce index="0"|Location=" https //meet brhuff.local: 443/ap|/auth/sso/|dpllesponse I
Binding="urn:oasis:names:tc:SAML:2.0: -
</md:5PS50Descriptor>
=< /md:EntityDescriptor>

1. entitylD -iX 2Webbridge3 RS 25 i 1it ( FQDN/EHNLHB ) A P 0] BUBIS X B8 25 15 8] B9 < Bk i O

o



EE  NMREEEAEANURLEZMWebbridge , MiZ ik 42 S g 15 @ it

2. Location —iX ZWebbridgeit: it HHTTP-POST AssertionConsumerServicefI B, X 2B R
IIPEEREFNALTFARINAFEEMRINME, HIFIERE NidpResponse
URL : https://<WebbrdgeFQDN> : <port>/api/auth/sso/idpResponse. a0
, https://join.example.com:443/api/auth/sso/idpResponse.

3. Mik-ATFERNNA- XRATIBMLEA (IEH ) , IdPHEA T REIER B Webbridge#y
AuthRequest, ItID#F15 E & ElWebbridge LB SSOIR48E & 89 FA47“sso_sign.key” Pt
, LEIPHAER LN (IEH ) RIIZR, BUUERASBFNAEITER. EXARXHEFIT
FEBH A B E HE|Webbridge TBIE X HH.  FFEMsso_xxxx.zipX 4 £ A IEHR T
fii 2248 A #Esso_sign.key X #

4. ik T N9 4048- X 21dP A T 1138 % EWebbridge BISAMLIE B MA (I ) o XN
5 k& F|Webbridge £ HISSO# L2 B FA4H “sso_encrypt.key” IEEL , LAEWebbridge 7 LA fi#
RIAPEXENAE, FBULMEABBINIAGIER. EXEAXHFITFERHEREEFE
Webbridge T IES b, M sso_xxxx.zip 7 {8 F 1Y B #Y I B 2348 A 4k


https://%3cWebbrdgeFQDN%3e:%3cport%3e/api/auth/sso/idpResponse

sso_encrypt.key ¥,

FERATLELN (P ) HIES AldPEIWebbridge TTEE R 41

= Taoml version="1.0"7
<md: EntityDescriptor entity [D="https: [ /meet.brhuif.local: 443" [D="https: Hmeel brhuff.local: 4437 umins :md="urn:oasis:names:tc:SAML 2. 0:metadata®™ >
- emd:5PEE00Descripior ProteCoiCUPPONTENUM eraHon = U 08 SIS names: TOprotocel Wantass arti n-n% gned="trun" AuthnRequestsSigned="trua” >

md: Keyilresc signing” >
<ds:Kaylrn Shittps Swwearw 3.0 S 2000,/ 09 fxmildsige
wda:x

a5
SCortficate-JMI1EwCCoxmaawieagt N

< fds i XS09Certificate
<fds:x5090atax
< fdaiKeylnfas
< fmd:KeyDescriptor>
<md: KeyDescriptor uses"ancryption®»
<% Keylnla Shttps Swvearae Joorg S 200009 omldsige s

=da:N50Patas
e e __| !

<ds: X509Ce
< fds: xS09Certificata™>
fi icle'lU.slu

rizaasis names: b SARML -2 D-naosekd-§ et lante /md-HamelDE

ACONSU MBS enice irldut:'ﬂ"ILvLJL’ ion="https: f fmeal.brhull.local: 44:lfbp-,luulllfsm,hdpResponse‘Ia pling ="urnieasisinames ICSAML 2 Ebindings MTTR-POST/
riptors

< /mid:EntityDescriptors

fFWebbridge TTEHIE S A FBIRAIRF(1dP)

SFEAERNEHEAETHEEXMLE |, BN X4 S AMicrosoft ADFSHRSF 2R LABI R EBEE S,
1. SR S EEEIIEEADFSIR S M Windows RS 88
2. {TFFAD FSEE#ZH A , BETMUBY RS [EERHE,



Manage Tools LT N Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Component Senices

Computer Management
Defragment and Optimize Drives
DNS

Event Viewer

Group Policy Management
iISCS| Intiator

Local Secunty Policy
Microsoft Azure Services
ODEC Data Sources (32-bit)
ODEC Data Sources (64-bit)
Performance Monitor

[ JEE Rl e

3. #t AADFSEEZH A , EEMEKRHPEMEIADFS >EEXR>EBHE1E,



File Action View Window Help

*‘ ifll_d‘ aE

--.
[ l Service

4 || Trust Relationshig

+ &

= 31 FT el e | T E

|| Authentication Policies

4. EADFSERZFHI SN ABERPERRNNEBR A EE. &I



Add Nen-Claims-Aware Relying Party Trust...
View

Mew ‘Window fram Here

EH Hep

5. TR , MHARNEBRAEEDS., &EEFEStartiEl,

Welcoma:
Steps Welcome Io the Add Relying Party Trust Wizard
. T wiard willl e you Sded & e rlgng party trust bs e AD F3 corfguraton datsbase. Flaling pates
@ Sdect Duts Sovene consuma claims in secrty tokerm that aen issusd by this Feslaration Servicas bo make suthertication ard
@ Corfigurn ulsipsor
Pugherieption hew? Thas rebyirsg oty ol thad this wizend creates defreg how thp Fecration Servics recogbes e g
- piety el s e bo £, Vi San defre msusras o rades for Beporsg clams 16 The miping pary
DI“I m““ after pou complele the witerd
i@ Readyto Add Trst
@ Finish

| cPmecus | [ @am || Cancel




6. BIEBRBIERN L  BEMNXHSABEXEHAANBENEERE  REEEXNKHSRE
Webbridge T #E X H L&,

Salect an option that this wizand vl use bo obtain data about this nehying pasty:

) lmpont daba it the rehing pavty publshed ondine of on a looal nebweodk:

Likea thim oplion Lo mmpord the nacesaany dais and ceriicslss fom & rehing pady oranizaton that pubkshes
s faderntion meladaba onlirs o an & local networdk.

Fadaration metadat addres host nass or URL):

Example: fs confoss com or hitpa-/ewsr.contoso.com/app

diata aboud the reling pasty from a file

thes cplion Lo impord tha necessany data and cerficales from & rehing padty organization thet hes
soporbed e fedarntion metadals bo & s, Ensurs that this fis is iom & tused source. Thes wizand vl nod

i Enter data about the nelying pasty manualy
Lksa Hris cplion Lo manually input The necessary dals abaout this relving pary arganization.

7 EEERREHAL | NADFSHHEARHA— M EEROEH (& REHTRAFADFSBEN
REBEH , RRRMUES).



Erter the dieplay name and amy optional notes for this rebang party.

This b5 the nelng tnest part for CM5 550 with Webfpp|

8. EMAIREZESHRIE? WL , RERINEHERET -F,



Configure muliinchor authentication setinga for thes nelying party tsust, Mulli factor suthentication i seguined il
thaen ig & mabeh bor sy of e gpaciied requinements,

(obal Settings

@) |1 o ot wint b corfgre mukidactor Buthentacation setirgs fof s celyng ity tru Bt ths time.
) Configure mulifactor suthenticafion settings for this rebing party trust,

‘Yo can also configure malt-factor suthentication sattings for this rehys trust by narigating to the
et Foltas mde: For e leaations e ’ pasrty & nerrgeieng

9. HIERMARNAMNKT L |, N AWRBERF B L EBTRE N IEFRS.



Choose Issuance Authonzation Rules

Seps

@ Vel

@ Select Dala Source
@ Spechy Daplyy Mass

@ C-n-fn;r.lt Mubi-fscior
Fatheentazataon Mow?

@ Chooss Bauancs
FutFworiation Fuss

@ Faady o Add Trus
@ Firish

Issuarce suthosration nies delemine whether & user is pemited to receie caims for the relng party.
iThazae one of the fallowing optiona for the inial behaior of thia selying pary’s Bsuance suthorieation e

' ol s 10 Betess tes rehere; party |

ismuancn muthodzaton nies wil ba configured (o permit o usens Lo Bocsss this reling party. Tha relying
party sarsice o spphoation may 2l damy the user socaess

) Derry all users access o this nelying party

Thes: exsceanice suthonzation nibes wil be configued 1o deny all esers acoess bo ths reling paty. You must
Lyt er echd] ki abngn Buthoniznton nais o eradle Bery weers [ BoDis this rehang panty.

Wiski 2o b Hol it ithenizaiesn nubes T Bhis sy ety trust By salpetire th relying paety e

e chcking Edit Qam Rules in the Actions pane.

10. HHEZRINEER L , ALBETER-FERS A Webbridge EBIEER W IFHES . BX
Webbridge [R5 IRHUBEHWURLIFAF R , FREMIAFNL K



Tihe edying oty inast has been configunad. Renviers the following selings. and then clck Meod 1o add the
redying party tnest (o dhe AD FS configuestion datshase.

|m|w|mm|wlmlm|m| [<]+]

Soacdy the endports 10 ube for SAML aed WS-Federstion Passe prolocoly,

LRL e | Brdng  Defsuk | Fesporss UAL
SAML Assertion Consumer Endpaints
[itpa./imant el local 441l me... 0 FOST Rl

M. EFTRR L, EFRRAERTUAK A 6 F S5 dm B 5 HAN.



T riskying gty rust wad successiully added to the AD FS configuration detsbase.
Yeu can moddy this relying pardy nast by uting the Propediss dislag B in te AD FS Managsmant snap-n.

[ Cipetrn the Exit Ol Flubess: ditdiog for this pelying pacty Ssust when the witer clies

£ 1dP £ A Webbridge fR 55 1 22 7 BE #L I

MES L Webbridget|Z TEB A EE , ATLASIEFBEMN LUF45ELDAPE 4 5 E £ SAMLIE K
F[EWebbridgei2 BV 1% i FFBA S BU AR T RL,

1. EADFSEEZH & , RRIHE RWebbridgeMEB B EE , RAEEABEEHERREF AN

o



Add Redying Party Trast...
Audd Mon-Claims-Aware ..

”
o




lssuance Transfom Fules | lssuance Authorization Rules | Delegation Authorzation Rules |

The following transform rules specify the claims that will be sant to the relying party.

Order  Rule Name Issased Claimes
1 Webbrdge 3 usd

[«][=]

e [

3. EAMFBRERAMNES T L , B FEARMUERETUEFFLDAPEHENFHRIE , REE
#%T_Z'Fo



Salacd the lamplate o the clam fulls thal vou wand 1o cresbe from ha Pallewing kst Tha descriotion providas
defnds about aach clam nds bempiate.

Claim nule iemplabe:
Sand LDAP Assbutes a8 Clawns v

© Claim nue template descrption:

Lising the Send LDAP ARsbute aa Claime nis lemplate you can select atirbubes feem an LDAP attrbute
sore such as Active Dinsctory i send 25 daims (o the relying party. Multiple atdhutes may be sert as
rrultipde clsims from A singhe fubs usng this rule hyss. For saample, you can uss this ruls bamplsls 1o creshs
& na that will eedenct aRsbide value for sushsnticabed Laerns from the deplmdlasme and felephonsthiumber
Active Directory aitshutes and then send thoss values as two diferent cutgoing dlaims:. This nule may also
bea urted] oy ] il of thes usmer's grown mamibershins. ¥ you wart bo anly send individusl grous
menbarsins, e the Send Group Membarship as & Claiss nus bemplate.

4. EERERBEANT L, EAUTEREESB A FEENREAN

1. AN B F=X LT RADFSHAZANEBEENER (NATHAUNSE )
2. B 17f#= Active Directory
3. LDAPE =215 Callbridge APIF fJauthenticationldMapping ltEL, ( 50

, $sAMAccountName$. )
4. £ HHFEBAER =AM EWebbridge SSO config.json™ BauthenticationldMapping &g, (5140

, uido )



You can configures this nie 1o sand the vahses of LDAP astivhobes a5 dlsimes . Select an attrbute stone from
wich o tcac LOAP atouto. Specty hou e stibuten wl map o the xtgong ciim pesthl el

Rude tarrplate: Send LOAP Atirbotes & (e

- v

Mapping of LDVAP sttrbutes to outpoing chaim types:

ey Claim Type [Selact or tvpe bo add mone)

JIWebbridge B 2 SSOFHZIPX 4 :

LLELE R Webbridge N RIF X #FE, BHRIEMFFENSSOREMSIANERE, N THHrHEE
, HIMEELLTAN :

o ZIP3 AR B BT SRsso_FF3L (I |, sso_cmstest.zip)o

- RS , WebbridgeFZRAER S HRIE , HHRENSSOATELEAFIN
Webbridge,

- MREATZSNFHREER , WAREAT RN BEEE L IMNZIP (IR Usso_1E
RER).



« tlEzipXX RS, FRARHEERHAEBXNMHARNR , TERFAE MRS R HHES %4

\l/
o

Zip XA BRH2EAN AR , EABURT R EERANE,

%‘T (o]

P
N HH TN N
?
XA LAHIdPWER TTHIEN . EADFSH |, BT HE
idp_config.xml  |https://<ADFSFQDN>/FederationMetadata/2007- =
06/FederationMetadata.xml¥% ZiZ & .
- XBJSONMH , Webbridgeff Az X IR UE T #AYIE ., SSOMSHRIER |
config.json *}E

s$so_sign.key

XRATEMBERHEF LREN AR LZFHANTILE. NRPEZRHH
BENEE

sso_encrypt.key

XRESHREHEF LEENATLOANMERANLEA. NATREPMEHR
=

IREN H B Eidp_config.xml

1. ZEADFSHRS 28 ( SRS MIADFSEILE ) £ |, ST FHFWebl 128,

2. EWebil %5889 | #i AURL : https://[<ADFSFQDN>/FederationMetadata/2007-

06/FederationMetadata.xml ( 1R &EFEADFSARS 28 44t , 8 A LA AlocalhostfS EFQDN )

£ TN #E 3 #FederationMetadata.xml,

A -

X



https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml

C [1) adfs.brhuff.com/FederationMetadata/2007-06/FederationMetadataxml i1

3. TR XMAEH R EE G RzipXHILE , REEW A Nidp_config.xmlo



PO

b EJ

'
1mil,
v [ME

& configysan

= Federationhietadataxml

Chpen
Exint

Share with Skype
Eove to Onelimmee

T=-Zip

CRC SHA

Edit wath Motepad+ +
whare

Ohpeeeny wiith

Cisco AMP For Endpomts

Restore previous verssons
Send to

Cut
Copy

Create shortcut
Delete

Properises




Local Disk (D) » brentssoconfig » 550config

o
Mame

ﬁf cenfig.son
E‘? idp_config.xml

5 % B

F

2B E N AW config.json X #

config.json@EU T 3INEM , BNV TBEEFESA , {}:

1. supportedDomains -iX 2R EIdPH TSSO BRI ENFFIEK. S NEZEATLAE
55 k@

2. authenticationldMapping -iX 2 45 4& HADFS/IdPFE B HL I Y — 2o & BRI S8R, 1B 2%
MEIIP L& HFRARB N A MBELE, FHEAN,

3. ssoServiceProviderAddress -iX Z #riR 2R F B H R ESAMLIE R AIFQDN URL, 24401
=Webbridge FQDN,

Clam nde name:
[rrr——

Rubs template: Send LDAP Atrbutes as Caemg

jrin

supported domain of
‘brthfCOm' fg! gs‘@ Sign in to web app

authentication a sed|in ADRSforrthe Elaim



% Esso_sign.key ( A% )

WX AIEE T & FWebbridge i #3E ( ES AZEIAP ) MEPHFAH. ATXENIERTE
ADFSHWebbridge T# BN S ARBIB#HTIRE , F A= A <KeyDescriptor use=signing>#f 7 T #Y
iEB{E BHEFEX509Certificate, & A] AfEWebbridgefS#EE FWADFS LB M >E B TEE ( M
gA)o

ET—/NREIs | &7 LLE B Callbridgeilf # (CN=cmscb3.brhuff.local) , ZiEHE S AEADFSZ &
B INE/Webbridge T #E+, A Elsso_sign.keyF #IFA4A B Scmscb3.brhuff.localif $ EIFA4H

XRWIERE , REEMNZESAMLIBRE &

sign.key - Notepad «<2«ml version="1.0"?
) <md:Entity n»ﬁ m:rm en \Ill\. D="https://meet.brhuff.local: 443" ID="https:// meet.brhuff.local:443" xmins:md="urn (m\l»:llmmw.:h:.‘MH[:7.[I:|||P.|n[\ntd'>
File Edit Format View Help y P o
ntcm SupportEnumeration="urn:oasis:names:tc:5AML:2.0:protocol” WantAssertionsSigned="true" AuthnRequestsSigned="true">
----- BEGIN RSA PRIVATE KEY----- p= ing”

g
MIIEogIBAAKCAQEASKRS jasviPqlwfpwupou93dyipVsnzYgsrMtrimB0zW3YADh . de="http:/ ferww.w3.org/2000/09/xmldsige">

Webbridge3 Properties -

Organization | Endponts | Proxy Endpoints | Notes | Advanced
54GInsncFVMLfcoyBBlakef2CkHp] doTpkoll72rUfuk bl LX4br@x46Kulan3z8i Monitoing | idertfiers | Enciyption | [ Soneture ] Accepted Gaima
+m3MZ1EyFSNCmR7980Kq2bKPHMW7Q1 160pF 5 V1 rppm/ LKOFVDRFXsUbty Specy the signaturs verfication cartlicalas for requests fiom this relying

ity

Subgect Issuer Effective Date Expiratic

E=]CN=cmsch3b... CN=brhuf-AD20... | 8/9/2020 7:42:1... 8/9/20,

1’ Esso_encrypt.key ( Ak )

X 4988 F T/ EWebbridge ST E3E R i WY IE BRI FALR , Webbridge i EE2 S A AP, 7
ADFSH S AWebbridge st #3Z#iiE] , JB1d £ <KeyDescriptor use=encryption>Zf 5 T FIEH(E 218
7t X509Certificate RiZE A T IMZRIEH. & A LAEWebbridgeE B £ 5 HIADFS L& 14> N &
TEE (HSA).

FET—REI% | &7 LLE B Callbridgeilf # (CN=cmscb3.brhuff.local) , ZiE$E S AF|ADFSZ &
E)%Wl]ﬂWebbndgercﬁiEtPo 1 A “sso_encrypt.key” 9 #2485 cmscb3.brhuff.localilf 35 L .

XEAEEE , REESITEMZSAMLB N FEE L EHE

pu Ry DL R

1] sso_encryptXey - Notepad - emd: KeyDes:nptur uses“encryption”>
File Edit Format View Help - <ds: K?ylnfg:;\l'ni 5= p:/ /WWww.w3.0rg/2000/09/xmldsig#">
- <

</ds:X509Data>
5{ thatmatohes _ Webbridge3 Properties ===

----- 2 T i = J ds:X509Certifi Fcate>MIIFWTCCBngAwlBAgITPAAAAGE’ZQC]VCBMSYW“C“AAAZIANBgkqhleDwUlAdUFABBKMRUWEI
a Sl il 0 £ Z I: ZJaE X S00CErticates

ce\tﬂcate *orl CIypl )l d | Organizaton | Endports | Proy Endoorts | Motes | Advanced
Relyinaxl rust/Meta \mponcd into Mootong | Werties Sgnature | Accepled Gams
W Speciy the encryption certficate for this refying party frust.

Encryption certficate
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1. REEREA TSSO B XA X+

Mame

- config.son
,ﬁ’ idp_config.xml

| || sso_encrypt.key

|| sso_sign.key




AR BAEHETEXMHHIXHR , BAXHELFHSSOT T,

2. ARBELRHETSHXY , REIERRIEE>ERI (zipped)” X H K.



Mame

“ess )
L config.json

| ﬁ idp_configxml

ade —
Move to OneDrive
7-Zip >
CRC SHA bl
Edit with Notepad++
share
Cisco AMP For Endpoints b

)| 9 oo o
Cut '+ Compressed (zipped) folder
B Desktop (create shortcut)

5 Docurmnents

Copy

Create chorteut

3. ER/HE , ERsso_ BIRMEERBANFIENEM
Mame

H config.son
H idp_config.xml

FFSSO ZipX # L& FEWebbridge



FFFSFTP/SCPEFif ( FEABIREAWINSCP ) , RIFEEEFEEWebbridge3#I RS 85,

1. BEEEKF , SMESSO ZipXHENNE , ReARETHERRE EETEHRH.
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Prapestus
e oy

2. XE2 LtEEIWebbridge3fRFER 25 , BT FFSSHAE HiZ1Twebbridge3 restartis 5o

3. ERGAEH , XEHEKRHASSOBE A :

B A AR < (CAC)

BRAFEF(CAC)R—MERF , IENNREZEAR. BRFHBNRARMEREIEARWIRE

PR,

UTREMCACFHAFNENERIR !

FIFFPCHIACACF
B3R (ARGEERIES ) , AERAPIN
FTTF30 55 2%

SEMEMAURL , AREFEMA SR EFIETN

BF  mABENjidMappingfI A% |, Active DirectoryfF ER## {TCACEF
REER

ADFSTIHSEZE RHBFHER

AP SEAER
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V.

ACC Meating Server

@eEnus B

V.

ﬂ Sign in 10 web apD

0130 S

#Ldapmapping# &t EjidMapping ( X2AFEXE ) , SADFSATCACH+—#-,
$userPrincipalName$flil ( Ko K/NE )

& E JyauthenticationldMappingi% B EHILDAPE M , SAPCBEADFS A= B H I A R Y 8 o

EXE | FREMANE RE M FSuserPrincipalName$#E A UID & % EICMS,



les{ Edlit Rule - webbridge w0 X !

1 You can configune the rule fo send the values of LDAF atinkndes a3 clarrg. Select an afinkete e freen which (7
wﬂﬂwﬁm.%ﬁh“ﬂmhhmmmﬁﬂhm |1‘

(H-n.ﬂr-l-a_-:
| webbrdge ssel ]
Rude template: Semd LOAP Atnhibes a Clarrns

Atrbute shore:
Futive Directony w
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ﬁmmhm[s.humqpm Pt G T Al s ]

k Lser-PrincpaHlame = | uid -

=8 WebAppHISSOE F

DECEBSSO , B LR RE S
1. S EIWeb N B Webbridge URL , ARG B & FiRM,
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Join meetngs, amiwheng, anytime
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2. REFmAFREEAEAFBMNIET (EE L TE L& B passwordit Il ) .
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3.AE , AFMEECIADFSTH ( EWmARFEAEFEERE ) , AR SAZEE AZIELR dP#
TERRIE,

adfs.briwtfoom/adfs s/ ¥

L ]
. __________________ =&

Brihwuff SSO

Sign in with your arganizational account

4. EEAIIPRANKIEEIES , AREASTHEED , KiAREWeb AppER :

meat brha bocalfen -5 \ports

I
\ &

E| Guest/Host Space

'GUES[JHﬂﬁiﬁﬂmeuﬂiﬂﬂﬂ. J{jhﬂ DDE.S HDIT'IE

Last login 2021-05-04 at 18:08. See details
' GuestiHostUniquelRland

in a i
John Doe’s Space



HUEHEER

EARHEHERR

BRIEAISSOM B EANHEHERR

1. BREEBEER TEIIPFEAENERETHIWebbridge3WIHETHIE , HHEEMN
URL & config.jsons ByssoServiceProviderAddress & £ PL i .

2. BRIAPRALHY 3 E 48 E)Webbridge3 ssoffit & M 4 H THIE R IIPHF S T HIE , WERS
EEVE., EBRFRERAESR—  EENFHEHNSEHERIEEX4H,

3. MRFAZAMMEFLAEARMELIE |, FiHREREN CH 4 2B L& Flwebbridge®y
SSO_Xxxx.zipX W —E 5. BT , EERETFATERANERTHINR , UEF
SSOR A HUES B I MEZETHER T EE I,

4. #54R R config.jsonEL B 7SSO, Webbridge3 URLFHAE M & 7 I8 IE AR & Y IE B ¥ RS B

, LAPEBSAMLResponse,

MBENAREZHRTHEHRRBRES

1. M E|Webbridge URLE} , EFURLFKEME ? trace=true 2L /8 AXICMS Sysloghyi¥ 4 H & 12
Fo (a0 : https://join.example.com/en-US/home?trace=true).

2. £ Webbridge3fR %585 £121Tsyslog follow LA 7E MU i, HA (B SE A 43k , = F A B inEURLAY BR ER 1%
WizfT M , 7 MWebbridge3FICMS Callbridge IR %5 25 &Elogbundle.tar.gzo R
WebbridgeFCallbridgef T & — R85 £ , WM RFEE—Mogbundle.tar.gz3 ¥,

Microsoft ADFS#E [E X5

AR, SSOREBRHINAE , IS RIIPEEHESIIPHBERFE AN, MREHADFS , RIFER
T—Ng R | BWIART R IR MR REGA MR

MicrosoftiA & {58
flan

client_backend : £5i% : SamIManager : SAMLE 3 R&IEER_e135ca12-4b87-4443-abe-
30d396590d58% M , JRAN : urn : oasis : names : tc : SAML : 2.0 : status : Responder

ILERIRREA , MBPUFIH X , WER B TIIPHADFSEIER , At EERADFSHEE R #{T
R, FEERRIR,


https://join.example.com/en-US/home?trace=true
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b

K BEFKElauthenticationID

EREEBERT , EMIAPRIEESAMLResponseffiiE] , WebbridgeTJiE£E HEF ERIELEIRHEE | H
B@BESSORFLRMN :

client_backend : INFO : SamlManager : [57dff9e3-862e-4002-b4fa-683e4aa6922c]7Tc AR
Eauthenticationld

XRNEREE G HRIER I E MIdPE E K SAMLResponse #ERT , Webbridge31E I 57 1 3%
35 3% ITEE 4 (Sauthenticationld#J config.jsonf8 L)

MEBEREASAMMBZEFB N , W AESE Webix| ¥ 85 MDeveloper Tools Network Loggingi2
ERSAMLIE 5 3 € fibase64#t {T##18 ., WMRWRIEME , EAILMIPIHRHE R E R ZE K SAMLIE R,

ERFEAARTIEREERICRAE ( BHRAHARKE ) 1 , fEnamedl T &HKidpResponse , ARGk
EPayloadEESAMLIGR, HNFIFTA , BT BAfE Fbase64#F 5385 37 L ¥t 1T AR5

Mame
e PO W =

Bustration prk:l'?ld— 183 Form Data VIEW SOUI wiew URL-encoded

webclient-infield html SAM LRes - PHB nN1IELEPSIFYTEwY j11iYmItOTgz0S@aMD Iy LWFmNT ctNjdkYTYwY 2ZEAN2 T1TikWE

dpResponse

meetbrhufflocal

unsup,

= zinn in Innn.nnn

JEUWSAMLResponseiERT |, R E<AttributeStatement>E 2 A ER X BINBE R , IS
o, AR EIMIIPELE MR IARYFFERZE R, Hin

<AttributeStatement>

<Attribute Name="<A F & fJURL">
<AttributeValue>testuser1</AttributeValue>
</Attribute>

<Attribute Name="<NamelD#JURL">
<AttributeValue>testuser1</AttributeValue>
</Attribute>

<Attribute Name="uid">



http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID

<AttributeValue>testuser1</AttributeValue>
</Attribute>
</AttributeStatement>

BERELRER , AR EAttribute Statement#f % T B <AttributeName> |, FHEMEESSO
config.json#authenticationldmappingZB 4 # #9 1% B 3 1T Lb R

£ E—ANRBls | &) LUE BlauthenticationldMappingf B B S BN B FA L LE , IS
To £ B L HL B authenticationld :

authenticationldMapping : http://example.com/claims/NamelD

AT ERIRIR , JZHFAMEE

1. AILAE#IdP/& AN | £ H 57 Webbridge3 £ #config.jsonky
authenticationldMapping P Bt ERY 5E £ ILEL, (FEhttp:/example.com/claims/NamelDKY
IdP %0 7 FEEA L)
HE

2. A] LAfEWebbridge3 £ E #config.json , {£“authenticationldMapping”5IdP L i & kY 1%
BNz —F£CE, (Bl“authenticationldMapping” AlCELB M B # ez — , AT R
“uid”, “<URL>/NamelD"=“<URL>/CommonName”, R EECallbridge API L fii & &Y 7 HA
Eri (ZLCE ) (ERIE)

B R R AR B S PC AL T S

Art , EMIAPR#ESAMLResponsefia] , Webbridge2 & RU TR |, I8 RCEMES AW , HBS
FAERSHELET RIS

client_backend : £5iR : SamIManager : X BB RITHI S
client_backend : INFO : SamIManager : B§ZHIE , TEATFHNZASEER

IR R R Y MIdPE E SAMLResponselt , Webbridge R R EMERICE MK S , FiEbBES R TE R
WE  RASBEEEENSSOER,

RTHRBLEBT | HKIFMIIPEESAMLResponse, MRBERFEAZSZMMBZFFME |, WATE
TEWebil B BEMFF XA R TEME B HICFIZBESAMLIER |, R/G1E Abaseb4it {THRE, 405 Ik R
EiN% | A LAIdPIRE K B #2589 SAMLIE 7,

£ &EE SAMLResponse$ERT |, Bid & & MR Y <AudienceRestriction>EB 2 , AT LA$K B bt 1 37 3%
BREIVATENIR :

<% tNotBefore=2021-03-30T19:35:37.071Z NotOnOrAfter=2021-03-30T19:36:37.071Z>
<AudienceRestriction>

<Audience>https://cisco.example.com</Audience>

</AudienceRestriction>



http://example.com/claims/NameID
http://example.com/claims/NameID
https://cisco.example.com%3C/audience

</%ME>

{5 F <Audience>EB 4 (https://cisco.example.com) ) FHI{E , B LUFE 5 WebbridgeBt EY
config.json# KyssoServiceProviderAddress# TR , HRIMEEREX LR, X FARE , &7
DEIAMERARZARSEEFHNRSRMAE MU RIE , KAECEBHMA : 443 :

ssoServiceProviderAddress : https://cisco.example.com:443

XERREZEATEEE , AR2SBULRBE, NTIHRG , BEFEZNUATARGEZ—

1. AT LA Mconfig.jsonBssoServiceProviderAddress&f 2§ i 31t R I BR : 443 |, FHSIIPHY
SAMLResponseF 2 K Audience 7 EX It
mE

2. Al LAE#TIdPH Webbridge3RI TR EBEE 7 , AER : 443 IMEIURL, (MNREHH T T
7, NATEXSEHENADFS LHEBRET S S A. B2 , MREEMIPRASEBREBRETS
, WFREEBXEAE, )

ZKkWebR kW :


https://cisco.example.com)%C2%A0
https://cisco.example.com)%C2%A0
https://cisco.example.com:443

(] Home @ En(us) @

a
o) |

Blahman Industries

Sign in to web app

darmckin@brhuff.com

() Sign in failed
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https://%3cjoinurl%3e?trace=true

id=64004556-faea-479f-aabe-691e17783aa5 registration=40a4026¢-0272-42a1-b125-
136fdf5612a5 (user=steve@brhuff.com)

3818H14:58:48.092 user.info cmscb3-1 host : server : S 8. : AR I EHTENWAF

318 H14:58:48.092 user.info cmscb3-1 host : server : {58 : X Hsteve@brhuff.comiy
BRERAM

FR2:

RAFZEWebNAHRAT EBMHNBRES , AESSONEFPHA T AT ELDAPH TS HKIEMIE
WEUE , BRMAIITERSR , RATERIAFE.
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WB3Cmgr : [d626bbaf-80c3-4286-8284-fac6f71eb140] AuthRequestReceived for
connection id=64004556-faea-479f-aabe-691e17783aa5 registration=40a4026¢-0272-4
a1-b125-136fdf5612a5 (user=darmckin@brhuff.com)

3H18H15:08:52.399 user.warning cmscb3-1 host : server : WARNING : rejecting login
attempt from user 'darmckin@brhuff.com' — authenticationld 7 1E #5

3H18H15:08:52.412 user.info cmscb3-1 host : server : 8 : kKB
darmckin@brhuff.comfy & FiE 3K &k W

CMS Idapmapping# Y AuthenticationldMapping SADFSH A T F M N B 2 L ELDAPJE M T
o M —%T“Successfully obtain authenticationID : darmckin@brhuff.com”z& RADFS & it & 7 EA #
), ZMN B A Mactive directory3kEldarmckin@brhuff.comiyE £ , {ECMS API > UsersH i)
AuthenticationIDE R E & Edarmckine E£CMS IdapMappings® , AuthenticationIDEL & 5
$sAMAccountName$ , {EADFSHHI A BAA NI EL B 9 &K% 88 FiffFiat | R FICE,

JNr] i R UL (R) R
AT TR IREEZ— -
1. EBXCMS Idapmapping# B AuthenticationIDEAPEBELADFS L FEBAF I R E KA A |, Hin

THRS
2. ERADFSEHRMNFFEANLDAPE MY , LALECMS Idapmapping KIEL &

Related objects: fapl/vl/idapMappings

| XML view

Object configuration
jidMapping SsAMaccountMName$@brhuff.com
nameMapping $cns

cdrTagMapping

coSpaceNameMapping  $cn$'s Space
coSpaceUriMapping  $sAMAccountMNames.space
coSpaceSecondaryUriMapping  SextensionAttribute] 2§
coSpaceCallldMapping
authenticationldMapping  §sAMAccountName$

AP| LDAP &}

Object configuration

userlid darmckin@brhuff.com
name Darren McKinnon

authenticationld darmckin
userProfile  dscd30ed-e423-4bab-bdl7-7492b%ba5eb3




APIF = R 6l

Edit Rude - Webbndgel x|

'I'wm this nule to send the values of LDAF aitribwtes a3 caims. Seect an afirbwte store from wiech
mﬁm stirbutes Specdy how the strbotes wil map to the cutgong clar hpes that wil be issusd

Claim sl naame:
' abbndze ]
Fiuls teemplabe: Send LDAP Amsbutes s Claima
Aesbute shore:
Aetron Desiony ™
Blapping of LOAF sttrbwbes {0 oulgoing daim tpes:
ﬁ“":."""’"':,mm“"““ Ouagaing Claim Type (Select of type 1o add rmons]
b EMadAddeeses | i ~

Vierer Fiul Language. . oK Cancal

R B ADFSHY sk B iE MM

ERIERERWebbridge B ERAl, HEEREFEURLFER ? trace=true £ BRI R A

3A18H14:24:01.096 user.info cmscb3-1 client_backend : &
: SamIManager : [7979f13c-d490-4f8b-899¢-0c82853369ba] ILBL B SSO sso_2024.zip in
SAML Token Request

3H18H14:24:01.096 user.info cmscb3-1 client_backend : E &
: SamIManager : [7979f13c-d490-4f8b-899¢-0c82853369ba] 1IE £ = i# £ SAML IDP I 57
F&EHKSSO



3H18H14:24:01.101 user.info cmscb3-1 client_backend : 58
: SamIManager : [7979f13c-d490-4f8b-899¢c-0c82853369ba] & X ThIREX & 12 1 ilE
ID : darmckin@brhuff.com

3H18H14:24:01.102 user.info cmscb3-1 host : ;%58 : § 5 : WB3Cmgr : [7979f13c-
d490-4f8b-899¢c-0c82853369ba] AuthRequest 2 Y ElliE #£id=64004556-faea-479f-aabe-
691e17783aab registration=40a4026c-0272-42a1-b125-136fdf5612a5
(user=darmckin@brhuff.com)

3H18H14:24:01.130 user.info cmscb3-1 host : server : E8. : kB
darmckin@brhuff.com#y B Th & K i& R

3H18H14:24:01.130 user.info cmscb3-1 host : fk$ 25 : 58 : WB3Cmgr : [7979f13c-
d490-4f8b-899¢c-0c82853369ba]IE £ & HJWT ID e2a860ef-f4ef-4391-b5d5-9abdfa89ba0f

3H18H14:24:01.132 user.info cmscb3-1 host : ;%588 : €8 : WB3Cmgr : [7979f13c-
d490-418b-899¢-0c82853369ba] IE 7£ & % & 17 3 i Il BI (jwt E=1064 , iE#E=64004556-
faea-479f-aabe-691e17783aab)

3H18H14:24:01.133 local7.info cmscb3-1 56496041063b wb3_frontend :

[Auth : darmckin@brhuff.com , BRER : 7979f13c-d490-4f8b-899¢-0c82853369ba] 14.0
25.247 - - [2024%F3A18H : 18:24:01 +0000] status 200 "POST
/api/auth/sso/idpResponse HTTP/1.1" bytes_sent 0 http_referer "https://adfs.brhuff.com/"
http_response user_agent "Mozilla/5.0 (Windows NT 10.0 ; Win64 ; x64)
AppleWebKit/537.36 ( KHTML , 5Gecko—#¥ ) Chrome/122.0.0.0 Safari/537.36"%| L 1T
192.0.2.2:9000 : upstream_response_time 0.038 request_time 0.039 msec
1710786241.133 upstream_response_length 24 200

EESEYS
. BREATBATH



https://adfs.brhuff.com/
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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