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XHREG(NFS) M 517 £ ThRE,

BT HETY BIHBAENMELRSDIUXMPP)Z w3 BL | K it 4007 3K & R AL R 47 Y AR
Sar LB AXMPPRRS 2%

EERFIBFF AL |, H HAAHTECallBridgedAF ENA , MARERHIERSEF LN,
ME M RG(NFS) B FRLFM , ATELFEWindows ServergiLinux E# TR E,

- X FWindowsfr$5 a8 , BRI BREWindows EEEMEZE X H RS
- X FLinux , HFRBIRELNUX EBBRE XK RS

EE : 3 F&EWindows Server 2008 R2_EIZ1THINFS |, FENRER BB ERF,

s
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/jj574143(v=ws.11)
https://help.ubuntu.com/lts/serverguide/network-file-system.html
https://support.microsoft.com/en-us/help/2485529/permission-denied-error-when-a-unix-user-accesses-files-on-an-nfs-shar
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1.Windows ServerNFS

a.WindowsNFSSingle Split Recordings

s

Name Date modified Type Size
. ExchangeSetuplogs 9/6/2017 2:48 PM File folder
| inetpub 5/30/2017 6:34 PM  File folder
. Perfleogs 8/22/201310:52 AM  File folder
. Program Files 10/11/2017 &:33 PM  File folder
1. Program Files (x86) 1/3/2018 2:04 PM File folder
). root /6/2017 2:37 PM File folder
). Shares 4/26/2018 3:50 PM File folder
‘ﬁ: Single Split Recordings 4/27/2018 10:37 AM  File folder
. Users 6/2/2017 3:13 PM File folder
1. Windows 4/21/2018 7:31 AM  File folder
u BitlockerActiveMonitoringlogs 9/6/2017 5:43 PM File 1KB



Previous Versions Customize MNFS Sharing
General Sharing Security

Single Split Recordings

File folder

CA
Size: 15.1 MB (15,926,307 bytes)
Size ondisk: 15.1 MB (15,525,344 bytes)
Contains: 1 Files, 3 Folders

Created: Today, Apnl 27, 2018, 32 minutes ago

Attributes: [m] Read-only (Only applies to files in folder)
[ | Hidden Advanced...

C.ﬁ?¥€ “NES” «r»
d. NFS

e.



f. (134

EX  NFSEFimMCMSIEFaaEA L XK,

AR BRXHRAZZPRARE, UREFE  SFTEREFESR , KEPREAUTHIRE
H:

' Server for NFS cannot update the share configuration. Try updating the
" shared directory again, or delete and recreate the shared directory.

OK

g. ANSI

h Kerberos [Auth_SYS]

| Kerberos v5 privacy and authentication [Krb5p]
| Kerberos v5 integrity and authentication [Krb5i]
| Kerberos v5 authentication [Krb5]
lv Mo server authentication [Auth_SYS]
[v Enable unmapped user access
{* Allow unmapped user Unix access (by UID/GID)

" Allow anonymous access

1}
il

-2

UnixUID/GID
j.
X NTFAAEITEN , RMARRE, RFBATEFRBHENE , UERTUERFIELT

ENHRAZRE N R AR I . Eﬂ:ﬁk&%mﬁﬁﬁﬁﬁﬁm&’hﬁlﬁl FERN
EEE&jJNoAccess HAFEEF R A ZH RS EFHIPHRMFTER



k

Add namesIP 10.48.54.75

Add Names:

10.48.54.75 A
Type of Access:  |Read-Write ;l [ Alow root access
Encoding ANSI |

oK Cancal

AE BN AXTNEANXHERNTLHRNR, MRRIE | FkZHE TSR
REEEY. EFRAdAEURINAF |, ENamesFE i AEveryone , AREIEFEOK, %FHITR LM
‘FREAN, Hirid T2 B NERE  AREROK, BRXERBE UXAESE. MR



BIEH , WET—NREMEE

Security

Object name: C:\Single Split Recordings

GI'CILIIJ or user names:
42 CREATOR OWNER
H2 SYSTEM
82, Administrators (VTN‘\Administrators)
82, Users (VTN\Users)

Pemissions for Everyone

Full control

Modify

Read & execute
List folder contents
Read

NI g‘

S ERHRRST R LR MR A RHER
a AL THSHRHIBRE S T LERNED

idFE8listen <interface[:port] whitelist>



b. A1 RIERZB[EARMCBLE |, MO AT E N “loopback” , REERALUT &GS :
10 % E&listen 10:8443
cHRECEMWHEERED , fltna” , NIERAATHS

i FE&listen a:8443

AE  MREEFCBHN TR EEREIZRS , MEOLTREREICRKHFN T R0

o

diREIZRHBEFEAMILEB M. Hltn , B LIER EFENIEFHMCBERR LA,

12 FB¥certs <keyfile> <certificate file>

e EA LT an S CBIEBRMME IS RBFEEFH -

LRBEHE
criBB I LM B ECBEAMIES (WMRFRE ) . WRELERF , WBNTEEFRENCBHIES

o

fIEENFSHEHBRIPHEE , UENFSERATFEFHEZETNEF :

12 F28¥nfs <hostname/IP>:<directory>

AR CFEBFAENFSHITHMHRIE , BIERK|[BFHFLMEANNFSE FHN /B RNR

o

g FERANTaTEAICR:SR

iBxeE A

S IR3.4ECB L IEAPI A/~

ECBLRIEAPIAF, , EAAPIRBHTH —SEREN , FERTUTRE
ERAUTSREURAS

a fEFAEE R EIEEN & £ 5055(SSH) R 2 H A £ 5 FICB.

b.F F & l<username>api , A/GEReturni® , AG WAL , BiZReturn,

SWA.ERAPIRFICRB/FMBICB



1.4 T E H Z & Postman

2 £ e bR AR AAPIERIURL |, #5130 : https://<Callbridge_IP>:445/apilvi/<entity>, A5 , &7
IRUEH |, fEAuthorization with Basic Auth as type T~ , iRBE3 L FHWAF B2 MBI A KR

[]:] Runner Import D_ Builder
No emvironment
https/10.48.54.75:445/ap
GET https:/1 Cl.58.54.?5{:445.-'ap 1 /callProfiles Params Send v Save
Authorization @ (2)
Type B Au C Update Request
User _ . The authorization header will be generated and
sermame apiuse added as a custom header
Password e Save helper data to request

Show Password

AR XRiIECBL Y Bk EiZFREEHcallProfile, BN , AJLAMERAPUTH EEHIMERICH
88 /= callProfile,

3. FEAAPIFIEREERARMEICB

a.ff A https://<Callbridge 1P>:445/api/v1/recorders £ A ZPOST

b.fEA(a) P HMHEBEIURLKIAGET , EH12K:RID , T 5| SHEEA

c.EMITPUTZHI , B X IEPUT(https://<Callbridge_IP>:445/api/v1/recorders/<recorderid>)3k i%
B idFkARAURL , 7} 1EBODYHR ML URL:

url=https://127.0.0.1:8443 ( IR idFxF|/L T A #CBL )

=
url=https://<it F Y IPH4E>:8443 ( MR IBREFREAHCBLE )
flgn -


https://%3cCallbridge_IP%3e:445/api/v1/recorders
https://127.0.0.1:8443

XX : dtmfProfile. callProfile#callLegProfileX T IMAHXZEZHSWHSIPRIGAHEE, ©
NELIREEB T tR/F L FF IR/ MR ZZE H R i8R,

Record
MCMA 1.9.3MICMS 2.0.1F , DTMFERZRLFEN , EHF ?ﬁiﬂ , S0 %R

B P im T E AT R I A E 2B AICREB[EDA MBI T ik, 1ERZRHBEMCMS 2.375NE
WebRTC.,

4. B EcallProfile
a.f¥ FAhttps://<Callbridge_IP>:445/api/v1/callProfiles &% Z2POST
b.E A (a) PMERIURLKIAGET , ffcallProfile IDE#I , 7 5| S Ei2ER

c.EWMITPUTZ | , B &= https://<Callbridge_IP>:445/api/v1/callProfiles/<call profile ID>/Y
PUT3k1& iEcallProfile L frecordingMode , ##EBODY =% 1ll,

recordingMode=Manual ( 2N RFELEMFW 5 EADTMF& B FFiaFE )
=
recordingMode=Automatic ( M1 RFUEHREEFBHFRT )



[]:] Runner Import D. Builder

https://acanosrvil.alero.a

PUT https://acanosrv01.alero.aca:445/apifvi Icall Profile/213dcBbd-89ba-4a40-ae9f-e305696b5] Params Send - Save
- (2) Generate Code
Fcrr"—da:al ® www-form-urlencoded I raw binary

m recordingMode Automatic Bulk Edit

AR REMEFXRBfirefoxfIPOSTER , M4 41i%$% Content to Send , ARBEXIE
PUT/POST 2z BIi%#ZBody from Parameters , X## E M A mIFECBAAEFHN KRB P,
TR :

AL LI R

GET POST PUT DELETE ~ I;J ‘

Content to Send | Headers Parameters

File: | Browse. .

Content Type:

Content Options: Basetd4 Encode | Body from Parameters

5. fF WY ES B S AR DN B R GE B B 3L

callProfile E X FFIYR B AR FEE , UREBAERAF T T K.

EBODYH A hcallProfilefg , f Fhttps://<Callbridge |P>:445/api/v1/system/profiles XK 3%PUT

callProfile=<call profile ID>

fHln -


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

PUT
on @ ers (1) Body @ Pre-request Script Generate Code
form-data ® w-www-form-urlencoded raw binary
p callProfile 082058e0-bfa8-4431-87eB-b32c7eb1a73f » Bulk Edit

N RrecordingModei& & yManual , N A& BDTMFEL & X4 LA E S P anfal 5 FE DTMF 35 FF 24 0
=1k FH,

6.8IEDTMFEL & X4
a.fEBODY #f¥startRecording="*7 M stopRecording=**8 ( Hl#N ) & &N

startRecording=**7&stopRecording=**8/g , f£ Ahttps://<Callbridge [IP>:445/api/v1/dtmfProfiles X
A F o

{51 40

[]] Runner Import D Builder

No environment
https://acanosrv .alero.a

POST https:/facanosm01 .aIe*-j.aca:445.-’apif'\f1 Params Send b Save
[ ] (2) Generate Code
form-data I ® www-form-urlencoded I raw binary
° startRecording w7 Bulk Edit
° stopRecording #%3

b. XIEGETUEFEFHMWDTMFE EXH , AERAH I 5SHIDEHIFIEER,
7.8l CallLegit B X 4

CallLegProfilestEREIHITH, EXFMERT , EHERS AR,
BRI REENH , TR :

a.7EBODY #% flirecordingControlAllowed=truejg , {4
https://<Callbridge |IP>:445/api/v1/CallLegProfiles & i% it ¥ :

Hlgn


https://%3cCallbridge_IP%3e:445/api/v1/dtmfProfiles
https://%3cCallbridge_IP%3e:445/api/v1/dtmfProfiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

MO 2AVIFOTHTENT
https:/facanosmvD2.cluster

POST * htrps:r'facar'DsruDE.cluster.aIero.aca:ME.-"api."\."'l. Params Send W Save
® =aders (1) Body ® Pre-reguest Script [ests Generate Code
form-data ® www-form-urlencoded | raw binary
o recordingControlAllowed true : ) Bulk Edit

b. BiFCallLegProfile , 5% 2 &% https://<Callbridge_|P>:445/api/v1/system/profilesBIPUT , ¥
Td_:BODYFF')’JﬁbucaIILegProflle <callLegProfile_ID>:

{51 40

PUT httpsyfacanosrvl2.duster.alero.aca:d4

® {eaders (1) Body @ e-FE st Script Fests Generate Code
form-data |'® x-www-form-urlencoded raw binary
o callLegProfile e3895c60-09b29-4ae3-8267-3c7d0fc33cb : Bulk Edit

8.R FADTMFEL & 3045 :

FEBODY dtmfProfile=<dfmt Profile ID> i tidtmfProfile/5 , {8
https://<Callbridge IP>:445/api/v1/system/profiles & i%PUT

Hlan -

PUT httpsi/facanosrv0l.alero.aca:445/apifvl ffystem/profiles Params Save

e Headers (1) Body @ Pre-request 5 : Generate Code
form-data ® www-form-urlencoded raw binary
Io dimfProfile fobef721-e46b-4321-9734-0abc2a4581a8 ] Bulk Edit

LA
SHRARIRBNEERBERET

BiE , FAXEGOREERS , BUUREST —MREE LI T
io%aR


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

ZK b 38 37 CB:

it

[
w0

[
fu

2 RIEGETAER RSB XM |, BYUMEL R+ & FcallProfile. CallLegProfile¥dtmfProfile ( &
REERERBIXLEE )

https:// <Callbridge |P>:445/api/v1/system/profiles

{520
£2xml version="l.@"2
| <profiles>
calllegProfile>9591bd29-dc78-4656-babl-328b2fd5@5fe</calllegProfiles
callProfile>cfBcfl197-a314-4ce-93d5-4498551efcdb< /callProfile:
dimfProfile>118ed4b@-fcb2-45el-9b5c-724f 70837035 </ dtmfProfile:
£ :“*‘_Lh;|

3. ERECallProfle tFEEREMNHNZA , IBEAPI LA

https:// <Callbridge |P>:445/api/v1/callProfiles/<callProfile |ID>

XERBREFERE (BHFD ) , IEAR


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

| <?xml version="1.8"2>
<callProfile id="af73f145-82%b-42ed-898d-f111f6259626">
<recordingMode>automatic</recordingMode >
| </callProfiles]

4. B ECallLegProfile LEREHRNE , B LLAPI

https:// <Callbridge |P>:445/api/v1/callLegProfiles/<callLegProfile ID>

s

| <2uml version="1.8"3>
| <calllegProfile id="9591bd29-dc78-4656-babl-328b2fd585fe" >
¢recordingControlAllowed»>true</recordingControlAllowed>
| </calllegProfile>

=R R L I ]

5.EREDTMFEEX A LEBRENARR , HHEAPILEMH

https:// <Callbridge 1P>:445/api/v1/dtmfProfiles/<dtmfProfile ID>

XRFNEBRERFTE ( BHIRF ) , WEFAF :


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

£2xml version="1.8"3>

<dtmfProfile id="11BeddbB-fcb2-45el1-9b5c-724F7bBA37b35"»
cmuteSelfAudios< /muteSelfAudios
cunmuteSelfAudio? < funmuteSelfAudios
¢toggleMuteSelfAudior<toggleMuteSelfAudios
{lockCall>»></lockCall>
cunlockCall>»</unlockCall>
cmuteAllExceptSelfiudios</mutedllExceptSelfAudios
cunmuteAllExceptSelfAudior < unmutedllExceptsel fAudio>
<endCall»<fendCall>
cnextlayout>< /nextlayout >
¢previousLayout:</previousLayouts
¢startRecording»#*7</startRecording>
¢stopRecording>*#8</stopRecording>
{allowAllMuteSelf></allomAlIMuteSelfs
{cancelAllowAllMuteSelf></cancelAl lowAl1MuteSelfs
¢allowAllPresentationContribution?</allowAllPresentationContribution:
{cancelAllowAllPresentationContribution»</cancelAllowdllPresentationContribution:
cmuteAllNewAudios< /muteAllNewAudios
cunmuteAllNewfudio: < funmutedl INewAudio>
¢defaultMuteAllNewfudios</defaultMutedl INewhudios
¢muteAllNewAndALlExceptSelfAudior < /muteAllNewAndAllExceptSelfiudio?
¢unmuteAllNewAndAllExceptSelfAudio»< funmuteAllNewAndAl1ExceptSel FAudios

¢/dtmfProfiley|

A DTMFEEMHTRERAN RFEMA THE , HitBREEZRFERAFHFEH,

T PEHEBR

AHHRET TAFHREETHEHROEL.
EETIERBAIEENAR , BETUTHT
REAE

SRHB BT UTAE -

Jun 20 20:38:49 kern.info acanosrv05 recorder-proxy([l]: 2016/06/20 20:38:49 Connection from
10.48.54.75:39439: Authentication succeeded

Jun 20 20:38:49 kern.info acanosrv05 recorder-proxy([l]: 2016/06/20 20:38:49 Connection from
10.48.54.75:39439: Connection terminated

Jun 20 20:38:53 kern.info acanosrv05 recorder-proxy([l]: 2016/06/20 20:38:53 Connection from
10.48.54.76:35141: Authentication succeeded

Jun 20 20:38:53 kern.info acanosrv05 recorder-proxy([l]: 2016/06/20 20:38:53 Connection from

10.48.54.76:35141: Connection terminated

FEARTREIF |, acanosrvO5 R EICRBNRF R | EEFZICRBNEMCBT 2210.48.54.75H
10.48.54.76,

X RFAEFECBIEREZMEIE T i8R,

MRICFHEBFECBH A | NEEFRBIREIP:



Jun 20 20:40:52 kern.info acanosrv0l recorder-proxy[l]: 2016/06/20 20:40:52 Connection from
127.0.0.1:45380: Authentication succeeded

Jun 20 20:40:52 kern.info acanosrv0l recorder-proxy[l]: 2016/06/20 20:40:52 Connection from
127.0.0.1:45380: Connection terminated

AREREMERNME,

OREMNEMREBHENTAR ;
EXERT , REFFRZFHEIFAERE :

Jun 20 21:16:19 user.info acanosrv02 host:server: INFO : recording device 1: available (1
recordings)

MRFHRY , FREREBREIFHNRE

Jun 20 21:16:19 user.info acanosrv02 host:server: INFO : No recording device found
MRLEIHES K BRELCKJBEEPNILES , BRERA TEECBHN ERWIES,
%g%éJLHIU\ y EENFST?{%;EE Eﬁﬁ

- WIRNFSTFEARER , N & R“Failed to mount NFS storage”
- REHBFRIZREIRSE : /Folder-name LR BHINFS X 4K SENFSTE# L Fl B H X448
-
EITAPIR ESIEREFHERHNER

- https://<callBridge_IP>api/v1/system/alarms
- MREZEFTZ , WE R recorderLowDiskSpace”
- REREICRSESIANNFSIERESE EBH AT

HRfER

- BARZEHMH - Cisco Systems



https://www.cisco.com/c/zh_cn/support/index.html
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