HSFTPRRRYE B R CHHEH O EEEER
(DCNM)

o |

AN B NTEISFTPERABRBEP OMEEESR(DCNM) R 0 RIRVEE,

KRR

EX

ZHBATHEEZHN , FRARBEATER !
- ER AT E XA E LM EBFM_SERVERF A1,
- BRI BRLFTP(SFTP) RS 2RMA K,

- SR RAIFUAR A T B ) a5 E R I (SNIMP) S8 3RR A P 1K 7 o
- BRI BRENF(SSH)AFIKF.

fE AR E 4
AXHFNEEETERBEH L MEEEZR(DCNM)5.2(X)o

ANHEHPHEEHRETREXRENEFHNRBZEEN, AXEFEANARRZRAERAR
(BN BE. MREEANREXING , BTHALEL T HMAGSHEERE,

B
BXAMEMNNFAREE |, HSH Cisco BARRTRM,



/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

SR
P&
EEADCNMAISFTPE A BARE , BRAUTHR -

1. EDCNM I e 23 SFTP/SCPIRS 85,

2. ESFTPI M LEBERAFBMZE, XX : LA XMEASFTPRE XFPWFIENIR , 35
EE/TH/MIBR/ESRB/HRE F.

3. B FFIDCNM Web R,

4. H {HAdmin > SFTP credentials.

5. EESFTPRFZHB|NER., LEEAERGRIL , AT HEREXHEHMEISFTPRS . RA=R
ESFTPREHELEBEENEBE F. ROl : £WindowsF A L |, iIXATBERELF“C:\SFTP”

6. & N BV I R Lo

7. B EWIEHNA,

BHIEHNAE , FHRITUTISER -

1. SSH&FE BT FF B3 #e#lo
2. CLIA TR X% HE M E HlElbootflash £ #Y 3 4.
3. CLIA T ’bootflash XX # & HI ZISFTPAR S 85
4. bootflash 3T 444 il Bk o
MENBHREXN , UXHRRREVEE , FEELRTUTSR

1. BEE X MSFTPARSS 28 B & #IZIDCNMEFE .
2. SFTP B F A B BC B SR ER
BRIEFVRSEEE (Info) M FEPHRE. ATERNN AL RE -

Verification of credentials successful with Switch
MOS-FARRIC-A and Saved Credentials

OK

BRI LATE“ B & (Logs) K & (“BE E”(Admin)>“ H &”(Logs)>“M £k & (Web Reports)) FEE B L ; A
TRRAFIBE :

!-—- Switch names is MDF-FABRIC-A. NDS-FABRI C-A# !--- The IP address of the switch is
172.18.121.66. 2012.05.12 10:07:19 I NFO [ FM WbReport] show swi tchnane >

boot fl ash: 172. 18. 121. 66- 120512- 100716- TEST MDS- FABRI C- A# copy bootfl ash: 172. 18. 121. 66- 120512-
100716- TEST sftp://Jim@72.18. 121.71/172.18.121.66-120512-100716-TEST !--- SFTP user ID is Jim.
!--- The SFTP (DCNM) server IP address is 172.18.121.71. Jim@72.18.121.71's password:
2012.05.12 10:07: 20 I NFO [ FM WebReport] Connected to 172.18.121.71. sftp> put

/ boot fl ash/ 172. 18. 121. 66- 120512- 100716- TEST /172. 18. 121. 66- 120512- 100716- TEST Upl oadi ng

/ boot fl ash/ 172. 18. 121. 66- 120512- 100716- TEST to /172.18. 121. 66- 120512- 100716- TEST

/ boot fl ash/ 172. 18. 121. 66- 120512- 100716- TEST 0% 0 0.0KB/s --:-- ETA /bootflash/172.18. 121. 66-
120512-100716- TEST 100% 13 0. OKB/s 00: 00 sftp> exit Copy conplete, now saving to disk (please
wait)... MDS-FABRI C A# 2012. 05.12 10:07: 20 I NFO [ FM WebReport] Successful backup 2012.05. 12



10: 07: 20 I NFO [ FM WebReport] del ete bootflash: 172. 18. 121. 66- 120512- 100716- TEST

BAUT R £ FI SSHEZE £ 2 ST AL Y HUE R

. Verification failed, Pleaze check logs.
Failed to back up file from '"MDS-FARRIC-A":

OK

MDS- FABRI C- A#
2012.05.12 10:32:49 |INFO [FM WebReport]

Start Running Config Diff Report Async FID: 70 vsanPK: Report Type: 14
2012.05.12 10:32:49 |INFO [FM WebReport]

Starting report Verify Server Credentials ,report 1D 917511
2012.05.12 10:32:53 |INFO [FM WebReport]

Unabl e to open connection to Switch MDS-FABRI G A
2012.05.12 10:32:53 |INFO [FM WebReport]

Unabl e to open connection to Switch MDS-FABRI G A

LT RSFTPH TR/ B EBHIRM K MAYRA

ey

= Verification failed, Pleaze check logs.
@ Failed to back up file from '"MDS-FARRIC-A":

Incorrect Passward

Ok

EAPBRTLER, ATERUATHETRA ; B2 , HFRNEBL=EHENHE,

MDS- FABRI C- A#
2012.05.12 14:47:31 |INFO [FM WebReport]
show swi tchnanme > bootflash: 172. 18. 121. 66- 120512- 144728- TEST

MDS- FABRI C- A# copy boot flash: 172, 18. 121. 66- 120512- 144728- TEST
sftp://test@72.18 .121.71/172.18. 121. 66- 120512- 144728- TEST

test@72.18.121.71's password:
2012.05.12 14:47:31 INFO [FM WebReport]
Per m ssi on denied, please try again.

test@72.18.121.71's password:

2012.05.12 14:47:31 |INFO [FM WebReport] Incorrect Password
2012.05.12 14:48:25 |INFO [FM WebReport]

Per mi ssi on denied, please try again.

test@72.18.121.71's password:
Per m ssi on denied, please try again.

test@72.18.121.71's password:
2012.05.12 14:48:31 |INFO [FM WebReport]



Perm ssion denied, please try again.

test@72.18.121.71's password:
Perm ssion denied, please try again.

ﬁi . ﬂU%ﬂﬂUﬁtim lﬁtﬁ #EH/U\O

B3h (itR) 3
BRHFLERNIREFZHEE , EEAUA TSR

1. EDCNM WebF HH , # fHBackup > Create,

] ~ . -
clseo Data Center Network Manager

Dashbosrd = Heakh = Perfonmance = IFventory - Reporis = Biackup =

Backup Dptions

v [glasaH
f Repeat: | | Once (o) Daily () Weekly () Monthly
s Fabric_F340-23-03-2-3222i
gl Fabric_f340-23A-01-5222i-01 Startt  gsfaz/zoiz g | 03 (w i | 00 (w | |V]pm
de Fabric_MDS-FABRIC-A S
[.i* - Endr  perizizo13 G
sl Fabric_pod3-9509-71-5W1
[*F-!brif_pndﬁ-?ﬁﬂ-?-lll*ﬂﬂl Canfigurati,,. i#) Running |_) Startup
s Fabric_RTP12-F340-23-02-MDS9000-1
: | Creste
[l Fabric_RTP12-F340-23-02-MDSS000-2

2. RITSAN , RRIEE IR
3. KBTI XE , REEREHELESITHMEN NN ES 2iEiZ,
4. BB FRAPAMATFEEY SR FROMALERBH,

@ Backup iz zcheduled zuccezzfully, To '.IiEI.-.I

scheduled backupsz, go to backup/lobs,

o
o,

5. Click Create.
EEFENSIEMNEL  BHREFZH>UHEL

vl pata Center Network Manager

CiSco
Deaskiboard - Heafh = Performance = rrveniory = Reports - Backup - =
/ Backup [ Jobs
Action Jab Manne User Mame  Details Status
1 ﬂ‘ Backup_ 120512150221 | admnin Backup for Fabric_MDS-FABRIC-A Running config Dally at 15105 from 051212012 &0 L2200

EELEZETE , EERSIURBREXZHENER.
HEERRREELHE7)AXRRY , EREABTHEQ)A
Stk"sm

Warning, 2 out of 7 switches backed up




¥ ZF|Admin > Logs , EEAEHPWIFHARFE :

MDS- FABRI C- A#
2012. 05.12 15:05:00 |NFO [FM WbReport]

2012.05.12 15:05:00 |NFO [FM WebReport]
Ski ppi ng unlicensed Switch Static-5596-A

2012.05.12 15:05:00 |NFO [FM WebReport]

------- Begi n backup for swi tch: F340. 24. 10- 5548- 1- x-------
2012.05.12 15:05:00 |NFO [FM WebReport]

Ski ppi ng non SNWP v3 Switch F340. 24. 10- 5548- 1- x

2012.05.12 15:05:00 |NFO [FM WebReport]
------- Begi n backup for switch: MDS-FABRI G- A-------
2012.05.12 15:05:02 |NFO [FM WebReport]

copy running-config bootflash: 172. 18. 121. 66- 120512- 150501- R

Copy conpl ete, now saving to disk (please wait)...

MDS- FABRI C- A#
2012. 05.12 15:05:05 |NFO [FM WbReport]

copy running-config bootflash: 172. 18. 121. 66- 120512- 150501- R

Copy conpl ete, now saving to disk (please wait)...

MDS- FABRI C- A# copy boot flash: 172. 18. 121. 66- 120512- 150501- R
sftp://Jim@v2.18.121 .71/172.18.121. 66-120512-150501-R

Jimav72.18.121.71' s password:

2012.05.12 15:05:06 |NFO [FM WebReport]

Connected to 172.18.121.71.

sftp> put /bootflash/172.18.121. 66-120512-150501-R
/172.18.121. 66- 120512- 150501- R

Upl oadi ng /bootflash/172. 18. 121. 66- 120512- 150501-R to
/172.18.121. 66- 120512- 150501-R

/ boot fl ash/ 172. 18. 121. 66- 120512- 150501- R 0% O 0. OKB/ s
/bootflash/172. 18. 121. 66-120512- 150501-R 100% 25KB 25. 4KB/ s
sftp> exit

Copy conpl ete, now saving to disk (please wait)...

MDS- FABRI C- A#

2012.05.12 15:05:06 |NFO [FM WebReport]
Successful backup

2012.05.12 15:05:06 |NFO [FM WebReport]
del ete bootflash: 172. 18. 121. 66- 120512- 150501- R

MDS- FABRI C- A#
2012.05.12 15:05:06 |NFO [FM WebReport]
------- Begi n backup for sw tch: F340-------
2012.05.12 15:05:06 |NFO [FM WebReport]
Ski ppi ng unlicensed Switch F340

2012.05.12 15:05:06 |NFO [FM WebReport]
------- Begi n backup for sw tch: F440-------
2012.05.12 15:05:06 |NFO [FM WebReport]
Ski ppi ng unlicensed Switch F440

00: 00

ETA



2012.05.12 15:05:06 |INFO [FM WebReport]

------- Begi n backup for switch: N7K-24-13-7010-1-fcoe------
2012.05.12 15:05:06 |INFO [FM WebReport]

Ski ppi ng non SNMP v3 Switch N7K-24-13-7010-1-fcoe

2012.05.12 15:05:06 |INFO [FM WebReport]
------- Begi n backup for switch:24-------
2012.05.12 15:05:11 |INFO [FM WebReport]
copy running-config bootflash:172.18. 121. 43-120512- 150508- R

Copy conpl ete, now saving to disk (please wait)...

24.10. 5020A. 1#
2012.05.12 15:05:15 INFO [FM WebReport]
copy running-config bootflash:172.18. 121. 43-120512- 150508- R

Copy conpl ete, now saving to disk (please wait)...

24.10. 5020A. 1# copy bootfl ash: 172. 18. 121. 43-120512- 150508- R
sftp://Jimav72.18.12 1.71/172.18. 121. 43-120512- 150508-R vrf nanagenent

Jim@av72.18.121. 71' s password:

2012.05.12 15:05:15 |INFO [FM WebReport]

Connected to 172.18.121.71.

sftp> put /bootflash/172.18.121.43-120512-150508-R
/172.18.121. 43-120512- 150508-R

Upl oadi ng / bootflash/172.18. 121. 43-120512- 150508-R to
/172.18. 121. 43-120512- 150508- R

/ boot fl ash/ 172. 18. 121. 43- 120512- 150508- R 0% O 0.0KB/s ~--:-- ETA
/ boot fl ash/ 172. 18. 121. 43- 120512- 150508- R 100% 27KB 27.4KB/s 00: 00
sftp> exit

Copy conpl ete, now saving to disk (please wait)...

24.10. 5020A. 1#

2012.05.12 15:05:15 INFO [FM WebReport]
Successful backup

2012.05.12 15:05:16 |INFO [FM WebReport]
del ete bootflash: 172.18. 121. 43- 120512- 150508- R

24.10. 5020A. 1#
2012. 05.12 15:05:16 |INFO [FM WebReport] Backed up Fabric
Fabri c_MDS-FABRI C- A, Switches 2 out of 7 in O m nutes.

Rk O O S O O I S O

ARER , BE7TABRIF , RE265BE%H0

- B (2)1MO0K,

- BTRBWHALE , BHBkE T (3).

- BEE®m (21, A EMNRERASNMPY3,
EERCERONEE  FHRIFH>HE.
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Fabric_gad® 308131 -AWi
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Fiber Fieremn HIVEF RRIIE- & 20120502, 10000, W, o 40 e, 702
o Tkt | e dn Lacal B

e ared . Bheaw fusnng - conlig
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Data Center Network Manager

F4 [Urdicaniead]
Fa4d (urdicanead)
Fdi, 24 E0-3548- 1« {Unmensgadl
G- FABRTC A
HIE-28-13-7000-1 From (Leme=aged)
fnstic-S %A (Urdicancad)
Bachad wp 8 ot of M CIFCD Frlcbar . (7 fiedn partesday )

fmtich, Tavie, Furwdreg s

sdmin

'l o bk
MO FARREC -4 ZO83-05-10, Ol A, 307bk4a,
MOE-FARNEC A 2UEZ-08-10, 10004, B o307bbEe.
MOA-FARREC A ZO83-08-11, Ol A, 30704,
MOS-FABNEC A 2OEZ-08-11. 10014, W, 307bbda.
MO FARREC A ZO8Z-08-12, 10udd, A, 307bbLa,

Fils fire
e
TEE
o
DK
ThE

MOEFABREC A 2ORT-GF-LR: 13009 M. c30Tbbda, DK
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