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6. T 2EMIOXA , FRANRARBELELNEH#TER,
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AR ANEEFGRPEABLEECA, REERREAEACARELTNCARITESR,
AX : CA, ZRANZEBMNETRATERERN , TFERBEENHRERITHE,

FB1.BIRCARANILSH
E—-SROUBLATHCA, ABHCAERBHANN ZBALEFEHET :
BHERCATN , EHRITUTRE

[jedepuyd@KJK-SRVIOT-10 signingl$ openssl genrsa -out rootca-key.pem 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

BEAERCAILES , FMITELTRE

[jedepuyd@KJK-SRVIOT-10 signing]$ openssl req -x509 -new -nodes -key rootca-key.pem -sha256 -
days 4096 -out rootca-cert.pem

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name (DN) .

There are quite a few fields but you can leave some blank

For some fields there can be a default value,

If you enter '.', the field can be left blank.

Country Name (2 letter code) [XX]:BE

State or Province Name (full name) []:WVL



Locality Name (eg, city) [Default City]:Kortrijk

Organization Name (eg, company) [Default Company Ltd]:Cisco
Organizational Unit Name (eg, section) []:IO0T

Common Name (eg, your name or your server's hostname) []:ioxrootca
Email Address []:

B BEECAIE F B A LB 480 6 A 5281
SW2.ERATIOXNBEER

WE , BEACAFMENZAMILES , BULREREFHSABET , LEIOXRRZRLEFER, EEER
BRIV NITETEBNCASZE (NMRFPRERLATER ) MATRME ( BHERN ) THIEN
info.txt32 4,

B, tlinfotxtXX# , FF—EXHBERAES :

[jedepuyd@KJIK-SRVIOT-10 signingl$ echo "iox app root ca vl">info.txt

HE , WREBEZ/NCALF , UEFEKCAILBE , EEEFEANTHRE—1.peme :

cat first_cert.pem second_cert.pem > combined_cert.pem

AR AXAFERSR , EAEAENCARIEBREZELER , RUABWUELEFHERAL
SI , FERCARAX BLIRABANIFR

CAIE B EEEE B Nca-chain.cert.pem , R HEZ U T :

[jedepuyd@KJIK-SRVIOT-10 signingl]l$ cp rootca-cert.pem ca-chain.cert.pem

BJ5 , & LA gzipped tard148 & ca-chain.cert.pemAlinfo.txt:

[jedepuyd@KJK-SRVIOT-10 signingl]$ tar -czf trustanchorvl.tar.gz ca-chain.cert.pem info.txt

W3 EIOXRE LSAGEHER

B1E £ —ShalEMtrustanchorvl tar.gzE ES AZIOXIE R, BTN XA TRIEINARSE
A REZHFEAEBCANCAZRIERHITTER,

EEHEANS AT LB ioxIcient5E R :

[jedepuyd@KJK-SRVIOT-10 signing]$ ioxclient platform signedpackages trustanchor set
trustanchorvl.tar.gz

Currently active profile : default

Command Name: plt-sign-pkg-ta-set

Response from the server: Imported trust anchor file successfully
[jedepuyd@KJK-SRVIOT-10 signingl]$ ioxclient platform signedpackages enable
Currently active profile : default

Command Name: plt-sign-pkg-enable



Successfully updated the signed package deployment capability on the device to true

F—NMEMRELAHERRSACGEHES
SMERFERE>SABGEHR , B R,

» Trust Anchor

Checksum

d57926f6b210162c270961c48836b9bef2104dd6

© Import Trust Anchor 7 Refresh

ERESR2PAERN NG REET AR, MEFR.
-

Import Trust Anchor Bt

Trust Anchor | Choose File | trustan...tar.oz
£ (Gl

BUSEAGEHERE SR ERANALERIE , AGEHREFER , WEMFAT

+ Application Signature Validation

+ Configuration

Application Signature Validation Enzabled

M Save Configuration

SR QBNARERHANMCSR

BETR , S22 TERIOKNANZAMERLY. HEXKENITVBENSINAER -1
BEZHAX.

REBANCAHEAR—CAZE , EMNBEANER.
ELRNABERSR , BHRITUTERAE

[jedepuyd@KJK-SRVIOT-10 signingl]$ openssl genrsa -out app-key.pem 2048
Generating RSA private key, 2048 bit long modulus



e is 65537 (0x10001)

E4 K CSR:

[jedepuyd@KJIK-SRVIOT-10 signingl]$ openssl req -new -key app-key.pem -out app.csr
You are about to be asked to enter information that is incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name (DN) .
There are quite a few fields but you can leave some blank.

For some fields there can be a default value,

If you enter '.', the field can be left blank.

Country Name (2 letter code) [XX]:BE

State or Province Name (full name) []:WVL

Locality Name (eg, city) [Default City]:Kortrijk

Organization Name (eg, company) [Default Company Ltd]:Cisco
Organizational Unit Name (eg, section) []:IOT

Common Name (eg, your name Or your server's hostname) []:ioxapp

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

5CA—# , LJURE N AL+ v E LA T B R =P,

S5 FERACAER M ARSI+

W, EXNCANMNACSRE T EXR , B LUEACALECSR, FREZRNNAREILS

[jedepuyd@KJK-SRVIOT-10 signingl]$ openssl x509 -reqg -in app.csr -CA rootca-cert.pem -CAkey
rootca-key.pem -CAcreateserial -out app-cert.pem -days 4096 -sha256

Signature ok

subject=/C=BE/ST=WVL/L=Kortrijk/0=Cisco/0U=I0T/CN=1ioxapp

Getting CA Private Key

H6.4T IBWIOXN AH AN AR EIEPRTER

et BEEBFITTIOKNA , AFRALTRITERNBAXNHITESR, ESREPHCAZ R,
7 N AR 8l sourceMpackage.yaml I E RSB RIFTRE,

EAZAXHEIOKNA :

[jedepuyd@KJIK-SRVIOT-10 iox_docker_pythonsleep]$ ioxclient package --rsa-key ../signing/app-
key.pem --certificate ../signing/app-cert.pem

Currently active profile : default

Command Name: package

Using rsa key and cert provided via command line to sign the package

Checking if package descriptor file is present..

Validating descriptor file /home/jedepuyd/iox/iox_docker_pythonsleep/package.yaml with package
schema definitions

Parsing descriptor file..

Found schema version 2.2

Loading schema file for version 2.2

Validating package descriptor file..

File /home/jedepuyd/iox/iox_docker_pythonsleep/package.yaml is valid under schema version 2.2



Created Staging directory at : /tmp/666018803

Copying contents to staging directory

Checking for application runtime type

Couldn't detect application runtime type

Creating an inner envelope for application artifacts

Excluding .DS_Store

Generated /tmp/666018803/artifacts.tar.gz

Calculating SHA1l checksum for package contents..

Package MetaData file was not found at /tmp/666018803/.package.metadata

Wrote package metadata file : /tmp/666018803/.package.metadata
Root Directory : /tmp/666018803

Output file: /tmp/096960694

Path: .package.metadata

SHALl : 2a64461a921c2d5e8f45e92fe203127cf8a06146

Path: artifacts.tar.gz

SHA1l : 63da3eb3d81el3249b799bf57845f3fc9f6£2£94

Path: package.yaml

SHALl : 0e6259e49ff22d6d38e6d1913759c5674c5¢cec6hd

Generated package manifest at package.mf

Signed the package and the signature is available at package.cert
Generating IOx Package. .

Package generated at /home/jedepuyd/iox/iox_docker_pythonsleep/package.tar

ST FEXENORHIRRIBEALEENREL
RERNRE—SRUNANEINONRE. SAEENNABEML , REXS :

[jedepuyd@KJIK-SRVIOT-10 iox_docker_pythonsleepl$ ioxclient app install test package.tar
Currently active profile : default

Command Name: application-install

Saving current configuration

Installation Successful. App is available at
https://10.50.215.248:8443/iox/api/v2/hosting/apps/test

Successfully deployed

Kir
ERREHS THARBESERIET.
ERENAEHEESANCAERES | BULRTU TR

[jedepuyd@KJK-SRVIOT-10 signing]$ openssl verify -CAfile rootca-cert.pem app-cert.pem
app-cert.pem: OK

TP B BR

Ao RE T THTHEERITHREHRROE S
HEBBINAHEREN , B2BIUTHIRZ—

[jedepuyd@KJK-SRVIOT-10 iox_docker_pythonsleepl]$ ioxclient app install test package.tar
Currently active profile : default

Command Name: application-install

Saving current configuration

Could not complete your command : Error. Server returned 500

{



"description": "Invalid Archive file: Certificate verification failed: [18, 0, 'self signed

certificate']"

"errorcode": -1,

"message": "Invalid Archive file"
}

ERACAEE NAILPRHE  NECEREEH /SIS FIERTITE,
ER BRI R PRINER  REEBURZEENHEIIFHEZ,
XEBRRTENSREBLS , EUUBRERS KRG,

[jedepuyd@KJIK-SRVIOT-10 iox_docker_pythonsleepl$ ioxclient app install test2 package.tar
Currently active profile : default

Command Name: application-install

Saving current configuration

Could not complete your command : Error. Server returned 500

{
"description": "Package signature file package.cert or package.sign not found in package",
"errorcode": -10009,
"message": "Error during app installation"

}
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