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A STAY A 4B a0 4] £ R B 4R 44 S FF #3 i A Fiield Network Director(FND)F1EN4&EN A (PNP),
TRFH
BER

Cisco BWIB THLUTEE :

- FELinuxitEN ERBETEE XA Linux2 B AR

CEBELDAZIEHNRBEIFHFNDEE, HIIR8095,IR829, 12#| A iFH &RIKIOS®RAS
15.7(3)M1

- HBIELYV S EREFHOVAX I : VMWare ESXi)e OVAXH ( MR BRI ) IMAT
Mk S £ https://software.cisco.com/download/home/286287993/type/286320249

ER A
ARIAEFHE BB T U T RAEMELERA :

- FNDhZA<4.5.0-12289OVAX #4(CISCO-IOTFND-V-K9-4.5.0-122.zip)
- VMWare ESX


https://software.cisco.com/download/home/286287993/type/286320249

. #IOS®/RA15.8(3)M2#IR809
ANEAPEERRETEEXRRENREFNERZEEN, KRXHPFEANFEIRERIERXAR
(BN BRE, MREBHNELTENRS , FRRETHRAEGSHEER N,

FRER.
BETFNDEWSTRMNEHBEED , AHEBIFREBAFNDIRERDEIFEENZR. AR, It
WEAENE—SEELNRMESNRNES AT EIIRE R 6T BEMIRE (OVA)HE
MFNDZEFENER , BEAREEIAREEFELAEMEH(PK)MEBERE. ERAPNPELEL
AR E TR,

AEMNERTITERTES , RNITHIXABEBNENPKINRATELTER - ELZ2XK,

R
#EFEEFND OVA

S THFND OVAXH HGEHT BRI ELNEEZER, flw , ¥ FVMWare , X FiEidFile >
Deploy OVF Template ( Z0EF~ ) 317,

File | Edit View Inventory Adminis
— "
Deploy OVF Template... %J[
Export |
Report »
Print Maps
Exit

FR2.EBVME , BALIEHVM , HERBRRRE , BT



Password:

Cancel

OVAMHRIBINERE R

. username : 331 %% : Cisco123
. username : cisco 0% : C_sco123

SE3.FEHCiscoll F MZIBE R , AES M EApplications > System Tools > Settings > Networks
AMBELEEXH , FEIPVARTIFAH | REFTENIP#UESDHCP , 1B R,



Cancel Wired

n

Details ldentity IPva IPv6

IPvd4 Method () Automatic (DHCP)
(®) Manual
Addresses
Address Metmask
10.48.43.231 255,255.255.192
DNS

Separate IP addresses with commas

Routes

agdress Metmask

Security

() Link-Local Only
() Disable

Gateway

10.48.43.193 [
Q

Automatic

atew MBetnc

)

HPR4 B HApply H UIRIERXA/ATI | LBREAMRE

LERS | SERZEE R AN MBS MIPKE I ( A FTR ) SMEIFND GUI,



franfee g

CISCO FIELD NETWORK DIRECTOR

Version: 4.5.0-122

HBRS.EARANAF B MEBZEFRGULroot / root123
RECRTEVNEREBR , AGBREENRER,
WMR—ENIRR |, BN IZEEB EAHHDES , HEEB R KEFND GUI
BESh R TPNPAERER , REHZR TFNDHEE.

X TFPNP

PNPRNITEIZMIFBZTD)NWHMERF %, EAHAPNP , T LEERE , TEFIMERE

o

XTFND , f£EAPNPES , TFEE LS| FIRMARR. FXL , PNPIIBBFIE L , H2UR22H N
HEZEM@EIFND , A REGISEFEE.

—BREPFHSISEFRE , FRENTZIENERSR , EBERESSISENREZ
EAPNPH S EB S/

. B BRPNPAR % (devicehelper.cisco.com) , EAEREKS ., ERLREF LBRIANSAEH RE
. EADHCPET43 R EEEUH TSI SHIPHENA
- EEEF FIEEPNPRS S
NTFLEE , FHREPNPRSEIP , EIFNDRFZHJ|HIPHIRZ LM% O, MREZFEHADHCPH
THRE , NEBEOTAHFRNEHRES

% FCisco IOS® ,DHCPRREZBMIZM T HFREE :



ip dhcp pool pnp_pool

net work 192.168. 10. 0 255. 255. 255. 248
default-router 192.168.10.1
dns-server 8.8.8.8

option 43 ascii "5A;K4;B2;110.48.43.231;J9125"
!

3¢ FLinux Lt BYDHCPA:

[j edepuyd@XJIK- SRVI OT- 10 ~] $ cat /etc/dhcp/ dhcpd. conf
subnet 192. 168. 100. 0 net nask 255.255.255.0 {

option routers 192.168. 100. 1;

range 192.168. 100. 100 192. 168. 100. 199;

opti on donami n-nane-servers 192.168. 100. 1;

opti on donmai n-nane "test.doni;

opti on vendor-encapsul at ed-opti ons "5A; K4; B2; | 10. 48. 43. 231; J9125",;

}
FERTASH AN EHRETMEES , FEREEUTASCIZER&E :

"5A; K4; B2;110. 50. 215. 252; J9125"

CHEHNT :

. 5 - DHCP#X AR B5
- A — SETHIREIRERES
. K4 - HTTP4% i
. B2 - PnPERZ5-88/TPS/FND AR SS 28 1P 1 31k 35 7 IPv4
. 110.48.43.231 - FNDFR %S 22 IP 31t
. J9125 — # O089125 ( FNDARE-28 EPNPRIE O )
B FADHCPHPNPHIEMIE S | HibiE

: https.//www.C|sco.com/c/en/us/td/docs/routers/connectedqrid/iot fnd/quide/4 3/iot fnd ug4 3/sy
s mgmt.html#31568%B % : #FECisco IOS® DHCPARSS 28 L B BDHCP:I43

XFEasyMode

BFND 4.1LK , EE5IATEasyl# X , RECHIANBHNETRER , AWBUTKEZENAR
Z1TFND, BRTEWELESHER , EXRITRERANT S E,

fEfeasy®R= , BALLZETPNPHRE, 5ISNEERHSE. WRETURETEER  WITEWREE
BRI Y RIEH.

FMENDEE N B MERNETII R ENENR :

- TEL I HEF(HER) S BIFNDAR S 23U R2E

- BELNHFZHAEMZE(PKI) 1% E M £ B M (SCEP),

- TEBBSFILED. FEL/FMSSLIUES,

. A BREBHBEIHTTPMIEHTTPSH 1T,
BEXFEZEANFEHAEE , BHRA :

https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/iot fnd/quide/4 1 Bliot fnd ug4 1 b
/device_mgmt.htmI#85516



https://www.cisco.com/c/zh_cn/td/docs/routers/connectedgrid/iot_fnd/guide/4_3/iot_fnd_ug4_3/sys_mgmt.html#31568
https://www.cisco.com/c/zh_cn/td/docs/routers/connectedgrid/iot_fnd/guide/4_3/iot_fnd_ug4_3/sys_mgmt.html#31568
https://www.cisco.com/c/zh_cn/td/docs/routers/connectedgrid/iot_fnd/guide/4_1_B/iot_fnd_ug4_1_b/device_mgmt.html#85516
https://www.cisco.com/c/zh_cn/td/docs/routers/connectedgrid/iot_fnd/guide/4_1_B/iot_fnd_ug4_1_b/device_mgmt.html#85516

JPNP#HIEasy Modefid ®FND

NE , BHEFARERER/PNP , ARAFATERESHFEAT. LRIEHRFNDEEUEATE
ERBOVAHHIFND VML | {# FSSHIEE H & HBcgms.properties , I TFFTR :

[root@ot-fnd ~]# cat /opt/fnd/ datal/cgms. properties
cgns- keyst or e- passwor d- hi dden=dD5KnzJHa640yvpqdu8SCg==
use-router-ip-fromdb=true

rabbi t - br oker-i p=

rabbi t - br oker-port=

rabbi t - br oker - user nane=

rabbi t - br oker - passwor d=

fogd-i p=192.68.5.3

enabl e-rever se- dns- | ookup=f al se

enabl eApi Aut h=f al se

f nd- r out er - ngmnt - node=1

enabl e- boot strap- servi ce=true

proxy- boot strap-i p=10. 48. 43. 231

BEXHFRE=ZTEENR,

- 10 T BRABRMER

. %8 11 1T FPNP

B 12 TIREERRNVFNDARSZRHIP
BERXHE , BEFEHFNDRBLLBRMNENR

[root@ot-fnd ~]# /opt/fnd/scripts/fnd-container.sh restart
St oppi ng FND contai ner. ..

f nd- cont ai ner

[root@ot-fnd ~]# Starting FND container...

f nd- cont ai ner

EXRzE , EREEAEAGUISTK.

E&CSVH R BB MEIFND

EEESENX -RQMIRZBTERARERIEESE , BERNR , EANTRERZRELF
, BRENS2ABTTTA.

XEMRRN T BEGUIERRRESIATEEINE T S A,
It , BAI=ZERFIRB09FMEIFND,

CSVIATAIR :

devi ceType, ei d, adm nUser nanme, adm nPassword, i p
ir800, | RBO9G LTE- GA- K9+JMX2022X04S, f ndadm n, Clsc0123!, 10. 48. 43. 250

CSVAHZEN :

- deviceType:IR800
. eid:PIDM BT 5+



- adminUserame:tt A P 2R MERHEREE , B SR TEAEMIRE
. adminPassword:adminUsernamefy 23
ip HBEERROEEDBRAIPH
ERMLIEE |, BEZEEIGUIH S ZEDevices > Field Devices > Inventory > Add Devices , B Fit

o

DASHBOARD DEVICES « I

Q I
Map Inventory

MHame Meter 1D Stat Last Heard Categ

EXEES , BECSVXHMME , RlFEHAdDRERIEIFND , B

Upload File
CSVIKML CAfakepath\ir3 09 kjk bet
File:

Download sample .csv template for Router, Gateway, Endpoint and Extender, IR500

WMR—ENRR , ENEIEIH EXRKHALIERM, RAANEER , RENERERASH , W
BT Ro

Map Inventory

Add Devices Bulk Operation =

(]  MName Meter D Stat... Last Heard Category Type F

—  IRS09G-LTE-GA-
L ko MX2022X04S B never ROUTER  IRB00

TR0 7 deviceType ir8B00RY IR & , LEATGUIRR R E A ERFA,

ERERRE, 5/S8RNRRRER

HTFNDERENETRER , REFEEXRREURLAKAHTTP, S#iZAdmin > Provisioning
Settings AT ILIRE -



ADMIN > SYSTEM MANAGEMENT = PROVISIONING SETTINGS

Provisioning Process

[0T-FND URL: | hitp://10.48.43.231:9121

Field Area Router uses this URL to register with loT-FMD after the tunnel is configured
Feriodic Metrics URL

Field Area Router uses this URL for reporting periodic metrics with loT-FMND

F#1oT-FND URLE U http://<FND IP>:9121
ETXR , BERINT&RDMMERAT IS NEE,

E-NEEMNBHARSISEFERENR , ©REHRHEREYEAPNPE I SFNDEXR /5 HE B
HERWEE,

WRPNPARER  NERESISHENFHIREL PHRENEKE, EEENTSEBHES , HiK
2R EFNDH B3 EME =,

BoANEE (MAEERR ) EAMERZIANSTEHENEE. XL, AN NEEENE

==

ERZHEFRAT , F2SBFENER , BN LFRRER LOFARE , AEBHERBME
FND,

EigERMHNIT EFAEENR , FS M ZEConfigure > Tunnel Provisioning > Router Bootstrap
Configuration , AU T #ERERE :

<#if isBootstrapping = true>

<#assign ngntintf = "G gabitEthernet0">
<#tassi gn fndserver = "10.48.43.231">
<#assign sublist=far.eid?split("+")[0..1]>
<#tassi gn pi d=subl i st[0] >

<#assi gn sn=sublist[1]>

<#-- Ceneral paraneters -->
host name ${sn}BS
i p domai n-nane ${sn}
ip host fndserver.fnd.iot ${fndserver}
service tinmestanps debug datetime nsec |ocaltinme showtinmezone
service tinmestanps |og datetine nsec localtine showtinezone
|
<#-- Users -->
user nane backup privilege 15 password Clsc0123!
usernane ${far.adm nUsernane} privilege 15 password ${far.adni nPasswor d}
|
<#-- Interfaces -->
interface ${ngntintf}
ip address ${far.ip} 255.255.255.192
exit
!
<#-- Cock -->
clock timezone UTC +2
|
<#-- Archive -->
file pronpt quiet
do nkdir flash:archive



ar

ex
!

<#
ip
ip
ip
ip
ip
ip
ip
!

<#

wsma profile |istener exec
http path /wsnma/exec

ex
!

chive

path flash:/
maxi mum 8

it

-- HITP -->
http server
http client
http client
http client
http
http
http

-- WBMA -->

transport
it

ar chi ve

connection retry 5

connection tineout

5

source-interface ${mgntintf}

aut hentication | oca
timeout-policy idle 600 |life 86400 requests 3
max- connecti ons 2

wsrma profile listener config

ex
!

transport
it

wsnma agent exec

ex
!

profile exec

it

wsma agent config

ex
!
<#

cg
!

profile conf
it

-- CONA -->
na gzip

ig

http path /wsma/config

cgna profile cg-nns-register

add- conmand
add- conmand
add- conmand
add- conmand
add- conmand

show
show
show
show
show

host s
i nterfaces
i pv6 dhcp
i pv6 interface
pl at f or m hypervi sor

format fl ash:/managed/ odm cg- nns. odm

format fl ash:/managed/ odm cg- nnms. odm

format fl ash:/managed/ odm cg- nns. odm

format fl ash:/managed/ odm cg- nnms. odm
format fl ash:/managed/ odm cg- nns. odm

add- conmand show snnmp nmib ifmb ifindex | format flash:/nanaged/ odm cg-nns. odm
add- conmand show i ox host list detail | format flash:/managed/ odni cg- nns. odm
add- conmand show version | format flash:/managed/ odm cg- nms. odm
interval 10
url http://fndserver.fnd.iot:9121/cgna/ios/registration
gzip
active
exit
!
<#-- Script to generate RSA for SSH -->
event nanager appl et genkeys
event timer watchdog nane genkeys time 30 maxrun 60
action 10 cli command "enabl e"
action 20 cli command "configure term nal’
action 30 cli command "crypto key generate rsa nodul us 2048"
action 80 cli command "no event manager appl et genkeys"
action 90 cli comrand "exit"
action 99 cli comrand "end"
exit
end
</[#if>
ERERERER, FEME TR > REER>"RBE EER HFMEER



<#-- Enable periodic inventory notification every 1 hour to report netrics. -->
cgna profile cg-nns-periodic
interval 60
exit
<#-- Enabl e periodic configuration (heartbeat) notification every 15 nin. -->
cgna heart-beat interval 15

<#-- Enabl e SSH access -->
line vty 0 4

transport input ssh

I ogi n | ocal
exit

BB RAEMIRHAREITRE, Rit , NERLANLEEANEMSERE,
RE RN T ERMZNRDERTTIE. RK2E , REFEEHNEHER.
tbEt , FNDRVECE/ R THEETX , BRI MERRHESRITHE.

7R E/PNPAZIR800

NMREBPRNRZEESEESZMECEAT , BFETLRRBHZNEE , AEBRENMNE
FNDH , PNP,

ER, MRXEHIEE , IS LT ER,
BEBEN A EREHAGMSwrite erase , HERE4IAERMNEKKRHEESE,

i r809kj k#write erase
Erasing the nvramfilesystemw ||l renove all configuration files! Continue? [confirni

[ K]

Erase of nvram conplete
*QOct 18 11:42:54.367 UTC %BYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
i r 809Kj k#r el oad

System configurati on has been nodified. Save? [yes/no]: no
Proceed with reload? [confirni

Starting File Systemintegrity check
NOTE: File Systemw || be deinited and later rebuilt

—EXATHE S , IRBOORIRER R |, EITHIHREEX E4E :

- System Configuration Dialog ---

Whuld you like to enter the initial configuration dialog? [yes/no]: no

Press RETURN to get started!

BRBIBPNPZTDR IR BRR , REFEMCIRFHEMNE F | FEHKHR L ERBefore-

registration-config:

| RBOO#del ete /f before-*

| RBOO#del ete /f /r archive*

| RBOO#nkdi r archive

Create directory filename [archive]?



Created dir flash:/archive

| RB0O#conf t

Enter configuration comrands, one per line. End with CNTL/Z
I RBOO( confi g) #ar chi ve

| RBOO( confi g-archive)#path flash:/archive

| RBOO( confi g- ar chi ve) #maxi mum 8

| RBOO( confi g- ar chi ve) #end

DE , BBZA/HRE , EARRENZHIRE , Bit , RFE | et o] AN A & /NS E AL R
S EIAFND.

WMRIEHDHCPERSS 2R | W AERD N B3I HAT,
Figg LIAREUATFHEE

| RB00O>enabl e

| RB0O#conf t

Enter configuration commands, one per line. End with CNTL/Z

I RBOO(config)#int gi0

1 RBOO(config-if)#ip addr dhcp

I RBOO(config-if)#no shut

I RBOO(config-if)#end

*Aug 1 12:02:02.887: ¥%SYS-5-CONFIG_ |: Configured fromconsol e by consol e

| RBOO#pi ng 10. 48. 43. 231
Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 10.48.43.231, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/2 ns

| RBOO#
AR , AT T REping R AE LA 1A 2% p 28 2 5 AL @ A1 AR 69 | PE B BU3KFND,
HBCIRBO0HE Hi =&

teEt , RS RMHIEETK , B UBEZIPNPHRE, ELSSHIPF3) K.

EEFHRES | PNPRAGEESEDHCPEIN43— 2 FH, XEWEKHIZI—BERES , BialFIPHM
PNPELE , @Tuﬂ%ﬁﬁtﬂ?ﬁw—zﬂ

EZIRBO0LFHEEPNPMIAEADHCP , BFEEEBE RNV B IR , BIFNDARS 2.
XA LI T AT

I RBOO( confi g) #pnp profile pnp-zero-touch
I RBOO(config-pnp-init)#transport http ipv4 10.48.43.231 port 9125
I RBOO( confi g-pnp-init)#end

— B &% A Ll “transport’ FF Sk V42 B8 | BRI BsIPNPHTE | HERIRAEL EIPHE O L SFNDEX
o

MR —IEF , REFEL AT RS :

. [UPDATING_ODM]:E#i% % LBWODM ( 2 EHEER ) X4 , FEHEHFFNDRAB RN X
HHEITE

. [UPDATING_ODM_VERIFY HASH]: K EE MW LKL & EH

. [UPDATED_ODM]



- [COLLECTING_INVENTORY]: WE Ha R EMZZEL

- [COLLECTED_INVENTORY]

. [VALIDATING_CONFIGURATION]: 24 \ 3| S 12 F L B (B 0 2 F1 28 T = % B AL 1 4R) 51
[

- [VALIDATED_CONFIGURATION]

- [PUSHING_BOOTSTRAP_CONFIG_FILE]: N A E R UE Ay B &

. [PUSHING_BOOTSTRAP_CONFIG_VERIFY_HASH|:RENANEE =

- [PUSHED_BOOTSTRAP_CONFIG_FILE]

. [CONFIGURING_STARTUP_CONFIG] : [SEBEARHEE

- [CONFIGURED_STARTUP_CONFIG]

- [RIA_BLEB:NAEEE

- [APPLIED_CONFIG]
. [TERMINATING_BS_PROFILE]:fZ1E5| %,

& T LATEFND server.log™ iR ERiZ 3 12

EGUIF , SMERF>5|1§>5|S B3 , LFHFEIREZBI

BISEPRAE  BOESEAERNBABI ENRE R , #REAZSEILE —HE
{7, MEBPNP,

v

RIEH

WAEN , IRB00_ERICGNARL & M #4=1A [m FND AR 55 88 E Ao
KECGNAELE X HRVIRE

JMX2022X04SBS#sh cgna profile-state all

Profile 1:

Profile Nane: cg-nns-register

Activated at: Thu Aug 1 15:31:14 2019

URL: http://fndserver.fnd.iot:9121/cgnal/ios/registration

Payl oad content type: xn

Interval: 10 m nutes

gzi p: activated

Profil e command:
show hosts | format flash:/managed/ odn cg- nns. odm
show i nterfaces | format flash:/managed/ odni cg- nns. odm
show i pv6 dhcp | format flash:/nmanaged/ odni cg- nns. odm
show i pv6 interface | format flash:/managed/ odm cg- nns. odm
show pl atform hypervisor | format flash:/managed/ odnf cg- nns. odm
show snnp mib ifmb ifindex | format flash:/managed/ odm cg- nns. odm
show i ox host list detail | format flash:/managed/ odm cg- nns. odm
show version | format flash:/managed/ odnl cg- nms. odm

State: Wait for timer for next action

Timer started at Thu Aug 1 15:31:14 2019

Next update will be sent in 9 mnutes 30 seconds

Last successful response not found

Last failed response not found

EARENEE , RIFE107HEZREAFNDEM. SANER , Fitwb+ | KB/ REM
HRZHEH TS =10,

B LA F 1T Y 88 SE R 2R AL B F 31 $h 4T cg-nms-registerBt B 34

| R800- Boot st rap#cgna exec profile cg-nnms-register



Kir
ERAES THINRE S ERIET.

RENEFNDFHEAUPIRE , MBI R

Device Info Events Config Properties Running Config  Router Files  Raw Sockets Work Order
Time Event Mame Severity Message

2018-10-18 14:01:03:535 Up INFO Device is up.

2018-10-18 14:00:58:380 Registration Success IMFO Registration successful.
2018-10-18 14:00:58:377  Reqgistration Request INFO Reqgistration request from device.

PR HERR
AHHRET TATFHRELTHEFROEL.
T 3| S R RATHASR | FREUTA -

- FNDARS 88 & % : Jopt/fnd/logs/server.log

- EINERMIEMFEE - Admin > Logging > Log Level Settings > Router Bootstraping > Debug

.- MIR800#Z#|#& : show pnp ?8idebug pnp ?

- #£FND GUIH : &&>B >k R iR &>84

- W BN ASHRBESEESE T EMPAERERPNER)EIREX
EXOEM AR THERERR , BRENTI :

- FNDARS- 83 & % : Jopt/fnd/logs/server.log
- MIR800#EHIA :

show cgna profile-state alldebug cgna logging ?debug wsma agent
- ZEFND GUIF : RE>HE >R RE>BH
- MFND VMEBEHTTPE EWSMAKIR800HY iE #
FNDfE FABYURI:http://10.48.43.231:80/wsma/execk % : POSTZ & . B AW F



http://10.50.215.241:80/wsma/exec
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