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SET UP CX CLOUD AGENT

oL

Review Deployment Requirements
Aecept Srong Encryption gresment
Derwmiloaed Imaga Fiks

Dephoy and Pair with Victual Maching

FREFER

@ Halp

Add Cloud Agent to your CX Cloud pit crew

CX Cloud Agent gathers. telemetry data from the desices on your network, allowing you to take
sdvantage of ol the hypor-relewant insights and trusted expertise that CX Cloud has to offer.

Review deployment requirements

Pripare your network for CX Cloud Agent

CX Cloud Agent runs a5 a virtual machine (WM, 3o you'll need a hypervisor to host .

B faid v il
FGIDM and the

and Inatall s irdge e, make Suie O Clowd Agent i able 16 consdct to the desiphstid sener(s) via HTTPS on pem 443 using Bath the

P acldross;

For AWS US daia centers

- FOQDMN: agent us cscocloud

= FODN: rg.acs.agentus.caco.cioud
= FODN: choudsso.clsco.cam

= FOQDN: 3pi-ox chss oo

Py
\H Roerviow the CX Cloud Agent Ovendow for completo Pandwane and softwans proreguisites

0 ¥ CX Cloud takes security serously, Review the Security section of the CX Clowd Agent Owenview B learm how CX Cloud Agent handies and stores
your data.

1 %0t up this configuration on port 443

1. EFReview deployment requirements 3% set up this configuration on port 4438 £ 4E.
2. B Continue, “RECX=RIE — EZEMBEHIEDQT T,
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SET UP CX CLOUD AGENT
' 26%
@ Review Deployment Requiremnts
Accopt Strong Encryption Agreemant
Download Image Fila

Dopilay and Palr with Virual Machine
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Accept the strong encryption agreement

Then you can dow mage fike for the CX Cloud Agent virtual machine

Irsbructions
T apply for aligibility 1o download strong encryption software images:
1, Bkt the addvoit BE16d in your Citoo,com User ProSls i comect 350 completd

2. Read each of the conditiors: below carafully prior 1o selecting your asmwer.

Beina s Divinion s Fusction: ¢

o

Gt tity o Dutento Conlractos

1 Government entity, a Military entity or e fenss Contractor, Are you in

Austris, Australia, Belgiam, Canads. Cyprus, Crech Republic, Denmark, Estonis, Finlend, France, Gemmany. Greece, Hungery, Ireland,

maly, Japan, Labva, Lishuania, Lussmibewrg, Malis, Netherlards, New Zealand, Narway, Poland, Poriugal, Stevakia, Slovenis, Spain

Swedon. Switzertand, Unitod Kingdom or the United Statos.
o No

Canfrmaticn &

By checking this field, | hereby certify that |, a3 & duly authorized repre:
abide by the condisions sel forth above regarding the usage of Cisco 5t

ntative of the organization. understand and agree 1o
ms, Inc. hardware anclior soltware,

3. B iFFirst Name. Last Name. E-mailflCisco User IdFERPHFTIEREL,

4. RN S5 ERITRYIThEE.

5. hEIASIEELRE-EA SN,
6. B Continue, “IRECX=ZNRE — THBREXHF'EQITH,
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Download image file

SET UP CX CLOUD AGENT
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Deploy and pair with your virtual machine
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Connect to CX Cloud

Connect a Cisco DNA Center
P Address or FODN City

Username Password
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cliEnableUser
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Configure connection to CX Cloud
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Upload seed file& 1
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.
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1. B #5Set PasswordJycxcadminSiNFT 2388 |, =8 d5Auto Generate Password AR ERET 83

RERD

2. MBEFBIZERI |, BFH A cxcadmin WEBHBAIN, RHREZBHEILSE 3,



et Fagiuord

Im the Password and Conf irm Password fields. ewter and comf ire & new password for
cucadmin. When gou are inizshed. select 5ot Pasoword

(lge the Up frrou amd Dous frrou keygs (o navigate betuees Ficlds.
Presz the Tab ooy to select Set Password )

eernamnc: cxcadnin
Paxsuord : .|
Conf irm Pazsuord: RRRR—.—.© 5 . . ._.—-—-

-t Patmaard)

MEWE

xE

IR iEFEAuto Generate Password , I8 #lE RN B HFEEEERMERERA, 2FHR
FEEEHAEELR 4,

e Paraaad

Faszuword : SO MNDIIMIOGT

Hake sure to store thiz pazsword in a safe place. Thiz passuword iz required to log
into Cizco € Clowd Agent.

Al tor pou have stored the passwvard in a zafle place. select Save Fassword. Te moturm
i Lht previmiz seroon, solect Camcel,

fhave Fassword £ Camce| ¥

ElEFpq: R

3. REREFEBLLREA TS HRIE,

Fazssword Strength

The strength of the new passuord (s Hediun,

To save the pastword, select Save Passuord. To conligure a different password,
gclect Camcel to retern to the Sci Pazsueord 3croom,

£ Cancel »
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Metwork Conf iguratl:m

FPlease enter an IPvd address and corresponding network conf iguration
for the appliance.

(Use UpsDoun keys to navigate to next field. Press Tab to jump to
Contimue button)

IP Address: —
Subnet Hask:

Gateway :

DHS Servers:

wfaxinun 3 IPs with comma separator.

SCont | nued
M & B E
5. IANA , AERER , HEE,
Coml [rmat fom
fire these eniries correct?

IP nddreas:
Sabmet Mask:
= eI

1, WS

Kes, Contime> < Mo, Go Back 3

BE

6. BIRENREBIFMER , FHEdYes, SetUp Proxym#dNo , Continue to Configuration A58
REE , RiakELS RS,

Frooy Set Up Conf irmation

Do you want to add proxy detalls?

Yoz, 5ol Up Froxn F Mo, Contimue to Conf fgurat lonk

RIBIEE

7. WARE#I, wOS, AFENMEB,



Prooy Conf iguration

Please enter proxy details for the network.

(e UpsDoun keys to mavigate to next field. Press Tab to jump to Setup

Proxy button)

Proxy Address: 7

Fort Nunber: I —

Usernane : e

Password : _=
<Begin Cond igurat ion € Mo, Go Back >

REGRE

8. RILFFIREE.

igurat iom

Uslidate the domains commectivity. Flease press Cowtimue
and walit for a ehile. .. e

FripEE

9. B 5 Continueo



. e
Followieg iz the sumsary of CX Clond Comwmectivity
wmrification results.

Eezure all the commections aro successful for tho
“opted (0™ regiom before proceeding.

s&:

clowdzzo.clisco.com: o
apl-cx.cisco.com!uccess

agent .us.cxeo.clond 2

B . AcE . agent . us cxco.cloud 1 led
Ardc:

cloudszo.cisco.com:urce
apl-cx.cisco.com: uccess

agewt .us.csco.cloud 2000

agent .ap jo.csto.cloud socce s

B . acs . agent . ap jo.csco .o loud 21 led
| 7 Fi H

cloudsso.cisco.com: cceas
apl-cx . clsoo. com: S

agewt . us.csco.cloud 2o

agewt  emea . cxco . Cloud socoe oo

B aCs . agewt . emea . cxco .o loud 2o

LTI S < Coit i

P E
10. B & Continue & BB LA R Zh EIEE, EREETREFE RV o

N s MEEEERDBE | BERARBESERES A EREEHTEY  URRET
IR, ERF ARG , #dCheck Again,

Cisco CX Cloud fApent Setup
Conl igaration iz in progress...
Thiz step will take B=10 mimiez Lo compleie,

by not power of [ the machime ent il thiz procesz iz completed

- |

EEERE

1. EFIEX B HIEEE CX Cloud SAMLEIRE



Clegca X Cloasd fgent Sslmp

The eeiuork conf iguration kas bees seccesslully conpleied .

ir

sabaet Raik

(L P PETY]

M5 Seruep

The pairing code iz

Flease go to Of Closd and eater thiz pairing code,
The Codie will be walld for S mimites.

Time left in secomds. ..

_-'E_]

(TSR

12. MREXN KRBT |, FE HRegister to CX Cloud ABRIREVIZAH
Falring Code Expired

The woiwork conf igaration hax been ssccessfully conpleted.

IF

Sabmet Mazk
(=L R PEET]

S Sereer

To regemeraie the pairing code FREES kmy <Eogister to ©X Cloud>

KB ELH

13. Click OK.

Begiztration Saccezzful

X Cloud Agent setup iz complete. Pleaze go to CX Cloud to start using the
waluable data provided by CX Clowd fgent.
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1. EAcxcadmin AP ZIEBESSHERZRE,
2. EHmS Eﬁkﬁﬂiﬂt{'ﬁ cxcli agent generatePairingCode,

1§ excll gt gensratePalringleds

4 HERH T CLI
3. EFHIEN KB HIEREZ CX Cloud ABRZERE,

Bt iECisco DNA Center U R4t H R EICXTRE

FRFMH

* M Cisco DNA Centerifx4<#2.1.2.0%02.2.3.5, 2.3.3.4%)2.3.3.6. 2.3.5.0F1Cisco DNA
CenterZ#li% &

RERSGBESHRIRE

E£Cisco DNA CenterAELERICXEREBHNRSEAEHR L , BHITUTIR -

1. &3 Cisco DNA Center,
2. BERIT > MEIRE > WK,
3. R‘Hzﬁ/\lﬁ = , ¥ CX Cloud Agent IP ARG HERS SR

syslog AR5 88

N oaE
BEE S atBNfaRsBIRENICXERELERN LR WREDL. BE



N BFEBRNS | FEEANREICXERENRERTRE.
ENRAACRESEREN  SHEAXBENREREBAANEENRATELT.

BB H AR~ U RS B SR R BICX T E

HABERZFUFIRGEATHERIERCXENRE |, FeEACXSHHEEE DL,

N s EERRYBEZEIREE FTEAREB LA UE L RS T,

BEERRENAARS B SRS

WAITREG A SRS [RUNEE R |, FRCXTAEIPHE UL A0 # B #Ro

N s RARGEEN  BREMEEARS DTSRI,

RERRDENIBERG BERSRIBXBEREATRS R
FEEARBREENNREATEEREICXEREIPHI,. BEXBERESRE , ESF U T XN,
|OS-XERL B {5E

AireOS T4k ¥4 5 82 i B 155

BREERINRLE HERE

EFERGASEEMANAN , FHRITUATESR

1. SMEIE>EN,


/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
/content/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html
/content/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html
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Discovery

Inventory

Topology

Image Repository

Command Runner
License Manager
Template Editor
Telemelry

Data and Reports




TEXE

2. kB H B FFSite View , AN R B REHHPIEFR IS,

Cisco

=========

Dievicw Mama Addasss Type Fawvaly L] Peolls

YR

3. EEFIR MR AEPEARBEENERENFTERE,

4. NEETHSIRFIERRETRE,

Addiain Typs Farraly Wil FPorghie

B®R4E

MK E CXTRE LA

BUEARRIEERENEIRECXTREBVMARSNEHSE. LIHEETRCXTVMIRE 2
HERREBR B ERE.

i)
EZHCXTREN , BHATATRAE -

1. AR IEHVM , RE%EFESnapshot > Take Snapshot, Take Virtual Machine
Snapshot®& O 4T,



i CXLIOUGAGENT_Z.Z_BUIIG-35_1U.140./ /.49 || ENVIIONIMENL, you Cdn use VINual Macnines as ueskiop of
i [CXCloudA 2_Build-35_12 F— , ients, as testing environments, or to
) CXCloudAgent_2.2_Build-35_Aq pplications.
b CXCloudAgent_2.2_Build-35_8¢ Guest 4
) CxCloudAgent_2.2_Build-4_Bo Snapshot > Take Snapshot...
I CXCloudAgent_2.2_Build-4_Chz Open Console Z
I CXCloudAgent_2.2_Build-7_Cha E = SEVETEES Cren Snpsel
) CXCloudAgent_2.2_Build-7_Chi (3  Edit Settings... ﬂa Snapshot Manager...
I CXCloudAgent_2.2_Build-7_Niti . Consolidate
b CxCloudAgent_2.2_Build-7_Niti Add Permission... Ctrl+P
I CXCloudAgent_2.2_Build-8_Bok Report Performance... ) i
) CXCloudAgent_2.2_Build-8_Chs virtual machine
) CxCloudAgent_2.2_Build-8_Niti Rename irtual hi
Ad-g it rirtual machine
 CXCloudAgent_2.2_Build-8_nt{ ¢ i New Window...  Ctrl+AltsN
I CXCloudAgent_2.2_Build-8_n)_ ) .
) CXCloudAgent_2.2_Build-9_10. Remove from Inventory chine settings
I CXCloudAgent_2.2_Build-9_10. Delete from Disk
L_CY¥ClaudAnent 2 2 Ruild-Q@ Nitin IO 178 77116 T 11
®E VM

[~ Snapshot the virtual machine's memory
[ Quiesce guest file system (Needs VMware Tools installed)

| OK I Cancel

BRELIRR

2. WA B FAHEA,
N oEE RTRECERREE LN R SR,

3.EATHE. tIZELMNRBRSE RENES FIRPERAETK,



—_
File Edit View Inventory Administraticn Plug-ins Help

n n g Home b g Inventory 0 (3 Bwentory
B0y 00 Ghee e

[ CXCloudAgent_2.2_Buid-21_Bob_10.126.77.130_fresh ~ e ¥ 6.77.227_Chaikra
G cxCloudagent_2.2_Buid-22_10.126.77.227_Chaitra _
) CXCloudgent_2.2_Buld-24_Bab_10.125.77.131 PPET s Summary | Resource Allocation | Perfe
5 CxCloudAgent_2.2_Bulld-26_10.126.77.227_Chaitra close tab (X A
(B CxCloudagent_2.2_Buld-27_10.126.77.227_Chaltra i ine?

) CXCloudAgent_2 2_Buld-27.18,126.77. 227D What is a Virtual Machine?

& CxXCloudAgent_2.2_Buid-27_beb_10.126.77.130 A virtual machine is a software computer that, like a Virfual Machines
[ cxcloudAgent_2.2_Build-28_10.126.77.227_Chaitra physical computer. runs an operating system and

(1 CxCloudagent_2.2_Buid-26_bob_10.125.77.131_esxids applications, An operating system installed on a virual

{1 CXCloudAgent_2.2_Buid-29_Bob_10.126.77.131 machine ts called a guest operating system
{3 CxCloudAgent_2.2_Buid-3_bob_101.126.77.130

(h cxcloudhgent_2.2_Buid-31_10.126.77.227_Chaitra Because every virlual maching is an isolated compufing
& CxCloudhgent_2.2_Buid-31_aditya_10.126.77.122 environment, you can use virtual machines as deskiop or
(3 CxCloudAgent_2.2_Buid-33_bob_10.126.77.131 workstation environments, as testing environments, or to

(B CxCloudAgent_2.2_Buid-35 consolidate server applications.
[ CXCloudAgent_2.2_Build-35_10.126.77.124_Chandan

{5 CXCloudAgent_2.2_Baild-35_10. 7. 222 Virtual machines run on hosts. The same hos! can run %
B gent_2.2_8 g Chaltr many virtual machines. =~ =
@y CxCloudagent_2.2_Bwid-35_10.126.77.229 EV ’
g CXCloudAgent_2.2_Build-35_122_Adiys_tast L

CCloudhgent_2.2_Buid-35_Adtya_10.126.77.122
(. cxcCloudagent_2.2_Buid-35_Bob_10.126.77.131 Basic Tasks
B CXCloudAgent_2.2_Bulld-4_Bob10.126.77.130
[ CxCloudAgent 2.2 Buid-4_Chaitra_10.126.77.227_Chaitra
[ CxCoudgent_2.2_Buid-7_Chaitra_10.126.77.227 i )
) CXCloudagent_2.2_Build-7_Chaitra_10.126.77.228 Il Suspend the virtual machine
) CxCloudAgent_2.2_Buld-7_Nitin_10,126.77.118 f o ) i
@ CitloudAgent_2.2_Buld-7_Hitin_10,126.77.118 @ Edit virtual machine settings
@ CXCloudgent_2.2_Bulld-8_Bob_10.126.77.131
fh CxCloudagent_2.2_Build-8_Chaitra_10.126.77.227
fh CxCloudAgent_2.2_Build-8_Nitin_10.126.77.119 v

Recent Tasks Name, Target or Status containg: = I Clear !
N | Target ECT |Detalk | Tritstedby | Requested Start Time

Q Download VM configuration © Complaad vpuuse 11/3/2022 10:55:31 AM
ﬂ Revert snapshot & Oidoudagent_2.2_Build-35_122_Adiya test & complesd rock 11/3f2022 10:59:20 AM
# Download YM canfigurtion @ Compleed vpRse 11/3f2022 10:58:491 AM
# Createvirtual mathing snapshot G ouloudbgens 2.2 Build-35_122_Adkya test @ Completed roct 11/3/2022 10:58:31 AM

wSphere Client

@ Power Off the virtual machine

BRIEES
18
EMECXTEMY , BHITUTRE

1. AR KHVM , %FﬁhSnapshoDSnapshot Manager. FTFVMEYIR BB

_Build-; — ONMENLS, as 18StiNG environments
Build- Power

T r applications

Build- Guest

1
Build—

_E-uHrL Snapshot A Tll-uin_ip:i:ut_ .
“ouad ) = Open Console \E#  Revert to Cument Snapshot
i

Edit Settings... ‘E Snapshet Manager...

Consolidate

Buiidd- Add Permissicn... Ctril«P
Build4 Repart Pedformance...

_Build-{ e virtual machine
Build-t Rename

Busdd- @ virtual machine
Build Open in New Window...  CtrleAlt«N
:_Build Rermenve fram Imentory machine settings
Buld Dielete frarm Dk

Bl

ERVMER



Snapshots& O

2. B #Go to, Confiirm&O3ITH.

=t Ee e gt |

Hos1

Current state of the Yirtual Machine will be lost undess it has been saved

in & snapshet. Revert to snapshet
“Snapshot_Name<Provide_Snapshot_narmne> '

BWIAEO



3. B Yes, Revert snapshotiRZ57E“Recent Tasks” %l F& A & 7~ J Completed.

[ T T — —_—
B E o= f L T

-h}ﬁ’#illlﬂ' o

B S B L b T e
Y R TR L J._a--
5 D10l 5 s, 1 LT

e TR L u_,u--

B Ol 13 Bl 0BT Dl .
T hJ Tl o Vit M e T

S Cmingerd 13 [T il e = L i i

:’-I'--ll-l-'l.nl-'Jl-'-'ﬂ.lll-n' u_.h-. DR OO Fa Y SR By e

T i s Ay af e A g e gl redaiedlon g elen

T ¢ gy /e i i e e AR A R B N

e LR *‘\-\..__l}

T g 35 _.|.:~.".-u-_.h- Dok e ety Rk Bl P A B e | Ol

R} O 0 3 _fii i, T e Lo o rrha i e e i

il .'.'..-..-._.- B i il | ....H

o © B B
3 .'.-..-,-.,.- 5_ai B £ Uk

:.'.'..-..-. 5 B B e 3TV - =1 ol "
[ o e N
| sy T
R Ty e T
;:-:...,...-.-:: — vama g | P O P e Rusteny
;:.ﬁ:zm L Dbl Do Tl im iy Bk
ety Y T ——
B bt s i i i !
B St LA o, B SR
. . Ty g Dim i
s T s Tl gy bl Fmgde] Hpl Tew
LS sl [ g ey & BT ik b
¥ i 5 - [T T— = £ WP ik
¥ leesstay g om [T — sy §E b e
K] s s mm = = [T — = s L
BIENES
4. AR REHVM , EEPower > Power OnfTFF VM,
j. CxCldigent_2.2 Build-35_10.10%6.77.229 SAVINGRmen, you Can use virtual madhines as deskl
1 [CiClomdigent_2.3_Buld-TE 177 ddinun Fack] mnkctatinn canuirnnments _as kechno sovirnnments
D CiChkedhgent 2.2 Bub  Power P PowerOn Cerle B
_ﬁ. CxClomddpent_2.2 Hllul‘l Gusest r Powwer CHF Ctrl+E an
Clowddgen I Lan n
g Ezwﬁ: ;:h Snapshaot k Suspend L)
i CClomdtpent_2.2_ hj..E Qpen Condale Rieset CerleT
% g:m:'g g E:tﬁ Edt Settang... Shut Doen Gueit  Cirl«D
T CxClowdgent_2.2_ B-ui-. Upgrade Virtual Hardware Restari Guest Chrl=R
D OiCloetigent 22 80 Add Pemission... CieP |
3 CxClomdagent_2.2_Buill — fi thie virtual maching
3 Citlondipent_2.2_Bull Report Peformance..
T Cithowipent_2.2_tull — al machine settings
B CxChetiomt_2.2_Bul -
P OiClosdagent_2.2_Bul Oipen in Mew Windew_  Cirls AR« N
% Ez ’ :::: :: Remove from lreentory
T CtClowdioent 2.2 Bul  DeietefromDisk
5 DHCP_SERVER_DND |

zE

CXZREAHREFRBIFRIIFREM, CXTACXEREZ ANERRTLSZEN, =REMNR
TASSHA FF X FR F#IT B AR B,

MELE

ERZL2WVMware RSB A AR HECXERIEOVAME, OVA BXERBHETHE P LOLLHE, 3]
EMHEEF (ELAFPER ) BBIRENEIME -1, AFRXNSZNFAQT REIRE I 5| S METE
F(REAFPER ) B8,


https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc32

K& E

EHBEIRES , 2B cexcadmin APtk . AP EARE EHH 8 F1% EFEB. cxcadminA /&
BRATIHRICXEREAPIFE LI SSHIEERHZE

cxcadmin AP EERERIEHNZRIFEINE, cxcadminBZEEERZLEKK , EEREIEE , X
BAN90K ., cxcadminf P A LA{E B & Nremoteaccount®y 3L TE F Bl cxcroot A P, cxcrootf F~ &)
LAIREXrootf BR o

MEzs

A LAfE FASSHFIcxcadmin Al F EIE 1A B CXZAREBVM, & A APRKIN 22 (SSH), 514 ( REHE
) o

B3 W iE
ETFHBNSHRIT ; BEHEF BN (oxcadmin) |, A EBHTE AR HECXERBER

o

« M SSH E1R & L 1T root ¥ BUR/E

cxcadmin A P 5] LA A & N remoteaccounty SE A2 /7 8l EcxcrootA P . WWEAREFER
RSA/ECB/PKCS1v1_5IM&HR &L |, iZHB REMNSWIMITTF
(https://swims.cisco.com/abraxas/decrypt)f# %, RERR AR FREFFRILLITF . cxcroot P A fE
R LR 2 ) IR B rootfiX PR, BB IBENIFEM K. cxcadmin AP A MEFH IR, , HEFE
BHI EMSWIM| T 3RERZR RS,

G414
CXTZREBREEEEHRME P ORI,
BERE

CX Cloud Agent IR & R~ FEERAEFNMAGE.
REZIENARE (EAEP—NPodiZTT ) FMENRSSHEZIEFHELZESEEEREP. WENEK

BAUEMEAFRERENRN , BRIFEELER G FE, WETHKE , BEUBESRR AT
CXz , H WA £42 B Zh fE S BN b 17 o i BR

HIEE

EMLESFIRAME—X509RBFIEBMEN , AT ElotR OB ReERE, FRZAEBEEH
R&RE(TLS)V1.2EFEEBATIENEMMQTT)E L R &iEE

B S MG


https://swims.cisco.com/abraxas/decrypt
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html

HETEEFMAEANMNABHGEEPINEE., FZAELSBRECXERBIEEZ LMITHMERZS
BRAIRE,

BRIhEN TS
CX=EHCiscoEN T HMAPIFG TR ERTEN, RNXIBIEHR S Cisco DNA

Center#& 7=, MR, Intersight, SRR, BELRCXEAEWER A HMENRNER
PR cpsi K

BEENFRNBBEREEAIRCI B RBR. CXERELRBAIEEREEWHRAKIE |, X
AR SBEZERNCXERELXZERDN, XBEZB,. . 4XZ2HFHE. AFPE%. BHS51N
LESEMECXEREZH , NFTERHBEEN R~ REKESD, EXELBERT , #HEERE
MEFEREN TS —FSERL. BERAMNNEREEY , TREXENERCLHEAGE
(a0 , {Cisco DNA Center£ ¥ R 5/ HWERZHIELD).
BRATZEEEGENGSIRETHERKIFEEBAN |, BFF 0 LUET 5 E IR 2 6 LR
FHMENCXEIAR |, RFEE FEIRZ N @IS SRS A TR I B BURR I 2 Pl (&3
CXEREBWENEME™ ) .

Z&LE

ZE4H iR

SISMEBERF (ERAFERX ) BRIRENEIE-—FE, AFLASEEAQK

SISMBEFER | have s mgms (LAFES ) B8,

SSH :
P i R X BR £ Fcxcadmin A P A NS R ERE R KB R IR EE
fE Fcxcroot AP AR R EERNA R FERASWIMF B ZEIE

- cxcadmin : ERIEZRIAAF kS, ; AP AT AEAcxclitWiTCX=RENAREF
e, NiRZFWNRFIK ; cxcrootf F K& H & 218 F cxcadmin B P &£ X

APtk
- cxcroot:cxcadmin B LA {E FASE 2 F“remoteaccount’ Bl 2tk B~ ; A A fiE

FA btk 7 3R B root i BR

fEFASHA-25651 BB TR MR FLAIE , HESHFHEHDB
cxcadmin ZBBUER
BLNBNER , BEUTRIFH=AD : KB, ME, BENBHKRER

cxcroot ZMBHEK | cxcrootZ B RRSA/ECB/PKCS1v1_ 5%



/content/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/cisco-telemetry-commands.pdf
/content/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/cisco-telemetry-commands.pdf
https://www.cisco.com/c/zh_cn/support/cloud-systems-management/index.html
/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/admin_guide/b_cisco_dna_center_admin_guide_2_3_5/b_cisco_dna_center_admin_guide_2_3_5_chapter_010.html#id_122699
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#Grub

RN FEBEEESWIMIF F R
-cxcroot A P MZBEMHNF K , JLAEAcxcadmin AR EFERK

BN FR , BEUTERIPH=A : XE, MNE, BFNERFH
AREARBNERZ AR RENEIDTH ; BRFEOXELH

SSH B FZRBBER

¥ O FREAARO -514 ( REBEK ) M 22 (SSH)
REFHEEFEER
BiIELE RIFHRZ IR

-hN%R H 17 75 BIEE A Cisco DNA Center RSS 88 1E




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



