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1. £ Telnet, SSH SHEHIAEZEBHRF. FAUATHITHALBREERER :
Rout er (conf i g) #enable
Rout er (confi g) #

2.0MRBAT HTTP MHTTPS A HEBENFEAEREROS MR ST RAERERS
BEMNKAS, EHALT Cisco I0S B4 /EAKAERY HTTP = HTTPS RS :

Rout er (config)# ip http server
Rout er(config)# ip http secure-server
Rout er (confi g)# ip http authentication local

3. BIB—MXREAI N 15 VA -

Rout er (confi g) # username privilege 15 password 0
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XE® : N <username>M <password>E A BB A - B B,
4. 7 B F AR R 5158 ESSHM Telneto

Router(config)# line vty 0 4

Rout er (config-line)# privilege level 15
Router(config-line)# login local

Rout er (config-line)# transport input telnet
Rout er (config-line)# transport input telnet ssh
Router(config-line)# exit

5. (7t ) BAXMEFUXEASRIENEE

Rout er (confi g)# logging buffered 51200 warning

EXR
ANBRENEHERLETHERENAFBNCPHITREEN,

BRUMFF 16 Cisco CPHIEEE R |, 5SS Cisco Configuration Professional Al 1.
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1. i%&#Configure > Security > VPN > Easy VPN Server > Create Easy VPN Server , R # &
Launch Easy VPN Server Wizard , JAffCisco IOSE& FHESELiE N Easy VPNAR S 25

Configure = Security > VPN = Eas'i_.r VPN Server

3
:ﬁ—u VPN

Create Easy VPN Semer\[ Edit Easy VPN Server \|

Cisco CP can guide you through Easy VPN Server configuration tasks.

Use Case Scenario

Configure Easy VPN Server

Chiant 1 LT
- -
e
Eaa
Client 2 =11 tl‘:mr

Ize this option to configure this router as an Easy YFPM Server. To
complete the configuration, you must know the different group policies to
which the clients can connect and their attributes.

Launch Easy VPM hEewerWizard

2. B HNextUA g4 Easy VPNIRERRELE .



Easy WPH Serven Wizand

Welcome 1o the Easy YPH Serrer wizard

Thizs wizard vwill grice yau dnoagh corfgurirg of ar Easy VPl Serve onthis oule - An Easy
VPR Sarvat sllows a temiola aqd usar to uzae IP Sacuriy {IPSeci whan cammanicating wilh
g Cisro 108 Yitual Privata Matworks WPR) gatewea. Cendrzlly managad IPSec poicies are
oshd” o Uie clienU by Bre sereer, rninim ing coriiguralion by e ernd wser.

This wizard will grice vy in perforeing thz ollewing tasks tosoeeessfully anfigrre ar
EasyYFH Ser2 onthls -ouie

Tontganndg yvirtual -emp ate interace ard aunhentications.

T Configanng IKE palicies.

*Configining a1 IFSac rsnsfarm set.

*Configaing a grcud polics [2okup methad.

Tounnganing user daler lizelion,

* Configanng cxddemal RADILS sorer d2tails.

* Cnnfig iing g-nua anlicies an the nezl e

SZonfgding clso tinne ng contral protacal (e TOR) aptlanally,

Help |

T'-lE}{'Ii | Canczl
el

3EERMENS , BEEN A E NEasy VPNIRSEBEEMN — 25, REEDREZEON
IPibat , HEFATRIEVPNEFRNSHRIESE, it  MAEZAREANSHARIES
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Easy WPH Serven Wizard - 10% Complete

Imtertace and Auwhentication

[terfscz

Avirtaal torrplate intaface will be zraatec as padt ofthis Eagy PR Sorscr zonfiguration.
A Cizoo [0S featare tha: should be applied Lefore encryption 1o the traffic gcing into
the vFHtunnel can be contdured an 1h S Intertace,

P Adcress o7 Vitua Tunnel merface

# _naurihered to Kewe Lecophse < Ineface

1= addrezs 11204010 |

Subned Mask, 235,265 755.0 or (24 @

O Lrrarthered Ly |

Alfkeafirstinn

Selecttre method used Tor authentlzating ¥FMN cliznts ccniecting 1o °hls Easy
W Derer,

= Pre-shered Keys 7 Digilal Crrincal2s T Bt

= Bark T'-lE}{'Ii | Cancal Help |

|
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Easy WPH Serven Wizard - 20% Complete

IEE Propoeale

IKE praposals specivthe eqacreplior zlgorilhn, avtkendicafion algaritam and key 2xchange

rrethod hatls used by s rcuter when negotlating a YEM cornection with the remote
device.

Clickthe &d4  autton -0 add miore policies aad the Fdilt - botten tn eeitaa asistiag pelizy

Flority| Encrption Hash C-HGaua AUthentlcationy Tvpe

Jroup 2 FEE SHARE LCIscoCF DIETEL

qu.qu-:| flexd = | Cancal

5. REMBER L, BWFRENBARRAE (WERTR)  RERAERE
Add IKE Policy

Help |

Configure [KE Palicy

Friarity: Authentication:

e REA_SIG v
Encryplion: D-H Group:

DES W graupt "
Hash: Lifetime:

SHA_1 w 24 1] a HH:M: 55

] [ \ Cancel Help

6. AR ERABRINKERE, Hit , ERERINKERBEH 2 HNext,




Easy WPH Serven Wizard - 20% Complete

IKE Propoeale
IKE proposals spezivthe eqacreptior zlgorilhn, avtkendicafion algaritam and key 2xchange

rrethod hatls used by t3ls rcuter when negotlating a YER cornection with the remote
device.

Clickthe &d4  autton -0 add miore policies aad the Fdit - botten tn eritaa asistiag pelizy

Felority] ECrptian Hash C-H G0 AUTNENticAtlon TYRe
Add... | |
= Back P-IE}{'I:‘:~ | Canczl Help |
—H
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Easy WPH Server Wizard - 35% Complete

Traneform Sad
Atansfanr set spezifesthe encryption and aulhzntication alyortrmes Leed o protect the

cata Inhz ¥PM uanel.
Chck e Add... bulcnto acd a new transtcrm setand h2 =din... Eutonto ecitthe spadfed

transfom: et

Sclect “ransform 22t

Cisco CM Cetault “ransform Set -

Details ofthe speciied transform s=t

E=F Encrypiion| ES= Irtegrity A Irtagrity

ESF_3DES ESP_SHE HMAC

Help |

qu.qu-:| flexd = | Cancal

8. RUFMEFAEE (MBNRIENE) , REEHBE,

Add Transform Set

Mame:

v Data integrity with encryption (ESP)

[ntegrity Algorithim: =Maone=

Encryption Algorithm: | =Mone=

Showe sdvanced ==

] Cancel Help |
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o



Easy WPH Server Wizard - 35% Complete

Traneform Sad
Atansfanr set spezifesthe encryption and aulhzntication alyortrmes Leed o protect the

cata Inhz YFM Iuanel.

CHCk e B0d... butcnto acd a nesw transtcrm setand 1h2 =di.. Euton o ecitthe sp2cited
transfom: et

Sclect “ransform 22t

|C:isc|:| M Ceault “ransfcrm Set -

Details ofthe speciied transform s=t

M ame E=F Encrypiion| ES= Irtegrity A Irtagrity

|E%  Zop_2DEC-SHA ESFE 2DES ESP SHE HWAC

[
|

A

Help |

= Back | ke =\ | Cancal

10. B EOS , 2FREE LEEA RIS , 2RSS/ T 2LocalstRADIUS , tA[EL
=LocalfIRADIUS, EAHIA , HAEAEBIRSSREBEH R, EF Local” , RF £
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Eagy WPH Server Wizard - 50% Complete

Group Autharizztion and Group Polcy Lookup

2 1SEKMP cient conficu-atior graup for VPR grouplis a group cf YPR clients chat share the
Satre aunentlzatlon and contiaralch InTormaton Graup Ealcles can be conmou-ed [CCaly
chthis router, on an exernal sewver, or o1 bath. Casy»Ch Sererwil usethese group poicies
to authenticata WPM ¢ isnts.

| Mcthod L s far Group Foicy Loolaup

Selectihz sersers anwhich group aolicies will be zcnfigured, or 3zlect an exizting AL,
policy that defines the serve-g Lead for configuring group pal c es.

i* Lozal

" RADIUE

T RADILE snd Lucal

SUMMmEr

Thie el dalabase will e uzse for group dulorigdlion, Tis oploris recornirmernded if
wou do not vav2 a RADILS o “ACAZZ- servor inyour qobwark,

= Back I‘-lE}{‘Ibr\ | Canczl Help |

M. EZRFEOPEBRERTHAFSARIEMNRSES | 28 O A RNA B ERADIUSSH A it
MRADIUS, EARGIF |, BINEAA MBS SREERF S HRIEERE. BEREFENable
User Authentication35 B EiEHE, EBRMNAEM”  RELEHT—F,



Eacy WPH Server Wizard - 65% Complete

User Amhentlcation QXA

User ALthenlicalicn GRAw) provives addilional s2euribe by duthieilealiong e wser of 9 device
cftztthe devize has uadergone HKE authentization. User crodentials Xhuth can b2 configurec
Inrally ruthis tnoatet, nnan external sereer, nenn anth

| [ Chalbile User Suthe-ticatior |

Selz2ct he serers hatwlll be usec T confyinng user credertlals, or select an exisirg
LAL Falicytrar defines the sewzrs used for canfigur ng user credentials.

i+ Laca Orly

i RADILZ
" RALDIUS and Local ony

Add Jser Crodentials

Snmmary

Local databss2 will be used Tor user aJthertizEtan.

Help |

= Back § Rlexd :\& | Canczl
 —

12. B HAddEA B R 4H SR B 1 4B R IIERE A o



Eacy WPH Server Wizard - 80% Complete

Group Autharlzétion and User Group Pollcles

[he EaswyH™ Server allows wily 10 group e oe userswho ame usig Criseo VHM clients cr
cther Easy ¥FHN Szmotz ol et products. Tae group attributes will be dovenlozded 1hougl- the
cliants or davica that is part of 3 givar crovp The same Jroug namre should be coqfigured an
the teminie clien nr desice tn ensura thal zpamprate croup athbintes are dyvawnlnzied

Click Be AU bnlon o ded rocre groups e Ecil ., ballon bo edil an ezisting grocp, ur Llhe
Clanc... buttcnto crecte a nows croup fram aa cristing groug.

Sclces Group Mam:z Faol D= WS Damain Marme

|~
£

| Configarz die Timer
Configure 3 imeoul walue afer which YPH tunnals from idla clierts shoald be
cleared.

Id & Timer: |:| |:| |:| HH:MK: S5

Help |

~=cEIE||.‘k| klexd = | Canczl

13. ERMMAREBE O R |, EZERPIREARN , SR AN BFR(AHIF A cisco) AR T
R, ARMUEFIREIPH (RAIPHUFERIPHY ) 58, ARETH'HE, X
B LB EFIPHSEFERANEIPH (WRERE )



Add Group Policy

General | DNSMWINS | Split Tunneling | Client Settings | XAuth Options | Client Update |

mHame of This Group:

cisco

Fre-shared keys

Current key
Enter new pre-shared key:

Reenter new pre-shared key:

=Mane=

Specify the key that will be used to authenticate the clients assaciated with this group.

F

[v Poal Information

internal IF address to a client.

¢ Create a new pool

~

Starting IP addregs: | 192.168.1.1

Ending IP address: |[192.168.1.254

Subnet Mask:

| (Optional)

Specifi a local pool cantaining a rande of addresses thatwill be used to allocate an

oEEiE

Enter the subnet mask that should be sent to the client along with the IP address.

Maximum Connections Allowed:

N

Cancel | Help

14. U | SE8BE Noiscol FTAKM , AEHRE S TRBERIITESN S S EURBER T

85, #£1if Next,




Eagy WPH Server Wizard - 80% Complete

Group Autharization and User Group Pollcles

[he EaswyH™ Server allows wily 10 gooup e oe users who ane usig Criseo VHN cliernts cr
cther Easy “FHN Szmotz Sl et products. Tae group attributes will be dovenlozded 1hougl- the
cliants or davica that is partt of 3 givar crovp The same Jroug namre should be coqfigured an
the teminie clien nr desice tn ensora thal zpamprate croup athbinies are drvawnlnzied

Click Bee Audd. blon o ded rocre groops e Ecil ., ballon bo edil an ezisting grocp, ur lhe
Clanc... buttcnto crecte a nows croup fram aa cristing groug.

Sclces Group Mam:z Faol D= WS Damain Marme

[w#
% Il >

________ Adc.. | kcit.. | Clone... | Lelete
Iw* Configarz die Timer

Configure 3 imeout walue afer which YPH tunnals from idla clierts shoald be

cleared.

Id e Tirmer: HH b S5

= Back | I‘-lE}{‘Ii | Canczl Help
ik,

15. MRFE , WERABNRBEZEFIBHI(CTCP), BN , #EHNext,



Eacy WPH Server Wizard - 85% Complete
Cisvu Tunmediny Conln vl PrulmuKe TCP)

The cTCF dllovws Ed=y w'PRoclieeils Lo fur cicr brans parerily williool roeodifying revezll
rales You must craale ¢ GF anthe serverin arderto accept ccnnectior s fram rerote clicnts

Leing TP

[ Criahec P
Saecity the part nJAmJers onwhich the Easy PN Serve” neelds W llsten 12t cTCP regaest
frort clients ¥ou can add a mazimur ol 10 pod numke-s.

10007

Usc comma' ' to separabe chrizs.

Help I

= Bark I*.IE;dm Finigﬂl Canczl
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Eacy WPH Server Wizard - 90% Complete

Summary of the Configuration

Click =irish oodeliv2r Uee cosmfigurglion Lo fr2 rooer,

Tunnel Interrace Detal s
Irterfacc: Vidual Templated
Tire Tunnel
Mozle: [FSei- Pye
IP Add-ess: o naumbered to LoophsckC

[

IIE Falicics:

Hazh CF Group AutFentication Zncrwpticn

SHA_ 1 griup? FRE_S-ARE  3DES

| ransTanm set
Mame: CoOM-Z0DC5-0l A,
FS=Facreptinn FSP_ANFS
ES= Inleycily. ES=_SHA_HMAC
i i hode: TURHRHEL

Treminm =l man | o=l vinen Rl -1 1 G- EN Y |

[~ TestwP connectivity ater corfiguring.

= Bark | FinigﬁJ Canczl
—

17. ENEREXIRABEOT  LHAXTEEAEIRME. CUNSESREITS
BB 2175 PC L4 ST #.

Deliver Configuration to Router E|

Help

Deliver delta commands to the router's running config.

Previevy commands that will be delivered to the router's running configuration.

aaa authentication login cizcocp_wpn_xauth_ml_1 local S
aaa authorization network cizcocp_wpn_group_ml_1 local 3
iy local pool S0M_POOL_1 1921651 1 192 16581 254 i
crypto ipsec transform-zet ESP-3DES-SHA esp-sha-hmac esp-ddes

mode tunnel

exit

crypto izakmp profile cizcocp-ike-profile-1

izakmp authorization list cizcocp_wpn_group_mi_1

cliert authentication list cizcocp_wpn_xauth_mil_1

match identity group cisco 3
rliart ~anficn watinn arddvracs racnnnnd S

The differences between the running configuration and the startup configuration are lost whenever
the router is turned off.

[ Save running config. to router's stafup config.

This operation can take several minutes.

Deliver % Cancel |

18. ML HERBBEOE RS TEEEEHBHRSD. ©E RN “Configuration delivered to

Help




router(fi M/& A BB HBES)", Click

Commands Delivery Status

Command Delivery Status:

Preparing commands for delivery...
Submitting 47 commands, pleaze wai...
Configuration delivered to router.

ok [:|
OK

19. B LB B2 Easy VPNARS B, BT LR Edit Easy VPN Server ( 4738Easy VPN
Server ) , ATARBIE RS ER. Cisco IOSIEHES FHEasy VPNIRS S & Ko

vanfigure = Yacumty = WP EaEy YEM Sarvar i

L

(pala Essv VP Sever | BN Easy VM Sarver |

Zloba Cettnogs. . | Add. .| Cdin.. | Deletz

Bilzrr & Ir b2l e I Al riza.ien Lkzes &ulb eelicaliorg il od e o igrs Lo,
CigecCF rof |27 vinual Temp alc” | ciSccep wich oo =PIKD

ToolWER Scract

CLI EE




B RRE

Rout er #show run
Bui | di ng configuration..

Current configuration : 2069 bytes

! version 12.4 service timestanps debug datetime nsec
service tinestanps |og datetime nsec no service
passwor d- encrypti on host name Router boot-start-marker
boot - end- mar ker no | oggi ng buffered enabl e password

Ci SCO !---AAA enabled using aaa newmodel command. Also
AAA Authentication and Authorization are enabled---! aaa
new-model

!

!

aaa authentication login ciscocp_vpn xauth ml 1 local
aaa authorization network ciscocp_vpn group_ml_1 local
|

1

aaa session-id common

ip cef

!

|

|

1

i p donai n nanme ci sco.com

|

mul tilink bundl e-nane authenticated

|

|

!--- Configuration for IKE policies. !--- Enables the
IKE policy configuration (config-isakmp) !--- command
mode, where you can specify the parameters that !--- are

used during an IKE negotiation. Encryption and Policy

details are hidden as the default values are chosen.

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

crypto isaknmp keepalive 10

]

crypto isaknp client configuration group cisco

key ciscol23

pool SDM POOL_1

crypto isaknmp profile ciscocp-ike-profile-1
mat ch identity group cisco
client authentication Iist ciscocp_vpn_xauth_m _1
i saknp aut horization list ciscocp_vpn_group_m _1
client configuration address respond
virtual -tenplate 1

]

]

!--- Configuration for IPsec policies. !--- Enables the
crypto transform configuration mode, !--- where you can
specify the transform sets that are used !--- during an

IPsec negotiation. crypto ipsec transform-set ESP-3DES-
SHA esp-3des esp-sha-hmac

]
crypto ipsec profile C scoCP_Profilel

set security-association idle-time 86400
set transform set ESP-3DES- SHA

set isaknmp-profile ciscocp-ike-profile-1
]




!

!

!--- RSA certificate generated after you enable the !---
ip http secure-server comand.

crypto pki trustpoint TP-self-signed-1742995674
enrol | nent sel fsigned
subj ect - nanme cn=I OS- Sel f- Si gned- Certificate-1742995674
revocation-check none
rsakeypair TP-sel f-signed-1742995674

!--- Create a user account named ciscol23 with al
privil eges.

username ciscol23 privilege 15 password 0 ciscol23
archi ve

log config

hi dekeys
|
!
!--- Interface configurations are done as shown below---
! interface LoopbackO ip address 10.10.10.10
255.255.255.0 ! interface FastEthernet0/0 ip address
10. 77.241. 111 255. 255. 255. 192 dupl ex auto speed auto !
interface Virtual - Tenpl atel type tunnel ip unnunbered
LoopbackO tunnel node ipsec ipv4 tunnel protection ipsec
profile CscoCP_Profilel ! /--- VPN pool named
SDM_POOL_1 has been defined in the below command---! ip
local pool SDM_POOL_1 192.168.1.1 192.168.1.254

!--- This is where the commands to enable HTTP and HTTPS
are configured. ip http server ip http authentication

local ip http secure-server ! I I I control-plane ! line
con O line aux O !--- Telnet enabled with password as
cisco. line vty 0 4 password cisco transport input al
schedul er allocate 20000 1000 ! ! ! ! end

Wi

Easy VPNES 88 — showdr &

ERAER D AIEIAE BRER ERIZTT.

- show crypto isakmp sa - £ R &4k LA 248 IKE SA.

Rout er #show crypto isakmp sa

| Pv4 Crypto | SAKMP SA
dst src state conn-id slot status
10. 77. 241. 111 172.16.1.1 QM_IDLE 1003 0 ACTIVE

- show crypto ipsec sa - E "3 F4 ERFTE X8 IPsec SA.
Rout er #show crypto ipsec sa
interface: Virtual - Access?2
Crypto map tag: Virtual - Access2-head-0, |ocal addr 10.77.241.111

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.1.3/255.255.255.255/0/0)

current_peer 172.16.1.1 port 1086
PERM T, flags={origin_is_acl,}



#pkts encaps: 28, #pkts encrypt: 28, #pkts digest: 28
#pkts decaps: 36, #pkts decrypt: 36, #pkts verify: 36
#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors 2

local crypto endpt.: 10.77.241.111, remote crypto endpt.: 172.16.1l.1
path mu 1500, ip ntu 1500, ip ntu idb FastEthernet0/0
current outbound spi: Ox186C05EF(409732591)

i nbound esp sas:
spi: O0x42FC8173(1123844467)
transform esp-3des esp-sha-hnmac

P B B

oM EERER (XEEMAS ) (OIT) XIFEL show @i H. A OIT AIEEX show S %
HE D,

AR : ERHdebugis T2 Bl . EZ R A XRdebugts THEERE S

HXER

- |Psec {hE8/IKE

. Cisco Configuration Professional fRiEA [ 135
BNEREER - BHEE

- BAREZFHHY - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/guides/CiscoCPqsg.html?referring_site=bodynav
//www.cisco.com/cisco/web/psa/default.html?mode=prod&level0=268437899&referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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