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Tenant: tnl EPG_18@

VRF: vl pcTag 16388
Segment: 2949121 ED_1@
ClassID: 16386 18.1.1,254/24

0SPF L30ut

SVI 108
172.16.1880.x/24 F
OSPF_ExtEPG Ethl/2 '
EXhiEE PcTag 32774 * )
Hostl
SVI 18
18.1.1.1/24

Failover

FW2 = Standby FWl = Active
SVI 180
172.16.108.2/24
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| eaf 101# vsh_lc

nodul e- 1# debug platform internal roc elam asic 0

nodul e- 1( DBG el am i nsel 6) # trigger reset

nodul e- 1(DBG- el an) # trigger init in-select 14 out-select 1

nmodul e- 1(DBG- el am i nsel 14) # set inner ipv4 src_ip 10.1.1.1 dst_ip 172.16.100.2
nodul e- 1( DBG- el am i nsel 14) # start

nodul e- 1( DBG el am i nsel 14) # status

AR  BFIREATEEETERER !

<sni p>

Capt ured Packet

<sni p>



I nner L3 Header

DSCP : 0

Don't Fragnent Bit
TTL : 254

I P Protocol Nunber
Destination IP

0x0

| CVP
172.16.100.2 <<<- - - -
Source IP 10.1.1.1 <<<L- - - -

<sni p>

Contract Lookup ( FPC)

I CVMP( Ox1 )
2048( 0x800 )
52579( 0xCD63 )
(src pcTag)

(dst pcTag)

I P Protocol
L4 Src Port
L4 Dst Port

sclass <L m o

16388 ( 0x4004 )
16386 ( 0x4002 )

dclass <L m o

<sni p>

Contract Drop :
Contract Logging : yes

Contract Applied : no

Contract Hit yes

Contract Aclqgos Stats |Index : 81824

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81824" )

HHREETRENCHRFAEE", ANERATHEHAEE :

- SCLASS 7716388 , ENEPG_10KypcTag,
- DCLASS916386 , EIVRF v1#ipcTag.
BTk, RUFVRFHYZ XA

| eaf 102# show zoning-rule scope 2949121

| Rule ID |
Action |

SrcEPG | DstEPG | FilterID | Dir |
Priority |

oper St |

| 4131 | 0 | 15 | inplicit |
deny,log | any_vrf_any_deny(22) |

| 4130 | 0 | 0 | implarp |
permit | any_any filter(17) |

| 4129 | 0 | 0 | implicit |
deny, | og | any_any_any(21) |

| 4132 | 0 | 49155 | inplicit |

uni -dir | enabled |

uni -dir | enabled |
uni -dir | enabled |

uni -dir | enabled |

2949121 |
2949121 |
2949121 |

2949121 |



permt | any_dest _any( 16) |

| 4112 | 16386 | 16388 | default | uni-dir | enabled | 2949121 | tnl: EPGto-L3CQut |

permt | src_dst _any(9) |

| 4133 | 16388 | 15 | default | uni-dir | enabled | 2949121 | tnl: EPGto-L3Cut |

permt | src_dst _any(9) |
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177 MEPG_10(16388)E|OSPF L30ut/5 i M4 #8154 E(0.0.0.0/0 = 15), B8R , Kk H
172.16.100.28 7 B FEVRF v1#IpcTag(16386) F47i2.

BERITR

F£OSPF Ext_EPG T A IIL3Outty EiE 7 M,

External EPG - OSFP_ExtEPG 0 o
Policy Operational Health Faults History
General Contracts Inherited Contracts Subject Labels EPG Labels
o £ %
pcTag: 32774

Contract Exception Tag:

Configured VRF Name: v

Resolved VRF: uniftn-tn/ct

QoS Class: | Uns

Target DSCP: | Unspecified

Configuration Status: applied

Configuration Issues:

Preferred Group Member: m:\
P
Intra Ext-EPG Isolation: ( Enforced Unenforced

Subnets: +

« |P Address Scope Name Aggregate Route Control Profile Route Summarization Policy

External Subnets for the E

LR IB2NBR

1. KRB EE FRHFHRELOSPF_EXtEPG pcTag F#r18(32774)
2. DI LA fo 57 AEPG_10M10SPF_EXtEPGHI#

| eaf 102# show zoni ng-rul e scope 2949121

ocmoanannas S - S R I ocnoeannan ocmccannan -
R R R + | Rule ID| SrcEPG| DstEPG | FilterID| Dir | operSt |
Scope | Nanme | Action | Priority | +--------- e Fomee-- - R Fom e +----
----- oo+ | 4131 O] 15| inplicit
| uni-dir | enabled | 2949121 | | deny,log | any_vrf_any_deny(22) | | 4130 | O | O | inplarp |
uni-dir | enabled | 2949121 | | permit | any_any_filter(17) | | 4129 | O | O | inplicit | uni-
dir | enabled | 2949121 | | deny,log | any_any_any(21) | | 4132 | O | 49155 | inplicit | uni-dir
| enabled | 2949121 | | permt | any_dest_any(16) | | 4112 | 16386 | 16388 | default | uni-dir |
enabl ed | 2949121 | tnl:EPGto-L3CQut | pernmit | src_dst_any(9) | | 4133 | 16388 | 15 | default |
uni -dir | enabled | 2949121 | tnl: EPGto-L3Qut | permt | src_dst_any(9) | | 4134 | 16388 |
32774 | default | bi-dir | enabled | 2949121 | tnl:EPG-to-L3Out | permit |
src_dst_any(9) | <<<----

| 4135 | 32774 | 16388 | default | uni-dir-ignore | enabled | 2949121 | tnl:EPG-to-L30Out |
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B XA LBE , BATTLAHEIRM172.16.100.2E110.1.1. 1R E , MERKH102L :

| eaf 102# wvsh_lc
modul e- 1# debug platform internal roc elam asic 0
nodul e- 1( DBG el am) # trigger reset
nodul e- 1(DBG el am) # trigger init in-select 6 out-select 1
nodul e- 1( DBG el am i nsel 6) # set outer ipv4 src_ip 172.16.100.2 dst_ip 10.1.1.1
nodul e- 1( DBG el am i nsel 6) # start
nodul e- 1( DBG el am i nsel 6) # status
ELAM STATUS

Asic O Slice 0 Status Triggered

HRERRERER !

nodul e- 1( DBG el am i nsel 6) # ereport
Pyt hon avail abl e. Conti nue ELAM decode with LC Pkg
ELAM REPORT

Capt ured Packet

L3 Type . I Pv4
I P Version 4

DSCP 0

| P Packet Length
Don't Fragnent Bit
TTL

I P Protocol Nunber
I P CheckSum
Destination IP
Source IP

84 ( = | P header (28 bytes) + | P payload )
not set

255

| CWP

32320( Ox7E40 )

: 10.1.1.1 <<<m - = -
: 172.16.100.2 <<<----

Contract Lookup ( FPC)




I P Protocol o ICWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port : 19821( 0x4D6D )

sclass (src pcTag) s 1( 0x1 ) <<<L- - - -
dclass (dst pcTag) : 16388( 0x4004 ) <<<- - - -
src pcTag is fromlocal table 1 yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Uni cast / Fl ood Packet > no

If yes, Contract is not applied here because it is flooded

Contract Drop : no <<<----
Cont ract Loggi ng 1 no
Contract Applied : no <<<----
Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81903

ERIDRKAE , WHITUTERE

nodul e- 1(DBG el am i nsel 6) # trigger reset
nodul e- 1(DBG el an) # trigger init in-select 6 out-select 1
nodul e- 1( DBG el am i nsel 6) # set outer ipv4 src_ip 10.1.1.1 dst_ip 172.16.100.2
nodul e- 1(DBG el am i nsel 6) # start
nodul e- 1(DBG el am i nsel 6) # status
ELAM STATUS

Asic 0 Slice 0 Status Triggered

RERNERSS

nodul e- 1( DBG el am i nsel 6) # ereport
Pyt hon avail abl e. Continue ELAM decode with LC Pkg
ELAM REPORT

Capt ured Packet

L3 Type ;I Pv4

I P Version T4

DSCP 0

| P Packet Length : 84 ( = |IP header (28 bytes) + IP payload )
Don't Fragnent Bit : not set

TTL : 255

I P Protocol Nunber 1 aw

I P CheckSum 1 32198( 0x7DC6 )

Destination IP : 172.16.100.2 <<<----



Source IP ¢ 10.1.1.1 <<L<L- - - -

Contract Lookup ( FPC)

I P Protocol o ICWP( 0x1 )

L4 Src Port : 2048( 0x800 )

L4 Dst Port : 18134( 0x46D6 )

sclass (src pcTag) : 16388( 0x4004 ) <<<----
dclass (dst pcTag) ¢ 1( Ox1 ) <<<- - - -

src pcTag is fromlocal table 1 yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Unicast / Fl ood Packet > no

If yes, Contract is not applied here because it is flooded

Contract Drop : no << - - -
Contract Logging : no

Contract Applied : no <<<m - - -
Contract Hit 1 yes

Contract Aclqos Stats | ndex : 81903
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