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EE  MREMACIKIRER EEZEH BT Intersight BiE |, FEHIIERBEARZZEHETAC
SREZRFRIHERBENFIE, RE , SREMWTACIFZIF ] LUE Intersightfih & £ 1]
HMEZRENERMN LEREMREARATE,

B APICHE % H £ 1% Elintersight - Nexus Insights =& #8581 F

EFANSE , S EATUETAPIC : Nexus Insights =i 3288 B f & Intersight L i 5
ACIXX 5B RE

1. 8 ZE : APIC >R (Apps) >B & %K B A (Installed Apps) >$T FNICCRL (open NICC app)
> TACBhF (TAC Assist) >R & 7 #4(Begin)

2. EEBT R, A58 EHCollect Logs,

3. EMRABZERE , #EView Detailso

4. EELFAEETMAERT , JUKREIRSI,

5. B HBMEZFH AR I F ML A Upload,

BEIINDf & H £ 1% BlIntersight - Nexusi2 &I E ARk I ##

BEFEALSE , S4BT NexusiE $IE AR 7E Intersight £ 3 32 7 BBiEACIZTHRAERE © NexusiZ
g,

1. S E : NexusiZH|ER>F B2 A >R SS>3T FF Nexusiz Sl E AR W #2 > B FEHERR> B BN E R

2. & #HNew Log Collection,
1. IEEnamelid FIE,
2. ER—P A
3. BABEx LE AE XN EIRE,
4. B #Select Nodes , REIEEZET 2.
5. # & Start Collection,
6. AR Z 74 £ 1% Elintersight.com
3. LEERE , BATACH B BN E15,
4. TAC T2 fi REf R 3T Mintersight B BITACR I 1T 247 o

B APIC Ul fit &
BB B BRI R

N o BRIFBFAZFFOLRABER , SNEDEEFRAZFNETE, IREATZHAEE
o, MXHEMITESHEEER, XSTEFMTACEEERRNRCANEED, WMREMT
TechsupportBtBSEE , M E2BRIE LR SHE KA EB M A 2BTE B & X HA & /et E1 Bk
&8 A%,

1. EE B #&d | BFEAdmin > Import/Export > Export Policies > Right-click On-demand
TechSupport > Create On-demand TechSupport,
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2. ERIB R B AN EESFE DM AEMNE,
- MREZBRNVEFTA , FEPSHIEHZR, EANEARIFIUEEXGEIGUIR
Operational ( &4 ) &I+ T K,
« BEPEFARIFHIERBEREEE , LERK APIC R,
+ Source NodesF EX fo F #8485 & & X Techsupport B 33 AL 17 =
3. REHERR , AR B IRER AR F R,

cisco APIC

System Tenants Fabric VM Networking  L4-L7 SQ"'-.-‘.CQSI Admin | Operations Apps

AAA | Schedulers | Historical Record Policies | Firmware | External Data Collectors | Config Rollbacks | Import/Export

Import/Export =) © | On-demand TechSupport
t
C» Quick Start

o 3 % -

3 Exnort P « Mame Start Export Export Source Controlle Category

s ' Now to Destinatic Nodes
Sug Controlie
| > On-demand TechSupp

Create On-Demand TechSupport Qe
Name: | My eyl
Export to Controller: [+
5.1

For App: []

Include pre-upgrade logs: |:

Include All Controllers in

5.2 TechSupport: =
5 3 Source Nodes: |select sy

Specify TechSupport Time Range: [ ]

Category: | All = >

S o= I

1. SMENBENEEBARAIFRE, EUATNVETREQZENZEE : Admin > Import/Export >
Export Policies > On-demand TechSupport > Expand On-demand TechSupport folder > $
BRECANRRESWERRZE,

- FEERRTEEFRAIHRBUETERPREABY , ARRERFAEFERALE
WEH R T,
2. ERR  THRBERRZEFER.



i nin
cisco  APIC

System Tenants Fabric VM Networking  L4-L7 Services Admin Operations Apps

AAA | Schedulers | Historical Record Policies | Firmware | External Data Collectors | Config Rolbacks |  Import/Export

Import/Export ® = © On-demand TechSupport - 0_My_Techs @
O Quick Start . sl

Collect Tech Supports [ —_—

o
o
|~
»
[

Namea My Tect Fallect Tech Sunnorms
> TechSupport 2 n Name: 0_My up_{ Coliect Tech Suppons] .2
) . prt to Controller: [
n-demand TechSupport
I E 0_My_Techsup_Policy Delete

Collect Tech Supports ] ] Include All Controllers in
TechSupport

Include pre-upgrade logs: []

=l

Source Nodes
Specify TechSupport Time Range f ]

Category: | Al x

W& & KB Techsupport,

1. MREERBEAZFHERGEASHIRER  WITAREMARARIGXHNSHELR (&
BIE )
2. MREERASHIERESR  BEMEBERBRAXIEARENRERAZEERE, TUEER
>F A H>S HRE>BERARAFRRI G2 R,
« ERNBEAXFMN T ZEFEAISRBNREETFT. SOXHHRE - MR, F
TEZhttp/https TERX o BN RBE=ZNEE | S XHBRER— Mk,

N orE mERARTF22 , NAAERASEER F kS BITUITF & Techsupports, A
, BEAEECEEEEANRBRHN ALK, ., mEAFTEBIZUITEtechsupport, &
, f471 7T SA6E F sftpER E At 75 5% M A RIAPIC L #Y/data/techsupport/ B 332 Eltechsupport 34

o
Nl
cisco  AP|IC
System Tenants Fabric VM Networking L4-L7 Services Admin Operations Apps

AAA | Schedulers | Historical Record Policies | Firmware | External Data Collectors | Config Rollbacks |  import/Export

Import/Export @ = © | On-demand TechSupport - 0_My_Techsup_Policy o
C» Quick Start - | H
mport P

R - 1of3 30f3 26f3 + | *~

. Node Status  Detail « Collection Export File | Logs Logd DB DB

Un-gemand lechoupport D Status Time Location Size| Location Size| Location Size
I E 0_My_Techsup_Policy Task com 2018-03-2 files/1/te 26 files/1/te 32 files/1/te
E ask T 2018-03-2 files /2t 14 files/2/te 28 files/2/te
B cs (@)  Taskcom.. 2018-03-2..| fies/3pte... | 17..] flesipe...| 21.] lesiape



N B BARZBEMEL URL RERTRT AR APIC, Hl
, files/2/techsupport.tgzZk 7~ AJFEAPIC 2f9/data/techsupport/ B & H % El it 45 E 482

BEBEAR S 1F 4

MRE KB AR ZFNERS HBEHZRED , I GUI 2E R8N ACI TR (APIC T RERBRHLT
R)B=DMURL, 81 URL BEAFENEEXHRE  IEHE—FE. TACEBEERNEBAT
REEMB=/AXH , WEREFAE BRICEHITEED N,

|4 URL GR[BRET B LA =SOSR B ARy —Fp

pa B F5 EANR XK
SH _1of3.tgz TZ/BERAE |FNH
H& _logs_30f3.tgz |[#HEHAE R AHE
DB " db 20f3tgz  |MO #fE N

N i NRBETSHER TR SHIBAE | NE L ERGES R TR
, HREM T REE=ZANAXM

MEFEFEANGRERETEEARAZIFNRE |, FFEAscpIisitp®E Fim ( FlAIWINSCPI
FileZilla ) B MAPICTZEM T 8304

1. 1 (SFTP) E#ZF|® APIC. WENBAXFXHFHEMBTHNAPICH , At ESN
APICUL T BB EN B AR B X IHFEEER,

sftp://admin@10.66.80.178 - FileZilla

Host: sftp://.l.0c.02..72  Username: admin Password: ssssssssss Port: Quickconnect

Status: Connecting to 10.66.80.178...

2. S ZECEER APIC Y /data/techsupport X% ( A APIC Z24ISSHFESRTER ) .



Remote site: /data/techsupport E

? aci
? bin
? controller
v data
? devicescript
? log.lastupgrade
=

.~
Filename Filesize File
I access.log.bk.gz.tar 846,370 tar.
audit.txt 916,910 txt-
I dbgexp_coreexp-default_leaf101_sysid-101_2017-05-22T10-30CST_1495420227 0x102_port.... 13,478,0... gzif

B dbgexp_tsod-ABCTECH_apic2_sysid-2_2017-07-21T08-35CST_10f3.tgz 33,315,631 gzij
B dbgexp_tsod-ABCTECH_apic2_sysid-2_2017-07-21T08-35CST_db_20f3.tgz 31,054,6... gzif
B dbgexp_tsod-ABCTECH_apic2_sysid-2_2017-07-21T08-35CST_logs_30f3.tgz 1,617189... gzij
B dbgexp_tsod-ABCTECH_leaf101_sysid-101_2017-07-21T08-35CST_10f3.tgz 8,612,822 gzij
B dbgexp_tsod-ABCTECH_leaf101_sysid-101_2017-07-21T08-35CST_db_20f3.tgz 975,800 gziy
B dbgexp_tsod-ABCTECH_leaf101_sysid-101_2017-07-21T08-35CST_logs_30f3.tgz 908,076,... gzij
I dbgexp_tsod-TAC_Techsupport_apic2_sysid-2_2017-07-20T13-30CST_1of3.tgz 29,360,3... gzi
I dbgexp_tsod-TAC_Techsupport_apic2_sysid-2_2017-07-20T13-30CST_db_20f3.tgz 31,046,3... gzi

EREMITERBFRAZFRBEEN (EAXPIPRNABCTECH ) XK | HIFXENH THIEH
T &L

A B R ST HF

EXRBEARZFEL  BERATBELREE , RN ERERRIFREHETENAR., BR
, BREBRARIEFNREFTELKBAL , BHILEB T T2EE APIC £E,



AR ATEBNERT R EMAEREATE , Bt , MR ITXIAFFEAPICKRER B
RX%F , BAEEFPNENAPICLRMETZHT.

R FEARZFERIR

- APICRZ£EE,

« APICHE KR ZITACIZ# M,

« ACIRHEEXREAPICHEE.

« AEPREMPERIEIRFRARIFRE (KD ),

JBid APIC CLI it &

1. EAEERFIEITIFE APIC By SSH £1&,
- MREBTEFERAEEAZIEER , BEAMAF BArescue-user, %A LA &admin local A
FHE.
2. iz {Tbash -c“techsupport local’#F ¥ o
<#root>



Using username "admin".
Application Policy Infrastructure Controller

apicl#
bash -c "techsupport |ocal"

This command 1is being deprecated on APIC controller, please use NXOS-style equivalent command
Running bash commands
Completed 1 of 10 commands

Completed 10 of 10 commands
Starting data compression
Techsupport collected at /data/techsupport/Tocal_apicl_2018-05-29T08-17.tgz . Please remove the fj

3. TEHARMHEARZ R,

« EIA : fEASCP T #techsupport3X ¥ :
- WinSCP =} pscp.exe ( Windows AF )
- 753 SCP &/ iw (MAC AF )

« JETB : EAHTTPS TEHEARIZEFH -
1. STFFXI YRS , 20 Chrome = Firefox.
2. & ZE : https://<aci.apic.ip.addr>/files/<apic#>/techsupport/<ts_filename>

- 5l ;. https://a.p.i.c/files/1/techsupport/local_apic1_2018-05-29T08-17.tgz

. FAEEAKIERER,
4. MRHIART , FREJ LB THRTZERRTFXMH

W A CLI k&

1. EREERAKIET TG ACI XHH SSH 2iF,
WMRAPICHE R KRB , B MM Badmin,

2. 7z21T8% % : “techsupport local’s

<#root>
fab5-leafl#
t echsupport | ocal

Running bash commands
CompTleted 1 of 9 commands

CompTleted 9 of 9 commands
Starting data compression
Techsupport collected at /data/techsupport/local_fab5-Teafl_2018-05-29T08-16.tgz . Please remove the fi

3. FEAHE AR,

« JEIA : EFSCPMACIK IR T Htechsupport 3 44 :
- WInSCP = pscp.exe ( Windows F F° )
- ZR#th SCP &Fuwm ( MAC AF)

« JEIB : BEAPICEAHTTPS TEHFE R4 -



1. BFEIAPIC CLI ( EEATHRINAPIC )
2. A AT i techsupport X MACIZZ # ML 4% 5 ZIAPIC
- scp <T R B> : /data/techsupport/<ts_filename> /data/techsupport
- 7~ : apic1# scp fab5-leaf1 : /data/techsupport/local_fab5-leaf1_2018-05-
29T08-16.tgz /data/techsupport
3. FTFMKES , 70 Chrome =K Firefox,
4. S ZE : https://<aci.apic.ip.addr>/files/<apic#>/techsupport/<ts_filename>
- 4l : https://a.p.i.c/files/1/techsupport/local_fab5-leaf1_2018-05-29T08-16.tgz
5. FAEEAKIEER,
6. MREIMERR , FRFN R T HIRTERRFXAF

CIMC AR i
B@iX CIMC Ul %

A AR EAPIC CIMCHEARXIFUEEEAPICHLFEHEKXH BE. CIMC show tech Al LATE A i F 3R
, A LAMCIMC Adminik I = B9 Utilities 2B 90 K 1% R 2 &

yrated Management Controller

Compute

Networking L + Last Technical Support Data Export
* PID Catalog
Status:  COMPLETED{100%)
~ Upload Status:  MJA
Last Generated Time:  Fri, 09 Oct 2020 09:03:34 +0000

Storage

Activation Status:  N/A

Ster vigate to Admin Dropdown

ap 2: Navig
User Management v Cisco IMC Last Reset v Inventory Data
HNetworking Status:  graceful-reboot Status: COMPLETED

Communication Services

« Cisco IMC Configuration Import/Export v VIC Adapter Import/Export
Security Managemeant
Action:  NOME Action:  NONE
Event Management
Status:  MNOME Status: NONE
Firmware Management
Diagnostic Message: NOME Diagnostic Message: NONE

Utilities

Device Connector
= Eartans Aafaolt @tatoc

B CIMC CLIftA

£ APIC CIMC CLI %A :

# scope cimc

/cimc # scope tech-support

/cimc/tech-support # set tftp-ip 192.168.1.1
/cimc/tech-support *# set path \techsupport\showtech
/cimc/tech-support *# commit

/cimc/tech-support *# start

[N S S S A |



FEMTCIMCH R X i

T HE T show techin S PRI FEXRBFER,

Techsup X H/{LE iR
BEFHATEHMBEZEERFHRES. £28
var/ g%@%ﬁ# , 30 SOL F IPMI 1% BB B RV EL
var/log DEB/ANBZAERAFHEE,
obfl/ BERFNIEZREBFTHEE,
£ k5 KRR EMSEL
show tech-support XX A3 LA K BIOSHE R X 15X
mp/ AN, RENEAXHIEMEHRE, WK, R
. REM BIOS RAEE.
mctool REVEXRCIMCRESHWERE L,
P 4% REIY AN EEENEEFEE.
obfl FREEE A& (RBEHERE ) »
SHEE FRENSE R /var/log/messages 34 o
Bk B AL T BHRR S E BiER,
& 2R 3k BIPMIAY = 8% 2R 1R
B8 IR x86#Y = Al BB IFURZS

R, B4, WESF (TacOutput)

TAC AT AEREH RCA BEMENHMEESR AL , AINEE. SHENFLE,




BZEZB7 , showtech BEEEXLERNRNFE , BENEEHKSE 10,000 FidFkK, EEEBERLT
, TACEEREIZRE , miziBid10,000518 F.

Noxm MIRA5.2(1g)FF 16 , AT SAEFACLIGR = MAPICALR B R R UIEEIX LM I R, BR
, H5.3(x)M6.0(3d) 2 BIAV R A , NEMAAIREL ZREFMBARHEIER, EXMERT
, BWERA T —8F % 5 iy aci-tac-scripts 7 4i& & # & #7 AR A< A RS

Eid Trigger Tacoutput - 5.3/6.0(3d) % E & R A it %

X FIE1ThRA<5.3/6.0(3d) R E S RAKIACIZIIRAERE |, trigger tacoutput h B, HE, FitFEAM
HEEHERR A B IR T LA RERT)

<#root>
apicl#

trigger tacoutput

Select corresponding numbers of objects to collect. Separate numbers with commas. *Note, topSystem, fab
Ex: 1,2,3,4,5

1. faultInfo *collected unfiltered

2. faultRecord

3. eventRecord

4. aaaModLR *collected unfiltered
5. polDepToymentRecord

6. epRecord

7. healthRecord

8. healthInst *collected unfiltered
Enter selections:

1,2,3,4,5,6,7,8

Enter record start date (format: 2019-12-15T00:00:00) *default is one month prior to current date:
Enter record end date (format: 2019-12-15T00:00:00) *default is current date:

. collection runs...

2021-12-17T08:19:59 TacOutput collection completed.

2021-12-17T08:19:59 Verify files and file sizes at /tmp/TacOutput2021-12-17T08-16-19
2021-12-17T08:19:59 Compressing files...

2021-12-17T08:20:01 Compression completed

Logs available for SCP or SFTP download from /data/techsupport/TacOutput-2021-11-17T08:18:06-t0-2021-12
To download through your web browser go to

https://<apic address>/fil es/1l/techsupport/TacQut put-2021-11-17T08: 18: 06-t 0-2021-12-17T08: 18: 06.t gz

Note: in the URL previous 1 denotes the APIC ID 1, if script was run on APIC-n, then n must be specifie

To remove files when done run
rm -rf /tmp/TacOutput2021-12-17T08-16-19
rm -f /data/techsupport/TacOutput-2021-11-17T08:18:06-t0-2021-12-17T08:18:06.tgz


https://github.com/datacenter/aci-tac-scripts

B U SR Tacks H B A<t &

N FEITEF5.3/6.0(3d)HIACIZ#4ERE | aci-tac-scriptsfFfiE FEH IR W ETacii HEIAK | ZFM@E
RAEELUEOERNtrigger tacutput@i -

<#root>
apic#
/tnp/ col | ect TacCQut puts. sh

Select corresponding numbers of objects to collect. Separate numbers with commas. *Note, topSystem, fab
Ex: 1,2,3,4,5

1. faultInfo *collected unfiltered

2. faultRecord

3. eventRecord

4. aaaModLR

5. polDeploymentRecord

6. epRecord

7. healthRecord

8. healthInst *collected unfiltered
Enter selections:

1,2,3,4,5/6,7,8

Enter record start date (format: 2019-12-15T00:00:00) *default is one month prior to current date: 2019
Enter record end date (format: 2019-12-15T00:00:00) *default is current date: 2020-01-05T00:00:00

...script collection runs...

Compression completed
Logs available for SCP or SFTP download from /data/techsupport/TacOutput-2019-12-25T00:00:00-to0-2020-01
To download through your web browser go to https:///files/1/techsupport/TacOutput-2019-12-25T00:00:00-t

BRIBR /B D 3L
&3 APIC UI i

ACI AT KA APIC BES N HEBAATEHRENENNESTH. NRRGEHE-H#HBHIAK
R, ML RO X AERMBZHER, HRBERFLERNZOXER , B SERBENSE
o IAUAPIC LRVHZRRE , RESERZ O X FHREEHE APIC,

APIC GUIR#— 1ML E , B TIRERMRBRET SO X H,.
A LA i3 Admin > Import/EXPORT in Export Policies > Core 8| 2 #7875 H 5K &

B IRIARORE , TIERE TR, £, ALK O X EBEZ 4% M ZIAPICIEH
2R HIRAI , MAERNZORE THREIEN].


https://github.com/datacenter/aci-tac-scripts
https://github.com/datacenter/aci-tac-scripts/tree/main/collect%20TacOutput
https://github.com/datacenter/aci-tac-scripts/tree/main/collect%20TacOutput
https://github.com/datacenter/aci-tac-scripts/tree/main/collect%20TacOutput

Systemn Tenants Fabric VM Metworking  L4-L7 Senices Admin Operations Apps

AAA | Schedulers | Historcal Record Policies | Firmware | External Data Collectors | Config Rolibacks: | import/Export

Import/Export EE :

- Core Export Policy - default i

Quici Start
+ I kmport Policles Operational  Faults  History
v I Rolback Policies
8] 5

4 I Expont Policies o i ACTIONS

+ I TechSupport Properties

+ I On-demand TechSuppant Nama: dofault

+ I Per-Feature Container for System TechSupport Data
» I Per-Featurn Comainer for App TechSupport Data
» M S TechSuppon

il s Coliection Type: Gare and TechSupport
T detautt | Expat ta Contredar: =]

¢ I Cortgiration
» I Snapshat Management
» I Remote Locations

Description: | “Rticnal

ABYREER-FERER (MSH ) WO, FHEDFH , TUEFERZO X (R
SR ) TR, BWENEF.

Fabic WM Networking  L4-L7 Sanvices Adrmin Operations Apps

AAA | Schedulers | Historical Record Policles | Femmwame | Exemal Dats Collectors | Confy Rolibacks | Impont/Export

S ILL] o Exoort Poiicy - defaut

I Quick Start

+ I import Policies. Poley Fauhs Histoey

+ I Rolback Policies

4 M Export Policies m

» I TechSupport O‘ i ACTIONS
+ I On-gdemand TechSuppon
+ I Pur-Feature Container for System TechSupport Data I,“m Swius  Colection Time Export Location = Fibe Se
b I Per-Feabure Contalner TechSu Data
-Foatarh Contluge fof App ppost De 0 8 B017-05-22 10:30...  Plos/2 / xp-cofault_leal101_syski-101_2017-08-23T10-30CST_1465430227_0x102 Ji 16042 tar 13478099
» IR 2vS TechSupport
4 M Core 1 [] 2017-08-01 10:10:... files/1/ecl o -cefault_apic] sysid-1_3017- 1T10-10C5T. n 1277, 0285395

T dotaut |
+ I Configurasion

+ I Snapshot Management
» I Remote Locations

BAURTSHVESENNAFTHEGHRE. HIRRE , BEM APIC i

System anants ic \ 1 Authentication Required
https:if10.66.80.178

M Cuick Stant
» I ¥npon Policies
+ M Rolback Policios
4 I Export Poicies
+ I TechSupport 8 +
+ M On-gemand TechSupporn -
+ I Per-Festura Cortainer for System TechSupport Data

M per-F Container f Te Data T
¥ eature. miner for App TechSupport 101 ) 2017-05-22 1 - ==
1

©  2017-08-0110:10:.. Sea\fechuuooon/d :siefauit_aoiclseaid-1 2017-08-01T10-10CST snmpd bin 109,277 gz 18265398

Username  admin

Paseword | sessesees 4

» I A5 TechSupport
4 M coro
» I Configuration

+ I Snapshat Management
» I Remote Locations

B4, A@E SSH/SCP W&/ FrfE APIC B9 /data/techsupport 3X44F 3 5 i @) #% 0 34



EE  ROEEEE S —NAPICH /data/techsupport IR ; B0 X443 B )
APICTAI B S HMUBRERKE , MGUIFFTR. Hlan , RS KA E BUfiles/3/FF L , MiZ
ST A3 (APIC3) L.

B AL CLI &

EREEERT , RHBETFHROTEZEFIBIAPIC |, ALE R ALH/logflash/coreh #H El, T LAE
N SCPE#ERREIEY, , b AT UB X 4B EIAPIC , REMAPICHBBRSCPREERE].

W EM A 2= W &/ logflash/core Y /0 XA AR B At BRR MRS 5L

#Run on an ACI Leaf Node, Copy from here
bash -c '

# set this to correct Teaf name
Jeaf="$(hostname)""_data"



# collect data

mkdir /data/techsupport/$leaf

cd /data/techsupport/$leaf

show system reset-reason > show_sys_rr.log

vsh -c "show logging onboard internal reset-reason" > show_logg_onb_internal_rr.Tlog
vsh -c "show logging onboard stack-trace" > show_logg_onb_stack-trace.Tlog

vsh -c "show Togging onboard card-boot-history" > show_logg_onb_card-boot-history.log
vsh -c "show processes log details" > show_process_log_detail.log

df -h > df.log

1s -1iah /logflash/core > logflash_core.log

cp /var/log/dmesg ./

cp -rf /mnt/ifc/log/last_run/ ./

mkdir bootflash; cp /bootflash/mem_log* ./bootflash/

mkdir mnt_pss; cp -rf /mnt/pss/* ./mnt_pss/

mkdir mnt_pstore; cp -rf /mnt/pstore/* ./mnt_pstore/

mkdir logflash_core; cp -rf /logflash/core ./logflash_core

# compress and combine files
cd /data/techsupport
zipfile="$leaf"".tgz"

tar -zcvf ./$zipfile ./$leaf/*
rm -rf ./$leaf/*

rmdir ./$leaf

echo
echo " ///// Please collect /data/techsupport/"$zipfile" and upload to SR ///////"

#copy to here

APIC B AR

JEBid APIC Ul fit &

MR APIC RRIEREAF , BEROFERE , M E N ZNAZSENRFRARAIFRE
, MR EE B E#IT D,

ZERBALBIEE > SA/SH > FHER > QIBRERARZIFCE, For AppE —MFEILM
, EAVRAFEE - APICRARBERE !



ng L4-L7 Services Operations Apps

Create On-demand Tech Support
C MName: SSDUpgrader

Export to Controller: [+

For App: [+
App ||

Cisco/ELAM Assistant
(Beta)
pluginContr

Cisco/ExternalSwitch
pluginContr

Cisco/Nexus Insights
Cloud Connector
pluginContr

Cisco/SSDUpgrader
pluginContr

Integrations

L2 1>

o des

af-101

Cancel

BIRRERSS , WWREHExport to Controller , N A] LARIE 1Z R B& it & W 8E |, LA EEtechsupport H £

H A M “Operational” i W+ T #o

N AE LB 4 (AVE)
VEM X

B AVE T R CLI ik

B AVE CLI #E1TEA T8, show techfE/tmpE & H UL,

<#root>
cisco-ave:~$

vem support all

This can take some time. Please wait.

Copying dpa logs

B LAER SCP fFH S o



Generated /tmp/dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_Togs.tgz

cisco-ave:tmp$ tar -tf dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_1ogs.tgz
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_1ogs/
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_1ogs/cisco-vemlog. txt
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_1ogs/cisco-vem-support.txt
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_1ogs/cisco-vemdpa.txt

dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_1ogs/log/redis/
dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_1ogs/log/supervisor/

vCenter/ESXI 4B &

Eid vCenter/ESXi Ul it &

VeenterMIESXEN BETUEH , I TEHNWRERBGA T

" | bdsol-aci02-vc.cisco.com | ] f@ éiﬁ | @Actions -

| Getling Started  Summary | Monitor | Configure

@ Actions - bdsol-aci02-vc.cisco.com L(

Tasks & Events

System Logs

Sessions ’

. { Issues

[ Journal de vCenter Server [vpxd-7.log]

)

' New Datacenter...
7 New Folder...

¥@ Deploy OVF Template... L

|
Export System Logs...

2019-02-25T13:44:33.725Z Section for VMware VirtualC @ Assign License... =¢
2019-02-25T13:44:33.725Z info vpxd[7F2C8BC78700] [¢ a
2fae-5b5366d59890) Settings
2019-02-25T13:44:33.726Z info-vpxd[7F2C8BC78700] [ yCenter HA Settings a
2019-02-25T13:44:33.747Z info vpxd[7F2C89BB7700] [¢ a
vim.AuthorizationManager.hasUserPrivilegeOnEntities -- Tags & Custom Attributes » 4
2019-02-25T13:44:33.747Z info vpxd[7F2C89BB7700] [€ 3
2019-02-25T13:44:33.773Z info vpxd[7F2C89BB7700] [¢ ~ Add Permission... a
2019-02-25T13:44:33.875Z info vpxd[7F2C8AF5E700] [  Alarms p Ife
-- 52157544-2f06-726e-b804-591af4eab9cc(52fd6131-ce

2019-02-25T13:44:33.875Z info vpxd[7F2C8AF5E700] [(,. Update Manager P 5



1 Selecthosts Select hosts

Select host logs to put into an export bundle. You can optionallyinclude vCenter Server and vSphere Web Client logs in the bundie.
2 Selectlogs
Iy~ Q, Filter -
MNarme Status Cluster Datacentar Version
™ El 10.48.16.70 Connected [ AVE-Cluster [ig PODO2 6.0.0
M [g 10481682 Connected ) AvE-Cluster [5 PoDO2 6.0.0
[+ |i| 10.48.16.83 Connected @ AVE-Cluster b PODO2 6.0.0

E Include vCenter Server and vSphere Web Clientlogs.

The vCenter Server system you selected does not support export of individual system logs. All
system logs will be exported from vCenter Server,

Next Cancel

Nexus Dashboard Orchestrator (NDO) , 81 & MSO
W R IR &

JEIINDO/MSO Ulfit & - MSO Pre-2.x

ontroller Status 3 /73 n Welcome, Admin #

woting Report

Troubleshooting Report b 4
o

Select Logs

Sites
Tenants
Schemas
Users
Infra Logs

DOWNLOAD

JBIINDO/MSO Ulfit & - MSORRAR2.x

1. MMSO GUIH , #HfisettingsE¥r.




2. N Tl &R A% System Logs.
3. BB HEOFN TR,

1
el Multi-Site Orchestrator (Production) gz @ W

About MO

Audit Logs (50000 Logs)

Systemn Logs »

admin (Admin User)

ot ek a e Lo

acimen (Ademin Usar)
1

on admin (Admin User)

admin (Admin User)

Jun &, 2021 acmin (Admmin Usar)

JEIINDO/MSO Ulfit & - MSOhR 2 3.x % B & hix 4~

= Multi-Site Orchestrator

@& Dashboard

rn Application Management Te (2 h S U p p O FT

5 Operations
1 Ope 1 System Logs o/

Backups & Restore

External Streaming Available Logs
Tech Support Off Database Backup
Server Logs
Remote Locations Select Logs Count of Servers
All Logs 0

Infrastructure

£ Admin

1. EMSO GUIK ¥ %7 | ITF System LogsRE., EFBRE>FARZE,
QERGHEREMALA , AT HERA.



System Logs X

Download Logs o

Database Backup Server Logs 2 Download

t&

BERETHMN B

4. BERTHEA.

FRET E N EHETRIEHRE, RESBUTEE ARG, BRENX, #HFENX.
JSONHEXH AP E L, infra_logs.txt XH4EHREEHATE BE

BEIINDO/MSO UIEI5R- MSORMRZA3.x &% B & AR A

REBEMLUARARNERBNT oM. BEXNAFHEXRRN A XA AESTELENEZIEMN
E8 |, BFS U T8, https://www.cisco.com/c/en/us/td/docs/dcn/mso/3x/configuration/cisco-
aci-multi-site-configuration-quide-301/aci-multi-site-logs.html

MM FZ AR
&3 NDO/MSO Ul k&

MSCH #&% HE T SUEAJSONB R TH , X ACSV,

Audit Logs (31



https://www.cisco.com/c/en/us/td/docs/dcn/mso/3x/configuration/cisco-aci-multi-site-configuration-guide-301/aci-multi-site-logs.html
https://www.cisco.com/c/en/us/td/docs/dcn/mso/3x/configuration/cisco-aci-multi-site-configuration-guide-301/aci-multi-site-logs.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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