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0 2.5.6 RN MR EH B OWAEHR T EE P H ZMExchange [RF 2R R RS . N H4M
N Exchange R 25 28 P £ B9 AN 8 Bl B A0 27 AR S5 4R iR

©2.5.7 B 4 MBEWANZ S LKW , BHERAEESEREITG

0 2.5.8 AR - NFAMWAESF BB EF PR IFEE | H EH GO WAE L/ A0
ZRS

»2.5.9 [B]# 5 : MR OutlookFE PR EANTLM |, E#E TH#HIXFEAAO.

- 2.5.10 FB5F RN . B MITE HExchangehE A /g F/ERKerberos 3K iF. T3
ENTLM ( B5.14 )

. 3 MAPI AOB FiE%

MAPIIN®E 2§

MAPI113E 88 AT {£ {tMicrosoft Outlook Exchange B FHB 47 &, Exchangeflf EMSMDBIHY |, %
D REMS-RPC L , MMSMDBIHM X EATCPEHHTTP ( A% #F ) ENEFR LR,

MAPI A0 #Microsoft Outlook 2000E2007& i , AT EFNFEEEFERNRE. FREESH
Wil (XF ) AMEHNLZEEZETL2HEMAPI AOHNIE, MNRIBEFIHNIEEZENEEEEBIRE
BAOLUHITTFOMR AL, AL , TX#FOutlook Web Access(OWA)FExchange-Exchangei®i,

XX BIABERT , Microsoft Outlook 2007 2/8 A MNE ., AINEEF INZ = BEMMAPIRL A 1R 25
JR#x. FEOutlookH , EF“TE">“BFHpHK/" , MR ‘EF" RN EXINETEFER4k/F” , AFE
T F—&", #%#FExchangetk , ARG % $HChange. % &“More Settings(EZRE)” , ARFETH"
Security(Z £ )&+, HUHIER“EMicrosoft Office OutlookFMicrosoft Exchange Server2 [ il
BPE EIEE , MBI,

HE , B LR A RIEEZEAExchange Serverfy PTG F F 0%,

General | Advanced Security | Connection | Reenote Mail |

Encryplicn

[¥ Encrypt data between Microsoft Office
Outlook. and Microsoft Exchange Server

User identification
[ Abways prompt For user name and password
Logon network securiby:
[KcrbcfursiNTl.M Password Authentication E‘

]ﬂmd|nwﬁr

HEUTHERT , MAPI AOT AL B E S

- INBEE (FHLEEAAO)
- AXENEF R ( HRSLERAAO)
- BEMEN D EIR. FELRNMRSHFRS < ANABTCPEEM M. ST IRENER



http://social.technet.microsoft.com/forums/en-US/exchangesvrclients/thread/ca595cd2-bb85-4c40-910d-1b037db9aaf5/

B, TR EEBIETMEEAHAO,
- HWAER A , HFFims il EEE LB VM RERE.
- SWAESH AMAPIREMNEZRFEF TN , FFRSBIMLEE,

OutlookZF F ik MRS/ EXTEPBEIMNREKAN —HATCPEEHEITRE, HXEKASP , WRIAF
AUEEMEE  FERBEFSEISCENMBHER, TR UENTFSMREATTERS
BREE RS ER. ( DAXHRIBEBEMEFENTERSR L. )

KERA A FT A MAPIE A5 50 XA M BRSO BT RN WAEXY . 1R KERA PRy L
ERERBEXEWAE LBEIMAPI AO , MAPI AORIE R EIEX LiERE EMITHNES | FHHEER
VN RBREKA, Rt , TREMKS AT AMANFHITEHERNBRWAE LEEMAPI AO,

MAPIE #2898 FEAE IR 2 Outlook B iR AEIR |, I E &8 B 5 Outlook = LE I 57,

HETFOREFMHT , MAXRANMEENEY FHREMAPI AC , RIEtMAPI AOXZRI{RE KEiE
BRR , AREFNPIHRFMNEE, BXRENMAPIEEREXRZLHNFBHFMEE | 18
S HERRIE £ 54 S E A MAPI R B3R 25 4R B 1% X 3 Y s — 5

£ Fishow acceleratorfishow licenseds 1 iE FMAOHL B FIAA , tN“HERR R A hE M BE" X E PR
Ro MAPIINESFBEZES WAL |, 7 B24908 BEPMA B2 F INiEES.

ETX , FRAB2FT R Hshow accelerator mapifs TR IUEMAPI AOR S ERTS . BHEFEIMAPI
AOBE B H. BITFEM , HEE REERS, MREREEBRBANBA , BRERSHKA , WERREF
A A&,

B2 B UFMAPIIE SR 2

WREGT4A# sh accelerator mapi

Accelerator Licensed Config State Operational State
mapi Yes Enabled Bumnmning ;
AO admin and
I "
Rocelerator Config Ttem Mode iralu}{ 'Dperatlﬂnﬂl state
Read optimization Uzer enab led
Write optimization Usar enab led
Policy Engine Config Item Value
State Registered
Default Action Usa Policy
Connection Limit G000
Effective Limit 5990
Keapalive timecut 5.0 secomds gn?hle_d t
PumizZzations
- Registered state

indicates AO is healthy
- Displays connection
limit

{# Fshow statistics accelerator epm@ S RIEEPM AORBEE T4, REREF KB Total
Handled Connections, Total Requests Successfully Analysed#1Total Responses Successfullydit
HEREREM,

{# Fshow running-configis T RIEMAPIRIEPMAE X E S E EAEE, &HEF FIEmail-and-
Messaging 81 i 12 7 & fEfYaccelerate mapi , 7 B %2 & 2 E X #IMS-EndPortMapper% 3£ 88 f37
EREE , MR :


troubleshooting_overload_conditions.html#MAPI_Application_Accelerator_Reserved_Connections_Impact_on_Overload
troubleshooting_application_acceleration.html
troubleshooting_application_acceleration.html

WAE674# sh run | include mapi
map adapt or EPM mapi
nane Enail - and- Messaging All action optinmize full accel erate mapi

WAE674# sh run | begin MS-EndPointMapper
.. ski ppi ng
cl assi fi er Ms-EndPoi nt Mapper
mat ch dst port eq 135
exit

WAE674# sh run | include MS-EndPointMapper
cl assi fi er MsS-EndPort Mapper
name O her classifier MS-EndPortMapper action optinize DRE no conpression none accel erate
Ms- por t - mapper

{# Fshow policy-engine application dynamicfi ® R iIE 2R B FEISTEHN , MTFFR :

- EREFRAFIDWHN - EPMFIBRETZ TR : uuidadf1db00-ca47-1067-b31f-00dd010662da,
- R FE B8 REExchange RS HE SN E R BB,
- NFEAMNVAPIZEFE , ERER—NEMNEE , HAFIDR : MAPI,

{# Fshow statistics connection optimized mapifa TR EWAASIR & BB EER A LHMAPIERE
o WIEMAPIEREM AccelFIFRARE R M, ZIRREEAMAPIAO , ITFFAIR :

WAE674# show stat conn opt mapi

Current Active Optimzed Fl ows: 2
Current Active Optimized TCP Pl us Fl ows: 1
Current Active Optimized TCP Only Fl ows: 1
Current Active Optimzed TCP Preposition Flows: 0
Current Active Auto-Discovery Flows: 0
Current Reserved Fl ows: 12 <=m—m—m———- Added in 4.1.5
Current Active Pass-Through Fl ows: 0
Hi storical Flows: 161

D:DRE, L: LZ, T: TCP Optim zati on RR Total Reduction Ratio
A: AOMC:. ClFS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

Connl D Source | P: Port Dest | P: Port Peer I D Accel RR
342 10. 56. 94. 101: 4506 10. 10. 100. 100: 1456 0: la: 64:d3: 2f: b8 TMDL 61.0% <----- Look for
IIMII

AR ERA415%  YEIRBRITHEESHTIMI B P, it HESHEWAE L M5 AR EH{E Z/EF
%MAPl&#&H’JﬁaMAPIEEﬁE%&o EXREOMAPIEZE R AN IEZE S HMWE MM EMAESR | 15
S R HERRT 5 54 SCE A RV MAPI B2 053 B3 4R B X T S A9 20 — 5

MR EEAccel 5P MR 5 TGDL I ERE , NIXLEZELO THIZFERAO , MBI ERLL
BT, MRXEIEFEHMAPI AOLIEEI’JE?% , WATBER A N EM—RMBHIMAPIERE, E
RECERNEINBMAPIEEE |, 15 FAshow statistics accelerator mapife+ , M FF7R :

wae# sh stat accel mapi

MAPI :
d obal Statistics


troubleshooting_overload_conditions.html#MAPI_Application_Accelerator_Reserved_Connections_Impact_on_Overload

Ti me Accel erator was started: Thu Nov 5 19:45:19 2009
Tinme Statistics were Last Reset/d eared: Thu Nov 5 19:45:19 2009
Total Handl ed Connecti ons: 8615

Total Optim zed Connecti ons: 8614

Total Connections Handed-of f with Conpression Policies Unchanged: O

Total Dropped Connections: 1

Current Active Connections: 20

Current Pendi ng Connecti ons: 0

Maxi mum Acti ve Connecti ons: 512

Nurmber of Synch Get Buffer Requests: 1052

M ni mum Synch Get Buffer Size (bytes): 31680

Maxi mum Synch Get Buffer Size (bytes): 31680

Average Synch Get Buffer Size (bytes): 31680

Nurmber of Read Stream Requests: 3844

M ni mum Read Stream Buffer Size (bytes): 19

Maxi mum Read Stream Buffer Size (bytes): 31744

Average Read Stream Buffer Size (bytes): 14556

M ni mum Accumul at ed Read Ahead Data Size (bytes): 0

Maxi mum Accurul at ed Read Ahead Data Size (bytes): 1172480
Aver age Accumul ated Read Ahead Data Size (bytes): 594385
Local Response Count: 20827
Aver age Local Response Tine (usec): 250895
Renot e Response Count: 70486
Aver age Renote Response Tine (usec): 277036
Current 2000 Accel erated Sessions: 0
Current 2003 Accel erated Sessions: 1
Current 2007 Accel erated Sessions: 0
Secured Connections: 1 <-----
Encrypted connections

Lower than 2000 Sessions: 0

H gher than 2007 Sessions: 0

BERUTHEE , AUERS B EPERBERMBEMAPIERENZ P imAYIPibit

2009 Jan 5 13:11:54 WAE512 napi
ip: 10.36.14.82

_ao: 9NAAS- MAPI AO 3-132104: (929480) Encrypted connection. Cient

#&7] LA Fi show statistics connection optimized mapi detailés & &MAPIERESLITE L , MTAT
N
WAE674# show stat conn opt mapi detail
Connection Id: 1830

Peer 1d: 00: 14: 5e: 84: 24: 5f

Connection Type: EXTERNAL CLI ENT

Start Tine: Thu Jun 25 06: 32:27 2009

Source | P Address: 10. 10. 10. 10

Source Port Nunber: 3774

Destination | P Address: 10. 10. 100. 101

Destination Port Number: 1146

Appl i cation Name: Emai | - and- Messagi ng <-=-==- Should see
Email-and-Messaging

Cl assifier Nane: **Vap Defaul t**

Map Nare: uui da4f 1db00- ca47- 1067- b31f - 00dd010662da <-=-==- Should see this
UUID

Di rected Mode: FALSE

Preposi tion Fl ow FALSE

Policy Details:

Confi gur ed: TCP_OPTIM ZE + DRE + LZ



Deri ved: TCP_OPTIM ZE + DRE + LZ
Peer : TCP_OPTIM ZE + DRE + LZ
Negot i at ed: TCP_OPTIM ZE + DRE + LZ
Appl i ed: TCP_OPTIM ZE + DRE + LZ
Accel erator Detail s:
Confi gured: MAPI <=-=-==-= Should see MAPI
configured
Deri ved: MAPI
Appl i ed: MAPI <=-=-==-= Should see MAPI
applied
Hi st : None
Ori gi nal Optim zed
Byt es Read: 4612 1973
Bytes Witten: 4086 2096

<t R AR e B T+ EORN SF 25 e B At (8] 40 T B PRR

MAPI @ 1830

Tinme Statistics were Last Reset/C eared: Thu Jun 25
06: 32: 27 2009

Total Bytes Read: 46123985
Total Bytes Witten: 40864046
Nurmber of Synch Get Buffer Requests: 0

M ni mum Synch Get Buffer Size (bytes):

Maxi mum Synch Get Buffer Size (bytes):

Average Synch Get Buffer Size (bytes):

Nurmber of Read Stream Requests:

M ni mum Read Stream Buffer Size (bytes):

Maxi mum Read Stream Buffer Size (bytes):

Average Read Stream Buffer Size (bytes):

M ni mum Accurul at ed Read Ahead Data Size (bytes):
Maxi mum Accurul at ed Read Ahead Data Size (bytes):
Aver age Accumul ated Read Ahead Data Size (bytes):

O O O O O O o o o o o

Local Response Count:

Average Local Response Time (usec): 0 D

Renot e Response Count: 19 Cmmmm——

Aver age Renote Response Tine (usec): 89005 Cmmm

INZBMAPIANE
WE

EWAAS 5.0.1% , MAPIHERESTAE AT LAMNER INZBIMAPIRE, 1£5.0.30RAH | LIhEERBRIAB B
o 1BE , AT HRINIEMBZBHMAPIHRE , WAASHIMicrosoft ADIMEREHIFZER, KNIEFEGH
BhI& I8 iFeMAPIZh BE H HEBR I FE



ThEEf= B

eMAPIRFERINES.0.3HE A , A BREUTRAEF SER D INEMBRE

1)CMS % & 17 fif IR PR B #/ DWAE E#] 88 L M 4T T+

2)WAE 24 % f## #r Exchange fR %5 88 MKerberos KDC ( Active Directory#2#25 ) BIFQDN
3)WAEHR 4 %M 5KDCRE %

4)BJAFE MOutlook BIExchange i B5 & H K9 S WAE L /5 FISSLINESS ., WANZ 2 FeMAPI
5B EHRHWAELME S E R RIRFEE

6) % DWAE A EL B — N SN NZE RS FARIR ( AP HLEEKRS, )

7)VIREATTEKS |, WIWAEAF I AADE,

8)RE , ERAUTENIAS KA ERARS , FENActive Directory FHIXEXN KRB FREN R, 4
AR EH B RERXM EH EREREEHHIREN L.

BB ERARSARNITIEAE (FII , FRRSESLE , REFMNERS HIEENWAASIRE
IAFBRMEZA ) . BXADEEMWAAS CM GUINREBE , BZREMNIER,

TP ERR )5 5%
F15 — BB NFRS FOERNZEARRRKID

LU T ( TENDSR2 ) RUIENZRSESEFEN , EARIERARREETRD, Bt , BIF
iﬂiﬂﬁﬂ%oﬁ‘EActive Directory ( itEHHAF/IKST ) FANKEBEF TEIHINR , AFJET 2L M0
NEENRIEMNZRSREKIREZAFTERTHRENEE

RS

1.8/2ZADAF

2.8ZADE , AR EHBAREXN M EHEREREEHRENALLOW

A, AMEIGIEA

4 FEINEARSS P E A P K P AR IR

5.131Tget key diagnostic cli

windows-domain diagnostics encryption-service get-key <exchange server FQDN> <domain
name>

BEE | BN EHE RS 85 LB E R SERR/SEBRExchange [RS8 & &, M T A& FH o] BEREHT 9 21
ExchangefR 2585 HINLB/VIPZE ZFQDN,

C.UMRFARKRIETK
B Ih =l



pdi-7541-dc#windows-domain diagnostics encryption-service get-key pdidc-
exchange1.pdidc.cisco.com pdidc.cisco.com

SPN pdidc-exchange.pdidc.cisco.com , % : pdidc.cisco.com
EERREH.

pdi-7541-dc#windows-domain diagnostics encryption-service get-key pdidc-
exchange1.pdidc.cisco.com pdidc.cisco.com

SPN pdidc-exchange.pdidc.cisco.com , % : pdidc.cisco.com
pdidc-exchange1.pdidc.cisco.comfI A B HEAFRABEH

&ALk~

1. 9% OWAE % % 1l AADIE

2.6ZADA , AR EF B FER M EH B REREHRENALLOW

BRI EMK A AMB ECIENA

4. B8 B I35 AR 55 SA 5 R 1t B AL bk P

5.4 FENetE , FARBNMATMANITEY , SHeRHIRAAD. gpupdate /force  HILH KB
6.121Tget key diagnostic cli

windows-domain diagnostics encryption-service get-key <exchange server FQDN> <domain
name>

EEE , BN E RS £5_E Bl B B SERR/SEBRExchange IRSS85 & 7 , M1 -T A& el BEREHT 9 21
Exchangefk %5 g8 HINLB/VIPZE ZFQDN.,

7 MRBARRTET

BRMERSVADEENESZHAEENEFER , B BN ERM.

824 — #H5.03FBIATHN MRS REEXEME LR,

DniEERMAPIEE hn 2 iz

1.CLITRMBERMRE, HAHESE 7T RHNBEMAPIREERN L &S &/ ORI EEN
2REFAHNRS/EERY , ENERS EEIE,

SHAUEBERE , RETM HRANABURCLIRISE B BHNRE.

ARBHEENLEZRBNZORE . BAINRULEXAURKUNIRE , NZNLENZOEHEIT
EMAPI,

BT R IRAEWAER 5 H =1



Cor e#accel erator mapi verify encryption-settings

[ EDCE: ]
Veri fyi

Veri fyi

Verifyi

ng Mapi Accelerator State

Status: FAILED

Accel erat or Config State Qperational State

mapi Di sabl ed Shut down
>>Mapi Accel erator shoul d be Enabl ed
>>Mapi Accel erator should be in Running state

ng SSL Accelerator State

Status: FAILED

>>Accel er at or Config State Operational State

ssl Di sabl ed Shut down
>>SSL. Accel erator shoul d be Enabl ed
>>SSL Accel erator should be in Running state

ng Wan-secure State

Status: FAILED

>>Accel erat or Config State Operational State

wan- secur e Di sabl ed Shut down
>>\Wan- secure shoul d be Enabl ed
>>\WAn- secure should be in Running state

Verifying Mapi Wan-secure node Setting

Status: FAILED
Accel erator Config Item Mode

WanSecur e Mode User

>>Mapi wan-secure setting should be auto/al ways

Verifying NTP State

Status: FAILED
>>NTP status shoul d be enabl ed and confi gured

Sunmmary

[ EDGE] :

Devi ce has to be properly configured for one or

[ CORE: ]

Verifying encryption-service State

Status: FAILED

Servi ce Config State Oper at i onal

Encryption-service Di sabl ed Shut down

>>Encryption Service shoul d be Enabl ed

Not Applicabl e

nore comnponents

State



>>Encryption Service status should be in 'Running' state

Verifying Encryption-service ldentity Settings

Status: FAILED
>>No active Encryption-service ldentity is configured.
>>Pl ease configure an active Wndows Domain Encryption Service ldentity.

Sunmary [ CORE]: Applicable only on CORE WAEs

Devi ce has to be properly configured for one or nore components

TR IERERNZOWAER S H

Core#tacc mapi verify encryption-settings [ EDGE: ]

Verifying Mapi Accel erator State

Status: K
Verifying SSL Accelerator State

Status: K
Verifying Wan-secure State

Status: K

Verifying Mapi encryption Settings
Status: K

Verifying Mapi Wan-secure node Setting
Status: K

Verifying NTP State

Status: K
Sunmmary [ EDCE] :

Devi ce has proper configuration to accelerate encrypted traffic

[ CORE: ]

Verifying encryption-service State
Status: K

Verifying Encryption-service Identity Settings
Status: K

Sunmmary [ CORE]: Applicable only on CORE WAEs




Devi ce has proper configuration to accelerate encrypted traffic

B3P — FHWIE LR KR T REEHWAERE.

NERERBEE TNTPH , LRGSR EHTRIEWAENKDCZ AN HRERL ., E&OM
KDC BBV RS RIX T R AR R DR ER,

MEFHREERENTESL |, BHEIWAER#[E D/ # 2 5 £ fntpdate s T (ntpdate <KDC ip>).
R EFHWAERE @ UNTPRS 28,

2)%:iF dnslookupfE Exchange fR & 25 FQDNAMKDCHIFQDNE FF EWAE £ 2 & A& Zh

)RR AP AT AWAE LAY S MR B IR S R BB B IE#.

pdi-7541-dc#sh class-map type waas MAPI

M5 B waas match-any MAPI

Pt tcp B ¥Repm mapi ( 0Nt ETEE )

pdi-7541-dc#show policy-map type waasK BB 543K Hwaas
WAAS-GLOBAL(#+60846904)

RMAPI ( 0N ECEL )
£t 52 tniEmapiBi A B FHB 4 FE R

4)EIECMSR £ R B EPTEWAE LITFF H#1#1t “show cms secure store”

BiES

BRT 22 Wi e S M Fshshowds STHME A , B REFE EE Fsysreport,

BHME , B EEBEmapiao-errorlog, sr-errorlog ( X/ ULWAE ) Flwsao-errorlog X 4.
BNEEFHLHARETR , BEARRTER , X5 SERIEEEZFIERAAOHRR,
AL RBIMERERNSE | ERZHTHRANS

It i3k Bsr-errorlog , &R iTH ALk P In% IR SS & 8 Y 1 IE
EE : X{UMHIACore WAEE M A 18 B it ik P 77,

07/03/ 2012 19:12:07.278(Local ) (6249 1.5) NTCE (278902) Adding Identity Macchi neAcct WAAS to nap



active list in SRVain [ SRMain. cpp: 215]

07/03/ 2012 19:12:07.279(Local ) (6249 1.5) NTCE (279018) Adding identity(Macchi neAcct WAAS) to Map
[ SRDi | dMgr . cpp: 562]

07/03/ 2012 19:12:07.279(Local ) (6249 1.5) NTCE (279282) Activate |d: Macchi neAcct WAAS

[ SRMVaI n. cpp: 260]

07/03/ 2012 19:12:07.279(Local ) (6249 1.5) NTICE (279306) Identity Macchi neAcct WAAS found in the
Map [ SRDi | dMgr . cpp: 702]

07/03/ 2012 19:12:07.279(Local ) (6249 1.5) NTCE (279321) Authentication for ID Macchi neAcct WAAS
[ SRDi | dMgr . cpp: 398]

07/03/ 2012 19:12:07.330(Local ) (6249 1.5) NTCE (330581) Authentication success, tkt validity
starttime 1341342727 endtine 1341378727 [ SRDi | dMgr. cpp: 456]

07/03/2012 19: 12: 07. 330(Local ) (6249 1.5) NTCE (330599)

I D_TAG : Macchi neAcct WAAS

Name : pdi-7541-dc

Donmi n : PDI DC. Cl SCO. COM

Real m : PDI DC. Cl SCO. COM

CLI _GUID:

SITE_ GUI D :

CONF_GUI D :

St at us: ENABLED

Bl ack_Li st ed: NO

AUTH_STATUS: SUCCESS

ACCT_TYPE: Machi ne [ SRI dentityQObj ect. cpp: 85]

07/ 03/ 2012 19:12: 07. 331(Local ) (6249 1.5) NTCE (331685) DN Info found for domain PDI DC. Cl SCO COM
[ SRI dentityQbj ect.cpp: 168]

07/03/ 2012 19:12:07.347(Local ) (6249 1.5) NTCE (347680) Inmport cred successfull for pn: pdi-7541-
dc@?DI DC. Cl SCO. COM [ AdsGssd i . cpp: 111]

KB XEKHECore sr-errorlog , £ RMKDCR I FRH4A,

10/ 23/ 2012 15:46:55.673(Local ) (3780 1.2) NTCE (673766) Key Not Found in cache, initiating
retrieval for spn:exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. com [ SRSer ver . cpp: 297]

10/ 23/ 2012 15:46:55.673(Local ) (3780 1.2) NTCE (673811) Queued InitiateKeyRetrieval task

[ SRSer ver. cpp: 264] 10/ 23/ 2012 15: 46: 55. 673( Local ) (3780 1.2) NTCE (673819)

Key retrieval is in Progress [SRServer.cpp: 322]

10/ 23/ 2012 15:46:55. 673(Local ) (3780 0.0) NTCE (673818) Initiating key retrieva

[ SRSer ver. cpp: 271]

10/ 23/ 2012 15:46:55. 673(Local ) (3780 1.2) NTCE (673827) initiating key retrieval in progress

[ SRDat aSer ver. cpp: 441]

10/ 23/ 2012 15:46:55.673(Local ) (3780 1.2) NTCE (673834) Sending ack for result 2, item nane
/cfglgl/sr/sr_get_key/pdi dc-exchangel. pdi dc. ci sco. com@di dc. ci sco. com

[ SRDat aSer ver. cpp: 444]

10/ 23/ 2012 15: 46:55. 673(Local ) (3780 0.0) NTCE (673922) Match found for DN:. pdidc.cisco.comis
I D: Macchi neAcct WAAS [ SRDi | dMgr . cpp: 163]

10/ 23/ 2012 15:46:55.673(Local ) (3780 0.0) NTCE (673937) ldentity Macchi neAcct WAAS found in the
Map [ SRDi | dMgr . cpp: 702]

10/ 23/ 2012 15: 46:55. 673(Local ) (3780 0.0) NTCE (673950) DN Info found for domain pdidc.cisco.com
[ SRI dentityQnj ect. cpp: 168]

10/ 23/ 2012 15: 46:55. 674( Local ) (3780 0.0) NTCE (674011) DRS_SPN: E3514235- 4B06- 11D1- ABO4-
00C04FC2DCD2/ e4c83c51- 0b59- 4647- b45d- 780dd2dc 3344/ PDI DC. Cl SCO. COM f or



PDI - 7541- DC@DI DC. Cl SCO. COM [ Gssd i . cpp: 51]

10/ 23/ 2012 15: 46:55. 674(Local ) (3780 0.0) NTCE (674020) CREATED srkr obj (0x50aa00) for spn
(exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. com) [ SRKeyMyr. cpp: 134]

10/ 23/ 2012 15: 46:55. 674(Local ) (3780 1.3) NTCE (674421) Inport cred successfull for pn: PDI-7541-
DC@vDI DC. Cl SCO. COM [ GssC i . cpp: 135]

10/ 23/ 2012 15: 46:55. 676(Local ) (3780 1.3) NTCE (676280) sessi on(0x50aa00) Conplete TGI stage of
GSS Successful, Initiating AppApi [ SRKeyRetriever. cpp: 408]

10/ 23/ 2012 15: 46:55. 676( Local ) (3780 0.1) NTCE (676415) SRKR Success in posting connect to
servi ce <ip:QOe: 6e: 03: a3><port: 135> [l oOperation. cpp: 222]

10/ 23/ 2012 15: 46:55. 676( Local ) (3780 0.0) NTCE (676607) Connected to server.

[1 oOperation. cpp: 389]

10/ 23/ 2012 15: 46:55. 677(Local ) (3780 0.0) NTCE (677736) SRKR Success in posting connect to
servi ce <ip:QOe: 6e: 03: a3><port:1025> [| oOperati on. cpp: 222]

10/ 23/ 2012 15: 46:55. 678(Local ) (3780 0.1) NTCE (678001) Connected to server.

[1 oOperation. cpp: 389]

10/ 23/ 2012 15: 46:55. 679(Local ) (3780 0.1) NTCE (679500) C eaning up credential cache for PDI -
7541- DC@PDI DC. Cl SCO. COM [ GssCl i . cpp: 212]

10/ 23/ 2012 15: 46: 55. 680( Local ) (3780 0.1) NTCE (680011) Parsi ng DRSBI ND Response

[ AppApi Dr sBi nd. cpp: 222]
10/ 23/ 2012 15: 46: 55. 680( Local ) (3780 0.1) NTCE (680030) DRSBi nd Success, Status: 00000000

[ AppApi Dr sBi nd. cpp: 359]

10/ 23/ 2012 15: 46:55. 685(Local ) (3780 0.1) NTCE (685502) session(0x50aa00) Successful in Key
Retrieval from AD for SPN:. exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. com

[ SRKeyRetri ever. cpp: 269]

10/ 23/ 2012 15: 46: 55. 685(Local ) (3780 0.1) NTCE (685583) Send Key response to the Cient for spn:
exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco.com # of req's : 1

[ SRKeyMyr . cpp: 296]

10/ 23/ 2012 15: 46: 55. 685(Local ) (3780 0.1) NTCE (685594) Del eting spn: exchangeMDB/ pdi dc-
exchangel. pdi dc. ci sco.com entry from Pendi ng key request map [ SRKeyMyr. cpp: 303]

I3 3R B \WAE £ Bmapian-errorlog X 4 , LAE B Zh#t {TeMAPIEE#

''*'10/23/2012 17:56:23.080(Local ) (8311 0.1) NTCE (80175) (fl=2433) Edge TCP connection initiated
(-1409268656), Conn: [14.110.3.117:58352 <=> 14.110. 3. 99: 27744],

Fl avor: O [EdgeTcpConnecti onDceRpclLayer. cpp: 43]

10/ 23/ 2012 17:56:23. 080(Local ) (8311 0.1) NTCE (80199) Edge TCP connection initiated (-
1409268656), Conn: [14.110.3.117:58352 <=> 14.110.3.99: 27744], Flavor: 0

[ EdgeTcpConnect i onDceRpclLayer. cpp: 48]

10/ 23/2012 17:56: 23.108(Local ) (8311 0.0) NTCE (108825) (fl=2433) Bind Request fromclient with
AG D 0x0, callld 2, to dest-ip 14.110.3.99, AuthLevel: PRI VACY

Aut hType: SPNEGO Aut hCtxld: 0 WPl unb: 1

[ EdgeTcpConnect i onDceRpclLayer. cpp: 1277]" "'

10/ 23/ 2012 17:56: 23. 109( Local ) (8311 0.0) NTCE (109935) CheckAndDoAoshRepl unbi ng perform

repl unbi ng wsPlunbState 1 [ Sessi on. cpp: 315]

10/ 23/ 2012 17:56: 23.109(Local ) (8311 0.0) NTCE (109949) (fl=2433) ACSH Repl unbi ng was perfornmed
returned Status 0 [ Sessi on. cpp: 337]

10/ 23/ 2012 17:56: 23. 109( Local ) (8311 0.0) NTCE (109956) CheckAndPl unb WanSecure(14) ret:= [1, 0]
WPl unb: 4 fd[client,server]:=[25,26] [AsyncQOperationsQueue. cpp: 180]

10/ 23/ 2012 17:56: 23. 312(Local ) (8311 0.1) NTCE (312687) (fl=2433) Connection mnultipl exi ng enabl ed



by server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 499]

10/ 23/ 2012 17:56:23. 312(Local ) (8311 0.1) NTCE (312700) (fl=2433) Header signing enabl ed by
server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 510]

10/ 23/ 2012 17:56:23.312(Local ) (8311 0.1) NTCE (312719) (fl=2433) OnNewConnection - dient IP
14.110. 3. 117 (0xe6e0375), Serv IP 14.110.3.99 (0xe6e0363), nDstPort=27744,

nAssoci ati onGr oup=0x11de4, conn_f d=26,

bWasConnect i onFr onReser vedPool =0, bl sNewVapi Sessi on=1 [ Connecti onReservati onManager. cpp: 255]
'''10/23/2012 17:56:23. 366(Local ) (8311 0.1) NTCE (366789) (fl=2433) Received security context
fromcore with auth context id: O [EdgeTcpConnecti onDceRpclLayer. cpp: 2912]

10/ 23/ 2012 17:56:23. 367(Local ) (8311 0.1) NTCE (367157) (fl=2433) Security Layer moved to ESTB
state [Fl owSecuritylLayer. cpp: 311]"'""

10/ 23/ 2012 17:56: 23. 368(Local ) (8311 0.1) NTCE (368029) (fl=2433) Informational:: Send APC set to
W5: asking for Cipher 2 [EdgeTcpConnecti onDceRpclLayer. cpp: 809]

10/ 23/ 2012 17:56: 23.368(Local ) (8311 0.1) NTCE (368041) (fl=2433) Sec-Parans [Ctxld, AL, AT, ACT
DCT, [Hs, ConnMl x, SecMdl x]]:=[0, 6, 9, 18, 18 [1,1,0]]

[ Fl oM OBuf fers. cpp: 477]

10/ 23/ 2012 17:56: 23. 369( Local ) (8311 0.0) NTCE (369128) (fl=2433)
CEdgeTcpConnect i onEmsMibLayer : : Connect Request Common (Call1d 2): client version is

Pr oduct Maj or: 14,

Product M nor:0, Build Mjor: 6117,

Build Mnor:5001 Cient ip 14.110.3.117 Cient port 58352 Dest ip 14.110.3.99 Dest port 27744
[ EdgeTcpConnect i onEmsMibLayer . cpp: 1522]

10/ 23/ 2012 17:56: 23. 868(Local ) (8311 0.1) ERRO (868390) (fl=2433) ContextHandle.IsNull()

[ EdgeTcpConnect i onEnmsMibLayer . cpp: 1612]

10/ 23/ 2012 17:56: 23. 890( Local ) (8311 0.0) NTCE (890891) (fl=2433)
CEdgeTcpConnect i onEmsMlbLayer : : Connect Request Common (Call1d 3): client version is

Pr oduct Maj or: 14,

Product M nor:0, Build Mjor: 6117,

Build Mnor:5001 Cient ip 14.110.3.117 Cient port 58352 Dest ip 14.110.3.99 Dest port 27744
[ EdgeTcpConnect i onEnmsMibLayer . cpp: 1522]

X &R —TCP3E# M mapiao-errorloghy #8 B &%/ LWAEH H

''*'10/23/2012 17:56:54.092(Local ) (6408 0.0) NTCE (92814) (fl=21) Core TCP connection initiated
(11892640), Conn: [14.110.3.117:58352 <=> 14.110.3.99:27744], F

lavor: O [CoreTcpConnecti onDceRpcLayer. cpp: 99]

10/ 23/ 2012 17:56:54. 092(Local ) (6408 0.0) NTCE (92832) Core TCP connection initiated (11892640),
Conn: [14.110.3.117:58352 <=> 14.110. 3.99:27744], Flavor: O

[ Cor eTcpConnecti onDceRpclLayer . cpp: 104] "'

10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175035) SrlibCache Cache eviction starting:
static void srlib::CSrlibCache:: OnAoShel | Di spat chCached eanup(vo

id*, aosh_work*) [SrlibCache. cpp: 453]

10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175068) |ast_cleanup_tinme (1344411860),

evict _in_progress(1) handl ed_req_cnt (1) cache_size (0) [SrlibCache.

cpp: 464]

10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175121) SendNextCnd isDuringSend 0, WiteQueue sz



1, isburingclose O [SrlibdientTransport.cpp: 163]

10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175132) SendNext Cnd: Sendi ng request:
exchangeNMDB/ PDI DC- EXCHANGEL. pdi dc. ci sco. com 23[v: =11], WiteQueue sz 0

[bClose O] [SrlibdientTransport.cpp: 168]

10/ 23/ 2012 17:56:54. 185(Local ) (6408 0.1) NTCE (185576) OnReadConplete len 4 status O

i sDuringRead 1, isDuringHeaderRead 1, isDuringclose O [SrlibTransport.

cpp: 127]

10/ 23/ 2012 17:56:54. 185(Local ) (6408 0.1) NTCE (185587) Parse header, mnmsg body |en 152
[SrlibTransport. cpp: 111]

10/ 23/ 2012 17:56: 54. 185(Local ) (6408 0.1) NTCE (185592) ReadNext Msg i sDuringRead O,

i sDuri ngHeader Read 1, isDuringclose O [SrlibTransport.cpp: 88]

10/ 23/ 2012 17:56:54. 185(Local ) (6408 0.1) NTCE (185623) OnReadConplete len 148 status O

i sDuringRead 1, isDuringHeaderRead 0, isDuringclose O [SrlibTranspor

t.cpp: 127]

'''10/23/ 2012 17:56:54.185(Local ) (6408 0.1) NTCE (185688) |nsert new KrbKey: exchangeNDB/ PDI DC-
EXCHANGEL. pdi dc. ci sco. com : 23[v: =11]: [{e,f,[}:={0, Ox1, 16} [S

rlibCache. cpp: 735]

''"10/23/ 2012 17:56:54.185(Local ) (6408 0.1) NTCE (185747) ReadNext Msg i sDuringRead O,

i sDuri ngHeader Read 0, isDuringclose O [SrlibTransport.cpp: 88]

'''10/23/ 2012 17:56:54.261(Local ) (6408 0.1) NTCE (261575) (fl=21) Successfully created nmenory
keytab w th name: MEMORY: exchangeMDB@DI DC- EXCHANGEL. pdi dc. ci sco

.conOnxr Pbl ND [ GssServer. cpp: 468]

10/ 23/ 2012 17:56:54. 261(Local ) (6408 0.1) NTCE (261613) (fl=21) Successfully added entry in
menmory keytab. [GssServer.cpp: 92]

10/ 23/ 2012 17:56:54. 261(Local ) (6408 0.1) NTCE (261858) (fl=21) Successfully acquired
credentials. [GssServer.cpp:135]"'""

HIwE
T 28 BeMAPIEZIREIBAAO(TC)M — L& LR E.

& 1 : EBOWAE L EERN INZ RS FRREADR R E ERNE.

B /O WAE Esr-errologhy #i

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) ERRO (147570) session(0x517fa0) Failed to Retrieve Key
from AD for SPN:. exchangeMDB/ out | ook. sicredi.net.br error: 16 [ SRKeyRetriever.cpp: 267]

"' 09/25/2012 18:47:54.147(Local ) (9063 0.1) ERRO (147592) Key retrieval failed with Status 16

[ SRKeyMyr . cpp: 157]

"' 09/25/2012 18:47:54.147(Local ) (9063 0.1) ERRO (147623) ldentity "WAASMacAct" has been

bl ackl i sted [ SRDi | dMgr. cpp: 258]

"1ttt 09/25/2012 18:47:54.147(Local ) (9063 0.1) ERRO (147631) Key retrieval failed due to

permi ssion i ssue [ SRKeyMyr. cpp: 167]



'''09/25/2012 18:47:54.147(Local ) (9063 0.1) ERRO (147636) ldentity: WAASMacAct will be black
listed. [ SRKeyMyr. cpp: 168]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) NTCE (147657) Calling KrbKeyResponse key handler in
srlib [ SRServer.cpp: 189]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) NTCE (147722) Queued send reponse buffer to client task
[SrlibServerTransport.cpp: 136]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) NTCE (147730) KrbKeyResponse, sent to client session
object [SrlibServer.cpp:203]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.0) NTCE (147733) SendNext Cnd i sDuringSend 0, WiteQueue
size 1 isburingCose O [SrlibServerTransport.cpp: 308]

09/ 25/ 2012 18:47:54.147(Local ) (9063 0.1) NTCE (147740) Send Key response to the Cient

RYEERERERHBRIEADFHNRETAFTERHNR. LAFEHAREXNEFHEF
Ee i A AW

http://www.cisco.com/en/US/docs/app ntwk services/waas/waas/v511/configuration/quide/policy.h
tml#wp1256547

A 2 : BOWAESEZENPRRBANKDCZ HEFENEFE

¥ OWAE Lsr-errologhy 4 H

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507836) Initiating key retrieval

[ SRSer ver. cpp: 271]

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507878) Match found for DN:. pdidc.cisco.comis

I D: Macchi neAcct WAAS [ SRDi | dMgr . cpp: 163]

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507888) Ildentity Macchi neAcct WAAS found in the
Map [ SRDi | dMgr . cpp: 702]

10/ 23/ 2012 01:31:33.507(Local )(1832 0.1) NTCE (507901) DN Info found for domai n pdidc. cisco.com
[ SRI dentityQOnj ect. cpp: 168]

10/ 23/ 2012 01: 31: 33. 507( Local ) (1832 0.1) NTCE (507923) DRS_SPN:. E3514235- 4B06- 11D1- ABO4-
00C04FC2DCD2/ e4c83c51- 0b59- 4647- b45d- 780dd2dc 3344/ PDI DC. Cl SCO. COM f or

PDI - 7541- DC@DI DC. Cl SCO. COM [ Gssdl i . cpp: 51]

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507933) CREATED srkr obj (0x2aaaac0008c0) for spn
(exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. con) [ SRKeyMyr. cpp: 134]

10/ 23/2012 01:31:33.508(Local ) (1832 1.6) NTCE (508252) Inport cred successfull for pn: PD -7541-
DC@rDI DC. Cl SCO. COM [ GssCl i . cpp: 135]

10/ 23/2012 01:31:33.511(Local ) (1832 1.6) ERRO (511151) CreateSecurityContext:
gss_init_sec_context failed [majorStatus = 851968 (0xd0000)] [GssCi.cpp: 176]

''*'10/23/2012 01:31:33.511(Local )(1832 1.6) ERRO (511170) GSS_MAJOR ERROR: 851968 nsg_cnt: 0,

M scel | aneous failure (see text)CD2 [GssCi.cpp: 25]

10/ 23/ 2012 01:31:33.511(Local ) (1832 1.6) ERRO (511177) GSS_M NOR ERROR: 2529624064 nsg_cnt: 0,

Cl ock skew too great [Gssdi.cpp: 29]

10/ 23/2012 01:31:33.511(Local ) (1832 1.6) ERRO (511182) gsskrb5 get subkey failed: 851968, 22,
[Gssdi.cpp: 198]

10/ 23/2012 01:31:33.511(Local ) (1832 1.6) ERRO (511188) sessi on(0x2aaaac0008c0) Error: Invalid
security ctx state, IsContinue is false with out token exchange

[ SRKeyRet ri ever. cpp: 386]

10/ 23/2012 01:31:33.511(Local ) (1832 1.6) ERRO (511193) sessi on(0x2aaaac0008c0) Failed to
Retrieve Key from AD for SPN: exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco.comerror:1


http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v511/configuration/guide/policy.html#wp1256547
http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v511/configuration/guide/policy.html#wp1256547

[ SRKeyRetri ever. cpp: 267] ' "'
10/ 23/ 2012 01: 31:33.511(Local ) (1832 0.0) ERRO (511213) Key retrieval failed with Status 1
[ SRKeyMyr . cpp: 157]

RYU2:EFREWAE ( RERED ) LEAntpdate 40 EKDCRAY, AREHKRBILSUNTPRSER (&
KDCH 864 )

[BIRE 3 : &9 N AR5 T X #9385 Exchange fR S5 2R PR FE MY A T

B OWAE Lsr-errologhy 4 tH

10/ 23/2012 18:41:21.918(Local ) (3780 1.5) NTCE (918788) Key retrieval is in Progress

[ SRServer. cpp: 322]

10/ 23/ 2012 18:41:21.918(Local ) (3780 1.5) NTCE (918793) initiating key retrieval in progress

[ SRDat aSer ver. cpp: 441]

10/ 23/ 2012 18:41:21.918(Local ) (3780 0.0) NTCE (918790) Initiating key retrieval

[ SRServer. cpp: 271]

10/ 23/ 2012 18:41:21.918(Local ) (3780 1.5) NTCE (918798) Sending ack for result 2, item nane
/cfglgl/sr/sr_get_key/pdi dc- exchange. ci sco. com@i sco. com [ SRDat aSer ver. cpp: 444]

10/ 23/ 2012 18:41:21.918(Local ) (3780 0.0) ERRO (918813) Failed to find Identity match for donmin
ci sco.com [ SRDi | dMgr. cpp: 157]

10/ 23/2012 18:41:21.918(Local ) (3780 0.0) NTCE (918821) Failed to find identity match for donmin
[ SRKeyMgr . cpp: 120]

10/ 23/ 2012 18:41:21.918(Local ) (3780 0.0) NTCE (918832) Send Key response to the dient for spn:
exchangeMDB/ pdi dc- exchange. ci sco.com # of req's: 1 [ SRKeyMyr. cpp: 296]

RS MR ENBADWAE R FEE R 2/ Exchange RS BB $t RS , W44 Exchange RS 88
FRENSNEEEMNZRSIFR,

BEE , BaiFXEHrEE#E. Hit , mnREEmyexchange.sub-domain.domain.com , M/ h0%; AR
FHRIR S F sub-domain.domain.com” ; EFEEE R H,

R 4 : MRWANRE XY , BHEZTELEFITG

eMAPIEE AT B REBAAO , ERWANRLHEK XK. WAN Secure plumbk ¥ , B IEHKIE
KM, WEEPRIPFAK , BN EEFARINBELSENSUERRIEBEEERAMAPIOCSPRE,

BOWAERE

crypto pki gl obal -settings

ocsp url http://pdidc.cisco.conm ocsp
revocati on-check ocsp-cert-url
exit



crypto ssl services host-service peering

peer-cert-verify

exit
!
WAN Secur e:

Accel erator Config Item Mbde Val ue
SSL AO User enabl ed
Secure store User enabl ed
Peer SSL version User def aul t
Peer cipher 1list User def aul t
Peer cert User def aul t
Peer cert verify User enabl ed

X% BEA T mapian-errorlogflwsao-errorlogs B :
LA B 1R TR = R B R Y 88 — 4T SR M T PR
& P i WAE L BYMapian-errorlog:

'''10/08/2012 20:02: 15. 025(Local ) (24333 0.0) NTCE (25621) (fl=267542) dient 10.16.1.201

di sconnected nore than four consecutive tinmes - push down to generic ao.

[ EdgeTcpConnect i onDceRpcLayer . cpp: 1443]

'''10/08/2012 20:02: 15. 025(Local ) (24333 0.0) NTCE (25634) (fl=267542) CEdgel OBuffers::

St art HandOver Pr ocessSi ngl eConnecti on: SECURED_STATE_NOT_ESTABLI SHED

[ Edgel OBuf f ers. cpp: 826]

10/ 08/ 2012 20: 02: 15. 025( Local ) (24333 0.0) NTCE (25644) (fl=267542)

CEdgel OBuf f er s: : CheckSendHandOver Request ToCor eAndBl ockLan - Bl ocki ng LAN for read operations
after |ast

fragnent of call id O, current call id is 2 [Edgel OBuffers.cpp: 324]

10/ 08/ 2012 20: 02: 15. 048( Local ) (24333 0.1) NTCE (48753) (fl=267542) Connection nultiplexing
enabl ed by server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 499]

10/ 08/ 2012 20: 02: 15. 048( Local ) (24333 0. 1) NTCE (48771) (fl=267542) Header signing enabl ed by
server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 510]

10/ 08/ 2012 20: 02: 15. 048( Local ) (24333 0.1) NTCE (48779) (fl=267542) CEdgel OBuffers::

St art HandOver ProcessSi ngl eConnecti on: GENERAL_UNCLASSI FI ED [ Edgel OBuf f ers. cpp: 826]

& FIwWAE £y Wsao-errorlog:

'''10/08/ 2012 20: 04: 34. 430( Local ) (5939 4.0) ERRO (430001) certificate verification failed 'self
signed certificate' [open_ssl.cpp:1213]

'''10/08/2012 20:04: 34.430(Local ) (5939 4.0) ERRO (430047) ssl _read failed: 'SSL_ERROR SSL'

[ open_ssl . cpp: 1217]

10/ 08/ 2012 20: 04: 34. 430( Local ) (5939 4.0) ERRO (430055) openssl errors: error:14090086: SSL



routines: SSL3_GET_SERVER CERTI FI CATE: certificate verify failed:s3 _clnt.c:1244:
[ open_ssl . cpp: 1220]

BATRW : ANFAWAEPBI RN SRR ERR , HEHE 3B OWAE L ME RS .

pdi - 7541-dc(confi g) #crypto ssl services host-service peering
pdi - 7541-dc(confi g- ssl - peeri ng) #no peer-cert-verify
pdi - 7541-dc(confi g) #no wi ndows- domai n encrypti on-servi ce enabl e

pdi - 7541- dc(confi g) #wi ndows- domai n encrypti on-servi ce enabl e

[B1FE 5 : #ROutlook®E FIRMEANTLM , HEE M FTHIXFEAAO,

BIFEF P IRWAER mapian-errorlogHF B EILL TR A -

"' 'waas- edge#find-patter match ntl m nmapi ao-errorl og. current

09/ 21/ 2012 20: 30: 32. 154(Local ) (8930 0.1) NTCE (154827) (fl1=83271) Bind Request fromclient with
AG D O0x0, callld 1, to dest-ip 172.21. 12.96, AuthLevel:

PRI VACY '' "' Aut hType: NTLM ' ' " Aut hCt xI d: 153817840 WPl unb: 2

[ EdgeTcpConnect i onDceRpcLayer. cpp: 1277]

09/ 21/ 2012 20: 30: 32. 154(Local ) (8930 0.1) NTCE (154861) (fl=83271) '''Unsupported''' "'"' Aut h

Type :NTLM'' [ EdgeTcpConnecti onDceRpclLayer. cpp: 1401] 09/21/2012 20: 30: 40. 157(Local)

(8930 0.0) NTCE (157628) (fl=83283) Bind Request fromclient with AGD 0x0, callld 2, to dest-ip
172.21. 12.96, AuthLevel: PRI VACY Aut hType: NTLM Aut hCt xI d: 153817840

WPl unb: 2 [ EdgeTcpConnecti onDceRpclLayer. cpp: 1277]

EEBRW : BEF BAEHEXchange KRG A/ ERKerberos B HBRIE, FZENTLM ( H5.18 )

BEEE , HFEACASH , Microsofti REIR&FEHFEEEINTLM,
Kerberos7F 2 F 937 &= 245 E FExchange 201089 , # B4 FUUTH S -

40 40 /13 AR Y % N Exchange & F i 177 [7] iR 5583 (CAS),
XEECASIRSE B EAEM A EBEE —i2 — FAMicrosoft W N B F imbE S ThRER S = A kY
ras,

E LR EH | KerberosFRER — RIAMBRT , ERFHEEIREINTLM, RIANXER2RANEFF K
I CASIRSF 2R 1T ML , MY BRFERSEFH T H MR |, X 5281 BYExchangehR4< # #Y
sEAEE

fEExchange 2010 RTMHA |, & B EtAE | LR E i KerberosfEExchange 2010-SP1:2 Bl
[T EETT.

ESP1H | AJBAfEXLEEREH /S FKerberos , BIXR—NFIEE, BSRBLHXE :
http://technet.microsoft.com/en-us/library/ff808313.aspx



http://technet.microsoft.com/en-us/library/ff808313.aspx

MAPI AO H& 12

- BUN BEXH A A T HEBRMAPI AOJRIRE
- B AEI : Nlocal1/logs/tfo/working.log ( F/local1/logs/tfo/tfo_log_*.txt )

iR B &34 : /local1/errorlog/mapiao-errorlog.current ( #lmapiao-errorlog.* )

NETEE , BNEEREACL , FHEIRHZE—&EN.

WAE674(config)# ip access-list extended 150 pernmit tcp host 10.10.10.10 any
WAE674(config)# ip access-list extended 150 pernmit tcp any host 10.10.10.10

ERAESFIER , BRWOT AN FEAtransaction-logsELE M

wae(config)# transaction-logs flow enable
wae(config)# transaction-logs flow access-list 150

Al fAtype-tal T P EFBESHEXHNERE , MTAIR :

wae# type-tail tfo_log_10.10.11.230_20090715_130000. t xt

Wed Jul 15 19:12:35 2009 :2289 :10.10.10.10 : 3740 :10.10.100.101 :1146 : OT : END : EXTERNAL
CLI ENT : (MAPI) :822 :634 :556 :706

Wed Jul 15 19:12:35

2009 :2289 :10.10.10.10 :3740 :10.10.100.101 :1146 : SODRE : END : 730 :605 :556 :706 :0

Wed Jul 15 19:12:35 2009 :2290 :10.10.10.10 :3738 :10.10.100.101 :1146 : OT : END : EXTERNAL
CLI ENT : (MAPI) :4758 :15914 :6436 : 2006

Wed Jul 15 19:12:35

2009 :2290 :10.10.10.10 :3738 :10.10.100.101 :1146 : SODRE : END : 4550 : 15854 : 6436 :2006 :0
Wed Jul 15 19:12:35 2009 :2284 :10.10.10.10 :3739 :10.10.100.101 :1146 : OT : END : EXTERNAL
CLI ENT : (MAPI) :1334 :12826 :8981 :1031

EREMZAMAPI AOWFRBERIEHE , BEAUTH S,
NOTE:#i BEIEZREAKRECPURR , HATWLAERKERH., EAFHREREE, E1EMER
o

Ba RN T ARG AFARN B SIS FEE

WAE674(confi g)# | oggi ng di sk enabl e
WAE674(config)# | ogging disk priority detai

B BUAACLH R ERE AER A&RESR , IFAR :

WAE674# debug connection access-list 150

MAPI AOTRRBYE T T



WAE674# debug accel erator mapi ?

all enable all MAPI accel erator debugs

Common-fl ow enabl e MAPI Comon fl ow debugs
DCERPC- | ayer enabl e MAPI DCERPC-| ayer fl ow debugs
EVMSMDB- | ayer enabl e MAPI EMSMDB- | ayer fl ow debugs
1 O enabl e MAPI | O debugs

ROP-| ayer enabl e MAPI ROP-1ayer debugs

ROP- par ser enabl e MAPI ROP- parser debugs

RPC- par ser enabl e MAPI RPC-parser debugs

shell enabl e MAPI shell debugs

Transport enabl e MAPI transport debugs

Uilities enable MAPI utilities debugs

LA VAMAPLIEREE AR BEIER , AEERARERAENERE , TR

WAE674# debug accel erator mapi Conmon-fl ow
WAE674# type-tail errorlog/ mapiao-errorlog.current follow
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