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RERIEREUTELUNRS AREIREE  Sysmon: %WAAS-SYSMON-3-445015: 4 U B & FE
: TFOINE ST 8K ( EBERH )

& W] LAFE CLIH {5 Fishown & 5K B8 TE /o W RV SR BN SRR 2 3, HIEEZER.

BETCPEREPRH
E— /NG AN S Eshow tfo detail , E TG IFBIRZ AT ULE S DAMELTFOERE |, TR :

wae-7341# show tfo detail

Policy Engine Config Item Value

State Registered

Default Action Use Policy

Connection Limit 12000 <====- Maximum number of TFO optimized
connections

Effective Limit 11988

Keepalive timeout 3.0 seconds

EERBIESIFE , LWAASIRE AI X #12000MNTFOMRLEEE,

WMRMAPI AORE 7 R LEERE , WAMRS TRE TEERS, RENEZMNEZRFIPEE , U
REBERRH,

KER{LNTCPERE

ETHIZE EMTCPHR , 7 LAfE Ashow statistics connectionin 5 (EHEIZM 1. 19, {£ Ashow
statistics connection all@§ %), LHH I RHEFLENTFO/DRE/LZR. B um%ﬂEElﬁEF’ AERF
IERB[BLAEN R, LHSHRANT

wae# show statistics connection

Current Active Optimized Flows:
Current Active Optimized TCP Plus Flows:
Current Active Optimized TCP Only Flows:
Current Active Optimized TCP Preposition Flows:
Current Active Auto-Discovery Flows:

Current Reserved Flows: 2 Kmmmmm————— Added in 4.1.5
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Current Active Pass-Through Flows:
Historical Flows: 143

D:DRE,L:LZ,T:TCP Optimization,
A:AOIM,C:CIFS,E:EPM,G:GENERIC,H:HTTP,M:MAPI,N:NFS, S:SSL,V:VIDEO

ConnID Source IP:Port Dest IP:Port PeerID Accel
92917 10.86.232.131:41197 70.70.7.11:3268 00:1a2:64:69:19:fc TDL
92918 10.86.232.131:41198 70.70.7.11:3268 00:1a2:64:69:19:fc TDL
92921 10.86.232.131:41216 70.70.7.11:3268 00:1a2:64:69:19:fc TDL
94458 10.86.232.131:45354 70.70.7.11:1026 00:1a2:64:69:19:fc TDL
36883 10.86.232.136:1857 10.86.232.131:1026 00:1a2:64:69:19:fc TDL

Mt ( HarEs LR ) WE—1T , BAUBRIRRZIMEENEI LT MNEZNITEEE
( HEENMLWTCP PlusiR ) # , BRI LEER , MEXEREFHZEITFO/DRE/LZIEIL ( TFO
Plus&k RERTFOANEEADRERM/SHLZILAL ) AR, =Nt EER(Current Active Optimized TCP



Only Flows)E ~XHTFOLLHY TR

S—NMNEANTBSERITEIEFIRIAR , ERHAZTLREAXAMILASIEB RN K. Ex
PIRE | EEMLMEFISYN, SYNACK, ACKEEF \*Ekiiﬂﬁrilﬂlﬁ'ﬁli%ﬁﬁﬁo Current
Active Pass-Through Flowsit #8588 Ri& & Efﬁmﬁ BEERIERABESYN, SYNACK, ACKi%
%EIJ EEO E—biﬁ:;rél-l-jj{t{bﬂlbo RT%FE /)ll: y lﬁ%}_\_ ELIEE%;EUHJEEIJ101ﬁ{t{tu|bo
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LT EMBB2MEREWAERZ SHEZRHIMNER !

. é’ AESLILTR
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MR EMETRHATEERS | NiFALTIBRS
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B UERAS I ERRZT LYATFORMEE , Elshow statistics tfo detailin . HwHFTHRE
AWFAMTHREEREIEREW |, B XM BRI T SESERZENT

wae# show statistics tfo detail

Total number of connections : 22915
No. of active connections : 3 <===== Current optimized
connections
No. of pending (to be accepted) connections : 0
No. of bypass connections : 113
No. of normal closed conns : 19124
No. of reset connections : 3788
Socket write failure : 2520
Socket read failure : 0
WAN socket close while waiting to write 1
AO socket close while waiting to write : 86
WAN socket error close while waiting to read : 0
AO socket error close while waiting to read : 80
DRE decode failure : 0
DRE encode failure : 0
Connection init failure : 0

WAN socket unexpected close while waiting to read : 1048

Exceeded maximum number of supported connections : 0
Buffer allocation or manipulation failed : 0
Peer received reset from end host : 53
DRE connection state out of sync : 0
Memory allocation failed for buffer heads : 0
Unoptimized packet received on optimized side : 0
Data buffer usages:
Used size: 0 B, B-size: 0 B, B-num: 0
Cloned size: 54584 B, B-size: 73472 B, B-num: 111
Buffer Control:
Encode size: 0 B, slow: 0, stop: 0
Decode size: 0 B, slow: 0, stop: 0
AckQ Control:
Total: 0, Current: 0
Scheduler:

Queue Size: IO: 0, Semi-IO: 0, Non-IO: 0



Total Jobs: IO: 219110, Semi-IO: 186629, Non-IO: 49227

Policy Engine Statistics

Session timeouts: 0, Total timeouts: 0

Last keepalive received 00.0 Secs ago

Last registration occurred 8:03:54:38.7 Days:Hours:Mins:Secs ago

Hits: 52125, Update Released: 17945
Active Connections: 3, Completed Connections: 37257 <====- Active
Connections
Drops: 0
Rejected Connection Counts Due To: (Total: 12)
Not Registered : 12, Keepalive Timeout : 0
No License : 0, Load Level : 0
Connection Limit : 0, Rate Limit : 0 <===== Connection
Limit
Minimum TFO : 0, Resource Manager : 0
Global Config : 0, Server-Side : 0
DM Deny : 0, No DM Accept : 0

Auto-Discovery Statistics
Total Connections queued for accept: 22907
Connections queuing failures:
Socket pairs queued for accept:
Socket pairs queuing failures:
AO discovery successful:
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AO discovery failure:

EREEERT , FMTEESEAETE , RER‘E|”. “of active connections” 2 /RHTFO, TFO/DRE,
TFO/DRE/LZFMITFO/DRE/LZFN R A 1RSI LV FRE H AR, REESIZBEITEE TN EIERE S
EERRSHABERARNXBETFOM M A NE[MECHERE, XFBERZRBETCPR B A FHITHE
N RAMEZZFDESE , ESYN. SYN ACK, ACKEEF EAKRTRK.

EHSZTFORBIBA T , MREBNAEFE , EUTUEEXERTHABELLRENBERETER
HRRLTCPE BT R BMIT, MEL , MAUEEREMEEHEEFERYEAER , SAH
EURERBAEAZHRZIRZFE. R2RBEEFINE L RENHEMWER.

RIS ERITHEE TR EER G T HERRE H TWAEE & H B L TCPE R E B 4 ME Y
AV ERER. MRLITHERRS  WEREWAEL BREGHERBE L HAERE D,

mREE E?&TEL@HKTCPLE@E?& HEBMAKWETEER , & NEFshow statistics
connectionii H /Y HBIES Bah KIR =show statistics tfo detail@ = #Policy Engine
Statistics T #9“Active Connections”s EFRELERT , MILEZNBEEEIFER , BRI BRI
nmTM%@EE@E*&%?@#W%%M%E@EoLﬁ%ﬁE%#ﬁﬁ%m A*%Em

,BEMHARTLEML, HTCP SYNESEKESELEN , S HREMLIIEE., ETCPEFERHTH
btflﬁZﬁu WEETRSHIEMRILTCPEZIT A, ﬂﬂ%tﬁ%fﬁmuﬂ'fﬁzﬂﬁ & MNKEE 5| S5
THEE TE’J/EK’J EE'L'r?&q:'ﬂﬂW?lxumo

ER—SHREAETFONF ARSI ZRITERENEREUTFEERARZR LB MRILNTCPER
K1ER , & E Fshow statistics accelerator detailin &, G SHHES  EEENNAEFMNE
%ﬁﬂ’]%ﬂlﬁﬁlidulﬂn  NEESERE U\fﬁmﬂﬂﬂ/\f‘ﬁﬁ&Fﬂﬂﬁ%ﬁEE?&ﬂ&m‘”‘ﬂixéE_LEI’JJE?%
o ETK , £ Mshow statistics filtering@n T EFIX LR ATREL T ARES , ZH ST HERMREZ L
AR TAR , WTATR :

wae# show statistics filtering



Number of filtering tuples: 18
Number of filtering tuple collisions: 0
Packets dropped due to filtering tuple collisions: 0
Number of transparent packets locally delivered: 965106
Number of transparent packets dropped: 0
Packets dropped due to ttl expiry: 0
Packets dropped due to bad route:

Syn packets dropped with our own id in the options:
Syn-Ack packets dropped with our own id in the options:
Internal client syn packets dropped:

Syn packets received and dropped on estab. conn:
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Syn-Ack packets received and dropped on estab. conn:

ul

Syn packets dropped due to peer connection alive: 25
Syn-Ack packets dropped due to peer connection alive:

Packets recvd on in progress conn. and not handled:

o
=
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Packets dropped due to peer connection alive:

Packets dropped due to invalid TCP flags:

Packets dropped by FB packet input notifier:

Packets dropped by FB packet output notifier:

Number of errors by FB tuple create notifier:

Number of errors by FB tuple delete notifier:

Dropped WCCP GRE packets due to invalid WCCP service:
Dropped WCCP L2 packets due to invalid WCCP service:
Number of deleted tuple refresh events:

Number of times valid tuples found on refresh list:

T TABRIRE LR, B, FIN WAITIRE., RERSENRE. SENCEINREBERAB
E@ ﬁAE@ﬂfMM§—m,l%@ﬁ%ﬁ&¢Eﬂ%ﬁ§7m&@ﬁﬁﬁﬁ%¢%ﬂmm
Eﬁ%k %o

EREEXTEINRPRVFAEFE , 7L Ashow filtering listdy+ , I RATR :
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wae# show filtering list

E: Established, S: Syn, A: Ack, F: Fin, R: Reset
s: sent, r: received, O: Options, P: Passthrough
B: Bypass, L: Last Ack, W: Time Wait, D: Done
T: Timedout, C: Closed
Local-IP:Port Remote-IP:Port Tuple (Mate) State
10.86.232.82:23 10.86.232.134:41784 0Oxbclae980 (0x0 ) E
10.86.232.131:58775 70.70.7.11:3268 0x570b2900 (0x570b2b80) EW
70.70.7.11:3268 10.86.232.131:58775 0x570b2b80 (0x570b2900) EDL
70.70.7.11:3268 10.86.232.131:57920 0x570b2d80 (0x570b2800) E
10.86.232.131:57920 70.70.7.11:3268 0x570b2800 (0x570b2d80) E
10.86.232.82:23 161.44.67.102:4752 Oxbclaee00 (0x0 ) E
10.86.232.131:58787 70.70.7.11:1026 0x570b2080 (0x570b2e80) EW
70.70.7.11:1026 10.86.232.131:58787 0x570b2e80 (0x570b2080) EDL
10.86.232.131:48698 70.70.7.11:1026 0x570b2£00 (0x570b2880) PE
10.86.232.131:58774 70.70.7.11:389 0x570b2300 (0x570b2180) EW
70.70.7.11:389 10.86.232.131:58774 0x570b2180 (0x570b2300) EDL
10.86.232.131:58728 70.70.7.11:1026 0x570b2380 (0x570b2a00) E
10.86.232.131:58784 70.70.7.11:1026 0x570b2e00 (0x570b2980) EW
70.70.7.11:1026 10.86.232.131:58784 0x570b2980 (0x570b2e00) EDL
70.70.7.11:1026 10.86.232.131:48698 0x570b2880 (0x570b2£00) PE
10.86.232.131:58790 70.70.7.11:3268 0x570b2100 (0x570b2c80) EW
70.70.7.11:3268 10.86.232.131:58790 0x570b2c80 (0x570b2100) EDL

1N 8 show statistics accelerator allis < <& 7~ BN B iR ES EEFE R AEMR{CTFOESRE | AT A
BEZHOSREH TR, Flwn , MREFIRIFOB0TRE , 15 FAshow filtering list | | :808F
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BE , TFORHATBEAMAPIN A iR Es R & E B , Bt , T AEMAPIR A H0E 5 a0 {7 fr B iE %
M EREHRE,

MAPIR. A MEES R ETFOERE , LBRTCEEBNEEZTHER , UNEFFIRSEILE
ExchangefRE 5T E HET MR KERE, MAPIFEFIRHITZSMNEZEREEN,. NREFHES
MAPIR. A IIRESH THIIRIERE , (EMAPIR AINER[HPHNEEEZELN |, N EEFEFImEZETREL
WY R RS

NBRXLEBIEEZERE , MAPINAINESRSBEN T AAREEZERT

- EFBEMESREEZEZE , E2RE10MERENTHTERENZF X,

- XN TERS B[N ELWERE , ENRFF R — BREB[IXNRE=ZANTFOERE , Eh—FH
EE—NMEERNEDEE, MRE-—FFRSE-RF[HITE B ZNERE , MK LERE
SMNRERNEEEPLE, IREFFHRNERFHFRLEMEE , WXRMREEZFRER
AREBERE LD, MRFEFRES - EBRFHFEMEE  IBRAZEF K — RSEXRE
=IEE

FIEXEREEEDS S RS MEFREA T EBTMAPISLA IR E#H TN EEN S HE IR
TR R MEY AT REME

HHEUE MR+ HEES BRI R+ RERA T RBFNEEEZRFNY , 2RETH, —
RS , MEEREY, B2 , REFTHNMAPIEZARNaML. SRFATIHIN , MRES
i 6 2 EEERMAPIBRSS SRR HBSMAR |, NIEARENERE, B2, MRRENEETE ( HlW
, MRFF KSR —MAPIBRS SRETHELNERE , IWAEELA TIERE ) , WAREIRERX
EEFM , XURSBERTA , flNESRERE - S HBENS N ESERR

MRRAERFEEEREIMAPIR A IESR |, B EFEIPT Rjct Resources”=“PT in progress” , &
HERRTFEELREFEEETH. NREZEEEZLIIMAPIRARF RS , REREAM , MEEY
FRE IR "G" , MA2"M"(TEshow statistics connection optimized mapisp S H ). BXLbds
THREl , SN EMAPI AOBIEHERR

MRELZEBIIHER , 7HEOuUtlookE iRl A# TERE ( AZ O MNEEDT D BExchange R
SR)IIEEE, HOutlookEEF I LETH , E#ESE LAEBEEREFEFPHIOutlook EFRAT
. B{ECHE, %1FConnection StatusiL & ROutlook® i BRI RS B8 5IR., MF |, &BaTLL
EIEBEFPREEBRUZSONERE , UEEZ DN TEMEXchange R, MREFIHKIEEEESD
TREKNERSES , NAERSHEGN A ENRERE , Rt R FF 5 E N Exchange RS 25H7
MAPLE# , A ERSZRFE[HZSMNEE,

HERAAHMNA ATREERITMAPIERE , HREA,

HEIER R =

KREMRCHWERRESE. EUSERT , NEFBIWIELIRS (DoS)KE S BWAEZ L
Ui, MRR , BEMSEF RADoSHIF HLHIE3) K HEE,

MREEEE , WEEPIHEOWAEREL D , JeREAR , HEATUBETIINWAERRE S Z
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