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- 1.5 AppNavEiE a3k

AppNav i B HE b

Cisco WAAS AppNaviEid i F AppNaviZ 428 (ANC)EWAAST (WN)Z B £ B R E |, LAERR K
AYSR A SRBE A BB TR , ML S AR AL B9 PR 48 58 3 R K B AR X 42 280 3 R M1 =R B Fh 2R A9 41k
B, BALUEAWAAST LUWN)IRIEIE S /SR AR E. A3 4 m{axt AppNavit 1T FEHE
BRo

NOTE:WAASRZ5.0.1% 5| A T AppNavIiaE, I T&EHA T FEHHWAASRA,
AEBEER ( Bk ) 8
EABRERXT , ANCUTREREREF , FZEFR , ANCSEBHEEHEED XFIWN,

WAN

Interception

Distribution

----------

To hosts

v : WN-1 WN-2 ;

P A 5 R SRS % 8 9 B Cisco AppNaviR ISR R L 93 T, PO
BOREBAFLEN | CARSS RN OB EEO RS E O — AR, RAFEED

RETEBEROTE | B, ERESEANEE  TAAM , METSHMFE, 0 RApNayiEH
SO, SEEE RS AppNay IR Bl R RIS E AR IRHIE , AppNava B SEER
BB,

EE  MFEOTAMEEMFHEERT(BPDUKES , MIRARBOEXRSE , Hbh -0
WA IR LE,

PERRABREEBMEIEUATIR
- BEREMSZIRIT , RIEANCHEBRNERKE. WEXE , BEAEERTIE ( fpingH



traceroute ) E7TETEINABEFRKAANNERERRREESTH —., KREANCHYES
%o

- BIFANCR B 2RE N NERIITIE

- BIFRFFAZEOEEIER,

BREANSRUEPREESPIGBTITHNIT , EPREERFEEIESE , HEELHITIHHA,
P REMEEG | %EFDevices > AppNavController , A Ja %1% Configure > Interction > Interction

A

Configuration, ¥ifIntelcing Method 2 & 1% & HInline,

EE-BAYH  REEAERETMfED. IRFEMGFED , FRAEURRAICEE, &K
ZHUUNMFESER MK AED, EAIUERAVLANITTESRBRIES S SEERBIEE LVLANKE,
FER , MFEORDEIPH I,

5 R E xS show alarm execii TR EBIR R L RBE A HEMERFHEI<OER.
bridge_downB R X RMFHH — MRS MK AEO S XA,

FECLIF |, BB T S RECE NEIRE
1 REESRRENAEK

wave# config
wave (config)# interception-method inline

2. BIZMFFEED

wave (config)# bridge 1 protocol interception

3. ( Wk ) EEEEBRVLANGIR (MRFE)

wave (config)# bridge 1 intercept vlan-id all

AR AEE/MBZEONNBINFLED

wave (config)# interface GigabitEthernet 1/0
wave (config-if)# bridge-group 1
wave (config-if)# exit
wave (config)# interface GigabitEthernet 1/1
wave (config-if)# bridge-group 1
(

wave (config-if)# exit

& v] LA Fshow bridge execin TR EMFZEONZTRE , HEERMFHLRITES.

wave# show bridge 1
lsp: Link State Propagation
flow sync: AppNav Controller is in the process of flow sync
Member Interfaces:
GigabitEthernet 1/0
GigabitEthernet 1/1
Link state propagation: Enabled
VLAN interception:
intercept vlan-id all <<< VLANs to intercept



Interception Statistics:
GigabitEthernet 1/0 GigabitEthernet 1/1

Operation State : Down Down (1sp) <<< Down due to LSP
Input Packets Forwarded/Bridged : 16188 7845

Input Packets Redirected : 5068 0

Input Packets Punted : 1208 605

Input Packets Dropped : 0 0

Output Packets Forwarded/Bridged : 7843 21256

Output Packets Injected : 301 301

Output Packets Dropped : 2 0

ELEHIF | Gig 1/08 A XA , MGig 1/182 A th KRR EBLSP)MRA, LEREED
Down(flow sync) , XEKEANCIEEMAERH SEHPTHNEMANCRLRES . ELEEERE
(WD ) XALF DM , EXFFBANCHEEZD | MEREHB ER D BEIER.

WENTHERRAFOWRBEITER.
B (WCCP)E®
EWCCPERT , WCCPHMBUTMARBRET , FUBET  CloLBRREQISHER

@ EMY T EREIABANC, HTFAppNavAtEBWAASHIE SR < BT, BEER S BEMARER
, Rt HEs EMWCCPEEB R T E& 1L,

WAN

Interception

Distribution

_Z

ANC-1 ANC-2 ¥ l ¥  WN-1 WN-2

EREANBENEORES , 2BMS KB ETUECisco AppNaviZ4lssiE Ok F £ =aEME
O, BFEXEN,

FRBEAEBHESEUATIR

- RIWCCPHHEENEBMNE A6 BREMNNTHERCEVNNTRERE D, &0 LLEHshow
runzshow weepin TR BIEX LR HEE R RS AWCCPE EN K HEHEE, WEXE |, EFEA
EARTE ( fipingftraceroute ) E7TE T ERNARFRBINFIEESER LA REERES
WCCPH&H 25,

- FAPREESS ( BiE ) HCLIFIFWAAS ANC EFWCCPELE.

- FEARHRCLIKK EEMEHET LWWCCPEE,

To hosts




ERIFANCEMWCCPELE |, BEFREESET , i£#¥Devices > AppNavController , R IG1EEF
Configure > Interction > Interction Configuration.

- BIUFEEF EREBERENWCCP,

. BIF R &/iE P Enable WCCP ServiceZiE4E,

. iFUse Default Gateway as WCCP Router&£4E 21£ R HWCCP RouterFEH 2% H
WCCPIHEFIPH 4,

- BIFEMIRE (MABRSERBENEER S ZE ) REEATBEREE.

B TIRHABRWCCPZNANC LRERBFEREMEWCCPHEXNER, EHPREERFL , 25K
FESNERER , ETERE LEMAshow alarmin ST EEER. RIEFEERANCHBEHR
LHEE , LEEEAERER.

FECLIF , ZRBUT S REEZEWCCPERE :
1G85 ERE Aweep,

wave# config
wave (config)# interception-method wccp

2. B EWCCPERHRFIK , ZFIRTESEWCCPIZRIER HZRAYIPHE L,

wave (config)# wecep router-list 1 10.10.10.21 10.10.10.22

3.BEWCCPHRSID, AppNavEEFEREMNRSEID , BEXERNRSFID,

wave (config)# wcecp tcp-promiscuous 61

4.} BB E M B R 5 R EWCCP RS X Bxo

wave (config-wccp-service) # router-list-num 1

5.FEBEWCCPZE AL (ANCREZFHFBIEA L ) o WRKIEEdst-ip-maskTisrc-ip-maskikIi , N
RIVRIPHEBRE N, BIRIPEEIRE RO,

wave (config-wccp-service) # assignment-method mask

6.BEWCCPEEMSE (HAMERE G EBHRENSEEMHELTE , EFATHNANCEE ) .
SEALAUERERL2 ( BRIN ) GRE, L2ERANCERHRERE2RERE , FEBHBREEENRITSE
2EREEM,

wave (config-wccp-service) # redirect-method gre

7.5 AWCCPIRS -

wave (config-wccp-service) # enable

{# Fshow running-configin TR KBS MNANC_EHWCCPEE ., UTHEANRHIE RL2EEBMGREE



EMMETEERH,

Show running-config weep ( A FL2EEM )

wave# sh run wccp
wcep router-list 1 10.10.10.21 10.10.10.22
wccp tcp-promiscuous service-pair 61
router-list-num 1
enable <<< L2 redirect is default so is not shown in
running config
exit

& Rrunning-config weep ( A FGRE) :

wave# sh run wccp
wcep router-list 1 10.10.10.21 10.10.10.22
wccp tcp-promiscuous service-pair 61
router-list-num 1
redirect-method gre <<< GRE redirect method is configured
enable
exit

{ Fshow wecep status@i B RIEEMNANC_EHWCCPIRA

wave# show wcecp routers
WCCP Interception

Configured State : Enabled <<< Shows Disabled if WCCP is not configured
Operational State : Enabled <<< Shows Disabled if WCCP is not enabled
Services Enabled on this WAE:
TCP Promiscuous 61 <<< Shows NONE if no service groups are
configured

{5 Fishow wccep routersin B30 B 1 I WCCP37 H R IFE #H SR B 88,

wave# show wccp routers
Router Information for Service Id: 61

Routers Seeing this Wide Area Engine(2)

Router Id Sent To <<< List of routers seen by this ANC

192.168.1.1 10.10.10.21

192.168.1.2 10.10.10.22

Routers not Seeing this Wide Area Engine <<< List of routers not seen by this ANC
-NONE-

Routers Notified of from other WAE's <<< List of routers notified of but not

configured in router list
-NONE-

{# Fishow weep clients@i S 1 iIEWCCP1Z & MNANCK EBANCHI IR |, AR S MNANCH 5 E /Y BE
MR,

wave# show wccp clients

Wide Area Engine List for Service: 61

Number of WAE's in the Cache farm: 2 <<< Number of ANCs in the farm
IP address = 10.10.10.31 Lead WAE = NO Weight = 0 <<< Entry for each ANC in the



farm
Routers seeing this Wide Area Engine(2)
192.168.1.1 <<< List of routers seeing this
192.168.1.2

IP address = 10.10.10.32
as the lead
Routers seeing this Wide Area Engine(2)
192.168.1.1

Lead WAE = YES Weight = 0 <<< YES indicates ANC is serving

<<< List of routers seeing this
192.168.1.2

{5 Fshow statistics wecp@n T RIFEMNANCAIZ S HER N THES. ETNEARKBEFER
ﬁﬂ%ﬂ?yiﬁﬂ%"‘ﬂ%m%EE’J;MEE’J,;ul'I'1.=.M° PP ERHSENRNEITERERERL, KL
EI’\J an T ;=show weep statistics. EEE , “OE"2IE AL HANCIEE

wave# sh statistics wccp

WCCP Stats for Router

10.10.10.21

Packets Received from Router 1101954
Bytes Received from Router 103682392
Packets Transmitted to Router 1751072
Bytes Transmitted to Router 2518114618
Pass-thru Packets sent to Router 0
Pass-thru Bytes sent to Router 0
Redirect Packets sent to OE 1101954
Redirect Bytes sent to OE 103682392
WCCP Stats for Router 10.10.10.22
Packets Received from Router 75264
Bytes Received from Router 10732204
Packets Transmitted to Router 405193
Bytes Transmitted to Router 597227459
Pass-thru Packets sent to Router 0
Pass-thru Bytes sent to Router 0
Redirect Packets sent to OE 75264
Redirect Bytes sent to OE 10732204

Cummulative WCCP Stats:

Total Packets Received from all Routers 1177218
Total Bytes Received from all Routers 114414596
Total Packets Transmitted to all Routers 2156265
Total Bytes Transmitted to all Routers 3115342077

Total Pass-thru Packets sent to all Routers : 0

Total Pass-thru Bytes sent to all Routers : 0
Total Redirect Packets sent to OE 1177218
Total Redirect Bytes sent to OE 114414596

ERHR LERNRBWCCPESR

EXEWCCPH AW ESKHE LECEWCCPES , BHITUTE R,
1.f£ Aip weep routerip S 1E R HEF L ELEWCCPRS -

Core-Routerl configure terminal
Core-Routerl (config)# ip wcecp 61

2. E B AHELANFIWANE O LB EWCCPEE ., MREANCEFERAENRSID , NATAERENEO



+LEEMEARSID,

Core-Routerl (config)# interface GigabitEthernet0/0

Core-Routerl (config-subif) #

Core-Routerl

) #
Core-Routerl (config-subif) #
Core-Routerl (config-subif) #

config-subif

exit

ip address 10.20.1.1 255.255.255.0
ip wecp 61 redirect in
ip router isis inline_ wccp_pod

Core-Routerl (config)# interface GigabitEthernet0/1
Core-Routerl (config-subif)# ip address 10.19.1.1 255.255.255.0

Core-Routerl (config-subif) #
Core-Routerl (config-subif

Core-Routerl

Core-Routerl (config-subif
Core-Routerl (config-subif
Core-Routerl (config-subif

)

)

config-subif)

Core-Routerl (config-subif)
)

)

)

#
#
#
#
#
#

exit

3. (Wit ) MRERBAGRER O

) o

media-type rj45

Core-Routerl (config)# interface Tunnell
Core-Routerl (config-subif)# ip address 192.168.1.1 255.255.255.0

Core-Routerl

)
Core-Routerl (config-subif)
)

config-subif)# no ip redirects
# tunnel source GigabitEthernet0/0.3702

ip wccp 61 redirect in
ip router isis inline_wccp_pod
glbp 701 ip 10.19.1.254
duplex auto
speed auto

, BEERERED (N NANC WCCPEE [ 5 EEFGRER

Core-Routerl (config-subif)# tunnel mode gre multipoint

£ Fshow weep e SR B HEAKHESR[ LAWWCCPE R,

Core-Routerl sh ip wccp 61 detail

WCCP Client information:

WCCP Client ID:

10.10.10.31

Protocol Version: 2.00
State: Usable
Redirection: GRE
Packet Return: GRE
Assignment: MASK
Connect Time: 00:31:27
Redirected Packets:

Process: 0

CEF: 0
GRE Bypassed Packets:

Process: 0

CEF: 0
Mask Allotment: 16 of 16
Assigned masks/values: 1/16
Mask SrcAddr DstAddr SrcPort
0000: 0x0000000F 0x00000000 0x0000
Value SrcAddr DstAddr SrcPort
0000: 0x00000000 0x00000000 0x0000
0001: 0x00000001 0x00000000 0x0000
0002: 0x00000002 0x00000000 0x0000
0003: 0x00000003 0x00000000 0x0000

<<< ANC IP address

<<< Negotiated WCCP parameters
<<<
<<<

(100.00%)

DstPort

0x0000 <<< Configured mask

DstPort
0x0000
0x0000
0x0000
0x0000

<<< Mask assignments



0004: 0x00000004 0x00000000 0x0000 0x0000
0005: 0x00000005 0x00000000 0x0000 0x0000
0006: 0x00000006 0x00000000 0x0000 0x0000
0007: 0x00000007 0x00000000 0x0000 0x0000
0008: 0x00000008 0x00000000 0x0000 0x0000
0009: 0x00000009 0x00000000 0x0000 0x0000
0010: 0x0000000A 0x00000000 0x0000 0x0000
0011: 0x0000000B 0x00000000 0x0000 0x0000
0012: 0x0000000C 0x00000000 0x0000 0x0000
0013: 0x0000000D 0x00000000 0x0000 0x0000
0014: 0x0000000E 0x00000000 0x0000 0x0000
0015: 0x0000000F 0x00000000 0x0000 0x0000
HitfER

BXRHMEE , BSAT X -

. WCCPRM & 5 Cisco Catalyst 650055 : I BN RZIESTREW

- BRTEHNARSWebEFBENINEED . BERRHETFESE

- ERHESB LERESRWCCPHE  BESH (BRI H RS E S E)
. EWAE LEIEBWCCP | 558 (BB #E A RS EERE)

P 48 T SR R PR TR B

BEERWAASHIEERS |, TIEMFZEREAWAASHER FTHITH ATRRSBAAE . HREBFOUREML
, MARATEZBTN , XFEEHD, EXERBRT , AFEAESWAASTRK, EMERERET
, BB R th AT 8278 BY T # E PR WAAS IR & B TR HERR .

FENREIREREZH , BRIFAppNavE FIEF O ER S EET EBNIHRNF O, MREREN
RN EEFHBHT BER LI (CDP) , iHi=1T% % show cdp neighbors detail , LARIE 5%
BRYEERSIER,

ZRAWAASHREHFEMBIRA THER. MRELERBEEML , MELREARML , WER
WAASHRER T A #EZH , AT EER IR E, EXFERT , EBACLEAppNavK
TATEIEIRBNEERENRE, AXFAREE  BERHEISERER S

EZAWAAS , NEEANETREFEXN LT RAME :

- ABRBEXERFEBNFE T EBRS. BXFHAEE , BSHAEARNKANCED .
- BABEEAFTERZAWCCPIHHN. AXEAREE , B HEAIEREANCE S .

FEAppNaviisEd | REZEFHANC, WNEEZR , ENENTSEER,
ZRWAASIE , ERMER EREMKESE,

. £ ApingFtracerouteF T ERW B FEIRIERE,

- RENATIUNAE L EERE

- MREMKIBER 55 AWAASKH MR M EZREE |, M@ Z R TESWAASTE X,

- MREMEEZRAWAASHIER T ITELEE , BEEAWAASKH HILEERBR , N gEE — 1%
MWAASEZFEEITE, TSR HTREIIFEWAASIER,

- MRENEEEEAMTEAWAASHERE |, BREMH1E , MAEE —NHZIMWAASKEZEE
EE, T—HRERFEREIHEWAASEE,

ERERRAWAASHIMEITH , BHRITUTER



http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper_c11-629052.html
http://www.cisco.com/en/US/prod/collateral/contnetw/ps5680/ps6870/white_paper_c11-608042.html
http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v501/configuration/guide/traffic.html#wp1041588
http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v501/configuration/guide/traffic.html#wp1041742

1.7EWAAS ANCHIWCCPEHES ( lRER ) EEH /S AWAASIH#E,

2. MR EHEFESWAASHXMFIE |, F2 35 B8 MNAppNavEEF/HANC |, FEBEH AN
ZH|F BN AERRE,

B.ERASMNANCE  HITSHESRERNEAMEEREN R , HEBHBFEANCRELUFEREE
1To U, FTEXRFENWN, HERHERRRAEBLHEURBLFEANCEELHHE
HAHENITA.

4FERAMNHAZNIANCE , EEAEZERAT , MERAT—1ANC, #XERAFMNXENANC |, 7
BEWLEANCEE R — S HIEHERR.

M EEHE R AR RE A TWAASE EF{UREEMRAL , T ESBIEREMEEZERBNER.
BEXfeERE
LB R EBACLEE EAppNavR KRBT ERE

- BIEACL , ELEBEINBEREHATHMAAERE, EARMS , RMNEBIHTTPRE ( B
FriEEO80 ) o fFANCEBEH G EFIRKIZEENEENLHACL, XFiRASOMNEELBE ., BRI LUE
Fishow statistics pass-throug type appnavis B EPTE BACLITEEE 2 S 718t >R KIE
RARETERE,

anc# config
anc (config)# ip access-list extended pt_http
anc (config-ext-nacl)# deny tcp any any eq 80

anc

(
anc (config-ext-nacl)# permit ip any any
(config-ext-nacl) # exit

(

anc (config) # interception appnav-controller access-list pt_http

- BEEANCRIELUBE LE S ERNTE,

class-map type appnav HTTP

match tcp dest port 80

policy-map type appnav my_policy

class HTTP

pass-through

ERAMNERANC
B ABRANCE TEBRRS , ATUEE T/ 5 AR A 1ZANC:

- FHUTRFFVLANSIRIZEB N T, EHRREERED , EIRANCIRE , AJFiEEConfigure >
Interction > Interction Configuration. %&#F MO X £ HREEFERR. FVLANFERR
& 9 fE“none”,

- ZEATEANCHIRF LT, ERREESEF , &F—NEH , AR EHAppNavZHIZFE T+



, ERANC , A2 HEAEFEER.

- NAEBELFERENEBACL, BikltAZE. (AIRRAELZPHNEHNRIERE. )
fEAdeny ALLEZRMHENACL, EHRREESRF , EFANCIRE , AJFiEEConfigure >
Interction > Interction Access List , 3 7#EAppNav Controller Intercing Access List T 31 51| 3 #r ik
deny ALL access¥|3k,

EMCLIZAACLES , HEAUTHS ;

anc# config

anc (config)# ip access-list standard deny

anc (config-std-nacl)# deny any

anc (config-std-nacl) # exit

anc (config) # interception appnav-controller access-list deny

MHEERETRBERES :

- BEHWAASES , MA2#E#A,
- ZRABWAASHEAL,
- SEFERETZEMiET,

FEHBELANC

EXAEEAREEXTEITHANC , FZAANCHWCCPII., BA AEANC LHEEE MK H
B L HEME LITIHERMAE, EANCLE | ATLAERRMIBRWCCPARSS |, =& AT LAMI BRIUYT 75 A S
HMWCCPE XN HAth 5%,

EZAWCCPEE , FEPREESRHIERANCIRE , AFIEEFConfigure > Interction > Interction
Configuration, EUHiEH Enable WCCP Service 21 = R tiRemove SettingsEFFE=ERUT L
HBRWCCPEBIRE ( EATFEX) -

EMCLIZAWCCPES , BFERAUTHS ;

anc# config
anc (config) # wcep tcp-promiscuous service-pair 61
anc (config-wccp-service)# no enable

EREBERT , TESNMANCMNE—BHBEREEQRE. NAEEL , BULUEEREREBSE
EEZERAWCCP , MARANC, ERZ , BRE—ANTREITMWCCPIZFMBRZANANC, HRI2E
T 5= MWAAS Central Managerih 1T L2 4E,

EERHFLERAWCCP , BERAUTEE

RTR1 (config)# no ip weccp 61
RTR1 (config)# no ip wccp 62 <<< Only needed if you are using two WCCP service IDs

EERAFLEMSAWCCP , EEAUTEE !

RTR1 (config)# ip wecep 61
RTR1 (config)# ip wcecp 62 <<< Only needed if you are using two WCCP service IDs

ESAWCCPKRHESEL  BiIIFEEREANANCEERE RHWCCPEFIE, EXRME LR
WCCPHRS AT |, MERA T,



RTR1# show ip wccp 61
The WCCP service specified is not active.

AppNav e B 5 5 Bk
EXAppNavER I THEHERR , B LUFERUT IR

- AppNavEiR

. PR ETEEE s

- AT B EEHENE R RIS MWAppNay CLIFE
- BT S ERS W5 1HE E#9AppNav CLIES
- EERER

- AppNavifiid B &id %

A
ie)

A
T

AppNaviEik
EHRAETERCMMASERERSI XA TER :

- BRRER (T8 ) — ANCZEIWERD T MAEANCRE T #TiE .

- SRR (FRE ) — ANCTEEANCHIWNIIREM A LIt ANCIFES #iE#,

-ANCHIIAKLM (™E ) — HTEHFPETEANCHEERSE , ANCEEMAMEESE,

- ANCEE (I RE ) — EBPHANCEITTREFENERIPURA,

- ANC Unreachable(Major) — Bl EHIANC T E 1 8]

- WN Unreachable(Major) — EEENWNF A, LWNFTATFREEEME,

- WN Excluded(Major) — EELEWWNHGR , BEEHR , B — 1N HZNMNEHMANCELEZEERE
o WWNARATREEER ( ¥iEE) .

B EPREEREBRERPEFRER , RE R L FERAshow alarms EXECHi SR EBEE R

EXE : CMME2RWEPAppNava# , A TEEANCHIWNI 7 4A |, FEHIEF SRS £ TR
AppNavEEH,

hREE R

B LAEA R REEBERIUE, MIEAppNavERH BERREME, Central Managerf] AEF B M &
A EEMPWAASIRZNERBUE , H A SURER BRI B K Z B AppNavia &,

MNAHAREERZER | ERAppNavIRE>EHEH, EHTE DT RERFAI (SEWCCPHN
REGHRR ) . BHERRE, RERS. REDRSTEERE.

B REBINEFRRSREBETER,



FEE , AP ERHANCHWNEREEHENREZEHN , EACIMI TR —&& L. EEME
AWNILRERANC E | XF N ZHEEEFHRINE LB RN RIREER,

ERREERARIFYUNEENAEARZ LERER=ZAFESE RS , ENRZFEITEI0VR
ARWRL (RZATBEBARAEETTF ) o

B AFREERERSL , TREGEMANCRWNIRZ R FA360ERSUE, E—MNEIF
ERRE ENER. SR 2R L FRHESRENETMER.

B Finsectionit W+ , WIFEMNANCEMIRREB .
MRATREA , RSERWTF :



% HCluster Control ( £# S ) kI~ , EFHANCAUEINERH P E S RFZNIPHUEFIRS
o EEPWENANCREEHRENRZIIR, BN , RREERMLKEE,

WMRFABANCETERMER , NERLEET , HERTERHLEEALD R , MEREH LSBT,

WMRFAIBANCHEEE , BWNHNUETE , NEEFHL TRIRE. RENAD® , BRXD W R
BANCE ZIFIWN,

FTEANC K E B P B WNIEI K BERR
¥ Hinterfaces ( 0 ) %I+ , WIFANC ¥ B ##Z OB HEEONRS.

360° Network Device View 9y ;":{
i SE-M1-BR
21822 AppNav Controller, v5.0.0
Calarms (5) [EJinterception ~*¢Cluster Control [_F:_] »
Show | Al || 8
Name State
GigabitEthernet 0/0 Up
GigabitEthernet 0/1 Administratively Up utdown
GigabitEthermnet 1/0 Administratively shutdown
GigabitEthernet 1/1 Administratively shutdown
GigabitEthernet 1/2 Up
GigabitEthernet 1/3 Administratively shutdown
GigabitEthernet 1/4 Administratively shutdown

EEERPEINWNWICOERR , HERNMEMFHRIEFTEINESNEERS. MEFNEER
RERTMEREEZIT , BRENMEERERS , fla0 , BT INESST HE I AT 2 E MR
o TERSERIEERET, NRAMIEESHEEORIE | NATR XL IIEEH TSI
BEHERR. MR AFTHE | HANEARS T TIEEHE. EAdmin > History > License
Management device A2 b ¥ AL,



DEERBHEFHPANCZHAVEZRBES N, MRFREE[RALUEREANCERE , NE N
Fo&EE  BR , MRCEXEEELEANCERE , NELERNF D, NRPREFEREEMRZR
FEE  AHZRBEFREERFHFETABRN , Wak HEBREN BRI ER.

RIFEERZEOSRIEZEA DT , MERERIREERMTT b RISEEERE,

HEOEIEHTD , ANCHENFEFRIRL D R BT A UAEIHWNG , Bl T FERZHEBRT
iR, EURSBEEEE , FRESRBEMEE.

BESZMNANCH Cluster Control ( &2 ) ®kIi+ , EFRALZEHE —PHZNMANC, WRFH
MNANCZRIBAAUHERE , BUERHFFIEFNE—RE , At&RHFRESIANCH
Cluster Control ( S£8H#24 ) &I+ , M K& H“Service controller is unreachable” &1k



360° Network Device View 0rXx

SE-M1-BR
21822 AppMav Controller, v5.0.0

1. This typic

1B

SE-MR- Eﬁlarms (7) ﬂlnterceptjon I_Ef | P"Jnterfaces 2
Device Type « P Address Liveliness State = Reason
AppNav Controller 2.19.2.5 DEAD Device is Unreachable. Check
AppNav Controller 2.18.2.2 ALIVE
WAAS Node 2.19.2.5 DEAD Device is Unreachable. Check
WAAS Node 2.18.2.2 ALIVE

@i
em-ze-1
MBEANCHRBSERTARE , WS FHER, £HHINET S BAppNav Controllersik I+

, RERBEBAMEBEANC, &u%ﬂiF‘ﬁHANC NEBERARESRNE, BALLEG SR ESE
B#RELUS FHANC,

KEZNMANC EREZEREIE RIT UK EANCR AppNavER i, WMRRAIRBEERE LHR
SERTE, NWIERFSEFRERSHAE (MRLNE ) .

ERECTEUHEKE , B MCentral Manager3 & %12 Configure > AppNav Policies , /5 %
Manage$®4l.



BEMZAIEBEDTHMEANCOE—NKREE, ERIAKIES Nappnav_default, EFREEE DM 2%
B4 ARG REESEEMR. AppNav Policy B #IF S RN AMEREHANC, WRFFE
ANCHREREEIRIE , BFRESMREFHANCENERE , FREPELE. R BAE , REE
o

ERIERM D ESS , &7 AR IEAppNav Policies T H R & & RAVREEH N, &AM R AEH N
, AR T REMESEERUEREE

MR-ADHSNMREGER , ANCARLERACHABRSERT. REIOERZNENITHE
BIETIF , ERECHRNZEERIEESIR,



360° Network Device View 2

donn SE-M1-BR
2.18.2.2 AppMav Controller, v5.0

_SE%BJH< '6) [Biinterception ( " overloaded Policies (7) };";‘clmter Control b
Policy Map Class Map Distribute To Monitor Load
waas_app_default  MAPI MAPI Accelerator
waas_app_default HTTPS S5L Accelerator
waas_app_default HTTP HTTP Accelerator
waas_app_default CIFS CIFS Accelerator
waas_app_default epmap MS PortMapper
waas_app_default NFS NFS Accelerator
waas_app_default RTSP Video Accelerator

MBANCIEAEMALER | NS TN & BIRAE R FMARS.

0EIRZME N & (Istection) i ZTMFE R , AT EERS , EEBEEXHA. EENRERE
, BEIANCHERRSHMANCRSZ H EZFESIRE. LIBBETEIRS H.



WMRMERHRBRANC |, MAHIERNLERZANC/ LS 8, AEEHEEET <P ERNED
KA, EFIFFEANCE R EMERF A, FHRET | EF2REMEMHR.

AT ERMNZZRESNAppNay CLIGH

JIANCLIGE S XANC E VBB HERRIERE B A -

- show run service-insertion

- show service-insertion service-context

- show service-insertion appnav-controller-group

- show service-insertion service-node-group all

- show service-insertion appnav-controller /P 1t

- show service-insertion service-node [ip-address]
- show service-insertion service-node-group 4 #

EWNLERAUTGS :



. show run service-insertion
. show service-insertion service-node

EANCJ: —IJ«XEFH show service-insertion service-contextin T EFEH TR Z MRS L T IRS
iz EME

ANC# show service-insertion service-context

Service Context : test

Service Policy : appnav_default <<< Active AppNav
policy

Cluster protocol ICIMP version : 1.1

Cluster protocol DMP version : 1.1

Time Service Context was enabled : Wed Jul 11 02:05:23 2012

Current FSM state : Operational <<< Service context
status

Time FSM entered current state : Wed Jul 11 02:05:55 2012

Last FSM state : Converging

Time FSM entered last state : Wed Jul 11 02:05:45 2012

Joining state : Not Configured

Time joining state entered : Wed Jul 11 02:05:23 2012

Cluster Operational State : Operational <<< Status of this
ANC

Interception Readiness State : Ready

Device Interception State : Not Shutdown <<< Interception is

not shut down by CMM

Stable AC View: <<< Stable view of
converged ANCs

10.1.1.1 10.1.1.2
Stable SN View: <<< Stable view of
converged WNs

10.1.1.1 10.1.1.2
Current AC View:

10.1.1.1 10.1.1.2
Current SN View:

10.1.1.1 10.1.1.2 10.1.1.3

iR Device Insection State=Ek ( LA E ) E/RShutdown , NFRRCMME<AEE , BN ILANCK
ERIFEBURE, Bl , ANCAIREMEMALEF , HEEHEKREL R,

“‘FRIEME"(Stable View)FE ( LB ) FIHEANCREZEEHNEE — RS NEHEEHANCH
WNBIPH#tE, XZ2ATHERENME, “Haidl l”?ﬁﬁﬁutHJttANCEH/uEJB,ﬁEqﬂﬁ%ﬂ’ﬂ&%o

F£ANC L |, AT BL6E fshow service-insertion appnav-controller-group@s 4 2 HANCA F & MNANCH
RE -

ANC# show service-insertion appnav-controller-group

All AppNav Controller Groups in Service Context

Service Context : test
Service Context configured state : Enabled

AppNav Controller Group : Scg

Member AppNav Controller count : 2
Members:
10.1.1.1 10.1.1.2
AppNav Controller : 10.1.1.1

AppNav Controller ID 1



Current status of AppNav Controller Alive <<< Status of this ANC
Time current status was reached Wed Jul 11 02:05:23 2012
Joining status of AppNav Controller Joined <<< Joining means ANC
is still joining
Secondary IP address 10.1.1.1 <<< Source IP used in
cluster protocol packets
Cluster protocol ICIMP version 1.1
Cluster protocol Incarnation Number 2
Cluster protocol Last Sent Sequence Number 0
Cluster protocol Last Received Sequence Number: 0
Current AC View of AppNav Controller: <<< ANC and WN
devices advertised by this ANC
10.1.1.1 10.1.1.2
Current SN View of AppNav Controller:
10.1.1.1 10.1.1.2
AppNav Controller 10.1.1.2 (local) <<< local indicates
this is the local ANC
AppNav Controller ID 1
Current status of AppNav Controller Alive
Time current status was reached Wed Jul 11 02:05:23 2012
Joining status of AppNav Controller Joined
Secondary IP address 10.1.1.2
Cluster protocol ICIMP version 1.1
Cluster protocol Incarnation Number 2
Cluster protocol Last Sent Sequence Number 0
Cluster protocol Last Received Sequence Number: 0
Current AC View of AppNav Controller: <<< ANC and WN
devices advertised by this ANC
10.1.1.1 10.1.1.2
Current SN View of AppNav Controller:
10.1.1.1 10.1.1.2 10.1.1.3

BRARENANCRBSMMARSNFIEK , FS5H

insertion s Fo

(BRI BNARS®RESE) PMshow service-

EANCLE , T B Fshow service-insertion service-nodefs S & & £EH FISFEWNRIRS

ANC# show service-insertion service-node 10.1.1.2

Node:
Node belongs to SNG
Context

Service
Service
Service

Service Context configured state

Service Node ID

Current status of Service Node

Time current status was reached

Cluster protocol DMP version

Cluster protocol incarnation number

Cluster protocol last sent sequence number
Cluster protocol last received sequence number:
AO state

AO State For

tfo GREEN 3d 22h 11m 17s
reported by WN

epm GREEN 3d 22h 11m 17s

20.1.1.2
sng2
test
Enabled

1
Alive <<< WN is visible
Sun May 6 11:58:11 2011
1.1

1

1692060441

1441393061

<<< Overall/TFO state

<<< AO states



reported by WN

cifs
mapi
http
video
nfs
ssl
ica

F£ANC L , ATBA6E fshow service-insertion service-node-group@i $ & & EE F4FEWNGHIRA -

GREEN 3d 22h 11m 17s
GREEN 3d 22h 11m 17s
RED 3d 22h 14m 3s
RED 11d 2h 2m 54s
GREEN 3d 22h 11m 17s
YELLOW 3d 22h 11m 17s
GREEN 3d 22h 11m 17s

ANC# show service-insertion service-node-group sng2

Service Node Group name sng2
Service Context scxtl

Member Service Node count 1

Members:

10.1.1.1 10.1.1.2
Service Node:
Service Node belongs to SNG
Current status of Service Node
Time current status was reached
Cluster protocol DMP version
Cluster protocol incarnation number
Cluster protocol last sent sequence number
Cluster protocol last received sequence number:
AO state
AO State For
tfo GREEN 3d 22h 12m 52s
epm GREEN 3d 22h 12m 52s
cifs GREEN 3d 22h 12m 52s
mapi GREEN 3d 22h 12m 52s
http RED 3d 22h 15m 38s
video RED 11d 2h 4m 29s
nfs GREEN 3d 22h 12m 52s
ssl YELLOW 3d 22h 12m 52s
ica GREEN 3d 22h 12m 52s
Service Node:
Service Node belongs to WNG
Current status of Service Node
Time current status was reached
Cluster protocol DMP version
Cluster protocol incarnation number
Cluster protocol last sent sequence number
Cluster protocol last received sequence number:
AO state
AO State For
tfo GREEN 3d 22h 12m 52s
epm GREEN 3d 22h 12m 52s
cifs GREEN 3d 22h 12m 52s
mapi GREEN 3d 22h 12m 52s
http RED 3d 22h 15m 38s
video RED 11d 2h 4m 29s
nfs GREEN 3d 22h 12m 52s

10.1.1.1
sng2
Excluded
Sun Nowv
1.1

1
1692061851
1441394001

6 11:58:11 2011

10.1.1.2
sng2
Alive
Sun Nov 6 11:58:11 2011
1.1

1

1692061851

1441394001

<<< WN status

<<< WN status



ssl YELLOW 3d 22h 12m 52s

ica GREEN 3d 22h 12m 52s
SNG Availability per AO <<< AO status for entire
WNG

AO Available Since

tfo Yes 3d 22h 12m 52s
epm Yes 3d 22h 12m 52s
cifs Yes 3d 22h 12m 52s
mapi Yes 3d 22h 12m 52s
http No 3d 22h 15m 38s
video No 11d 2h 4m 29s
nfs Yes 3d 22h 12m 52s
ssl No 11d 2h 4m 29s
ica Yes 3d 22h 12m 52s

LHIFRE - PWNEVIRA S Excluded , IXERBEANCALEEIWN , BEEBRMNERFHER , BN —
PRSP HMANCEREERRE,

B/AOHSNGA MR E RENAOR TS N ETERREMERS . MRWNGHHED —PWNE
AORZEIRZS , MAOHA A,

&8 LLFEWN _E 85 F show service-insertion service-nodeds & & &WNHVIRE :

WAE# show service-insertion service-node

Cluster protocol DMP version : 1.1
Service started at : Wed Jul 11 02:05:45 2012
Current FSM state : Operational <<< WN is responding to
health probes
Time FSM entered current state : Wed Jul 11 02:05:45 2012
Last FSM state : Admin Disabled
Time FSM entered last state : Mon Jul 2 17:19:15 2012
Shutdown max wait time:
Configured : 120
Operational : 120

Last 8 AppNav Controllers

AC IP My IP DMP Version Incarnation Sequence Tim

Reported state <<< TFO and AO reported states
Accl State For Reason

TFO (System) GREEN 43d 7h 45m 8s

EPM GREEN 43d 7h 44m 40s

CIFS GREEN 43d 7h 44m 41s

MAPT GREEN 43d 7h 44m 43s

HTTP GREEN 43d 7h 44m 45s

VIDEO GREEN 43d 7h 44m 41s

NFS GREEN 43d 7h 44m 44s

SSL RED 43d 7h 44m 21s

ICA GREEN 43d 7h 44m 40s



Monitored state of Accelerators <<< TFO and AO actual states
TFO (System)

Current State: GREEN

Time in current state: 43d 7h 45m 8s

EPM

Current State: GREEN

Time in current state: 43d 7h 44m 40s
CIFS

Current State: GREEN

Time in current state: 43d 7h 44m 41s
MAPT

Current State: GREEN

Time in current state: 43d 7h 44m 43s
HTTP

Current State: GREEN

Time in current state: 43d 7h 44m 45s
VIDEO

Current State: GREEN

Time in current state: 43d 7h 44m 41s

NFS
Current State: GREEN
Time in current state: 43d 7h 44m 44s
SSL
Current State: RED
Time in current state: 43d 7h 44m 21s
Reason:
AO is not configured
ICA

Current State: GREEN
Time in current state: 43d 7h 44m 40s

IERERA SRS R HRRRES |, BREVRATETE , AN ERRSRASHMERRRSHRIE
=8

BXWNEWHESRRCHIFMAER |, B RHREHRA BRI A IESEE,
AT WER D mHEiTHE S MWAppNay CLIT T
JIANCLIG S XANC LR SRBE R TR 20 it T MR HEBRIEE B A

- show policy-map type appnav policymap-name — & RRBEIRE PN RMERAN Mo it
.

. show class-map type appnav class-name — .Z 73 B 5 o & NPT B SR A B9 ITBR R A Al i P 1
#.

- show policy-sub-class type appnav level1-class-name level2-class-name — \E " E
AppNav g B Bk 5 Hb 26 B 5 oA £ 1N L AL 5% 1Y PLBD R A Fl o P 1T 3K

. show statistics class-map type appnav class-name — & REME N REL BN HRITER

. show statistics policy-sub-class type appnav level1-class-name level2-class-name — & R ER
EAppNavR BB S PRMBF W REL BN D KEITER

- show statistics pass-through type appnav — & "B MEBEEREREHAppNaviRES iHEE.

. show appnav-controller flow-distribution — & 7R 1A R #E & LAY SR BE FNh A A B FR 4 HANCHE
BERERHITOENDE, L SATATRIANC EUMAABSERREMBENZE,

HEWNEERAU T THRRE D BEHE


troubleshooting_optimization.html
troubleshooting_application_acceleration.html

- show statistics service-insertion service-node ip-address — & R 7 A EIWNB HERES FREHN
FitER.

- show statistics service-insertion service-node-group name group-name — & =% ZEIWNGHY
INRBAREMNSEITER.

A LLZEANC L8 Fshow statistics class-map type appnav class-namets = R EEBRRE 2 K FE | 6l
NPEERELRNRETETENERE, XAJERNAEME (WMHTTP) |, H¥E , IR K@D N
FIEREFRXERIE , NATRER D I KRERKMST, BT 2HTTP Y 4Bl -

ANC# show statistics class-map type appnav HTTP

Class Map From Network to SN From SN to Network
HTTP
Redirected Client->Server:
Bytes 3478104 11588180
Packets 42861 102853
Redirected Server->Client:
Bytes 1154109763 9842597
Packets 790497 60070
Connections
Intercepted by ANC 4 <<< Are connections
being intercepted?
Passed through by ANC 0 <<< Passed-through
connections
Redirected by ANC 4 <<< Are connections
being distributed to WNs?
Accepted by SN 4 <<< Connections accepted
by WNs
Passed through by SN (on-Syn) 0 <<< Connections might be

passed through by WNs
Passed through by SN (post-Syn) 0 <<< Connections might be
passed through by WNs

Passthrough Reasons Packets Bytes <<< Why is ANC passing
through connections?

Collected by ANC:

PT Flow Learn Failure 0 0 <<< Asymmetric
connection; interception problem

PT Cluster Degraded 0 0 <<< ANCs cannot
communicate

PT SNG Overload 0 0 <<< All WNs in the WNG
are overloaded

PT AppNav Policy 0 0 <<< Connection policy is
pass-through

PT Unknown 0 0 <<< Unknown passthrough
Indicated by SN: <<< Why are WNs passing

through connections?
PT No Peer 0 0 <<< List of WN pass-
through reasons

REEWNLEEETEED A , "ESNER 2 FHWNEBRR S 28N, &0 , ANCTHIE
WNERBEZEE K FEFITEE,

WRERE  MANCUT SR ERNBIRBEM , FHRERAB. ETSEHWAAS



TcpTracerouteﬂ—FH&FEFF?ANC’EHﬁﬁﬂPE’Jﬁ& WM , EFRENFREER I ERN A TEEN R
o BXIFMAER , BRI EERE Y.

AT iEiERENAppNay CLIG T

EiRIHANC L B NEZIEEE | 7 LAfE A show statistics appnav-controller connectionins &
TESEEIR,

anc# show statistics appnav-controller connection
Collecting Records. Please wait...
Optimized Flows:

Client Server SN-IP AC Owned
2.30.5.10:38111 2.30.1.10:5004 2.30.1.21 Yes
2.30.5.10:38068 2.30.1.10:5003 2.30.1.21 Yes
2.30.5.10:59861 2.30.1.10:445 2.30.1.21 Yes
2.30.5.10:59860 2.30.1.10:445 2.30.1.21 Yes
2.30.5.10:43992 2.30.1.10:5001 2.30.1.5 Yes
2.30.5.10:59859 2.30.1.10:445 2.30.1.21 Yes
2.30.5.10:59858 2.30.1.10:445 2.30.1.21 Yes
2.30.5.10:59857 2.30.1.10:445 2.30.1.21 Yes
2.30.5.10:59856 2.30.1.10:445 2.30.1.21 Yes
Passthrough Flows:

Client Server Passthrough Reason
2.30.5.10:41911 2.30.1.10:5002 PT Flowswitch Policy

B B EREF mS RS 25 IP# HE F/sis O ETIRI EFIER |, bl LUBT 8 Edetail < B F XK
S REXEENFEASKITES.

anc# show statistics appnav-controller connection server-ip 2.30.1.10 detail
Collecting Records. Please wait...

Optimized Flows
Client: 2.30.5.10:55330
Server: 2.30.1.10:5001

AppNav Controller Owned: Yes <<< This ANC is seeing activity on this connection
Service Node IP:2.30.1.5 <<< Connection is distributed to this SN

Classifier Name: se_policy:p5001 <<< Name of matched class map

Flow association: 2T:No,3T:No <<< Connection is associated with dynamic app or session
(MAPTI and ICA only)?

Application-ID: 0 <<< AO that is optimizing the connection

Peer-ID: 00:14:5e:84:41:31 <<< ID of the optimizing peer

Client: 2.30.5.10:55331

Server: 2.30.1.10:5001

AppNav Controller Owned: Yes
Service Node IP:2.30.1.5
Classifier Name: se_policy:p5001
Flow association: 2T:No,3T:No
Application-ID: 0

Peer-ID: 00:14:5e:84:41:31

BRUEERERIUAE RESD A AN EBEZNHE,



anc# show statistics appnav-controller connection summary
Number of optimized flows =2
17

Number of pass-through flows

BEHEIR IR

EREBIHEBRAppNavRI M E | A A E R REESPFERAEZRIRTE, WTEE RESEERENUT
E8 .

- MREEBEITH DK EWNG
-AEBEE (WMRER )

- EED RFBWNGHIWN

- NEEE AT INE SR

- B FRIREY

EFAEERE TE  BHITUTIER
1N REEEH B | iR AppNav Clusters > cluster-name , ARk R EEEE>T E>EERR

o

2JEFANC, WNEWAASRE , HIEEEZECEEY.

3. EHREUE RCEEE,

WAAS TCP Traceroute2 3 —f 45 E FAppNaviI T B | AT BN EHERRM KL FE BRI ( 23E3E
WNHER ) . BAUFERAECEREFBRNRZH[ZEHWAAST 2K , MREZNCREND N
FAMLILEEE, MCentral Managerd , &7 BUEFWAASH 4% iz Ttraceroute M EM1R &, EfE
FAWAAS Central Manager TCP Traceroute TE | HHITUTHE :

1.MWAAS Central Manager3£ 8/ | £ Monitor > Troubleshoot > WAAS Tcptraceroute, &
, WA LA RIERIRE , AREREFELETMNIZIRZIZ{Ttraceroute,

2. MWAAS Node THIFIERH |, it B EMFIZ TtracerouteFIWAASIE R, ( REBEIRE LT XF
, WARERETB, )

.EBIIPH“B iRm0 F &S | i A Eiz1Ttraceroutedy B FRAYIP 31k F % O
4.8 FH54TTCPTraceroute” A& RE R,

RERBHHIWAAST RETEFER T HHERF, &i& T LAEAwaas-tcptrace@n S MCLIZ{TIESR
RAERF.

AppNavifji# H &g &
AR BT A T HEBRAppNavEF SR E 2R R -
- @i BEX M : Nlocal1/errorlog/cmme-errorlog.current ( Hlcmme-errorlog.* )
FiREHEAAppNavEREERN AR B SEEK , BEANUTH S,
NOTE:fif AFRIEREAKEBCPURR , HEATERKEME ., EAEFHREHEE, EEbER

To

ERLAE A AR A B HIE %



WAE (config)# logging disk enable
WAE (config)# logging disk priority detail

EREEERIR (5.0 1 REBHEAL ) RN

WAE# debug cmm ?

all enable all CMM debugs

cli enable CMM cli debugs

events enable CMM state machine events debugs
ipc enable CMM ipc messages debugs

misc enable CMM misc debugs

packets enable CMM packet debugs

shell enable CMM infra debugs

timers enable CMM state machine timers debugs

B URNEHREEREABPREERLCREK , ARETARERAENER , TR :

WAE# debug cmm all
WAE# type-tail errorlog/cmm-errorlog.current follow

BRI UERAU TSRS EEESRFOMH RS BERE(FDA)E AFH AT

WAE# debug fdm all
WAE# debug fda all

FOMBHEWNR KB SRBFZHBED KRN E. FDAREWNREER. A TEEXHTHA
T HEBRFDMAIFDARI & :

- @1t B F X : /local1/errorlog/fdm-errorlog.current ( Flfdm-errorlog.* )
- i BE X : /local1/errorlog/fda-errorlog.current ( #fda-errorlog.* )

AppNav¥ i IR

5| A 7 #Mpacket-capturein & , A St iF 3R Cisco AppNaviZHISZ OERED ENHKIEE, It
SRAUEREMED EPBES , H U URBERIESHEIRX M. packet-capturets TiL 5t THHA

By Ep StcpdumpFtethereal , [5%& T3k Cisco AppNaviZ#ISS 2 NER EHRBER. BXxaHE
EREREEL , ESH (BRI EEARSHSSE) .

AR BESHERIAABIRB AL TEDRS | EFERR BT,
ANCHIWNZ RlRENHFELFHITHE , TR,



4. Packets forwarded
— afterremoving
encapsulation

1. Packets entering
the AMC

2. Packets sentto
WHN after
encapsulation

3. Encapsulated packets
sent by WN

NREEFWEIRRBARBREES , Vel HEs, MREFE2RVEIR/BREES , WaH
EXLEHEDL.

AT REFRHIE S HRN A HRE

anc# packet-capture appnav-controller interface GigabitEthernet 1/0 access-list all
Packet-Capture: Setting virtual memory/file size limit to 419430400
Running as user "admin" and group "root". This could be dangerous.
Capturing on ethl4
0.000000 2.58.2.11 -> 2.1.6.122 TCP https > 2869 [ACK] Seg=1 Ack=1 Win=65535 Len=0
4.606723 2.58.2.175 -> 2.43.64.21 TELNET Telnet Data

37.679587 2.58.2.40 -> 2.58.2.35 GRE Encapsulated 0x8921 (unknown)
37.679786 2.58.2.35 -> 2.58.2.40 GRE Encapsulated 0x8921 (unknown)

BUT B AR B BUIRE QIR AY 5 =P

anc# packet-capture appnav-controller access-list all non-encapsulated
Packet-Capture: Setting virtual memory/file size limit to 419430400
Running as user "admin" and group "root". This could be dangerous.
Capturing on ethl4

0.751567 2.58.2.175 -> 2.43.64.21 TELNET Telnet Data

1.118363 2.58.2.175 -> 2.43.64.21 TELNET Telnet Data

1.868756 2.58.2.175 -> 2.43.64.21 TELNET Telnet Data

HEmRER

- BIRSHIRACLIAL M A TWCCP-GREMSIAHEHIE TN N EBIPEIE .
- MBEREHEATHESHIRAANCED |, NEFREANCE D LR BEIHIR,

LT 2WN#ZDO EBESHERN R

anc# packet-capture interface GigabitEthernet 0/0 access-list 10
Packet-Capture: Setting virtual memory/file size limit to 419430400
Running as user "admin" and group "root". This could be dangerous.
Capturing on ethO

0.000000 2.1.8.4 -> 2.64.0.6 TELNET Telnet Data

0.000049 2.64.0.6 -> 2.1.8.4 TELNET Telnet Data ...

0.198908 2.1.8.4 -> 2.64.0.6 TCP 18449 > telnet [ACK] Seqg=2 Ack=2 Win=3967 Len=0
0.234129 2.1.8.4 -> 2.64.0.6 TELNET Telnet Data

0.234209 2.64.0.6 -> 2.1.8.4 TELNET Telnet Data



BAT R0 805 2 IR SRV R

anc# packet-capture decode /locall/se_flow_add.cap

Running as user "admin" and group "root". This could be dangerous. 1 0.000000
100.1.1.2 -> 100.1.1.1 GRE Encapsulated SWIRE 2 0.127376
100.1.1.2 -> 100.1.1.1 GRE Encapsulated SWIRE

A] LA$8 ZE src-ip/dst-ip/src-port/dst-port A 8 iR A

anc# packet-capture decode source-ip 2.64.0.33 /local1/hari_pod_se_flow.cap

Running as user "admin" and group "root". This could be dangerous.

3 0.002161 2.64.0.33 -> 2.64.0.17 TCP 5001 > 33165 [SYN, ACK] Seg=0 Ack=1l
Win=5792 Len=0 MSS=1460 TSV=326296092 TSER=326296080 WS=4
4 0.002360 2.64.0.33 -> 2.64.0.17 TCP 5001 > 33165 [SYN, ACK] Seg=0 Ack=1l

Win=5792 Len=0 MSS=1406 TSV=326296092 TSER=326296080 WS=4
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