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1.17EWAAS Central manager® , #£Configure>Security>AAA>RADIUS T £ Z2RADIUSFR %88 .



Home Device Groups Devices AppMav Clusters Locations
VCM-POD4-Primary | v | Configure | v | Monitor | v Admin | v

Devices > vCM-POD4-Primary > Configure > Security > ABA > WWS_I[
RADIUS Server Settings for Central Manager, vCM-POD4-Primary &5 Pint & AppiyDefaulls ] Remove Settings

Time to Wait™ 5 (seconds) (1-20)

Mumber of Retransmits:” 2
|smdenawﬁmKaf l ........... |
|s«w|Nm [10.66.86.125 | Server 1 Port: 1645

Server 4 Name: | Server & Port 1 ]
Server 5§ Name: l— Server 5 Port: I—

* To use RADIUS for Login or Configuration Authenticaticn, please go to the Authantication Metheds page.

Mote: " - Required Field

1.27E Configure>Security>AAA>Authentication Methods T &L & & 13 1 1lf /5 5% LA BRRADIUS

ESHWIEFERIEANRADIUS |, BB S HRIUES EBENFM . Fit , FRADIUSKKET , ZFH
BB AN i ¢ P B %o

Lall s i . L L Pr . .
5¢0  Cisco Wide Area Application Services M-S " WAVES94 | v Confi = Monitor | v Y g

Devices > CM-Secondary-WAVESS4 > Configure > Security > AAA > Authentication Methods
Authentication and Authorization Methods for Central Manager, CM-5Seco... G Print ;f Apply Defaults m Remave Settings

Failover 1o next avaiable authentication method:

Use enly local admin account to enable privilege exec level: O

Authentication Login Methods: i Mtis highly recommended to set the authentication and authorization methods in the san
Primary Login Mathod:™ RADIUS |

‘Secondary Lagin Method: local

Tertiary Login Method: Do Not Set [

Quatemary Login Method: Do Not Set B

Authorization Methods:

Primary Configuration Method:* RADIUS

Secondary Configuration Method: local

Tertiary Configuration Method: Do Mot Set B

Quatemary Configuration Methad: Do Mot Set [
- wdowsAuenteaon

Refresh Authentication Status Show Windows Authentication Status

Note: ™ - Required Fiskd

2. Windows 2008 R2 - NPSIRSSRRELE

2.17EWindows 2008 R2 - NPSHRST2RH , FWAASIRZIP&IE I RADIUSE 7 i,



B MPs (Local)
1 ] RADIUS Clients and Servers
5 RADIUS Clents

&5 Remote RADIUS Server G
1 E| Policies
bl 5 Metwork Access Protection
B Accounting
7 l; Templates Management

RADIUS Clients

;‘ RADIUS clierts allow you to specify the network access servers, that provide access to your network.

AcarEEs =1n| &

1 1r-Le L
10.66.86.121 andard Mo

e N |
Settings | Advanced |
¥ Enable this RADIUS cliert
IT Select an existing template:
| =l
~MName and Address

Friendly name:
fvCM

Address (IF or DNS):

|10.66.86.121 Verfy... |

— Shared Secret
Select an existing Shared Secrets template:

[Neee F

To manually type a shared secret, click Manual. To sutomatically generste a shared
secret, click Generate. “You must configure the RADIUS client with the same shared

* Manual " Generate
Shared secret;

I.'i..ll.
Confirm shared secret:

ok | cancel | ey |

2.27EWindows 2008 R2 - NPSHRSS 88+ |, SIEZM K REELACE WAASKRZEH AT FHRILE,



S Nebtwork Policy Server

1 Connection Riequest Polid
(. Network Pobdes
~ Health Polices
= & Network Access Protection
# = System Health Valdatars
35 Remediation Server Groug
B, Accounting
& Wy Templates Management

Rebwork Policies

* Netwaork policies allow you to designate who is autharized to connect to the network and the circumstancas under which they can or cannot connect.

HName Status ing Ovder | Access T Source

ﬁmwwuhﬂwcﬂsw Enabled 935359 Dery Access  Unspeciied

Conditions -  the following condlions are met:

Condtion | Vahse
Chert Friendly Mame  vCM
Windows Groupe  ANSDUWAAS

Sestings - Then the following sattings are applied:

Sefting | Value

Cisco-AN-Pair sheldl peiv-hd=15

Estendad State «Blank>

Access Pemmission Grant Access

Puthentication Methed Unencrypled suthertication (PAP, SPAF)

NAF Erforcement Alow full netwerk Bocess

Update Moncompliart Cherds  True

Servica-Type Adrmiristrative

BAP Percerfnge of Capacty Fladuce Mullink § server reaches S0% for 2 mirutes

EEWED | KRIFFENPS >Policies > Network Policy Fik#FiX 53,



Poutcy wanspropermes g |

Ovenview | Condtions | Constraints | Settings |

Policy name: POLICY WAAS

— Policy State
if enabled, MP5 evaluates this policy while peforming authorization. f disabled, NP5 does not evaluate this policy.

¥ Palicy enabled

— Access Pemission

If conditions and constraints of the network policy match the connection request, the policy can either grant access or deny
access. Wwhat is access permission?

%" Grant access. Grant access if the connection request matches this policy.
™ Deny access. Deny access ff the connection request matches this policy.

™ lgnore user account dialin properties.

ff the connection request matches the conditions and constraints of this netwark policy and the policy grants access, perfform
authorization with network policy only; do not evaluate the dialin properties of user accounts .

— Metwork connection method

Select the type of network access server that sends the connection request to MPS. You can select either the network access server type

or Vendor specific, but neither is required. I your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

i Type of network access server:
ILInspeu:'rfied j
™ Vendor speciic:

ITI Cancel Apply
ZHTTERadiusEF IR FBMICE, HEETLUAER | flaiPitit,




POLICY WAAS Properties | x|
(Overview Conditions |Cunst|airrts I Settings I
Configure the conditions for this network policy.

if conditions match the connection request, NP5 uses this policy to authorze the connection request. if conditions do not match the
connection request, NP5 skips this policy and evaluates other policies, if additional policies are configured.

| Condition | Walue
M Client Friendly Name vCM
%8 Windows Groups ANSONWAAS
Condition description:

The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

ok | cencel | g |

FORWIUESE , BIARME S HRIE(PAP, SPAP),



G'rema\r] Condtions Constraints |Se|1i'1gs I

Configure the constraints for this network palicy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:

Constraints

Allow access only to those clierts that authenticate with the specified methods.

oy Idle Timeout EAP types are negatiated between NPS and the clent in the order in which they ame
listed.

% Session Timeout
) EAP Types:

=] Called Station 1D
= Dray and time restrictions
i MaS Poit Type

Add... Bl Bemove

Less secure authentication methods:
™ Microsoft Encrypted Authentication version 2 (MS-CHAP«2)
[T User can change password after it has expied
™ Microsoft Encrypted Authertication (MS-CHAP)
[T User can change password after it has expied
" Encrypted suthertication (CHAP)
¥ Unencrypted authentication (PAP, SPAP) |
™ Allow clients to connect without negotiating an authentication method
[T Pedomn machine heakh check anly

Service-Type ( FRSZER ) 5 Administrative ( B ) .



Gvemew] Conditions | Constraints  Seftings I

Configure the sattings for this network policy.
if conditions and constraints match the connection request and the policy grants access, settings are appliad.

Settings:

HADIUS Attributes To send additional attrbutes to RADIUS clierts, select a RADIUS standard attribute, and
then click Edit. ¥ you do not configure an attribute. it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

[/7] Vendor Specific

Hetwork Access Protechon
h MaP Erdorcement

Aftributes:
‘B Extended State Name | value |
Routing and A emote Access Service-Type Administrative
ity Multilivk and Bandwidth
Allocation Protocol [BAF)
T P Filters
L Encryplion
sty [P Seltings
Add... it Bemove

I OK I Cancel Snply

MRS ER M , ¥EJ Cisco-AV-Pair(Shell:priv-lvi=15),



POLICY_WAAS Properties
‘Overview | Condtions | Constraints  Settings ]

Configure the seftings for this network policy.
if conditions and constraints match the connection request and the policy grants access, seltings are applied.

Seftings:

BRIk A To send additional attributes to RADIUS clients, select 3 Vendor Specific attibute, and
@. Standard then click Edit. i you do not configure an attibute, i is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Wendor Specific

Hetwork Access Protechon

&, MAP Enforcement i
1B Exended State Name [ Vendor [ Value
Routing and Remote Access Cizco-AV-Pair Cisco  shellprivdvl=15
gty Mulliink and Bandwidth
Alloeation Pratocol [(BAP)
¥ |PFilters
£} Enciyption
Udi |F Sattings
Add... Edit Hemeve

OK I Cancel Apnly

RFFTEML T,



POLICY_WAAS Properties

Configure the settings for this network policy.
i condiions and constraints match the connection request and the policy grents access, settings are applied.

G'veru'la\r] C-mdi‘tinr:s] Constraints  Settings ]

l__':.. MAP Enforcement

B Extended State

R outing and A emote Access

cf"f‘.i Multilink. and Bandwidth
Allocation Protocol [BAP)

¥ IP Filters
£} Encryption

w4y IP Settings

Settings:
PADIUS Atit Specify whether you want to enforce Network Access Protection for this policy.
QA Standard
(7] Viendor Specilic {* Alow full network access
. Allows unrestricted network access for clients when the connection request matches
Metwork Access Protechon

the palicy. Use this option for reporing mode,

" Mllow full network access for a limied time

Alows unrestricted network access until the specied date and time. After the specified
date and time, health policy is enforced and non-compliant computers can access only
the restricted metwork:,

Date | 772672017 =]
" Mllow limited access
Mon-comphart chents are allowed access only to a resticted netwerk for updates.

Remediation Server Group and Troubleshooting URL
To configure a Remediation Server Group. a Troubleshooting URL. or both, click
Configure.

[ConfaLre,

Fusto remediation
I¥ Enable auto-remediation of client computers

Automatically remediate computers that do not meet health requirements defined
in this paolicy.

3. RADIUSA F ik P IWAAS CMEC R

ZERADIUSHELENBREBIR15H1WAF |, TREXNWAAS CM GUIK AR, CMSEIRE4T 551
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¢ --I | Q, Search

Your account does not have privileges to access any of the Central Manager pages. Please check with your administrator about provisioned
roles and domains.

HEWAAS CMTEERMAF A ( THH ) o

Thish e i of &l deviced, Thih Lot = Aol lotiond Gul of Bfry denvich

XNTEMAR , AFR4ASAREETHNERAGHE,



>l M@ & 10.66.86.121 &

—
Home = Device Groups Devices  AppMav Clusters
Dashboard  Configure | *  Monitor | ¥

Admin | v

ome > Admin > AAA > Users

| Account Management | Role Management | Domain Management |
(@ Refresh Table E Assign all Roles @) Remove all Roles
Roles Ite
Filter: Mame % Matchif:  containg & Go Clear Filter
Role Comments
® L2
& 53 admin Admin role

MRAFFEERRARGANRIBRBANR , AUEACTEE,

0@ < [ # 10.66.86.121

- Home Device Groups Devices AppNav Clusters  Locations
Dashboard  Configure | ¥  Monitor | v  Admin | v

Home > Admin > AAA > Roles
Modifying Role, L2 [ Delete &g Print

Enabled Services:

HEWAASIRZ R | thE BRI,

radius-server key ****
radius-server host 10.66.86.125 auth-port 1645

|

B0 I B F A i /5 F 4B
BB IFEFZRADIUSE AE
B RUEEE A it 5 P4 B
BN RIEE EradiusBAE



authentication fail-over server-unreachable

BN CLI oHrss (PEATEMEF ) XFREL show i, EEEXN show W TRENDHT |, &
£/ BB CLI 74728,

. authentication — Eti& & 91

IR HERR

B RENEETATHEERTHREDRR.

. ¥ Z&EWindowsis A &
. #\WAAS CM CLIFi{aaafFZX

HXRfER

. EWAAS F il BRADIUSIRS 22 5 R IF IR E
. MK RE AR S5 883% A T Windows Server 2008
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