VCS Series ou Expressway Series Xconfig e
Xstatus Output Collection com PuTTY
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Introduction

Este documento descreve como coletar a saida CLI dos comandos xconfig e xstatus da série
VCS (Video Communication Server) e Expressway Series dos dispositivos VCS-Control, VCS-
Expressway, Expressway-C e Expressway-E, que o Cisco Technical Assistance Center (TAC)
ocasionalmente precisa recuperar.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- PUTTY ou software de emulacao de terminal semelhante, como SecureCRT, Tera Term ou
similar.

- Nome de usuario e senha da conta do administrador para o dispositivo da série
VCS/Expressway.

- Cabo de console serial RJ45-D-Sub9pin ou Shell seguro (SSH) permitido no caminho da
rede.

Componentes Utilizados

As informacdes neste documento sao baseadas nestas versdes de software e hardware:



- PUTTY (Visite a pagina de download PuTTY para obter uma copia).
- Um VCS-C que executa a versao 7.2.1 é usado neste exemplo, que € aplicavel através da
versao 8.2.2, que € a versao mais recente no momento.

Configurar

Conectar por console

Note: Este artigo pressupde que vocé tenha um cabo de console serial fisico funcional
conectado. Vocé deve ter recebido um com seu dispositivo.

Aqui esta um exemplo das configuragdes que vocé deve configurar para acesso de console serial
em PuTTY.

Note: Vocé precisara ajustar a porta Comunicagao (COM) com base na forma como o
console esta conectado ao seu PC.

1. Va para Configuration > Category > Connection > Serial e ajuste as configura¢des seriais
conforme mostrado aqui:


http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

#2 PUTTY Configuration X

Category:

= Seszzion Options contraling local zenal ines

i : Select a zerial line
= Terminal o
. Keyboard Senal ine to connect to
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- Features
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Appearance
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2. Va para Categoria > Sesséo, selecione Tipo de série como o tipo de conexao e clique em
Abrir como mostrado aqui:



ﬁ PuTTY Configuration ﬂj

Categorny:

=l S_naaaicun* | B azic options for pour PUT T zezzion
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=l Terminal
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Conectar via SSH
Uma alternativa mais simples € o SSH no dispositivo.

1. Use o endereco IP do seu dispositivo VCS/Expressway para ajustar suas configuragdes em
PuTTY, como mostrado neste exemplo:



ﬁ PuTTY Configuration 2

Categony:
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2. Antes ou durante a sessao PuTTY no dispositivo, vocé deve definir as Configuragdes de
registro. Para fazer isso, va para Configuration > Category > Session > Logging e configure
as configuracgdes de acordo com este exemplo (ajuste o caminho do arquivo e 0 nome do
arquivo de acordo com seu PC e suas necessidades):



ﬁ PuTTY Configuration

|

Categony:
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- Terminal
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Log file name:
| B\ Dieskbophs-

O phions controlling zeszion logging

Seszion logging:
() Haone ) Printable output
@ Al zession output 1 55H packets

(71 55H packetz and raw data

configztatus Capture loc
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[Log file name can contain &5, &b, &0 for date, &T for
tire, and &H far host name)

YWhat to do if the log file already exists:

[0 Always ovensrite it

@ Always append ta the end of it:]

[T Ak The UEer eveny fime

/| Flugh lag file frequently

Optionz specific to 55H packet logging

V| Omit known password fields
|| Omit session data

[ Open Cancel

|

3. Quando conectado e conectado, uma tela semelhante a esta € exibida. Faga login como

admin, conforme indicado aqui.



EP VCSorExpressway - PuTTY
login as: admin ==

Uzing kevboard-interactive authentication.
Password:

S alarms:

T Brror In=secure pas=sword in use - The adwmin user has the default password

set

* warning Security alert - The THS agent dacabase has the default LDAP passw
ord sst

* warning Configuration warning - The VCE is running in a legacy THS Agent m
ode: ywou are recommmehded to switch yvour system to use a different mode

* warning Insecure password in use — The root user has the default password
set

* warning SJecurity alert — The THS agent database has the default replicatio
n password set

Last login: Thu Jun 19 05:12:21 EDT 2014
Welcomwe to VCS1-Concrol

TANDEERG VC3 Release X¥7.2.1 —/——"———
SW Relesmse Date: 2012-09-25

L) 4

Caution: Como este é um ambiente de laboratério, os alarmes podem ser ignorados. Se os
alarmes forem vistos em um ambiente de producgao, eles devem ser abordados o mais
rapido possivel.

. Digite o comando xstatus e pressione Enter:

g? VCSorExpressway - PuTTY

login as: admin
Uzsing kevboard-interactive authentication.
Pas=sword:

5 alarms:

¥ Brror Insecure password in use - The admwin user has the default password

get

* warning Security alert — The THS agent datasbase has the default LDAP passw
ord set

* warning Configuration warnimg — The VC3 is running in a legacy THM3 LAgent m
ode; wou are recommended to switch your system to use a different mode

* warning Insecure password in use — The root user has the default password
set

* warning Security alert - The THS agent database has the default replicatio
i password =set

Last login: Thu Jun 15 08:12:21 EDT 2014
Welcome to VC31l-Control

TANDEERG VWCS Release X7.2.1

3W Release Date: 2012-09-25

(]°4

xstatus‘ ¢:::;:::]

Esta € a saida xstatus exibida apds vocé pressionar Enter. A saida rolou muito rapidamente




para visualizar até o final. Desde que o registro tenha sido configurado anteriormente, ele
estara no arquivo de texto.

.
@ VCSorExpressway - PuTTY

Count: 0
Max: O
Publications:
Presentities:
Count: 0O

FTitne not
deZincelastRefresh: "1403

FindMeManager:

encd

Inactive

Agora que vocé coletou a saida do comando xstatus, vocé esta pronto para coletar a saida
do comando xconfig.

5. Digite o comando xconfig e pressione Enter.



@' VChorExpressway - PuTTY

xcont igl " ol

Aqui esta um exemplo da saida xconfig depois de pressionar enter. A saida rolou muito
rapidamente para visualizar até o final. Desde que o registro tenha sido configurado
anteriormente, ele estara no arquivo de texto.



#‘ WChorbxpressway - PulTY . | =" =] h‘r_

exc scatus='504' reason=' Rewin Polioy Onavaillabl

VCS e Expressway Series x8.2

Na versao de software do x8.2, o xconfiguration e o xstatus sdo agora incluidos quando um log de
diagndstico é realizado.

1. Va para Manutengéo > Diagndstico > Log de diagnéstico.
2. Selecione Iniciar novo log e, em seguida, Parar registro imediatamente.

Note: Este método também contém o logging snapshot.txt que registra mensagens em
resposta as atividades que ocorrem no VCS ou na Série Expressway no momento.

O arquivo de log de diagndstico baixado contém estes arquivos:

loggingshapshot.txt - Contém mensagens de log em resposta as atividades executadas
durante o periodo de log.

xconf_dump.txt - Contém informagdes sobre a configuragao do sistema no momento em que
o registro foi iniciado.

xstat_dump.txt - Contém informagdes sobre o status do sistema no momento em que o
registro foi iniciado.

(se relevante) diagnostic_logging_tcpdump.pcap - Contém os pacotes capturados durante o
periodo de registro.

Verificar



Aqui esta um exemplo de como a saida xstatus e xconfig se parece no arquivo de texto salvo com
as configuragdes de registro:

xst at us

*s Systenlnit:
Pr oduct: "TANDBERG VCS"
Uptine: 24963390
SystenTi ne: "2014-06-19 14:58: 59"
Ti meZone: "US/ Eastern"
Local Ti me: "2014-06-19 10:58: 59"
Sof t war e:
Version: "X7.2.1"
Build: "296181"
Name: "s42700"
Rel easeDate: "2012-09-25"
Rel easeKey LU Ik I I kO o O L
Confi guration:
NonTraversal Cal I s: 500
Traversal Cal I s: 200
Regi strations: 2500
Expressway: Fal se
Encryption: True
I nterworking: True
Fi ndMe: True
Devi ceProvi si oni ng: True
Dual Net wor kil nterfaces: Fal se
AdvancedAccount Security: Fal se
StarterPack: Fal se
EnhancedOCSCol | abor ati on: True
Har dwar e:
Ver sion: "VMAare"
Seri al Nunber: "***xx&skxn
*s/end

*s Et hernet 1:
MacAddress: "00:50:56: Al: 70: 06"
Speed: 10000f ul |
| Pv4.
Address: "10.10.10. 10"
Subnet Mask: "255. 255. 255. 0"
*s/end

*s Et hernet 2:
MacAddress: "00:50:56: Al: 70: 04"
Speed: 10000f ul |
| Pv4.
Address: "192.168.0.100"
Subnet Mask: "255. 255. 255. 0"
*s/end

*s Options:
Option 1:
Key: "116341X300-1-t!!ttrrrnpee
Description: "300 Non-traversal Calls"
Option 2:
Key: "116341P00-1-!t1trrrpn
Description: "Device Provisioning"
Option 3:
Key: "116341@&00-1-!trrrrrpee
Description: "H323-SIP I nterworking Gateway"
Option 4:



Key: "116341U00-1-!!111rrnmge
Description: "Fi ndwe"
Option 5:
Key: "116341C00-1-!!!11irrnge
Description: "Enhanced OCS Col | aborati on"
Option 8:
Key: "116341Y200-1-!!11t1rnpe
Description: "200 Traversal Calls"
Option 9:
Key: "116341X200-1-!!1111npe
Description: "200 Non-traversal Calls"

*s/ end
*s | P:
Protocol: |Pv4
| Pv4:
Gat eway: "10.10.10.1"
*s/ end

*s Ext er nal Manager:

Status: Active

Address: "10.10.10.104"

Protocol : HTTP

URL: "tns/public/external / managenent/syst enmanagenent servi ce. asnx
*s/end

*s Feedback 1:
Status: Of
*s/ end

*s Feedback 2:
Status: Of
*s/ end

*s Feedback 3:
Status: On
URL: "http://10.10.10. 104/t s/ public/feedback/ code. aspx"
Expression: "/Event/Call Di sconnect ed”
Expression: "/Event/Call Connect ed"
Expression: "/Event/Call Fail ure"
Expression: "/Event/Regi strati onAdded"
Expression: "/Event/Regi strationChanged"
Expression: "/Event/ResourceUsage"
Expression: "/Event/AuthenticationFail ure"
Expression: "/ Status/Warni ngs"

*s/end

*s Resour ceUsage:
Calls:
Traversal :
Current: O
Max: O
Total: O
NonTr aver sal :
Current: O
Max: 1
Total: 2
Regi strations:
Current: O
Max: 3
Total: 42
*s/ end

*s Calls: [/



*s/ end

*s Zones:
Def aul t Zone:
Nane: "Defaul t Zone"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O
Local Zone:
Def aul t SubZone:
Nane: "Defaul t SubZone"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O
Tr aver sal SubZone:
Nane: "Traversal SubZone"
Bandwi dt h:
Local Usage: O
Cl usterUsage: O
C ust er SubZone:
Nane: "C uster SubZone"
Bandwi dt h:
Local Usage: O
Cl usterUsage: 0O
Sear ches:
Current: O
CurrentDirected: O
Total : 64081
Dr opped: 0
MaxSubSear chExceeded: 0
MaxTar get sExceeded: 0

Zone 1:
Nane: "Traversal Zone"
Bandwi dt h:

Local Usage: O
Cl usterUsage: O
Status: Active
Type: Traversal dient
Traversal dient:
Peer 1:
H323:
Status: Active
Address: "10.10.10. 102"

Port: 6001
Last St at usChange: "2014-04-03 09: 50: 35"
Sl P:

Status: Active
Address: "10.10.10. 102"
Port: 7001
Last St at usChange: "2014-04-03 09: 49: 13"
Server: "TANDBERG 4102 (X7.0)"
*s/ end

*s Alternates: /

*s/ end
*s Li nks:
Link 1:
Nane: "DefaultSZtoTraversal SZ"
Bandwi dt h:

Local Usage: O
Cl usterUsage: O
Li nk 2:
Name: " Def aul t SZt oDef aul t Z"



Bandwi dt h:
Local Usage: O
Cl usterUsage: O

Li nk 3:
Nane: " Defaul t SZt od ust er SZ"
Bandwi dt h:

Local Usage: O
Cl usterUsage: O

Li nk 4:
Nane: "Traversal SZt oDef aul t Z"
Bandwi dt h:

Local Usage: O
Cl usterUsage: O

Li nk 5:
Nane: "ZoneOOl1ToTraversal SzZ"
Bandwi dt h:

Local Usage: O
Cl usterUsage: O
*s/end

*s Pipes: /
*s/end

*s Registrations: /

*s/ end
*s SIP:
Et hernet 1:
| Pv4:
UDP:
Status: Inactive
TCP:
Status: Active
Address: "10.10. 10. 10: 5060"
TLS:
Status: Active
Address: "10.10. 10. 10: 5061"
| Pv6:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
Et hernet 2:
| Pv4:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
| Pv6:
UDP:
Status: Inactive
TCP:
Status: Inactive
TLS:
Status: Inactive
Transport:
Server 19857:
Socket :

Type: " SERV_UDP"
State: "I NUSE"



1 D
Local : 85393
Gobal: O
Buf fer:
I nput :
Lengt h: 20000
Cut put :
Lengt h: 20000
Local :
Address: "127.0.0.1:5060"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: Fal se
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0O
Add:
Failures: 0O
Fl ow,
Token:
Server 19856
Socket :
Type: "SERV_TCP"
State: "I NUSE"
1 D
Local : 150928
dobal: 1
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "127.0.0.1:5060"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nanme: ""
Last :
Packet :
Recei ved: 0
d ose:



In: 20
Secure: Fal se
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0O
Add:
Failures: 0O
Fl ow,
Token:
Server 19855
Socket :
Type: "SERV_TLS"
State: "I NUSE"
1 D
Local : 216463
d obal : 2
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "127.0.0.1:5061"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0O
Fl ow,
Token:
Server 19854
Socket :
Type: " SERV_UDP"
State: "I NUSE"
1 D
Local : 281998
d obal : 3
Buf fer:
I nput :
Lengt h: 20000
Cut put :
Lengt h: 20000



Local :
Address: "[::1]:5060"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: Fal se
X509:
Certificate:
Verified: False
Queue:
Max:
Size: O
Add:
Failures: 0O
Fl ow.
Token:
Server 19853:
Socket :
Type: "SERV_TCP"
State: "I NUSE"
1 D
Local : 347533
d obal : 4
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "[::1]:5060"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: Fal se
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0O



Add:
Failures: 0O
Fl ow,
Token:
Server 19852
Socket :
Type: "SERV_TLS"
State: "I NUSE"
1 D
Local : 413068
dobal: 5
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "[::1]:5061"
Renot e:
Address: ""
Net wor k:
Nunber: 1
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0O
Fl ow,
Token:
Server 19851:
Socket :
Type: "SERV_TCP"
State: "I NUSE"
1 D
Local : 478603
A obal: 6
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "10.10. 10. 10: 5060"
Renot e:
Address: ""
Net wor k:
Nunber: 2
Certificate:
Subj ect :



Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: Fal se
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0
Add:
Failures: 0O
Fl ow.
Token:
Server 19850:
Socket :
Type: "SERV_TLS"
State: "I NUSE"
1 D
Local : 544138
d obal : 7
Buf fer:
I nput :
Length: O
Cut put :
Length: O
Local :
Address: "10.10. 10. 10: 5061"
Renot e:
Address: ""
Net wor k:
Nunber: 2
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: ""
Last :
Packet :
Recei ved: 0
d ose:
In: 20
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 0O
Add:
Failures: 0O
Fl ow.
Token:
Adient 7747:
Socket :
Type: "TLS_OQUTG'
State: "I NUSE"



1 D
Local : 825433667
d obal : 654
Buf fer:
I nput :
Lengt h: 5120
Cut put :
Lengt h: 20000
Local :
Address: "10.10.10. 10: 27573"
Renot e:
Address: "10.10.10.102: 7001"
Net wor k:
Nunber: 2
Certificate:
Subj ect :
Nane: ""
TLS:
Ci pher:
Nane: " DHE- RSA- AES256- SHA"
Last :
Packet :
Recei ved: -1798628722
d ose:
I'n: 900
Secure: True
X509:
Certificate:
Verified: False
Queue:
Max:
Size: 1
Add:
Failures: 0O
Fl ow,
Token:

*s/ end

*s H323:
Regi strati on:
Status: Active
| Pv4:
Address: "10.10.10.10:1719"
Cal | Si gnal i ng:
Status: Active
| Pv4:
Address: "10.10.10.10:1720"
Assent :
Cal | Si gnal i ng:
Status: Inactive
H46018
Cal | Si gnal i ng:
Status: Inactive
*s/ end

*s Applications:
Presence
User Agent :
Status: I|nactive
Presentity:
Count: O
Server:
Subscri pti ons:
Count: O



Max: O
Expired: 0
Subscri bers:
Count: O
Max: O
St at us:
Presentities:
Count: O
Max: O
Publ i cati ons:

Presentities:

Count: O
Max: O
Conf erenceFactory:
Status: Inactive
Next Al ias: ""
Ext ernal 1:
St at us:
d ust er St at us:

Cl ust er St at e:

Last Updat e:
Ti me:

*s/ end

*s Fi ndMeManager: /
*s/end

*s TURN:
Server:
St at us:
*s/ end

I nactive

*s Policy: /
*s/end

(0.4

I nactive

"Di sabl ed"

"Time not set"
SecondsSi ncelLast Ref resh:

"1403189939"



xcommand xconfig

*C

xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati

D0,0,0.0.0,09.0,0.0.0.6

xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati

managenent ser vi

*C
*C

xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati

on
on
on
on
on
on

on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on

ce.

on
on
on
on
on
on
on
on
on
on
on

Login Rempote Protocol: LDAP

Login Renpote LDAP Server Address: ""

Login Renpte LDAP Server FQDNResol ution: AddressRecord
Login Renote LDAP Server Port: 389

Login Renote LDAP VCS Bi ndUser nane: ""

Login Remote LDAP VCS Bi ndPassword: "{ci pher} XXXXXXXXXX
Login Renpote LDAP VCS Bi ndDN: ""

Login Renmote LDAP BaseDN Accounts: ""

Login Renote LDAP BaseDN G oups: ""

Login Rempote LDAP Encryption: Of

Login Renmote LDAP SASL: DI GEST- MD5

Login Renmote LDAP CRLCheck: None

Login Rempte LDAP DirectoryType: ActiveDirectory

Systemnit Nane: "VCS1-Control"

Systennit Mai ntenance Mde: O f

Option 1 Key: "116341X300-1-!ttrrrrree

Option 2 Key: "116341P00-1-!!ttirrrree

Option 3 Key: "116341G00-1-!!ttrrrrnree

Option 4 Key: "116341U00-1-!!ttrrrrnree

Option 5 Key: "116341C00-1-!!trrrree

Option 8 Key: "116341Y200-1-!!trrrree

Option 9 Key: "116341X200-1-!!trrrree

Et hernet 1 Speed: Auto

Et hernet 1 IP V4 Address: "10.10.10.10"

Et hernet 1 | P V4 Subnet Mask: "255.255. 255. 0"

Ethernet 1 IP V6 Address: ""

Et hernet 2 Speed: Auto

Et hernet 2 I P V4 Address: "192.168.0. 100"

Et hernet 2 | P V4 Subnet Mask: "255.255. 255. 0"

Et hernet 2 IP V6 Address: ""

| PProtocol : | Pv4

I P Gateway: "10.10.10.1"

I P QS Mde: None

IP QS Value: 0

IP V6 Gateway: ""

| P DNS Domai n Name: "######. | ocal "

I P DNS Host name: "VCS1-Control "

| P Epheneral PortRange Start: 40000

| P Epheneral PortRange End: 49999

| P RFC4821 Mode: Disabl ed

Admini stration Tel net Mde: O f

Admi ni stration SSH Mode: On

Admi ni stration HTTP Mdde: On

Admi ni stration HTTPS Mbde: On

Admi ni stration LCDPanel Mde: On

Ext er nal Manager Address: "10.10.10.104"

Ext er nal Manager Pat h: "tms/public/external/management/system
asnx"

Ext er nal Manager Protocol: HITP

Ext er nal Manager Server Certificate Verification Mde: On
Regi stration RestrictionPolicy Mde: None

Regi stration RestrictionPolicy Service Protocol: HTTP

Regi stration RestrictionPolicy Service TLS Verify Mde: On
Regi stration RestrictionPolicy Service TLS CRLCheck Mdde: Of
Regi stration RestrictionPolicy Service Server 1 Address: ""
Regi stration RestrictionPolicy Service Server 2 Address: ""
Regi stration RestrictionPolicy Service Server 3 Address: ""
Regi stration RestrictionPolicy Service Path: ""

Regi stration RestrictionPolicy Service Status Path: "status"



*c xConfiguration Registration RestrictionPolicy Service UserName:
*c xConfiguration Registration RestrictionPolicy Service Password: "{cipher}
XKKKK!

*c xConfiguration Registration RestrictionPolicy Service DefaultCPL: "<reject
status='504" reason='Registration Policy Unavail able'/>"

*c xConfiguration Alternates ConfigurationMaster: 1

*c xConfiguration Alternates C uster Name: ""

*c xConfiguration Alternates Peer 1 Address: ""

*c xConfiguration Alternates Peer 2 Address: ""
*c xConfiguration Alternates Peer 3 Address: ""
*c xConfiguration Alternates Peer 4 Address: ""
*c xConfiguration Alternates Peer 5 Address: ""

*c xConfiguration Alternates Peer 6 Address:
*c xConfiguration Transform 1 Description: "Transform destination aliases to
URI format"

*c xConfiguration Transform 1 State: Enabl ed

*c xConfiguration Transform1 Priority: 1

*c xConfiguration Transform1 Pattern String: "(["@*)"

*c xConfiguration Transform 1 Pattern Type: Regex

*c xConfiguration Transform 1 Pattern Behavior: Repl ace

*c xConfiguration Transform 1 Pattern Replace: "\1@####.1ocal"

*c xConfiguration Call Loop Detection Mde: On

*c xConfiguration Call Routed Mde: Al ways

*c xConfiguration Call Services Call sToUnknownl PAddresses: |ndirect

*c xConfiguration Call Services Fallback Alias: ""

*c xConfiguration H323 Mde: On

*c xConfiguration H323 Gat ekeeper Registration UDP Port: 1719

*c xConfiguration H323 Gat ekeeper Registration ConflictMde: Reject

*c xConfiguration H323 Gat ekeeper Call Signaling TCP Port: 1720

*c xConfiguration H323 Gat ekeeper Call Signaling PortRange Start: 15000

*c xConfiguration H323 Gat ekeeper Call Signaling PortRange End: 19999

*c xConfiguration H323 Gat ekeeper Ti meToLive: 1800

*c xConfiguration H323 Gat ekeeper Cal |l Ti meToLi ve: 120

*c xConfiguration H323 Gat ekeeper AutoDi scovery Mde: On

*c xConfiguration H323 Gateway Call erld: ExcludePrefix

*c xConfiguration SIP Myde: On

*c xConfiguration SIP Domains Domai n 1 Nanme: "######. cont

*c xConfiguration SIP Domai ns Dormain 2 Nane: "######.|ocal"

*c xConfiguration SIP Routes Route 1 Method: "SUBSCRI BE"
1

*c xConfiguration SIP Routes Route Request Line Pattern: ".*@ % ocal dormai ns%
% pN "

*c xConfiguration SIP Routes Route 1 Header Nane: "Event"

*c xConfiguration SIP Routes Route 1 Header Pattern: "(ua-profile|phonebook).*"
*c xConfiguration SIP Routes Route 1 Authenticated: Of

*c xConfiguration SIP Routes Route 1 Address: "127.0.0.1"

*c xConfiguration SIP Routes Route 1 Port: 22400

*c xConfiguration SIP Routes Route 1 Transport: TCP

*c xConfiguration SIP Routes Route 1 Tag: "Provisioning"

*c xConfiguration SIP Routes Route 2 Method: "I NFO'

*c xConfiguration SIP Routes Route 2 Request Line Pattern: ".*@ % ocal domai ns%

% pN "

*c xConfiguration SIP Routes Route 2 Header Nane: "Content-Type"

*c xConfiguration SIP Routes Route 2 Header Pattern: "application/tandberg-
phonebook\ +xm "

*c xConfiguration SIP Routes Route 2 Authenticated: Of

*c xConfiguration SIP Routes Route 2 Address: "127.0.0.1"

*c xConfiguration SIP Routes Route 2 Port: 22400

*c xConfiguration SIP Routes Route 2 Transport: TCP

*c xConfiguration SIP Routes Route 2 Tag: "Phonebook"

*c xConfiguration SIP Registration Standard Refresh Strategy: Maxi num
*c xConfiguration SIP Registration Standard Refresh M nimm 45

*c xConfiguration SIP Registration Standard Refresh Maxi mum 60

*c xConfiguration SIP Registration Qutbound Refresh Strategy: Variable
*c xConfiguration SIP Registration Qutbound Refresh M nimum 300



*c xConfiguration SIP Registration Qutbound Refresh Maxi rum 3600

*c xConfiguration SIP Registration Qutbound Flow Tiner: 0O

*c xConfiguration SIP Registration Proxy Mde: Of

*c xConfiguration SIP Registration Call Rempbve: No

*c xConfiguration SIP Session Refresh Val ue: 1800

*c xConfiguration SIP Session Refresh M nimm 500

*c xConfiguration SIP UDP Myde: O f

*c xConfiguration SIP UDP Port: 5060

*c xConfiguration SIP TCP Myde: On

*c xConfiguration SIP TCP Port: 5060

*c xConfiguration SIP TCP Qutbound Port Start: 25000

*c xConfiguration SIP TCP Qutbound Port End: 29999

*c xConfiguration SIP TLS Mbde: On

*c xConfiguration SIP TLS Port: 5061

*c xConfiguration SIP TLS Certificate Revocation Checking Mde: Of

*c xConfiguration SIP TLS Certificate Revocati on Checki ng OCSP Mdde: On

*c xConfiguration SIP TLS Certificate Revocation Checking CRL Mdde: On

*c xConfiguration SIP TLS Certificate Revocation Checking CRL Network Fetch
Mbde: On

*c xConfiguration SIP TLS Certificate Revocation Checking Source |naccessibility
Behavi or: Fai l

*c xConfiguration SIP Require UDP BFCP Mdde: On

*c xConfiguration SIP Require Duo Video Mdde: On

*c xConfiguration SIP Authentication Retry Limt: 3

*c xConfiguration SIP Authentication NTLM Modde: Auto

*c xConfiguration SIP Authentication NTLM SA Lifetine: 28800

*c xConfiguration SIP Authentication NTLM SA Linmit: 10000

*c xConfiguration SIP Authentication D gest Nonce ExpireDelta: 300

*c xConfiguration SIP Authentication D gest Nonce Maxi num Use Count: 128

*c xConfiguration SIP Authentication Di gest Nonce Linit: 10000

*c xConfiguration SIP Authentication D gest Nonce Length: 60

*c xConfiguration SIP GRUU Mbde: On

*c xConfiguration SIP Medi aRouting | CE Mde: Of

*c xConfiguration |Interworking Mde: RegisteredOnly

*c xConfiguration Interworking Encryption Mdde: Auto

*c xConfiguration Interworking Encryption Replay Protection Mde: Of

*c xConfiguration Interworking BFCP Conpatibility Mde: Auto

*c xConfiguration Interworking Require Invite Header Mde: On

*c xConfiguration Traversal Media Port Start: 50000

*c xConfiguration Traversal Media Port End: 52399

*c xConfiguration Authentication UserNanme: ""

*c xConfiguration Authentication Password: "{ci pher } XXXXXXXKIAKKXXK"

*c xConfiguration Authentication LDAP AliasCOrigin: LDAP

*c xConfiguration Authentication ADS ADDonain: ""

*c xConfiguration Authentication ADS Wrkgroup: ™"

*c xConfiguration Authentication ADS Machi nePassword Refresh: On

*c xConfiguration Authentication ADS SPNEGO Enabl ed

*c xConfiguration Authentication ADS SecureChannel: Auto

*c xConfiguration Authentication ADS Encryption: TLS

*c xConfiguration Authentication ADS Mdde: O f

*c xConfiguration Authentication ADS C ockskew. 300

*c xConfiguration Zones Policy Mde: SearchRul es

*c xConfiguration Zones Policy SearchRules Rule 1 Name: "Local zone ? no domain"
*c xConfiguration Zones Policy SearchRules Rule 1 Description: "Search |ocal
zone for H. 323 devices (strip domain)"

*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRul es Rul e
*c xConfiguration Zones Policy SearchRules Rul e
*c xConfiguration Zones Policy SearchRules Rule
@, | ocal . *"

*c xConfiguration Zones Policy SearchRules Rule 1 Pattern Behavior: Replace

Priority: 48

Protocol : Any

Sour ce Mode: Any

Aut henti cation: No
Mbde: AliasPatternMatch
Pattern Type: Regex
Pattern String: "(.+)
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*c xConfiguration Zones Policy SearchRules Rule 1 Pattern Replace: "\1"

*c xConfiguration Zones Policy SearchRules Rule 1 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 1 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 1 Target Name: "Local Zone"

*c xConfiguration Zones Policy SearchRules Rule 1 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 2 Nane: "Local zone ? full UR"
*c xConfiguration Zones Policy SearchRules Rule 2 Description: "Search |ocal
zone for SIP and H. 323 devices with a domain"

*c xConfiguration Zones Policy SearchRules Rule 2 Priority: 51

*c xConfiguration Zones Policy SearchRules Rule 2 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 2 Source Mdyde: Any

*c xConfiguration Zones Policy SearchRules Rule 2 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 2 Mde: AliasPatternhatch

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern Type: Regex

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern String: "(.+)
@t#####. | ocal . *"

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern Behavior: Leave

*c xConfiguration Zones Policy SearchRules Rule 2 Pattern Replace: ""

*c xConfiguration Zones Policy SearchRules Rule 2 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 2 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 2 Target Name: "Local Zone"

*c xConfiguration Zones Policy SearchRules Rule 2 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 3 Nane: "Traversal zone search rule"
*c xConfiguration Zones Policy SearchRules Rule 3 Description: "Search traversal
zone (Ci sco VCS Expressway)"

*c xConfiguration Zones Policy SearchRules Rule 3 Priority: 100

*c xConfiguration Zones Policy SearchRules Rule 3 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rul e 3 Source Mdde: Any

*c xConfiguration Zones Policy SearchRules Rule 3 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 3 Mde: AnyAlias

*c xConfiguration Zones Policy SearchRules Rule 3 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 3 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 3 Target Nane: "Traversal Zone"
*c xConfiguration Zones Policy SearchRules Rule 3 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 4 Nane: "External |P address
search rul e"

*c xConfiguration Zones Policy SearchRules Rule 4 Description: "Route external
| P address”

*c xConfiguration Zones Policy SearchRules Rule 4 Priority: 100

*c xConfiguration Zones Policy SearchRules Rule 4 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 4 Source Mbde: Any

*c xConfiguration Zones Policy SearchRules Rule 4 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 4 Mdde: Anyl PAddress

*c xConfiguration Zones Policy SearchRules Rule 4 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 4 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 4 Target Nane: "Traversal Zone"
*c xConfiguration Zones Policy SearchRules Rule 4 State: Enabled

*c xConfiguration Zones Policy SearchRules Rule 5 Nanme: "Local ZoneMat ch"

*c xConfiguration Zones Policy SearchRules Rule 5 Description: "Default rule:
queries the Local Zone for any alias"

*c xConfiguration Zones Policy SearchRules Rule 5 Priority: 50

*c xConfiguration Zones Policy SearchRules Rule 5 Protocol: Any

*c xConfiguration Zones Policy SearchRules Rule 5 Source Mdde: Any

*c xConfiguration Zones Policy SearchRules Rule 5 Authentication: No

*c xConfiguration Zones Policy SearchRules Rule 5 Mdde: AnyAlias

*c xConfiguration Zones Policy SearchRules Rule 5 Progress: Continue

*c xConfiguration Zones Policy SearchRules Rule 5 Target Type: Zone

*c xConfiguration Zones Policy SearchRules Rule 5 Target Name: "Local Zone"

*c xConfiguration Zones Policy SearchRules Rule 5 State: Enabled

*c xConfiguration Zones Defaul t Zone Aut hentication Myde: DoNot CheckCredential s
*c xConfiguration Zones DefaultZone SIP Record Route Address Type: IP

*c xConfiguration Zones DefaultZone SIP TLS Verify Mde: Of

*c xConfiguration Zones Default Zone SIP Media Encrypti on Mode: Auto

*c xConfiguration Zones Local Zone Def aul t SubZone SI P Media Encryption Mdde: Auto



*c xConfiguration Zones Local Zone Def aul t SubZone Aut henti cati on Mbde:

DoNot CheckCr edenti al s

*c xConfiguration Zones Local Zone Def aul t SubZone Regi strations: Allow

*c xConfiguration Zones Local Zone Def aul t SubZone Bandwi dt h Total Mbde: Unlimted
*c xConfiguration Zones Local Zone Def aul t SubZone Bandw dth PerCall |nter Mde:
Unlinted

*c xConfiguration Zones Local Zone Def aul t SubZone Bandw dth PerCall |ntra Mde:
Unlinted

*c xConfiguration Zones Local Zone Traversal SubZone Bandwi dth Total Mode: Unlinited
*c xConfiguration Zones Local Zone Traversal SubZone Bandwi dth PerCall Mbde:
Unlinted

*c xConfiguration Zones Local Zone SI P Record Route Address Type: |IP

*c xConfiguration Zones Zone 1 Nane: "Traversal Zone"

*c xConfiguration Zones Zone 1 HopCount: 15

*c xConfiguration Zones Zone 1 H323 Mbde: On

*c xConfiguration Zones Zone 1 S|P Mde: On

*c xConfiguration Zones Zone 1 Type: Traversal dient

*c xConfiguration Zones Zone 1 Traversal dient Authentication Mdde: DoNot
CheckCredential s

*c xConfiguration Zones Zone 1 Traversal Client Authentication UserNane:

" #HHH#H#aut h"

*c xConfiguration Zones Zone 1 Traversal Client Authentication Password:

"{ ci pher } XXXXXXXXIXXIXIIIIIIKIIKIIKIIXIKHIXIXHIXXKKAKKX"

*c xConfiguration Zones Zone 1 Traversal dient Registrations: Allow

*c xConfiguration Zones Zone 1 Traversal dient H323 Protocol: Assent

*c xConfiguration Zones Zone 1 Traversal Cient H323 Port: 6001

*c xConfiguration Zones Zone 1 Traversal Cient SIP Protocol: Assent

*c xConfiguration Zones Zone 1 TraversalCient SIP Port: 7001

*c xConfiguration Zones Zone 1 Traversaldient SIP Transport: TLS

*c xConfiguration Zones Zone 1 Traversaldient SIP TLS Verify Mde: Of

*c xConfiguration Zones Zone 1 Traversal Cient SIP Poison Mde: Of

*c xConfiguration Zones Zone 1 Traversal dient SIP Media Encryption Mde: Auto
*c xConfiguration Zones Zone 1 TraversalCient Retrylnterval: 120

*c xConfiguration Zones Zone 1 Traversal dient Peer 1 Address: "10.10.10.102"
*c xConfiguration Zones Zone 1 Traversal Cient Peer 2 Address: ""

*c xConfiguration Zones Zone 1 Traversal Cient Peer 3 Address: ""

*c xConfiguration Zones Zone 1 Traversal Cient Peer 4 Address: ""

*c xConfiguration Zones Zone 1 Traversal Cient Peer 5 Address: ""

*c xConfiguration Zones Zone 1 Traversal Client Peer 6 Address: ""

*c xConfiguration Bandwi dth Default: 384

*c xConfiguration Bandwi dth Downspeed PerCal |l Mbde: On

*c xConfiguration Bandwi dth Downspeed Total Mde: On

*c xConfiguration Bandwi dth Link 1 Nane: "DefaultSzZtoTraversal SZ"
*c xConfiguration Bandwi dth Link Nodel Nane: "Default SubZone"
*c xConfiguration Bandwi dth Link Node2 Nane: "Traversal SubZone"
*c xConfiguration Bandwi dth Link Pi pel Name: ""

*c xConfiguration Bandwi dth Link Pi pe2 Name: ""

*c xConfiguration Bandwi dth Link Name: " Def aul t SZt oDef aul t Z"

*c xConfiguration Bandwi dth Link Nodel Nane: "Default SubZone"
*c xConfiguration Bandwi dth Link Node2 Nane: "DefaultZone"

*c xConfiguration Bandwi dth Link Pi pel Name: ""

*c xConfiguration Bandwi dth Link Pi pe2 Name: ""

*c xConfiguration Bandwi dth Link Name: " Defaul t SZt od ust er SZ"
*c xConfiguration Bandwi dth Link Nodel Nane: "Default SubZone"
*c xConfiguration Bandwi dth Link Node2 Nanme: "d uster SubZone"
*c xConfiguration Bandwi dth Link Pi pel Name: ""

*c xConfiguration Bandwi dth Link Pi pe2 Name: ""

*c xConfiguration Bandwi dth Link Name: "Traversal SZt oDef aul t 2"
*c xConfiguration Bandwi dth Link Nodel Nanme: "Traversal SubZone"
*c xConfiguration Bandwi dth Link Node2 Nane: "DefaultZone"

*c xConfiguration Bandwi dth Link Pi pel Name: ""

*c xConfiguration Bandwi dth Link Pi pe2 Name: ""

*c xConfiguration Bandwi dth Link Name: "ZoneO01ToTraversal Sz"
*c xConfiguration Bandwi dth Link Nodel Nanme: "Traversal Zone"
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xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati

on
on
on
on
on
on
on
on
on
on
on
on
on
on

Bandwi dt h Link 5 Node2 Nane: "Traversal SubZone"

Bandwi dt h Li nk 5 Pi pel Nane:

Bandwi dt h Li nk 5 Pi pe2 Nane:

Pol i cy Admi nistratorPolicy Mde: Of

Pol i cy AdministratorPolicy Service Protocol: HTTP
Policy Admi nistratorPolicy Service TLS Verify Mde: On
Pol i cy AdministratorPolicy Service TLS CRLCheck Mde: Of
Policy Admi nistratorPolicy Service Server 1 Address:

Pol i cy Admi nistratorPolicy Service Server 2 Address:

Pol i cy Admi nistratorPolicy Service Server 3 Address:

Pol i cy Admi nistratorPolicy Service Path:

Policy AdministratorPolicy Service Status Path: "status"
Pol i cy Admi nistratorPolicy Service UserNamne:

Pol i cy Admi nistratorPolicy Service Password: "{cipher}

XK
*c xConfiguration Policy Adm nistratorPolicy Service DefaultCPL: "<reject

st at us=' 504'

*C
*C

xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati
xConfi gurati

exit
Bye!

on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on

reason='" Adm n Policy Unavail abl e'/>"

Policy FindMe Mode: Of

Policy FindMe Callerld: Incom nglD

Pol i cy FindMe UserDeviceRestriction: Of

Appl i cations ConferenceFactory Mde: Of

Applications ConferenceFactory Alias:

Appl i cations ConferenceFactory Tenpl at e:

Applications ConferenceFactory Range Start: 1

Appl i cations ConferenceFactory Range End: 65535
Applications CCS Rel ay Mode: O f

Applications OCS Rel ay OCS Donai n:

Applications OCS Rel ay OCS Routing Prefix: "ocs"
Applications Presence Server Mde: Of

Applications Presence Server Publication ExpireDelta: 1800
Applications Presence Server Subscription ExpireDelta: 3600
Applications Presence User Agent Mde: O f

Applications Presence User Agent ExpireDelta: 3600
Applications Presence User Agent RetryDelta: 1800
Applications Presence User Agent Presentity ldle Status: Online
Resour ceUsage Warning Activation Level: 90

Servi ces AdvancedMedi aGat eway Zone Nane:

Servi ces AdvancedMedi aGat eway Policy Mde: Of

Troubleshoot

Estes sdo os trés problemas mais comuns que vocé pode encontrar:

- Um cabo serial incorreto ou defeituoso é usado. Certifique-se de usar o cabo fornecido com o
dispositivo.

- Caracteres nao reconheciveis sdo exibidos na tela do console. Isso indica que a taxa de baud
esta definida incorretamente. As taxas de baud sdo baseadas em multiplos de dois, de modo
que vocé pode dobrar ou reduzir para metade o valor conforme necessario até encontrar a
configuragao correta. Nesse caso, a configuragao correta deve ser 115.200.

- Vocé nao pode se conectar ao software de emulagao de terminal. Além dos problemas de
cabeamento, esse problema é normalmente causado por um destes problemas:



Vocé tenta se conectar via Telnet ou SSH e deve alterar seu tipo de conexao para serial
guando usa uma conexao serial.

Vocé esta na porta COM incorreta. Para descobrir a porta COM que o PC usa com conexdes
seriais baseadas em USB, navegue até Painel de controle > Gerenciador de dispositivos e
clique em Portas. Nessa janela, vocé pode verificar a porta COM atribuida ao dispositivo
serial USB.

Vocé nao tem os drivers do dispositivo serial instalados. Se esse for o caso, vocé deve
localiza-los e instala-los.

- Nao é possivel executar SSH no dispositivo. Além dos problemas de cabeamento, esse
problema é normalmente causado por um destes problemas:

Vocé tenta se conectar via SSH e ndo consegue acessar o dispositivo devido a problemas de
conectividade de rede. Corrija o problema de conectividade de rede. Como alternativa, o SSH
pode nao estar ativado para o dispositivo. Web/HTTP/HTTPS no dispositivo e verifique se o
acesso SSH esta habilitado em: Configuration>SystemConfiguration>Network Services.

Vocé ndo tem uma chave Rivest-Shamir-Addleman (RSA) armazenada em cache no
dispositivo. Normalmente, vocé é solicitado a aceitar a chave RSA. Assegure-se de aceitar a
chave.

Seu login falha devido a um nome de usuario e uma senha incorretos. Certifique-se de usar o
nome de usuario e a senha corretos para o dispositivo.



	VCS Series ou Expressway Series Xconfig e Xstatus Output Collection com PuTTY
	Contents
	Introduction
	Prerequisites
	Requirements
	Componentes Utilizados

	Configurar
	Conectar por console
	Conectar via SSH
	VCS e Expressway Series x8.2

	Verificar
	Troubleshoot


