Configure e reivindique o Nexus independente
para a conectividade da Intersight
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Introducao

Este documento descreve as etapas necessarias para ativar e reivindicar switches Nexus
independentes na Intersight para suporte avangado do Cisco TAC.
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Pré-requisitos

Vocé deve ter uma conta no Intersight.com, ndo é necessaria licenca para a solicitagao do Cisco
NX-OS®. Se uma nova conta da Intersight precisar ser criada, consulte Criacdo de Conta.

Requisitos
A Cisco recomenda que vocé tenha conhecimento destes topicos:
No switch Nexus independente, o NXDC tem estas diretrizes e limitagdes:

» O Cisco NX-OS deve estar executando a versao 10.2(3)F ou posterior

* O DNS deve ser configurado no Virtual Routing and Forwarding (VRF) apropriado

* svcintersight.com deve ser resolvido e permitir conexdes HTTPS iniciadas na porta 443. Isso
pode ser verificado comopensse curl. As solicitagdes do Internet Control Message Protocol
(ICMP) sao ignoradas.

* Se um proxy for necessario para uma conexao HTTPS com Osvc.intersight.com, O proxy podera
ser configurado na configuragdo do Nexus Switch Device Connector (NXDC). Para a
configuragéo do proxy, consulte Configuragcao do NXDC.

Componentes Utilizados

As informacdes neste documento sao baseadas nestas versdes de software e hardware:


http://Intersight.com
https://us-east-1.intersight.com/help/saas/getting_started/create_cisco_intersight_account#create_an_account
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/unicast-routing-configuration/cisco-nexus-9000-series-nx-os-unicast-routing-configuration-guide/m_configuring_dns.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/fundamentals/cisco-nexus-9000-series-nx-os-fundamentals-configuration-guide-release-104x/m-nxdc.html#task_tkd_rhn_rsb

* Cisco Nexus N9K-C93240YC-FX2
+ Cisco NX-OS 10.3(4a)M

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuragéo (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

O Cisco Intersight € uma plataforma de operagées em nuvem que consiste em recursos
modulares opcionais de infraestrutura avangada, otimizagao de carga de trabalho e servigos
Kubernetes. Visite Intersight Overview para obter mais informacdes.

Os dispositivos sao conectados ao portal Intersight por meio de um NXDC que € incorporado a
imagem do Cisco NX-OS de cada sistema. Comegando com o Cisco NX-OS versao 10.2(3)F, o
recurso Conector do dispositivo é suportado, o que fornece uma maneira segura para que 0s
dispositivos conectados enviem informagdes e recebam instru¢cdes de controle do portal Cisco
Intersight, usando uma conexao segura com a Internet.

Beneficios da conectividade

A conectividade da Intersight fornece estes recursos e beneficios para as plataformas baseadas
no Cisco NX-OS:

» Coleta automatizada deshow tech-support detailsvia resolucao rapida de problemas (RPR para
solicitagdes de servigo do TAC abertas)
» Coleta remota sob demanda show tech-support details
* Os recursos futuros incluem:
- Abertura de TAC SRs proativos com base em telemetria ou falha de hardware
- Coleta remota sob demanda de comandos show individuais e muito mais

Video Quickstart

Solicitar manualmente um dispositivo NXOS

Verificacdo de conectividade


https://us-east-1.intersight.com/help/saas/getting_started/overview#introduction
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/service_descriptions/docs/cisco-success-tracks.pdf

Observagao: as respostas de ping sao suprimidas (os pacotes ICMP sdo descartados).

Para verificar a conectividade do Transport Layer Security (TLS) e HTTPS, habilite o bash e a
€XeCUGA0 openss € curl N0 VRF desejado (ip netns exec
) € recomendado.

! Enable bash

config terminal ; feature bash ; end

! Verify TLS

run bash ip netns exec management openssl s_client -connect svc.intersight.com:443

! Verify https

run bash ip netns exec management curl -v -I -L -k https://svc.intersight.com:443

run bash ip netns exec management curl -v -I -L -k https://svc.intersight.com:443 --proxy [protocol://



https://svc.intersight.com:443
https://svc.intersight.com:443

Verificagdo TLS com OpenSSL Client

Usando o OpenSSL, vocé pode verificar a conectividade TLS com osvc.intersight.com:443. Quando
obtiver éxito, recupere o certificado publico assinado pelo servidor e exiba a cadeia da Autoridade
de certificagao.

Observagao: o préximo exemplo executa 0 comandoopenss s dlienthO gerenciamento do
VRF. Substitua o desejado naip netnsexec
construcao.

Switch# run bash ip netns exec management openss1l s_client -connect svc.intersight.com:443
CONNECTED (00000004)

depth=2 C = US, 0 = Amazon, CN = Amazon Root CA 1

verify return:1l

depth=1 C = US, O = Amazon, CN = Amazon RSA 2048 MOl



verify return:1l
depth=0 CN = us-east-1l.intersight.com
verify return:1l
Certificate chain
0 s:CN = us-east-1.intersight.com
i:C = US, 0 = Amazon, CN = Amazon RSA 2048 MOl

CN

Starfield Services
Starfield Services

1 s:C=US, O =Amazon, CN = Amazon RSA 2048 MO1
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
2 s:C=1US, O = Amazon, CN = Amazon Root CA 1
i:C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.
3 s:C =US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN
i:C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification Authority

Server certificate

MIIGfzCCBWegAwIBAgIQD859tBjpT+QUyVOXgkG2pzANBgkghkiGOwOBAQsFADAS
MoKXXrXrkESkWgbQad1Eo3H545Zsix+mu83r7Gmv5L3+WFKzfUmLgeB2+z1Dk0Kg
UTNBIDIWNDggTTAXMB4XDTIzMDQWNTAWMDAWMFoXDTIOMDUwMzIzNTk10VowIzEh
MB8GALUEAXMYdXMtZWFzdCOXLmTudGVyc2TnaHQuY29tMIIBIjANBgkghkiGOwOB
AoKXXrXrkESkWgbQad1E03H545Zsi x+mu83r7Gmv5L3+WFKzfUmLgeB2+z1Dk0Kn
BDM+MCNnvmgND1GnU6/t13j0C780QpKXr2ksbGCOFzHfMvNjEK9kMCUel79dummrs
pOOFzvIr]GqYVvkIXT5WLtiU9aP3+VSEWQO1kTeDHoDfLLILON42cKjskYt0jCTwE
poKXXrXrkESkWgbQad1Eo3H545Zsi x+mu83r7Gmv5L3+WFKzfUmLgeB2+z1Dk0OKI
e1f3tYBhuQK3y4DoSqgl/gptnUOTNwSqMu4zXjI7neGyHnzjsPUyI8qi1XbPS9tV
KoKXXrXrkESkWgbQad1Eo3H545Zsix+mu83r7Gmv5L3+WFKzfUmLgeB2+z1Dk0Kw
HwYDVROjBBgwFoAUgbgOY4qJEhj1+js7UJWFf5uWQE4UwHQYDVROOBBYEFM7X7s7¢C
NoKXXrXrkESkWgbQad1Eo3H545Zsix+mu83r7Gmv5L3+WFKzfUmLgeB2+z1Dk0Kp
Z2hOLmNvbYIac3ZjLXNOYXRpYzEuaW50ZXJzaWdodC5jb22CGioudXMtZWFzdCOx
LoKXXrXrkESkWgbQad1E03H545Zsi x+mu83r7Gmv5L3+WFKzfUmLgeB2+z1Dk0OK1
Y3MtY29ubmVjdC5jb22CE3N2Yy51Y3MtY29ubmVjdC5jb22CDmTudGVyc2TnaHQu
Y29tghJzdmMuaw50ZXJzawWdodC53jb20wDgYDVROPAQH/BAQDAgWgMBOGA1UdIQQW
MBQGCCsGAQUFBwWMBBggrBgEFBQcDAjA7BgNVHRSENDAYMDCgLgAshipodHRwO1i 8v
YoKXXrXrkESkWgbQadTEo3H545Zs1 x+mu83r7Gmv5L3+WFKzfUmLgeB2+z1DkOKI
BgZngQwBAgEwdQYIKwYBBQUHAQEEaTBNMCOGCCsGAQUFBzABhiFodHRwO1i8vb2Nz
coKXXrXrkESkWgbQadTEo3H545Zsi x+mu83r7Gmv5L3+WFKzfUmLgeB2+z1DkOKu
CcjJtMDEuYWlhem9udHI1c3QuY29tL3IybTAXLmNTcjAMBgNVHRMBATS8EAjAAMIIB
fgYKKwYBBAHWeQIEAgSCAW4EggFgAWgAdwDuzdBkldsazsVct520zR0iModGfLzs
30KXXrXrkESkWgbQadTEo3H545Zs1 x+mu83r7Gmv5L3+WFKzfUmLgeB2+z1DkOK5
CSFgTpBj10dOLQ4YuQIhAO1OVDrLIMM+9EtOWmZd8Q1MRHI 101 r2VWmOTF6GGKCY
AHUAC9meiRtM1nigIH1HneayxhzQUV5xGSgMa4AQesF3crUAAAGHUp91OwAABAMA
RjBEAiAFPPLvt7TN7mTRNQZ+FZLGR/G04KQqSjYuszDNPArT3wIgf/sQbQgNjCk7
joFUUL9cEPYfNm7n1nZIFIRAK6UqwGOAdgBIsONr2gZHNA/TagL6nTDrHFIBylbd
LoKXXrXrkESkWgbQadTEo3H545Zsi x+mu83r7Gmv5L3+WFKzfUmLgeB2+z1Dk0K8
MXtts5t/C51Yw5peGAIgKOeFmxTptEfMkBZti39vepUxb5meDvKazZdtXVvFpkCMw
DQYJKoZIhvcNAQELBQADggEBANT6HKZIP6AIuTr7qdNCcW+DXCTY6dgX1KNOsCh+
UoKXXrXrkESkWgbQad1Eo3H545Zsix+mu83r7Gmv5L3+WFKzfUmLgeB2+z1Dk0KM
z5R1VV+81gN2HHiuUsEOFwHDbbhiGBJiJteFmOb1pruKHennx8HQYfC7bup4N5JH
YoKXXrXrkESkWgbQad1Eo3H545Zsi x+mu83r7Gmv5L3+WFKzfUmLgeB2+z1Dk0Kb
LKFT16c+ENOY76YaCV8doujG3gD/b09VvDx7dhvbSEECYuzbYyPDGnb7DrmhnyOEk1
smLUZ3TVcCvPc+1dE/jrbBzPeIY7jGr8elL7masFCuZZn21M=

————— END CERTIFICATE-----

subject=CN = us-east-1l.intersight.com

issuer=C = US, 0 = Amazon, CN = Amazon RSA 2048 MO1

No client certificate CA names sent
Peer signing digest: SHA256

Peer signature type: RSA

Server Temp Key: ECDH, P-256, 256 bits



SSL handshake has read 5754 bytes and written 442 bytes
Verification: OK
New, TLSv1l.2, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSv1l.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 66DOB69FAA7EB69FAA7EC54C9764966ED9A1289650B69FAA7EB69FAA7E9ASFD5ADE
Session-ID-ctx:
Master-Key: B69FAA7E45891555D83DFCAEB69FAA7EB69FAA7EA3A99E7689ACFB69FAA7EAD7FD93DB69FAA7EBIAF821
PSK identity: None
PSK identity hint: None
SRP username: None
TLS session ticket 1lifetime hint: 86400 (seconds)
TLS session ticket:
0000 - 36 12 b2 36 b3 53 07 29-54 ac 56 fO 06 83 4f bl 6..6.S.)T.V...0.
0010 - 49 35 51 40 22 07 bd 7e-59 d7 7e 44 29 ff c6 2a  I5Q@"..~Y.~D)..*

0020 - ec bc 11 el d3 5d 69 e8-7a d2 f1 c2 08 f6 5b 8F ..... Ji.z..... [.
0030 - 2c 5b 5e 50 e3 e2 8f e7-c4 44 8f e4 6d 45 d2 64 J[AP. ..., D..mE.d
0040 - 93 98 f5 e8 b0 f7 1d 00-26 4b 88 ea 2d 7d 42 58 ........ &K. .-}BX
0050 - 05 9f 71 3a fe ac fO 15-a5 5c 1d 74 74 bf 32 1b A \.tt.2.
0060 - d8 a8 23 84 08 cc f9 3e-54 HELLL ST

Start Time: 1707515659
Timeout : 7200 (sec)
Verify return code: 0 (ok)
Extended master secret: yes

Verificacao de acessibilidade de HTTPS

Para verificar a conectividade HTTPS, use o comando curl com 0-v verbose flag(exibe se um proxy é
usado ou nao).



Observagao: para verificar o impacto de ativar ou desativar um proxy, vocé pode
adicionar as op¢des--proxy [protocol://]host{:port] OU--noproxy [protocol://]host[:port].

A construgaoip netns exec
€ usada para executar curl no VRF desejado; por exemplo,ip netns exec managementpara o
gerenciamento do VRF.

run bash ip netns exec management curl -v -I -L -k https://svc.intersight.com:443

run bash ip netns exec management curl -v -I -L -k https://svc.intersight.com:443 --proxy [protocol://

<#root>

#

run bash ip netns exec managenent curl -v -1 -L -X POST https://svc.intersight.com443 --proxy http://pr


https://svc.intersight.com:443
https://svc.intersight.com:443

Trying 10.201.255.40:80...

Connected to proxy.esl.cisco.com (10.201. 255. 40) port 80

* CONNECT tunnel: HTTP/1.1 negotiated

allocate connect buffer

Establish HTTP proxy tunnel to svc.intersight.com:443
CONNECT svc.intersight.com:443 HTTP/1.1

Host: svc.intersight.com:443

User-Agent: curl/8.4.0

Proxy-Connection: Keep-Alive

V V.V VYV

< HTTP/ 1.1 200 Connection established

HTTP/1.1 200 Connection established
< snip >

Configurar

Reivindique o dispositivo em intersight.com
Para solicitar um novo alvo na Intersight, siga as etapas mencionadas.
No dispositivo Nexus

Emita o comandoshow system device-connector claim-infoCisco NX-OS.



Observagao: para versoes anteriores ao NX-OS 10.3(4a), use o comando "show
intersight claim-info"



Observagao: o Nexus gerou mapas de informagdes de solicitagdo para estes campos de
solicitagao da Intersight:

Numero de série = ID da reivindicagao da Intersight

Token de seguranga de ID do dispositivo = Intersight Codigo da reivindicag&o

# show system device-connector claim-info
SerialNumber: FD023021ZUJ

SecurityToken: 9FFD4FA94DCD

Duration: 599

Message:

Claim state: Not Claimed

A duracgao relatada aqui € em segundos.



No portal Intersight

Observagao: Observacao: a funcionalidade Cisco Intersight Device Claim nao esta
disponivel para a regido EMEA. Essas etapas s6 se aplicam a regidao da América do

Norte.
1. Em 10 minutos, efetue login no Intersight com os privilégios de Administrador de Conta,

Administrador de Dispositivo ou Técnico de Dispositivo.

2. Na lista suspensa Service Seletor, selecione System.

= el ntersight wB System -~




3. Navegue atéADMIN > Targets > Claim aNew Target.

= tsee INtersight @ System -

-ﬂ- Only one user with the Account

m-ms———-—d-di- -4d at least o
Admin

Targets

Tech Support Bundles
Audit Logs
Sessions

Licensing

3.1. Clique em Reivindicar um novo destino como mostrado na imagem.

Targets

4. Escolha Disponivel para Reivindicagao e escolha o tipo de alvo (por exemplo, Rede) que
deseja reivindicar. Clique em Iniciar.




A Only one user wi &8 ydminist ole exists. To reduce user management, configuration and securit)
it's strongly recommended to add at least cne mo unt Administrator.

 Targets

Claim a New Target

Select Target Type

Filters

= Awvailable for Claiming Network

Categories

Cisco MD5S Switcl Cisco Nexus Switch Cisco APIC
All
Cloud
Compute / Fabric
Cisco Cloud APIC Cisco DCNM
Hyperconverged

Metwark

Orchestrator

5. Insira os detalhes necessarios e clique em Reivindicagado para concluir o processo de
reivindicacao.



Observagao: o token de seguranga no switch € usado como o cédigo de declaragéo e o
numero de série do switch € a ID do dispositivo.



Observagao: o token de seguranga expira. Vocé deve concluir a reivindicagdo antes ou o
sistema solicitara que vocé gere novamente uma.

The security token has expired. Please obtain a new

security token to claim the device

Reivindique um para muitos dispositivos Nexus independentes em intersight.com

usando Ansible®

Para reivindicar um para muitos dispositivos Nexus, um manual de atividades Ansible pode ser


https://www.intersight.com/

executado.

* O inventario e o manual do possivel podem ser clonados do git em
https://github.com/datacenter/ansible-intersight-nxos.

* No Ansibleinventory.yaml, Oansible_connectiontipo € definido comoansible.netcommon.network_clipara enviar
comandos ao switch Nexus. Isso pode ser alterado paraansible.netcommon.httpapipara permitir a
conectividade por NXAPI.

» Uma conexao possivel com o endpoint Intersight requer uma chave de API, que pode ser
gerada a partir da sua conta intersight.com.

Configurar Nexus NXAPI (usado somente se estiver usandoansible.netcommon.httpapi)

Observagao: no caso em que um proxy de nivel de sistema é configurado
(HTTP(S)_PROXY) e o Ansible ndo deve usar um proxy para se conectar ao endpoint
Nexus NXAPI, é desejavel definir ansible_httpapi_use proxy: False(0 padrao é True).

# configure terminal


https://github.com/datacenter/ansible-intersight-nxos

cfeature nxapi

nxapi port 80

no nxapi https port 443
end

H* H H W

# show nxapi

nxapi enabled

NXAPI timeout 10

NXAPI cmd timeout 300

HTTP Listen on port 80

HTTPS Listen on port 443

Certificate Information:
Issuer: issuer=C = US, ST = CA, L = San Jose, O = Cisco Systems Inc., OU = dcnxos, CN = nxos
Expires: Feb 10 22:30:38 2024 GMT

Para verificar de forma independente a conectividade HTTP para o ponto final NXAPI, vocé pode
tentar enviar umshow clock. NO préximo exemplo, o switch autentica o cliente usando a autenticagao
basica. Também é possivel configurar o servidor NXAPI para autenticar clientes com base no
certificado de usuario X.509.




Observacao: o hash de autenticacido basica € obtido da codificacdo base64 de
username:password. Neste exemplo, a codificagdo admin:cisco!123 base64
€YWRtaW46Y 2/zY 28hMTlz.

curl -v --noproxy '*' \
--location 'http://10.1.1.3:80/ins' \
--header 'Content-Type: application/json' \
--header 'Authorization: Basic YWRtaW46Y21zY28hMTIz' \

--data '{
"ins_api": {
"version": "1.0",
"type": "cli_show",
"chunk": "0",
"sid": "sid",
"input": "show clock",
"output_format": "json"
3
}l

Resposta Curl:

* Trying 10.1.1.3...

* TCP_NODELAY set

* Connected to 10.1.1.3 (10.1.1.3) port 80 (#0)
POST /ins HTTP/1.1

Host: 10.1.1.3

User-Agent: curl/7.61.1

Accept: */*

Content-Type: application/json

Authorization: Basic YWRtaW56Y21zY28hBNIz
Content-Length: 297

*V VV V V V VYV

upload completely sent off: 297 out of 297 bytes

< HTTP/1.1 200 OK
< Server: nginx/1.19.6
< Date: Fri, 09 Feb 2024 23:17:10 GMT
< Content-Type: text/json; charset=UTF-8
< Transfer-Encoding: chunked
< Connection: keep-alive
< Set-Cookie: nxapi_auth=dzgnf:xRYwR011Tra64VfOMVuD40I4=; Secure; HttpOnly;
< anticsrf: /i3vzCvxhOr4w2IrKP+umbDnzHQ=
< Strict-Transport-Security: max-age=31536000; includeSubDomains
< X-Frame-Options: SAMEORIGIN
< X-Content-Type-Options: nosniff
< Content-Security-Policy: block-all-mixed-content; base-uri 'self'; default-src 'self'; script-src
<
{
"ins_api": {

"type": "cTi_show",

"version": "1.0",

"sid": "eoc",

"outputs": {

se



"output": {
"input": "show clock",
"msg": "Success",
"code": '"200",
"body": {
"simple_time": "23:17:10.814 UTC Fri Feb 09 2024\n",
"time_source": "NTP"

}

}
* Connection #0 to host 10.1.1.3 left intact

1%

Gerar chaves de API de Intersight

Consulte a se¢cdo README.md sobre como obter a chave de API dointersight System > Settings > API keys >
Generate APl Key.

v Intersight § system ~

'

APl Keys

& Al A
Cisco ID 0 iite d 16 ~ per page 0of O

Trusted Certificates Description AP| Key ID = = Email Role Identity Provider

OAuth2

Webhooks



https://github.com/datacenter/ansible-intersight-nxos/blob/main/README.md

Generate APl Key

Description

Mexus Intersight key

AP| Key Purpose

AP| key for OpenAPl schema version 2

AP| key for OpenAPl schema version 3 (This is a featur

in preview and for SDK developer use only)

Exemplo: Ansible inventory.yaml



Observagao: no proximo exemplo, o Ansible foi configurado para ignorar as configuragoes
de proxy do sistema operacional comansible_httpapi_use_proxy: Flse. Se precisar que o servidor
Ansible use um proxy para acessar o switch, vocé podera remover essa configuragao ou
defini-la como True (padrao).



Observagao: a ID da chave de API € uma cadeia de caracteres. A chave privada da API
inclui o caminho completo para um arquivo que contém a chave privada. Para o ambiente
de producao, € recomendavel usar o Ansible vault.

all:
hosts:
switchl:
ansible_host: "10.1.1.3"
intersight_src: "mgmt0"
intersight_vrf: "management"”
vars:

ansible_user: "admin"

ansible_password: "cisco!123"

ansible_connection: ansible.netcommon.network_c1i
ansible_network_os: cisco.nxos.nxos
ansible_httpapi_use_proxy: False

remote_tmp: "/bootflash”

proxy_env:



- no_proxy: "10.1.1.3/24"
intersight_proxy_host: 'proxy.cisco.com'
intersight_proxy_port: '80'

api_key_id: "5fcb99d97564612d33fdfcal/5fch99d97564612d33fdf1b2/65c6c09d756461330198ce7e"
api_private_key: "/home/admin/ansible-intersight-nxos/my_intersight_private_key.txt"

Exemplo:playbook.yaml Execugao

Para obter mais informagdes sobre programacéao de dispositivos Nexus autdnomos com Ansible,
consulte a se¢aoApplications’Using Ansiblecom 0 Cisco NX-OS do Guia de Programacéo do NX-OS do
Cisco Nexus 9000 Series para sua versao atual.

> ansible-playbook -i inventory.yaml playbook.yaml

PLAY [all]

TASK [Enable feature intersight]
[WARNING]: To ensure idempotency and correct diff the input configuration lines should be similar to how they appear if present in the runni
device

changed: [switch1]

TASK [Configure proxy]
ok: [switch1]

TASK [Unconfigure proxy]
skipping: [switch1]

TASK [Configure src interface]
ok: [switch1]

TASK [Unconfigure src interface] ’
skipping: [switch1]

TASK [Configure src vrf] K
ok: [switch1]

TASK [Unconfigure src vrf]
skipping: [switch1]

TASK [Await connection to Intersight]
FAILED - RETRYING: [switch1]: Await connection to Intersight (10 retries left).
FAILED - RETRYING: [switch1]: Await connection to Intersight (9 retries left).
FAILED - RETRYING: [switch1]: Await connection to Intersight (8 retries left).
FAILED - RETRYING: [switch1]: Await connection to Intersight (7 retries left).
FAILED - RETRYING: [switch1]: Await connection to Intersight (6 retries left).
FAILED - RETRYING: [switch1]: Await connection to Intersight (5 retries left).
FAILED - RETRYING: [switch1]: Await connection to Intersight (4 retries left).
ok: [switch1]

TASK [Get show system device-connector claim-info]
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ok: [switch1]

TASK [Set claiminfoDict]
ok: [switch1] => (item=SerialNumber: FDO21112E2L)

ok: [switch1] => (item= SecurityToken: 0A70886FE1B8)
ok: [switch1] => (item= Duration: 599)

ok: [switch1] => (item= Message:)

ok: [switch1] => (item= Claim state: Not Claimed)

TASK [claim device - PROXY]
skipping: [switch1]

TASK [claim device - NO PROXY]
changed: [switch1]

PLAY RECAP

switch1 :0k=8 changed=2 unreachable=0 failed=0 skipped=4

Verificar

Para verificar a reivindicagdo de um novo alvo, faga o seguinte:

No switch Nexus
Versdes anteriores a versao 10.3(4a)M

# run bash sudo cat /mnt/pss/connector.db

Nexus# run bash sudo cat /mnt/pss/connector.db
{

"AccountOwnershipState": "Claimed",

"AccountOwnershipUser": "bpaez@cisco.com",

"AccountOwnershipTime": "2024-04-25T22:37:25.173Z2",

"AccountOwnershipId": "TAC-DCRS",

"DomainGroupMoid": "6620503275646133014ec978",

"AccountMoid": "6620503275646133014ec977",

"CloudDns": "svc.ucs-connect.com",

"CloudDnsList": [

"svc.intersight.com",
"svc-staticl.intersight.com",
"svc.ucs-connect.com",
"svc-staticl.ucs-connect.com"

1,

"CloudCert": "",

"UserCloudCerts": {},

"Identity": "662adb256f72613901e8bc19",

"AccessKeyId": "98facfdbf3855bcfd340f2bbb0c388f8",

"AccessKey": "",

"PrivateAccessKey": "----- BEGIN RSA PRIVATE KEY-----
-CUT-
5Do\nD18Ta5YVuIYFLZrYTHLYCDOhS5035AUEGNtEceiPhQjOCvRumyJID\n

"CloudEnabled": true,

"ReadOnTyMode": false,

"LocalConfigLockout": false,

rescued=0 ignored=0

\h



"TunneledkKVvM": false,
"HttpProxy": {
"ProxyHost": "proxy.cisco.com",
"ProxyPort": 8080,
"Preference": 0,
"ProxyType": "Manual",
"Targets": [
{
"ProxyHost": "proxy.cisco.com",
"ProxyPort": 8080,
"Preference": 0
}
]
1,
"LogLevel": "info",
"DbVersion": 1,
"AutoUpgradeAdminState": "Automatic"

Versdes iniciando com 10.3(4a)M

# show system device-connector claim-info

N9k-Leaf-2# show system device-connector claim-info
SerialNumber: FD023021ZUJ]
SecurityToken:
Duration: 0
Message: Cannot fetch claim code for already claimed device
Claim state: Claimed
Claim time: 2024-02-09T15:38:57.561Z
Claimed by: brvarney@cisco.com
Account: ACI-DCRS-TAC
Site name:
Site ID:

# show system internal intersight info

# show system internal intersight info
Intersight connector.db Info:

ConnectionState :Connected
ConnectionStateQual
AccountOwnershipState :Claimed
AccountOwnershipUser :brvarney@cisco.com
AccountOwnershipTime :2024-02-09T15:38:57.561Z
AccountOwnershipId :ACI-DCRS-TAC
DomainGroupMoid :5eb2ele47565612d3079fe9a
AccountMoid :5eb2e1e47565612d3079fe92
CloudDns 1SvC.ucs-connect.com
CloudDnsList:

1. :svc.ucs-connect.com

2 :svc.intersight.com

3. :svc-staticl.intersight.com

4 :svc-staticl.ucs-connect.com



Identity 165c647116172513501e75530

CloudEnabled 1true
ReadOn1yMode :false
LocalConfiglLockout :false
TunneledKVM :false
HttpProxy:
ProxyHost :proxy.cisco.com
ProxyPort : 8080
Preferenc :0
ProxyType :Manual
Target[1]:
ProxyHost :proxy.cisco.com
ProxyPort : 8080
Preference :0
LogLevel :info
DbVersion :1

AutoUpgradeAdminState :Automatic

Ansible

E possivel adicionar uma tarefa ao final doplaybook.yamipara obter as informacdes de interceptacéo
do switch.

- name: Get intersight info
nxos_command:
commands:
- show system internal intersight info
register: intersightInfo_claimed
retries: 10
delay: 10
until: intersightInfo.stdout is search("Connecte")

- name: Display intersight info
vars:
msg: |-
output from {{ inventory_hostname }}:
{{ intersightInfo_claimed.stdout | join("") }}
debug:
msg: "{{ msg.split('\n') }}"

Aqui esta a saida correspondente:

TASK [Get 1ntersight 1nf0] Yededededede Sl ddedehdde NN dde NNl de NNl RNl dehddedhddefhdde NNl NNl de A dedehddedhdde Nl N ddefdddn

ok: [switchl]

TASK [Disp]ay 1ntersight 1nfo] Yededededededededededede e dede e ddede e ddede e ddedehdddededddedededddede e ddedehddedede e dededddededdddededd

ok: [switchl] => {
"msg": [
"output from switchl:",
"Intersight connector.db Info:",
"ConnectionState :Connected",

"ConnectionStateQual H



"AccountOwnershipState :Claimed",

"AccountOwnershipUser :vricci@cisco.com",
"AccountOwnershipTime :2024-02-10T01:00:28.516Z",
"AccountOwnershipId :vricci",

"DomainGroupMoid :5fcb98d97565612d33fdflae",
"AccountMoid :5fcb98d97565612d33fdflac",
"CloudDns :svc.intersight.com",
"CloudDnsList: ",

" 1. :svc.intersight.com",

" 2. :svc-staticl.intersight.com",
" 3. :svc.ucs-connect.com",

" 4. :svc-staticl.ucs-connect.com",
"Identity :65c6caac6f72613901f841c1",
"CloudEnabTed :true",

"ReadOnTyMode :false",
"LocalConfigLockout :false",

"TunneledKVM :false",

"HttpProxy: ",

" ProxyHost :proxy.cisco.com",

" ProxyPort :80",

" Preferenc :0",

" ProxyType :Manual",

" Target[1]: "

" ProxyHost :proxy.cisco.com",

" ProxyPort :80",

" Preference :0",

"LoglLevel :info",

"DbVersion 1",

"AutoUpgradeAdminState :Automatic"

Desabilitar Conector do Dispositivo

Comando ou Agao Propdsito
Passo |no feature intersight Desabilita o processo de interceptacao e
1 remove toda a configuragdo NXDC e o

Exemplo: armazenamento de logs.

switch(config)# no feature intersight




Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



