Configurar o entroncamento do 802.1Q entre os
switches Catalyst
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Informacdes Relacionadas

Introducao

Este documento descreve a diferenca de entroncamento IEEE 802.1Q (dot1q) entre os switches
Cisco Catalyst que executam o software Cisco IOS®.

Pré-requisitos
Requisitos
Certifique-se de atender a estes requisitos antes de tentar esta configuragao:

» Conhecimento do entroncamento IEEE 802.1Q

+ Conhecimento da configuragao dos switches das séries Catalyst 3560 e Catalyst 6500 com
o uso da Interface de Linha de Comando (CLI - Command Line Interface)

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

+ Switch Catalyst 3560 que executa o software Cisco 10S versao 12.2(25)SEA



+ Switch Catalyst 6509 que executa o software Cisco 10S verséo 12.1(26)E1

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

Este documento fornece uma configuragcado de exemplo de entroncamento IEEE 802.1Q (dot1q)
entre um switch Cisco Catalyst 3560 que executa o Cisco I0S® Software e um switch Catalyst
6500 Series. O entroncamento € um modo de conduzir o trafego de varios VLANs por um link
ponto a ponto entre dois dispositivos.

Em plataformas legadas, havia dois métodos para implementar o entroncamento Ethernet:
1. Inter-Switch Link Protocol (ISL) — Um protocolo proprietario da Cisco

2.802.1Q — Um padrao IEEE
Componentes do Catalyst

A configuracao do Catalyst 3560 e 6500 neste documento também se aplica a outros switches
Catalyst que executam o Cisco I0S Software.

% Observacao: consulte este proximo documento para aprender sobre os métodos de
entroncamento suportados por varios switches Catalyst:

* Requisitos do sistema para implementar o entroncamento em switches Catalyst

% Observagao: este documento inclui somente os arquivos de configuragdo dos switches e a
saida dos show comandosde exemplo relacionados. Para obter detal hes sobre como configurar um tronco 802.1Q entre switches

Catalyst, consulte estes proximos documentos:

Secéo Configuracdo de troncos de VLAN de Configuracgo de VL ANs — Switches Catalyst 3560 Series

. Secdo Nocdes bésicas sobre troncos de VLAN de Interfaces Ethernet de Camada 2 — Switches Catalyst 4500 Series que executam
o0 software Cisco 10S

Materia de Suporte

O |EEE 802.1Q usa um mecanismo de marcagdo interno. O dispositivo de entroncamento insere uma marca de 4 bytes paraidentificar aVLAN
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aqual um quadro pertence e recal cula a sequéncia de verificagdo de quadro (FCS). Para obter mais informagdes, consulte estes documentos:

Formato da estrutura do link interSwitch e do IEEE 802.1Q

% Observagdo: a seguir, hd observagtes importantes a serem lembradas para esta configuracao:

Qualquer interface Ethernet em um switch Catalyst 3560/3750 Series pode aceitar encapsulamento 802.1Q e ISL. A interface Ethernet
em um switch Catalyst 3550 € uma porta de Camada 2 (L 2), por padréo.

Qualquer porta Ethernet em um switch Catalyst 6500/6000 Series pode aceitar 802.1Q e encapsulamento I1SL.

Por padrdo, o switch Catalyst 4500 Series que executa o software Cisco |0S é compativel com os modos de entroncamento ISL e
802.1Q. O suporte é em todas as interfaces, exceto no bloqueio de portas Gigabit nos modulos WS-X4418-GB e WS-X4412-2GB-T.
Essas portas ndo suportam | SL, mas apenas entroncamento 802.1q. As portas de 3 a 18 estdo blogueando as portas Gigabit no médulo
WS-X4418-GB. As portas de 1 a 12 est&o blogueando as portas Gigabit no médulo WS-X4412-2GB-T.

% Observacéo: uma porta sera de bloqueio se a conex@o com o backplane estiver com excesso de assinaturas.

A principal diferenca entre as plataformas Catalyst 6500 e Catalyst 4500 € a configuracdo de interface padrdo. O switch Catalyst 6500
que executa o Cisco | OS Software tem interfaces no modo de desligamento que so portas roteadas de Camada 3 (L 3) por padrdo. O
switch Catalyst 4500 que executa o Cisco |OS Software tem todas as interfaces ativadas. As interfaces so portas do switch L2 por
padr&o.

Quando o encapsulamento 802.1Q é usado em uma interface de tronco nos Switches Catalyst 3750, os runts podem ser vistos na show
interface saida porque os pacotes encapsulados 802.1Q validos que tém de 61 a 64 bytes e incluem o g-tag sdo contados pelo Switch
Catalyst 3750 como quadros subdimensionados, mesmo que pacotes sejam encaminhados corretamente.


https://www.cisco.com/c/pt_br/support/docs/lan-switching/8021q/17056-741-4.html

% Observacdo: Observe que os switches Catalyst mais recentes que executam o Cisco | OS XE, como o 3650/3850 e posterior, ndo

suportam mais o protocolo I SL.

Configurar
Nesta segéo, vocé encontrarainformagdes para configurar os recursos descritos neste documento.

Diagrama de Rede

Este documento utiliza a seguinte configuragéo de rede:

% Observagdo: ainterface Gigabit Ethernet no Catalyst 3560 é uma interface Ethernet negociada de 10/100/2000 M bps. Portanto, a
porta Gigabit no Catalyst 3560 esta conectada a uma porta Fast Ethernet (100 Mbps) no Catalyst 6500 neste diagrama de rede.
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Configuractes

Este documento utiliza as seguintes configuragdes:

Catalyst 3560 Switch


https://www.cisco.com/c/pt_br/support/docs/switches/catalyst-6000-series-switches/10599-88.html#table1

Catalyst 6500 Switch

Catalyst 3560 Switch

<ttroot>

I--- Notice: This example creates VLAN 1 and VLAN 2

!I--- and sets the VLAN Trunk Protocol (VTP) mode to transparent. Use your
I--- network as a basis and set the VTP mode accordingly. For more details,
!I--- refer to Configuring VLANs.

version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
I

hostname 3560
|

I--- This is the privileged mode password for the example.

enable password mysecret
!

ip subnet-zero
I

vtp mode transparent
!

I-—- VLAN 2 is created. This is visible only when you set VTP mode
I--- to transparent.

vlan 2

!I--- The Gigabit Ethernet interface on the Catalyst 3560 is a 10/100/1000 Mbps
I--- negotiated Ethernet interface. Therefore, the Gigabit port on the

!I--- Catalyst 3560 is connected to a Fast Ethernet port on the Catalyst 6500.
!I--- Configure the trunk on the Gigabit Ethernet 0/1 interface.

interface GigabitEthernet0/1

I--- Configure trunk encapsulation as dotlgq.
!--- For details on trunking, refer to Configuring VILANs.

swi tchport trunk encapsul ati on dot 1q

!--- Enable trunking on the interface.
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swi tchport node trunk

no ip address

shmp trap link-status
!
!

!--- Interfaces Gigabit Ethernet 0/2 through 0/5 are placed in VLAN 1.
!I--- In order to configure the interface as an L2 port,

!I--- refer to the Configuring Ethernet Interfaces section

!I--- of Configuring Interface Characteristics. All L2 ports are placed
I--- in VLAN 1, by default.

interface GigabitEthernet0/2

swi tchport nopde access

no ip address

shmp trap link-status
I

interface GigabitEthernet0/3

swi tchport npde access

no ip address

shmp trap link-status
!
I

interface GigabitEthernet0/4

swi tchport npde access

no ip address

snmp trap link-status
I

interface GigabitEthernet0/5

swi tchport nopde access

no ip address

shmp trap link-status

!

[

!--- Interfaces Gigabit Ethernet 0/6 through 0/12 are placed in VLAN 2.
interface GigabitEthernet0/6

swi tchport access vlan 2

swi tchport node access

no ip address

snmp trap link-status
!

!--- Output suppressed.
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!
interface GigabitEthernet0/12

swi tchport access vlan 2
swi tchport node access

no ip address
shmp trap link-status
I

interface Vlanl
!I--- This is the IP address for management.

ip address 10.1.1.1 255.255.255.0
!

ip classless

ip http server

!

!

Tine con 0O

transport input none

Tine vty 0 4

!I--- This is the privileged mode password for the example.

password mysecret
Togin

Tine vty 5 15
Togin

[

end

Catalyst 6500 Switch

<{froot>

I--- Notice: This exanple creates VLAN 1 and VLAN 2 and sets
I--- the VTP node to transparent. Use your network as a basis and set the VTP
I--- mode accordingly. For nore details, refer to Confiquring VLANs.

Current configuration : 4812 bytes
version 12.1

service timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!

host nane Cat 6500

!

vtp nmode transparent

ip subnet-zero

!

!

ms flow ip destination

ms flowipx destination
!



/content/en/us/td/docs/switches/lan/catalyst3560/software/release/12-2_25_sea/configuration/guide/3560scg/swvlan.html

l--- This is the privileged node password for the exanple.

enabl e password mnysecr et
|

r edundancy

node rpr-plus

mai n- cpu

aut o-sync runni ng-config
aut o-sync standard

|

|

l--- This enabl es VLAN 2.

vlan 2

!

interface G gabitEthernetl/1
no i p address
shut down

|

interface G gabitEthernetl/2
no i p address

shut down
!

I--- The G gabit Ethernet interface on the Catal yst 3560 is a 10/ 100/ 1000 Mops

I--- negotiated Ethernet interface. Therefore, the G gabit port on the Catal yst 3560

I--- is connected to a Fast Ethernet port on the Catal yst 6500.

interface FastEthernet3/1
no i p address

--- You nust issue the switchport comand once,

--- Catal yst 6500 series switch that runs Ci sco | OS Sof tware.

--- you do not need to issue the switchport conmand.

swi t chport

I--- Configure trunk encapsul ation as dot 1q.
l--- For nore details on trunking, refer to

--- without any keywords, in order to configure the interface as an L2 port for the

--- On a Catalyst 4500 series switch that runs G sco IOS Software, all ports are L2
--- ports by default. Therefore, if you do not change the default configuration,

I--- Configuring LAN Ports for Layer 2 Switching for the Catal yst 6500 series swtch

l--- that runs Cisco ICS Software, or _Confiquring Layer 2 Ethernet Interfaces
I--- for the Catal yst 4500/ 4000 series switch that runs C sco | 0S Software.

swi tchport trunk encapsul ati on dot 1q

I--- Enable trunking on the interface.
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swi tchport node trunk

I--- Configure interfaces Fast Ethernet 3/2 through 3/24 to be in access node.

I--- By default, all access ports are configured in VLAN 1.

interface FastEthernet3/2
no i p address

swi t chport
swi tchport node access

I--- Qutput suppressed.

interface FastEt hernet3/24
no i p address

swi t chport
swi tchport node access

--- Fast Ethernet 3/25 through 3/48 are placed in VLAN 2.

interface FastEt hernet3/25
no i p address

swi t chport

switchport access vlan 2
swi tchport node access

I--- Qutput suppressed.

interface Fast Et hernet 3/48
no i p address

swi t chport
switchport access vlan 2
swi tchport node access

!
!
interface Vl anl

I--- This is the I P address for managenent.

i p address 10.1.1.2 255.255.255.0
!
!
ip classless




no ip http server

!

!

ip classless

ip http server

!

line con O
exec-timeout 0 O
transport input none
line vty 0 4

I--- This is the Tel net password for the exanple.
password nysecr et

| ogin

end

% Observacéo: sevocé atribuir umainterfaceaumaVLAN que ndo existe, a interface seré desativada até que vocécriea VLAN
no banco de dados de VL AN. Para obter mais detal hes, consulte a secdo Criando ou Modificando um VLAN Ethernet de VLANs de
Configuragao.

Verificar

Use esta sec¢do para confirmar se a sua configuragdo funciona corretamente. Nos switches Catalyst 3560/3750/6500/4500, use estes comandos:

show interfaces <interface type module/port> trunk

show interfaces <interface_type module/port> switchport

show vlan

show vtp status

Exemplo de saida do comando show



Catalyst 3560 Switch

show interfaces <interface type module/port> trunk — Esse comando exibe a configurag&o de tronco dainterface juntamente com
os nimeros de VLAN para os quais o tréfego pode ser transportado pelo tronco.

<#root>

3560#

show i nterface gigabitethernet 0/1 trunk

Por t Mode Encapsul ati on Status Native vl an
Ggo/1 on 802. 1q trunki ng 1

Por t VI ans al | owed on trunk

GoO0/1 1 4094

Por t VI ans al |l owed and active in nanagenment domain

GoO0/1 1-2

Por t VIl ans in spanning tree forwardi ng state and not pruned
GoO0/1 1-2

show interfaces <interface type module/port> switchport — Este comando exibe a configurag&o da porta do switch dainterface.

Na exibico, verifique os campos Operational Mode e Operational Trunking Encapsulation .

<#root>

3560#



show i nterface gigabitethernet 0/1 switchport

Name: G 0/1
Swi t chport: Enabl ed

Adm ni strative Mde: trunk

Qper ational Mde: trunk

Adm ni strative Trunki ng Encapsul ati on: dot1q
Qper ational Trunking Encapsul ation: dot1q
Negoti ati on of Trunking: On

Access Mbde VLAN. 1 (default)

Trunking Native Mbde VLAN. 1 (default)

Voi ce VLAN: none

Adm ni strative private-vlan host-associ ati on: none
Adm ni strative private-vlan mappi ng: none

Adm ni strative private-vlan trunk native VLAN. none
Admi ni strative private-vlan trunk encapsul ati on: dot1q
Admi ni strative private-vlan trunk normal VLANs: none
Adm ni strative private-vlan trunk private VLANs: none
Qper ational private-vlan: none

Trunki ng VLANs Enabl ed: ALL

Pruni ng VLANs Enabl ed: 2-1001

Capture Mode Di sabl ed

Capture VLANs Al |l owed: ALL

Protected: false

Unknown uni cast bl ocked: disabl ed

Unknown nul ticast bl ocked: disabled

Appl i ance trust : none

show vlan — Este comando fornece informagdes sobre as VL ANS e as portas que pertencem auma VLAN especifica

<#root>

3560#

show vl an

VLAN Nane St at us Ports



1 def aul t
2 VLANOOO2

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

1--- Qutput suppressed.

active
active

act/unsup
act/unsup
act/unsup
act/unsup

Go0/2, GO/3, GO/4, GO/5
Go/6, GO/7, GO/8, GO/9

G 0/10, G0O/11, G0O/12

% Observagdo: as portas exibidas na saida sio apenas portas de acesso. Mas as portas configuradas como trunk e que esto no
status notconnected também aparecem na saidade show vlan.

show vtp status — Este comando exibe informagdes gerais sobre o dominio de gerenciamento VTP, status e contadores.

<#froot>

3560#

show vtp status

VTP Version : 2
Configuration Revision : 0

Maximum VLANs supported locally :

Number of existing VLANs : 6

VTP Operating Mde : Transparent

VTP Domain Name :

VTP Pruning Mode : Disabled
VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest : Ox4A 0x55 Ox17 0x84 O0xDB 0x99 0x3F 0OxD1
Configuration last modified by 10.1.1.1 at 0-0-00 00:00:00

1005



3560#

ping 10.1.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
3560#

Catalyst 6500 Switch

show interfaces <interface_type module/port> trunk— Este comando exibe a configuragdo de tronco da interface juntamente com os
nimeros de VLAN para 0os quais o trafego pode ser transportado pel o tronco.

<#root>

Cat 6500#

show i nterfaces fastethernet 3/1 trunk

Por t Mode Encapsul ati on Status Native vl an

Fa3/ 1 on 802. 1q trunki ng 1



Port VI ans al l owed on trunk

Fa3/ 1 1 4094

Por t VI ans all owed and active in managenent donain

Fa3/ 1 1-2

Por t VI ans in spanning tree forwarding state and not pruned
Fa3/ 1 1-2

show interfaces <interface_type module/port> switchport — Este comando exibe a configuracdo da porta do switch dainterface. Na
exibicao, verifique os campos Operational Mode e Operational Trunking Encapsulation .

<#root>

cat 6500#

show i nterface fastethernet 3/1 switchport

Name: Fa3/1
Swi t chport: Enabl ed

Admi ni strative Mde: trunk

Qper ational Mde: trunk

Adm ni strative Trunki ng Encapsul ati on: dot1q
Oper ational Trunking Encapsul ation: dot 1q
Negoti ati on of Trunking: On

Access Mbde VLAN. 1 (default)

Trunking Native Mbode VLAN. 1 (default)

Voi ce VLAN: none

Adm ni strative private-vlan host-associati on: none



Admi ni strative private-vlan mapping: none

Admini strative private-vlan trunk native VLAN. none
Admi ni strative private-vlan trunk encapsul ation: dot1q
Admi nistrative private-vlan trunk normal VLANs: none
Admi ni strative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunki ng VLANs Enabl ed: ALL

Pruni ng VLANs Enabl ed: 2-1001

Capture Mde Di sabl ed

Capture VLANs Allowed: ALL

show vlan — Esse comando for nece infor magdes sobre as VLANSs e as portas que pertencem auma VLAN especifica.

<#root>
Cat 6500#
show vl an
VLAN Name St at us Ports
1 defaul t active Fa3/ 2, Fa3/3, Fa3/4, Fa3/5

Fa3/ 6, Fa3/7, Fa3/8, Fa3/9
Fa3/10, Fa3/11, Fa3/12, Fa3/13
Fa3/ 14, Fa3/15, Fa3/16, Fa3/17
Fa3/18, Fa3/19, Fa3/20, Fa3/21
Fa3/ 22, Fa3/23, Fa3/24

2 VLANOOO2 active Fa3/ 25, Fa3/26, Fa3/27, Fa3/28
Fa3/ 29, Fa3/30, Fa3/31, Fa3/32
Fa3/ 33, Fa3/34, Fa3/35, Fa3/36
Fa3/ 37, Fa3/38, Fa3/39, Fa3/40
Fa3/ 41, Fa3/42, Fa3/43, Fa3/44
Fa3/ 45, Fa3/46, Fa3/47, Fa3/48

1002 fddi -default act/unsup
1003 token-ring-default act/unsup
1004 fddi net-default act/unsup

1005 trnet-default act/unsup



% Observagdo: as portas exibidas sdo apenas as portas que vocé configur ou como portas sem tronco (acesso) de Camada 2. As
portas configuradas como trunk e que estdo no status notconnected também s8o exibidas na saida show vlan. Para obter detalhes,
consulte a se¢do Configurando Interfaces LAN para Switching de Camada 2 de _Configurando Portas LAN para Switching de Camada
2

show vtp status — Este comando exibe informacfes gerais sobre o dominio de gerenciamento VTP, status e contadores.

<#root>

Cat 6500#

show vtp status

VTP Version 12

Configuration Revision 0

Maxi mum VLANs supported locally : 1005

Nurmber of existing VLANs 6

VTP Operating Mde : Transparent

VTP Domai n Nare :

VTP Pruni ng Mode . Disabl ed

VTP V2 Mode : Disabled

VTP Traps Ceneration . Disabl ed

VD5 di gest . OxBF 0x86 0x94 0x45 OxFC OxDF 0xB5 0x70

Configuration last nodified by 10.1.1.2 at 0-0-00 00: 00: 00

ping

<#root>

Cat6500#

ping 10.1.1.1
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



