|OS Router: Autenticacdo de proxy de
autenticacdo de entrada com ACS para
configuracao de cliente IPSec e VPN
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Introduction

O recurso de proxy de autenticagao permite que os usuarios fagam login em uma rede ou
acessem a Internet via HTTP, com seus perfis de acesso especificos automaticamente
recuperados e aplicados de um servidor TACACS+ ou RADIUS. Os perfis de usuario estao ativos
somente quando ha trafego ativo dos usuarios autenticados.

Essa configuracao é projetada para ativar o navegador de Web em 10.1.1.1 e aponta-lo para
10.17.17.17. Como o VPN Client esta configurado para passar pelo ponto de extremidade do
tunel 10.31.1.111 para chegar a rede 10.17.17.x, o tunel IPSec é criado e o PC obtém o endereco
IP do pool RTP-POOL (ja que a configuragao do modo é executada). A autenticacao € solicitada
pelo Cisco 3640 Router. Depois que o usuario digitar o nome de usuario e a senha (armazenados
no servidor TACACS+ em 10.14.14.3), a lista de acesso passada do servidor € adicionada a lista
de acesso 118.

Prerequisites

Requirements

Antes de tentar esta configuracgao, verifique se estes requisitos sdo atendidos:

- O Cisco VPN Client é configurado para estabelecer um tunel IPSec com o Cisco 3640 Router.
- O servidor TACACS+ esta configurado para proxy de autenticagdo. Consulte a segao



"Informacdes relacionadas" para obter mais informacgoes.

Componentes Utilizados
As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco I0S? Software versao 12.4

- Cisco 3640 Router

- Cisco VPN Client para Windows versao 4.8 (qualquer VPN Client 4.x ou posterior deve
funcionar)

Observagao: o comando ip auth-proxy foi introduzido no Cisco IOS Software Release 12.0.5.T.
Esta configuragao foi testada com o Cisco I0S Software Release 12.4.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Configurar

Nesta sec¢ao, vocé encontrara informagdes para configurar os recursos descritos neste
documento.

Observacgao: para encontrar informacgdes adicionais sobre os comandos usados neste
documento, use a ferramenta Command Lookup Tool (somente clientes registrados).

Diagrama de Rede

Este documento utiliza a seguinte configuragao de rede:
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Configuragao

3640 Router

Current configuration:

!

version 12.4

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname 3640

!

!--- The username and password 1is used during local
authentication. username rtpuser password 0 rtpuserpass

!--- Enable AAA. aaa new-model

!--- Define server-group and servers for TACACS+. aaa
group server tacacs+ RTP

server 10.14.14.3
!

l-—-- In order to set authentication, authorization, and
accounting (AAA) authentication at login, use the aaa
authentication login command in global configuration
mode

aaa authentication login default group RTP local
aaa authentication login userauth local

aaa authorization exec default group RTP none
aaa authorization network groupauth local

aaa authorization auth-proxy default group RTP
enable secret 5 $1$SCQHCSR/07uQ44E2JgVuCsOUWAGL
enable password ww

!

ip subnet-zero

!

!--- Define auth-proxy banner, timeout, and rules. ip
auth-proxy auth-proxy-banner http AC

Please Enter Your Username and Password:

AC

ip auth-proxy auth-cache-time 10

ip auth-proxy name list_a http

ip audit notify log

ip audit po max-events 100

cns event-service server

!

!--- Define ISAKMP policy. crypto isakmp policy 10
hash md5

authentication pre-share

group 2

!--- These commands define the group policy that !--- is
enforced for the users in the group RTPUSERS. !--- This
group name and the key should match what !--- is

configured on the VPN Client. The users from this !---
group are assigned IP addresses from the pool RTP-POOL.
crypto isakmp client configuration group RTPUSERS

key ciscol23

pool RTP-POOL
!




!--- Define IPSec transform set and apply it to the
dynamic crypto map. crypto ipsec transform-set RTP-
TRANSFORM esp-des esp-md5-hmac

!
crypto dynamic-map RTP-DYNAMIC 10

set transform-set RTP-TRANSFORM

!

!--- Define extended authentication (X-Auth) using the
local database. !--- This is to authenticate the users
before they can !--- use the IPSec tunnel to access the
resources. crypto map RTPCLIENT client authentication
list userauth

!--- Define authorization using the local database. !---
This is required to push the 'mode configurations' to
the VPN Client. crypto map RTPCLIENT isakmp
authorization list groupauth
crypto map RTPCLIENT client configuration address
initiate
crypto map RTPCLIENT client configuration address
respond
crypto map RTPCLIENT 10 ipsec-isakmp dynamic RTP-DYNAMIC
!

interface FastEthernet0/0

ip address 10.31.1.111 255.255.255.0

ip access-group 118 in

no ip directed-broadcast

!--- Apply the authentication-proxy rule to the
interface. ip auth-proxy list_a

no ip route-cache

no ip mroute-cache

speed auto

half-duplex

!--- Apply the crypto-map to the interface. crypto map
RTPCLIENT

!

interface FastEthernetl/0

ip address 10.14.14.14 255.255.255.0

no ip directed-broadcast

speed auto

half-duplex

!

!--- Define the range of addresses in the pool. !--- VPN
Clients will have thier 'internal addresses' assigned !-
-- from this pool. ip local pool RTP-POOL 10.20.20.25
10.20.20.50

ip classless

ip route 0.0.0.0 0.0.0.0 10.14.14.15

ip route 10.1.1.0 255.255.255.0 10.31.1.1

!--- Turn on the HTTP server and authentication. !---
This is required for http auth-proxy to work. ip http
server

ip http authentication aaa

!

!--- The access-1ist 118 permits ISAKMP and IPSec
packets !--- to enable the Cisco VPN Client to establish
the IPSec tunnel. !--- The last line of the access-1list
118 permits communication !--- between the TACACS+
server and the 3640 router to enable !--- authentication
and authorization. All other traffic is denied. access-
list 118 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111




access-list 118 permit udp 10.1.1.0 0.0.0.255 host
10.31.1.111 eq isakmp

access-list 118 permit tcp host 10.14.14.3 host
10.31.1.111

!

!--- Define the IP address and the key for the TACACS+
server. tacacs-server host 10.14.14.3 key cisco

!

line con 0

transport input none

line aux 0

line vty 0 4

password ww
1

end

Configuragéo de VPN Client 4.8

Conclua estes passos para configurar o VPN Client 4.8:

1. Escolha Iniciar > Programas > Cisco Systems VPN Client > VPN Client.
2. Cliqgue em New para iniciar a janela Create New VPN Connection

Entry.
# status: Disconnected | YPN Client - Version 4.8.01.0300 3 =10] x|
Connection Entries Status Certificates Log Options Help
d L2l : 4 Cisco Srsrems
gl EEB ]2:| o
Connect M e Impot B oy [elete ;
Connechan Entries | Cerificates | Liog I
Connection Entyy  © Host Transport
< ] H
| Mot connected. | z

3. Insira 0 nome da entrada do Connection junto com uma descrig¢ao. Insira o endereco IP
externo do roteador na caixa Host. Em seguida, digite o nome e a senha do grupo VPN e
clique em



# ¥PM Client | Properties for "vpn"

Connection Entry: (R

Diescription:

Hiost: 110.31 1111

Authentication ITranspDrt Backup Servers | Dial-lp I

{* Group Authentication £ Mutual Group Authentication
M arme: RTPUZERS
Pazzword: ki

HEMERENEE

Canfirmn Password:

" Certificate Authentication

M ame; I ;I

[ | Send C& Certificate Chain

Eraze lzer F'asswnru:ll

Save

Cancel

Salvar.

4. Cliqgue na conexao que deseja usar e clique em Connect na janela principal do VPN

Client.

# status: Disconnected | VPN Client - Version 4.8,01.0300. =10 x|
Connaction Entries. Stabus Cartificates Log Options Help
o £ , ; Cisco SrsTems
23 % 3
Connect Mew It Madify Delete B
Connection Enties | Certficates | Log |
Conrection Enty Host Transport
Y 10.31.1.111 IPSec/UDP

4]

| 2|

| Not connected, |

v

5. Quando solicitado, introduza o nome de usuario e senha para Xauth e clique em OK para

conectar-se a rede
remota.




» status: Disconnected | ¥PN Client - Version 4.8, ' R[] |

_onnechon Entres  Status  Cerbificates Log Optlons Help

Cancel Conmect Mew Irnpeort b odify Delete
Connection Enries | Certfcates | Log |

£ - Ciseo SvsTews

Connection Entry Host Transport

¥ 10.31.1.111 IPSec/UDP
# ¥WPN Client | User Authentication for “vpn™ x|

The sarver has requested the following information to complete the user
authentication,

Cisco Svsews ) ..

Il:isc:l:-

« Pazsword I'“"'""

oK Cancel |

; : 2l
uthenticating ug_rf,) ANEEENENENEEEEEEEE 4

O VPN Client é conectado ao roteador no local
central.

# status: Connected | ¥PN Client - Yersion 4.8.01.0300 — 10 x|
Connection Entries  Stabus  Certificates Log  Options Help

&, £ = Cisco Svsrems

Disconnect Mew Impart Modify Delate E
[Conneciion Enies, | Cenicates | Log |
Connection Enty Hinst Tranzpart
,:.@ wpn 10.31.1.111 IPSec/UDP

R, 3|

{Connected ta "vpn". [Connected Time: 0 day(s), 00:09.44 [w| .

Configurar o servidor TACACS+ usando o Cisco Secure ACS
Conclua estes passos para configurar o TACACS+ em um Cisco Secure ACS:

1. Vocé deve configurar o roteador para localizar o Cisco Secure ACS para verificar as
credenciais do usuario.Por exemplo:
3640 (config) #

aaa group server tacacs+ RTP
3640 (config) #



http://www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_a1g.html#wp1073107

tacacs-server host

10.14.14.3 key cisco

2. Escolha Network Configuration a esquerda e clique em Add Entry para adicionar uma

entrada para o roteador no banco de dados do servidor TACACS+. Escolha o banco de
dados do servidor de acordo com a configuragao do

roteador.
Cisco SrsTems

Network Configuration

Uzser
@ Setup
Group
ﬁ Setup G@Q AAA Clients E
W P AAA Client AAA Client IP . .
Hostname Address Authenticate Using
Metwork
Q e et 3640 10.14.14.14 TACACSH (Cizco
| — 09
anTI1guration .
— P-4 172.16.1.85 Rﬁggg%m
Cr-;n?fr;gauf'eatinn TACACS {C
+ ((15co
. I:|'5'--:In:inilﬁ’cra’cinn m 172.16.5.2 IDS:I
— EADITS (Cizco
- ¥ielrna ser i
BH Ea:ahaﬁlg HLC 172.16.1.31 Lironet)
Reportsand : EADIT (CiSCG
W | pefoe WLC Main (172.16.1.50 hironet
| E-I:-l-ii.lm?nentati-:-n
Add Entry mearch |

3. A chave é usada para autenticar entre o 3640 Router e o Cisco Secure ACS Server. Se

quiser selecionar o protocolo TACACS+ para autenticagao, escolha TACACS+ (Cisco I0S)
no menu suspenso Authenticate Using (Autenticar

usando).


http://www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_s1g.html#wp1100025

tseo Suews — Network Configuration

Edit

|U59r
Setup

B | S Add AAA Client

% | Shared Profile

e AA S Chent Hostname  [3640
& Ut | | | 00s ctione 0 10.14.14.14 =
= Address
% ggﬁ:’?gl-l.lratinn ll
Eey ciscol23

Interface
Configuration

| Gt Authenticate Tsing TACACE+ (Cisco [05) j
aé ER—T—" - =ingle Q-::-nnect TﬁCﬁCS+ A AL Chent (Becord stop in
z Databases accounting on falure).
% | Ezflfﬂ; and ™ Log Update/Watchdog Packets from this AA A Clent
= | Online M Log EADITS Tunneling Packets from this A8 4 Clhent
| Crocurnentation
Eeplace EADIUTS Pott info with Tsemame from this AA L
Chent
Submit Submit + Restart | Cancel |

4. Insira o nome de usuario no campo Usuario no banco de dados Cisco Secure e clique em
Adicionar/Editar.Neste exemplo, 0 nome de usuario &
rtpuser.



Cisco SrsTems User SEII]I]
.

Uzer
Setup

Group
ﬁ Setup Tser: |r’[puser
% Shared Profile Fiﬂdl Acdo/Edit
Cornponents
Metwark
Configuratiaon
=Rl System i i i .
%%; D List users beginning waith letter/number:
— ABCDEFGHIJELH
Interface NOPQEREITOVINXYZ
| Configuration 012 3 4958 7 8 9
Administration
SR List All Users

w Extetnal Uzer
atﬁ Databases
Reportsand
Aetivity
= | Online
Crocurnentation
5. Na préxima janela, digite a senha para colocar.Neste exemplo, a senha é rtpuserpass. E

possivel mapear a conta de usuario para um grupo, se desejado. Quando terminar, clique
em

Submit.

@ Eack to Help
2




Cisco SYsTEMS USE[ SEII]I]

User Ssupplementary User Info Y |
Setup
e Eeal MNatne |r‘[puser
Setup
Description |
% Shared Profile
Cornponents

Metwaork
Configuration
% Syztem User SEtlll] E

Configuration

Pazsword Authentication:

| II:nte-fr'_facet_
onfiguration |Cisn::u:uSec:ure Datahase j

Sdministration Ciscosecure PAP (Also used for CHAPIVS-
CHAPAAEATD, if the Separate field 15 not checlked.)
i sternal User
3&3 | Ea:abaﬁlelﬁ-l Faszsword
% | Hep_-:-r_'tgand Confirm
Activity Password
| gnnémentaﬁm [T Separate (CHAP/MS-CHAP/ARATP)
Password [|
iZ onfirm I
Password

When a toleen server 15 used for authentication,

supplying a separate CHAP password for a token

card user allows CHAP authentication. This 1s
submit | Delete Cancel

Configurar o recurso de retorno

Quando o servidor RADIUS primario se tornar indisponivel, o roteador realizara failover para o
proximo servidor RADIUS de backup ativo. O roteador continuara a usar o servidor RADIUS
secundario para sempre, mesmo que o servidor primario esteja disponivel. Geralmente, o servidor
primario € de alto desempenho e o preferido. Se o servidor secundario ndo estiver disponivel, o

banco de dados local pode ser usado para autenticacido usando o comando aaa authentication
login default group RTP local.

Verificar

Esta sec¢éao fornece informagdes que vocé pode usar para confirmar se sua configuragao esta
funcionando adequadamente.


http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_a1.html#wp1042072
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_a1.html#wp1042072

Estabeleca um tunel IPSec entre o PC e o Cisco 3640 Router.

Abra um navegador no PC e aponte-o para http://10.17.17.17. O Cisco 3640 Router intercepta
esse trafego HTTP, aciona o proxy de autenticagao e solicita um nome de usuario € uma senha.
O Cisco 3640 envia o nome de usuario/senha para o servidor TACACS+ para autenticacéo. Se a
autenticagao for bem-sucedida, vocé podera ver as paginas da Web no servidor Web em
10.17.17.17.

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.

- show ip access-lists —Exibe as ACLs padrao e estendidas configuradas no roteador de
firewall (inclui entradas de ACL dinamicas). As entradas dinadmicas da ACL sao adicionadas e
removidas periodicamente com base na autenticagdo ou ndo do usuario.Esta saida mostra a

lista de acesso 118 antes do proxy de autenticagao ter sido disparado:
3640#show ip access-lists 118
Extended IP access list 118
10 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111 (321 matches)
20 permit udp 10.1.1.0 0.0.0.255 host 10.31.1.111 eq isakmp (276 matches)
30 permit tcp host 10.14.14.3 host 10.31.1.111 (174 matches)

Esta saida mostra a lista de acesso 118 depois que o proxy de autenticacao foi acionado e o

usuario autentica com éxito:
3640#show ip access-lists 118
Extended IP access list 118
permit tcp host 10.20.20.26 any (7 matches)
permit udp host 10.20.20.26 any (14 matches)
permit icmp host 10.20.20.26 any
10 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111 (379 matches)
20 permit udp 10.1.1.0 0.0.0.255 host 10.31.1.111 eq isakmp (316 matches)
30 permit tcp host 10.14.14.3 host 10.31.1.111 (234 matches)

As trés primeiras linhas da lista de acesso sio as entradas definidas para esse usuario e
baixadas do servidor TACACS+.

- show ip auth-proxy cache —Exibe as entradas de proxy de autenticagdo ou a configuragao de
proxy de autenticacdo em execugado. A palavra-chave cache para listar o endereco IP do
host, o numero da porta de origem, o valor de tempo limite para o proxy de autenticacéo e o
estado das conexdes que usam proxy de autenticacdo. Se o estado do proxy de autenticagao

for ESTAB, a autenticagao do usuario sera um sucesso.
3640#show ip auth-proxy cache

Authentication Proxy Cache
Client IP 10.20.20.26 Port 1705, timeout 5, state ESTAB

Troubleshoot

Para obter os comandos de verificagdo e depuragéao, juntamente com outras informacdes de
solucao de problemas, consulte Proxy de Autenticacdo de Troubleshooting.

Observagao: antes de inserir o comando debug, consulte Informacées importantes sobre os
comandos debug.

Informagdes Relacionadas

. Configurando o proxy de autenticagdo
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- Configuragdes de proxy de autenticagéo no Cisco I0S

- Implementando o proxy de autenticagdo em servidores TACACS+ e RADIUS
- Pagina de Suporte do Cisco VPN Client

. Pagina de suporte de firewall do I10S

- Pagina de suporte do IPSec

- Pagina de suporte RADIUS

- Solicitagées de Comentarios (RFCs)

- Pagina de Suporte do TACACS/TACACS+

- TACACS+ na Documentacdo do I0S

- Suporte Técnico - Cisco Systems
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