Implantar VM do FDM do Azure Marketplace
Usando Modelo
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Introducao

Este documento descreve a implantagdo do Cisco Secure Firewall Threat Defense Virtual (FDM)
em uma maquina virtual usando o Azure Marketplace e modelos.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

+ Cisco Secure Firewall Management Center (FMC)
» Defesa contra ameacas (FTD) do Cisco Secure Firewall
» Conta/Acesso do Azure

Componentes Utilizados

As informacdes neste documento sao baseadas nestas versdes de software:
- Cisco Secure Firewall Threat Defense Versées virtuais: 7.4.1,7.3.1,7.2.7,7.1.0, 7.0.6 € 6.4.0

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Configurar



Os clientes encontraram problemas ao tentar implantar um Firepower Device Manager (FDM) em
uma maquina virtual do Azure, especificamente ao usar o Azure Marketplace e modelos.

Implantar FDM do Modelo no Portal do Azure

Para implantar o FDM no portal do Azure, use este procedimento:

1. Navegue até o portal do Azure e localize o Marketplace nos Servigos do Azure. Procure e
selecione Cisco Secure Firewall Threat Defense Virtual - BYOL e PAYG.
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2. Cliqgue em Criar para iniciar o processo de configuragdo do FTD.
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3. Na pagina de configuragao basica, crie um Grupo de Recursos para o dispositivo, escolha a
regiao e selecione um nome para a VM.



Create Cisco Secure Firewall Threat Defense Virtual — BYOL and PAYG

Basics  Cisco FTDv settings Review + create

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and
manage all your resources,

Subscription * (0 | fuw-azure v

Resource group * (0

‘

Instance details A resource group is a container that holds
Region * O related resources for an Azure solution,
Virtual Machine name * (0 Mame *

| ok || Cancel

Licensing (D

Software Version (0

JLL

Criar um novo Grupo de Recursos

4. Escolha a versao desejada para a implantagcado da VM nas opg¢des disponiveis.

Software Version (D) [ 741172 s
_— _ 74.1-172
FAvailahility Option * (D
73119
7.2.7-500
Usernarne for prirmary account (not the
FTOw adrmin user account) * (0 T.1.0-92
Authentication type * (0 7.08-235
64.0-110

Versdes Disponiveis para Implantacdo no Azure Market

5. Configure um nome de usuario para a conta Principal, escolha Senha como o tipo de
Autenticacao e defina a Senha para acesso a VM e a senha de Admin.



= Microsoft Azure ol

Home > Marketplace >

Create Cisco Secure Firewall Threat Defense Virtual — BYOL and PAYG

Basics  Cisco FTDv settings  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription* O | fw-azure A |

Resource group * (O | (New) FDM v |
Create new

Instance details

Region* (@ | EastUS v |
Virtual Machine name * (O [ fdm v ]
Licensing (& | BYOL : Bring-your-own-license o |
Software Version (@ [ 7.4.1-172 v |
Availability Option * (@ (@) None

(O Availability Zone

Username for primary account (not the - v ]

FTDv admin user account) * @O

Authentication type * © (®) Password
() SSH Public Key

Password * () | sesssssssRBEeRRS \/]
Confirm password * I I YT Y \/]
Admin Password * @O I ssossBosOBRRBORS \/]
Confirm Admin Password * (@O [ SRS ERNNBRRRIORE v ]
FTDv Management * (D) [ FDM : Firepower Device Management ~ l

Nome de usuario e Senhas de administrador.



6. Para o tipo de gerenciamento, selecione FDM para a finalidade deste documento.

FTDwv Management * (1) | FMC : Firepower Managerment Center d

) o ) ) FOM : Firepower Device Managerment
Enter FMC registration information * (D

FMC : Firepower Management Center

Management Device (Dispositivo de gerenciamento).

7. Na guia Cisco FTDv Settings, revise o tamanho da VM, a conta de armazenamento, o
endereco IP publico e o rétulo DNS, que sao criados por padrao apos concluir a configuragao
basica.

Certifique-se de que a rede virtual, a sub-rede de gerenciamento e outras configuragdes de
Ethernet estejam corretas.



Home > Marketplace >

Create Cisco Secure Firewall Threat Defense Virtual — BYOL and PAYG

Basics  Cisco FTDv settings  Review + create

Virtual machine size * () 1x Standard D3 v2
4 vcpus, 14 GB memory
Change size
Storage account* (D | (new’ b08%e65 ~
Create New
Public IP address () | {new pip e
Create new
DNS label @ N 5265 »
eastus.cloudapp.azure.com
Attach diagnostic interface * © (® No
O Yes
Virtual network | (New) vnet01 [ OM IR v
Edit virtual network
Management subnet * (0 | (New) subnet1 v
Edit subnet 172.18.0.0 - 172.18.0.255 (256 addresses)
GigabitEthernet 0/0 subnet * Q)] | (Mew) subnet2 “
Edit subnet 172.18.1.0 - 172.18.1.255 (256 addresses)
GigabitEthernet 0/1 subnet * (O | (New) subnet3 £
Edit subnet 172.18.20 - 172,18.2.255 (256 addresses)

Public inbound ports (mgmt. interface) * (®) None
© O Allow selected ports

ﬂ All traffic from the Internet will be blocked by default. You will be able to change inbound port rules in the VM
Networking page later.

Cisco FTDv Settings (Configuragdes de FTDv Cisco).

8. Selecione Allow seleted Port para ativar as portas SSH (22), SFTunnel (8305) e HTTPS (443)
para acesso HTTPS a VM e porta SFTunnel para migragcao do dispositivo para o FMC.



Virtual network (0

Management subnet * (0

GigabitEthernet 0/0 subnet * (O

GigabitEthernet 0/1 subnet * (O

| (New) vnet01 [ liFov v |

Edit virtual network

| (New) subnet1 N |
Edit subnet 172.18.00 - 172.18.0.255 (256 addresses)
| (New) subnet2 N |
Edit subnet 172.18.1.0 - 172.18.1.255 (256 addresses)
| (New) subnet3 N |
Edit subnet 172.18.2.0 - 172.18.2.255 (256 addresses)

e
L)

e
g

Metworking page later.

Select Inbound Ports (mgmt. interface) *

A Selected ports will be open for access fi

Public inbound paorts (magmt. interface) * O None

@ Allow selected ports

l 3 selected N

S5H (22)

. SSH: ssh connectivity to the VM,

SFTunnel (8305)

ol SFTunnel: [FMC Management]: default tcp port 8305: management center
and managed devicel(s) communication.

HTTPS (443)

HTTPS: [FDM Management]: FDM Ul accessibility.

Portas a serem permitidas no Cisco FTDv

Verificar a configuracao da VM

9. Revise a configuragao na guia Revisar + Criar e crie a VM.




Home » Marketplace

Create Cisco Secure Firewall Threat Defense Virtual = BYOL and PAYG

by Cisco Systems, Inc.
Terms of use | Privacy policy

TERMS

By clicking "Create”, | {(a) agree to the legal terms and privacy statement(s) associated with the Marketplace
offering(s) listed above: (b) authorize Microsoft to bill my current payment method for the fees associated with the
offering(s), with the same billing frequency as my Azure subscription; and () agree that Microsoft may share my
contact, usage and transactional information with the provider(s) of the offering(s) for support, billing and other
transactional activities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms

for additional details.

Mame

Preferred e-mail address

Preferred phone number

Basics

Subscription
Resource group
Region

Virtual Machine name
Licensing

Software Version

Availability Option

Username for primary account (not the ...

Password
Admin Password

FTDOwv Management

-2z [
O
East US
- I
BYOL : Bring-your-own-license
74.1-172

Mone

R R AR

HEREE R R R ER

FDM : Firepower Device Management

Cisco FTDv settings

Virtual machine size Standard_D3_v2

Storage account | ELUERE
Public IP address e i
Domain name label o I - 352265¢
Attach diagnostic interface Mo

Virtual network vnetll

Management subnet subnetl

Address prefix (Management subnet) 1721800424
GigabitEthernet 0/0 subnet subnet2

Address prefix (GigabitEthernet 0/0 su...  172181.0/24
GigabitEthernet 0/1 subnet subnet3

Address prefix (GigabitEthernet 0/1 su...  172.18.2.0/24

Public inbound ports (mgmt. interface)  Allow selected ports

Select Inbound Ports (mgmt. interface)  SSH (22), SFTunnel (8305), HTTPS (443)




Revisar e criar.

Neste ponto, podemos enviar a criacdo da VM.

10. Monitore o andamento da disponibilizagao na guia Visao Geral, onde uma mensagem indica
que a Disponibilizagao esta em andamento.
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Implantagdo em andamento.

Verificar VM Implantada no Azure

11. Quando a VM for criada, localize-a na se¢do Maquinas virtuais para encontrar suas
caracteristicas e o endereco IP publico atribuido.

= Micraseit Azure £ Sewch resouroes, sendoes, and docs (G

Virtual machines = %
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Localizagdo de Maquinas Virtuais

12. Use um navegador para navegar até o endereco IP atribuido ao dispositivo e inicie a



configuracgao inicial do FDM.

e | fdm 2 %
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Configuracao Basica do FDM

13. Defina as configuragdes basicas selecionando um IP dentro do intervalo designado,
configurando o NTP e registrando o dispositivo com a licenca.

Aqui vocé pode encontrar a documentacao da Configuracéao Inicial do FDM.
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Configuracao Basica no FDM


https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html

14. Ap0s registrar o dispositivo, assegure-se de que nenhuma implantagao pendente permaneca.

Pending Changes

o

There are no Pending Changes yet.

MNothing to deploy

Last successful deployment was on 12 Jun 2024 07:49 AM

You can see what was deployed in previous jobs in the Deployment History




Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



