Configurar um tunel IPSec entre um ponto de
verificagcdo NG e um roteador
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Introduction

Esse documento demonstra como formar um tunel de IPSec com chaves pré-compartilhadas para
unir duas redes privadas:

- A rede privada 172.16.15.x dentro do roteador.

. A rede privada 192.168.10.x dentro da proxima geragédo (NG) do CheckpointTM

Prerequisites

Requirements

Os procedimentos descritos neste documento sdo baseados nestes pressupostos.

. A politica basica ¢"ekPoINtTM NG ¢ configurada.

- Todas as configuragbes de acesso, Network Address Translation (NAT) e roteamento séao
configuradas.

. Trafego de dentro do roteador e de dentro do MeCkPOINTM NG hara os fluxos de Internet.

Componentes Utilizados




As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco 1751 Router
- Software Cisco I0S® (C1700-K9O3SY7-M), versao 12.2(8)T4, SOFTWARE RELEASE (fc1)
. CheckpointTM NG Build 50027
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Diagrama de Rede

Este documento utiliza a seguinte configuragao de rede:

209.165.202.226/27 192.168.10.124
209.165.202.129/27

f_,____.-""d__h" __H_\L !

Cisco VPN Router Checkpoint NG
172.16.15.024 192.168.10.0/24
Cisco Network CP Nemwork

172.16.15.1/24

-

e

Conventions

Para obter mais informacgdes sobre convengdes de documento, consulte as Convencgdes de dicas
técnicas Cisco.

Configurar o Cisco 1751 VPN Router

Roteador Cisco VPN 1751

version 12.2
service timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
host nane sv1-6
menory-size i onem 15
mm  pol ling-interval 60
no nm auto-configure
no nm pvc
mm  snnp-ti meout 180
i p subnet-zero
no i p domai n-| ookup
ip audit notify |og
ip audit po max-events 100
!--- Internet Key Exchange (IKE) configuration. crypto
isakmp policy 1
encr 3des
hash md5
authentication pre-share
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group 2
lifetime 1800
!--- IPSec configuration. crypto isakmp key aptrules
address 209.165.202.129
!
crypto ipsec transform-set aptset esp-3des esp-md5-hmac
!
crypto map aptmap 1 ipsec-isakmp
set peer 209.165.202.129
set transform-set aptset
match address 110
!
interface Ethernet0/0
i p address 209.165. 202. 226 255. 255. 255. 224
ip nat outside
hal f - dupl ex
crypto map aptmap
1
interface FastEthernet0/0
i p address 172.16.15.1 255. 255.255.0
ip nat inside
speed auto
!--- NAT configuration. ip nat inside source route-map
nonat interface Ethernet0/0 overload
ip classless
ip route 0.0.0.0 0.0.0.0 209. 165. 202. 225
no ip http server
ip pimbidir-enable
!--- Encryption match address access list. access-list
110 permit ip 172.16.15.0 0.0.0.255 192.168.10.0
0.0.0.255
!-—-- NAT access list. access-list 120 deny ip
172.16.15.0 0.0.0.255 192.168.10.0 0.0.0.255
access-list 120 permit ip 172.16.15.0 0.0.0.255 any
route-map nonat permit 10
match ip address 120
line con O
exec-timeout 0 O
line aux O
line vty 0 4
password ci sco
l ogin
end

Configurar o ponto de verificacdo NG

O CheckpointiM NG ¢ uma configuracdo orientada a objeto. Os objetos e regras de rede s&o

definidos para compor a politica relacionada a configuragéo de VPN a ser configurada. Essa
olitica é entdo instalada usando o C"eckPOINtTM NG Policy Editor para concluir o lado NG do
heckpointT™ 44 configuracao da VPN.

1. Crie a sub-rede de rede da Cisco e a sub-rede C"kPOINTM NG como objetos de rede. Isto &
0 que esta criptografado. Para criar os objetos, selecione Gerenciar > Objetos de Rede e,
em seguida, selecione Novo > Rede. Insira as informagdes de rede apropriadas e clique em
OK.Esses exemplos mostram uma configuragcédo de objetos chamada CP_Network e



CP_Metworl,
192.168.10.0

285.255.255.0

Cisco_Network.



Network Properti |

General | MAT |

M arme: Cizco_Mebwork,

IF Address: |172.16.15.0

Met Mask: |255.256.256.0

Camment;

Calar: I - |

|' Broadcaszt address:

* |ncluded i Mot included

aF. Cancel Help

2. Crie os objetos Cisco_Router e Checkpoint_NG como objetos da estagao de trabalho. Esses
sao os dispositivos VPN. Para criar os objetos, selecione Gerenciar > Objetos de Rede e,
em seguida, selecione Novo > Estagéo de Trabalho.Observe que vocé pode usar o objeto
de estacao de trabalho CNeckPOINtTM NG criado durante a configuracao CheckPointiM NG
inicial. Selecione as opgoes para definir a estagao de trabalho como Gateway e
Interoperable VPN Device.Esses exemplos mostram uma configuragao de objetos chamada
chefe
Cisco_Router.



Waorkstation Properties - chef

203165202123

b* | [ anaged By s Management Server [Internal)

| i anaged By anather Management Serven [Erternal]

Lommumeation.. | UMD lcn=cp_mg
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| i anaged By b Management Server [Intern )

| i anaged By anather Management Serven [Extermnal]

3. Configure o IKE na guia VPN e clique em
Editar.



- Authentication
- M anagement
+|- Advanced

FHEMTOYE

4. Configure a politica de troca de chaves e clique em Editar



IKE Properties - |

General I

— Support key exchange enciyphion with: 7 — Suppart data inkegrity with; —

L1 E=] oes [ [V MDS
(M| CAST

B 30ES I SHal

— Suppart authentication methods:

¥ Pre-Shared Secret Edit Secrets. .

™ Public Key Signatures Specify...

I WER- & Firewdall-1 authentication for SeculP emate [Hubrid Mode)

Advanced ... |

(] 4 Cancel Help |

segredos
5. Defina as chaves pré-compartilhadas a serem usadas e clique em OK varias vezes até que
as janelas de configuragao

X|
— Shared Secrets List:
Feer Mame Shared Secret
el Edi
REemove
Enter secret: |aptrules Set
OE. Cancel Help
desaparecam

6. Selecione Regras > Adicionar Regras > Superior para configurar as regras de criptografia
para a politica.A regra na parte superior € a primeira regra executada antes de qualquer
outra regra que possa ignorar a criptografia. Configure a origem e o destino para incluir o
CP_Network e o Cisco_Network, como mostrado aqui. Depois de adicionar a se¢ao
Criptografar acao da regra, clique com o botéo direito do mouse em Agao e selecione Editar
propriedades.



B8 Securty - ATPolcy | 55 addrass Trarslsticn - APTPalicy | IZ] Deskton Security - Randard |
m SOURCE DESTINATION SERVICE |  ACTION TRACK INSTALL DN -
2L P _Netwark 4L P _Netwerk ]
- * A Encryst L [ol| Cada | & Am
! deb Cisco_Metwork | ek Cisca_hstwrk " = 18] o0 e | :
. Edit propertiss. .. r
HI * Ay Ay * oy @aw Ao @ cotewars | % An
- Ed it Erarienttisn o
E accopt
[ 111
J g'*: — +
[ Mame [ | Camment ) Liser At |
[ chef 209,165.202,129  CP_Server ) Crent uth
0] <iseo_Routes 205,165, 202,226 Cesco_VPN_Router
©) session suth
O Enceypt
D Cient Encrypt
Croery Cobamrn,, . ;1
Clear Query

7. Com o IKE selecionado e realgado, cligue em
Encryption Properties E[

General I

— Encryption zchemes defined: —

-~

[z Pz

Edt.. |

QF. | Cancel Help

Editar
8. Confirme a configuracao




IKE Properties El

General

Trangfarm
* Encrption + Data Integrity [ESP)
™ Data Integrity Only [&H)

E ncrvption &lgorithm: JDES (.

Drata [nkegriby kMO5 |

Compression method: Mane -

Allowed Peer ateway: |E| Cisco_Router -
[ Usze Perfect Forward Secrecy

Usze DH Group: Group 1 [76S bit] j

[~ Perfarm [P Poal MAT

aF. Cancel Help

IKE
. Um dos principais problemas com a execucao de VPN entre dispositivos Cisco e outros
dispositivos IPSec é a renegociacao de troca de chaves. Certifique-se de que a configuragao
para a troca IKE no roteador Cisco seja exatamente a mesma que a configurada no
CheckpointTM NG Observagéo: o valor real desse parametro depende de sua politica de
segurancga corporativa especifica.Neste exemplo, a configuracéo de IKE no roteador foi
definida para 30 minutos com o comando lifetime 1800. O mesmo valor tem de ser definido
no CheckpointTM NG Para definir esse valor no ©MeckPOINtTM NG selecione Gerenciar objeto de
rede, selecione o objeto NG CheckPointiM ¢ ¢jinie em Editar. Em seguida, selecione VPN e
edite o IKE. Selecione Avangar e configure os parametros de rechaveamento. Depois de
configurar a troca de chaves para o objeto de rede NG C"eckPointiM ' oy acute a mesma
configuracdo da Renegociagéo de troca de chaves para o objeto de rede
Cisco_Router.Observagao: certifique-se de que o grupo Diffie-Hellman correto esteja
selecionado para corresponder ao configurado no




Advanced IKE properties

™ Use UDP encapsulation

UDP PR PSEC encaps. j

Support Diffie-Hellman groups

[ Group 1 (768 bit]

W] Group 2 [1024 bit
[Group 5 [1536 bit

Fekeying Parameters

Renegohiate IKE secunty azzociations

Misc

FReneqgotiate IPSEC Security azzociations every

I Benegotiate IPSEC Security associations every | 50000 ::I F.Butes

al = Minutes
3|00 = Seconds

[ Support IP compression for SecureClient
[~ Support aggresive mode
v Support key exchange for subnets

ak. I Cancel

Help

roteador

10. A configuragao da politica esta concluida. Salve a diretiva e selecione Policy > Install
(Politica > Instalar) para ativa-
la.

‘?L’t chef - Check Point Policy Editor - APTPolicy

= RAR Sl I: B, Veriy..

Install, ..

Hﬂtﬁ@ '§:::|;f' il ] |J ;instan...
E"' IQ |'@]{§} | E| ilgl |E:' | h-::alslsl Lists...

=2 Network Objects Install Users Database. ..

Fle Edt View Manage Rules | Policy Topology Search Window Help

—-{ 8| Warkstation

I’%'ﬂ;-# “%E'ﬂ
=

\ddress Translation - APTPalicy | ] Desked

DESTINATION SERVICE

[L{j hef Maragement High Svailabilite. .
el T — N B -
Cizco_Metwork
|E| Cisco_Rauter Global Properties... 1 ' '.|---- . & Any
=l Metwork l o - : S bt
gk Cisco_Metwork * Any -k Any % Any

A janela de instalagao exibe notas de progresso a medida que a politica é

compilada.



APTPaolicps: Secunty Policy Scrnpt generated into &P T Paolicy. pf :I
APTPalicy:
Compiled OF.

f Ny

Abort

Quand
0 a janela de instalagao indicar que a instalagao da diretiva esta concluida, clique em
Fechar para concluir o

procedimento.

Install Policy x|
APTPolicpy: Secunty Policy Scrpt generated into &P T Palicy. pf :I
APTPalicy:

Compiled OF..

Irztalling WPM-1Firetwfall-1 policy On: chef ..
WPMN-1/Firetall-1 paolicy installed successfully on chef...

WPM-1/Firetfall-1 policy installation complete

i Ny

Cloze I

Verificar

Esta sec¢éao fornece informagdes que vocé pode usar para confirmar se sua configuragao esta
funcionando adequadamente.

Verificar o roteador Cisco

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
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- show crypto isakmp sa — Exibe todas as associagdes de seguranga atuais (SAs) de IKE em
um peer.

- show crypto ipsec sa — Exibe as configuragdes usadas pelas SAs atuais.

Verificar o ponto de verificacdo NG

Para visualizar os registros, selecione Janela > Visualizador de registros.

ZEychef - Check Foink Log Viewer < [wlog] = =10 =i

Flie  Mode  Bdt  Ssecton  Vew' Tooks Window  Help

% & @ [Log - &Fi2 FERS E=G8M%8 (08

Mo. II]ah: I'I'Ime IPI'IHI'I IIm:r. Drigin [Type Iﬂnlnn |Elnwll::|3num= |D|=a1lnnﬂ|m |Prntn

{ ARM20D2 124912 PR VM S FreWslt [Ee des W) o0 o oy inets to_Fiiles I
1 8. 002 Zadi:43 553 PN 2 Fehialt [B doe E og O koy incta clrant Cimco_Route

B 1 BJulZ002 1241:13 E52 VPN B Firedall-1 [== EL9.. chef IE log g=m encrypl telned GARRIEON Cisco_Rouer  fop

Para exibir o status do sistema, selecione Janela > Status do sistema.

7" chef - Check Point System Status _ =10 x|
F y  Modues Products Tools  Window Help
D AN {yERES® R?
= — —— e ———— == —
Mockdes IPAddess | VPN-1 Details |
= 4 ched Status: oK
5 Frew/al1 Encrypled: 38
& Management Decrypled: 7
), SV Foundation
Et- o Errors
Encryplion errors:
Decryplion ermors
|KE evenis errors 0
Hardware
Hvd Yandor Mame.  none
HWY Status rir &
Troubleshoot

Cisco Router

Esta secao fornece informagdes que podem ser usadas para o troubleshooting da sua
configuragao.

Para obter informacgdes adicionais sobre solugédo de problemas, consulte Solugcédo de problemas
de seguranca de IP - Entendendo e usando comandos debug.

Observagéo: antes de inserir o comando debug, consulte Informacdes importantes sobre os
comandos debug.
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- debug crypto engine — Exibe mensagens de depuragéo sobre mecanismos de criptografia,
que executam criptografia e descriptografia.
- debug crypto isakmp — Exibe mensagens sobre eventos de IKE.
- debug crypto ipsec — Exibe eventos de IPSec.
- clear crypto isakmp — Limpa todas as conexdes IKE ativas.
- clear crypto sa — Limpa todas as SAs de IPSec.
Saida bem-sucedida do log de depuragao

18: 05: 32: | SAKMP (0:0): received packet from
209. 165. 202. 129 (N) NEW SA
18: 05: 32: | SAKMP: | ocal port 500, renpte port 500
18: 05:32: | SAKMP (0:1): Input = | KE_MESG FROM PEER,
| KE_MM_EXCH
ad State = | KE_READY New State = | KE_R_MVL
18: 05: 32: | SAKMP (0:1): processing SA payload. nessage ID =0
18: 05: 32: | SAKMP (0:1): processing vendor id payl oad
18: 05: 32: | SAKMP (0:1): vendor |ID seens Unity/DPD
but bad maj or
18: 05:32: | SAKWMP (0:1): found peer pre-shared key
mat chi ng 209. 165. 202. 129
18: 05: 32: | SAKWMP (0:1): Checking | SAKMP transform 1
against priority 1 policy
18: 05: 32: | SAKMP: encryption 3DES- CBC
18: 05: 32: | SAKMP: hash MD5
18: 05: 32: | SAKMP: auth pre-share
18: 05: 32: | SAKMP: default group 2
18: 05:32: I SAKMWP: life type in seconds
18: 05:32: | SAKWP: life duration (VPI) of 0OxO OxO Ox7 0x8
18: 05:32: I SAKWP (0:1): atts are acceptable. Next payload is O
18: 05:33: | SAKWP (0:1): processing vendor id payl oad
18: 05: 33: | SAKMP (0:1): vendor |ID seens Unity/DPD but bad maj or
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
ad State = IKE.R_ ML New State = | KE_R_MVL
18: 05: 33: | SAKMP (0:1): sending packet to 209.165.202.129 (R
MV_SA SETUP
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE
ad State = IKE.R_ ML New State = | KE_R_ MW
18: 05:33: | SAKWMP (0:1): received packet from 209. 165.202. 129 (R
MV_SA SETUP
18: 05:33: | SAKMP (0:1): Input = | KE_MESG FROM PEER,
| KE_MM_EXCH
ad State = IKE_.R_ MW New State = | KE_R_MvB
18: 05: 33: | SAKMP (0:1): processing KE payl oad.
message ID =0
18: 05: 33: | SAKMP (0:1): processi ng NONCE payl oad.
message ID =0
18: 05: 33: | SAKWMP (0:1): found peer pre-shared key
mat chi ng 209. 165. 202. 129
18: 05: 33: | SAKWMP (0:1): SKEYID state generated
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
ad State = IKE_R_MVB New State = | KE_R_MvB
18: 05: 33: | SAKMP (0:1): sending packet to 209.165.202.129 (R
MVL_KEY_EXCH
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE
Od State = IKE_LR_MVB New State = | KE_R M4
18: 05:33: | SAKWMP (0:1): received packet from 209. 165.202.129 (R)



MVL_KEY_EXCH
18: 05:33: | SAKMP (0:1): Input = | KE_MESG FROM PEER,
| KE_MM_EXCH
ad State = IKE_R_ MW New State = | KE_R_Mb
18: 05: 33: | SAKWMP (0:1): processing |ID payl oad.
message ID =0
18: 05: 33: | SAKWMP (0:1): processing HASH payl oad.
message ID =0
18: 05: 33: | SAKMP (0:1): SA has been authenticated
with 209. 165. 202. 129
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
ad State = IKE_R_Mwb New State = | KE_R_Mvb
18: 05:33: I SAKWMP (0:1): SA is doing pre-shared key authentication
using id type |ID_| PV4_ADDR
18: 05:33: | SAKMP (1): | D payl oad
next - payl oad : 8
type : 1
protocol : 17
port : 500
length : 8
18: 05: 33: | SAKMP (1): Total payload Iength: 12
18: 05: 33: | SAKMP (0:1): sending packet to 209.165.202. 129
(R} QWVLIDLE
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE
ad State = IKE_R_ MWb New State = | KE_P1_COWPLETE
18: 05:33: | SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PHASE1_COWPLETE
0l1d State = IKE_P1l_COMPLETE
New State = IKE_Pl_ COMPLETE
18: 05:33: | SAKWMP (0:1): received packet from 209. 165.202. 129 (R
QM I DLE
18: 05: 33: | SAKWP (0:1): processing HASH payl oad.
message | D = -1335371103
18: 05: 33: | SAKMP (0:1): processing SA payl oad.
message | D = -1335371103
18: 05: 33: | SAKMP (0:1): Checking |PSec proposal 1
18: 05: 33: | SAKMP: transform 1, ESP_3DES
18: 05:33: | SAKMP: attributes in transform
18: 05:33: I SAKMP: SA |ife type in seconds
18: 05:33: | SAKMP: SA |life duration (VPI) of 0xO 0xO OxE 0x10
18: 05: 33: | SAKMP: aut henticator is HVAC MD5
18: 05: 33: | SAKWP: encaps is 1
18: 05:33: I SAKMWP (0:1): atts are acceptable.
18: 05: 33: | PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nmsg.) I NBOUND | ocal = 209. 165. 202. 226, renpte= 209. 165. 202. 129,
| ocal _proxy= 172.16. 15. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
18: 05: 33: | SAKMP (0:1): processi ng NONCE payl oad.
message | D = -1335371103
18: 05: 33: | SAKWMP (0:1): processing |ID payl oad.
message | D = -1335371103
18: 05: 33: | SAKMP (0:1): processing |ID payl oad.
message | D = -1335371103
18: 05:33: | SAKWP (0:1): asking for 1 spis fromipsec
18: 05:33: | SAKMP (0:1): Node -1335371103,
I nput = | KE_MESG _FROM PEER, | KE_QM EXCH
ad State = | KE_QV READY New State = | KE_QV SPI _STARVE
18: 05: 33: | PSEC(key_engi ne): got a queue event. ..
18: 05: 33: | PSEC(spi _response): getting spi 2147492563 for SA



from 209. 165. 202. 226 to 209. 165.202. 129 for prot 3
18: 05: 33: | SAKMP: received ke nmessage (2/1)
18: 05: 33: | SAKWP (0:1): sending packet to
209. 165. 202. 129 (R) QI DLE
18: 05: 33: | SAKMP (0:1): Node -1335371103
I nput = | KE_MESG FROM | PSEC, | KE_SPI _REPLY
Od State = | KE_ QM SPI _STARVE New State = | KE_QV R QW
18: 05: 33: | SAKMP (0:1): received packet
from 209. 165. 202. 129 (R) QV.IDLE
18: 05:33: | SAKWMP (0:1): Creating |PSec SAs
18: 05: 33: i nbound SA from 209. 165. 202. 129 to 209. 165. 202. 226
(proxy 192.168.10.0 to 172.16.15.0)
18: 05: 33: has spi 0x800022D3 and conn_id 200 and flags 4
18:05:33: lifetime of 3600 seconds
18: 05: 33: out bound SA from 209. 165. 202. 226 to 209. 165. 202. 129
(proxy 172.16.15.0 to 192.168.10.0 )
18: 05: 33: has spi -2006413528 and conn_id 201 and flags C
18:05:33: lifetime of 3600 seconds
18: 05: 33: | SAKMP (0:1): del eting node -1335371103 error
FALSE reason "qui ck node done (await()"
18: 05: 33: | SAKMP (0:1): Node -1335371103, Input = | KE_MESG FROM PEER,
| KE_QM _EXCH
0l1d State = IKE_QM R QM2 New State = IKE_QM PHASE2 COMPLETE
18: 05: 33: | PSEC(key_engi ne): got a queue event. ..
18: 05:33: IPSEC(initialize_sas):
(key eng. nmsg.) I NBOUND | ocal = 209. 165. 202. 226
renot e=209. 165. 202. 129,
| ocal _proxy= 172. 16. 15. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-3des esp-nmd5-hnmac
|'i fedur= 3600s and Okb,
spi = 0x800022D3(2147492563), conn_i d= 200, keysize= 0,
flags= Ox4
18: 05:33: IPSEC(initialize_sas):
(key eng. nsg.) OUTBOUND | ocal = 209. 165. 202. 226
r enot e=209. 165. 202. 129,
| ocal _proxy= 172.16. 15. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-3des esp-nmd5-hnmac
|'i fedur= 3600s and Okb,

spi = 0x88688F28(2288553768), conn_id= 201, keysize= 0,
flags= 0OxC

18: 05: 33: | PSEC(create_sa): sa created

(sa) sa_dest= 209.165. 202. 226, sa_prot= 50,

sa_spi = 0x800022D3(2147492563),

sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 200

18: 05: 33: | PSEC(create_sa): sa created

(sa) sa_dest= 209.165.202.129, sa_prot= 50,

sa_spi = 0x88688F28(2288553768),

sa_trans= esp-3des esp-nd5-hmac , sa_conn_id= 201

18: 05:34: | SAKMP (0:1): received packet
from 209. 165. 202. 129 (R) QV.IDLE

18: 05: 34: | SAKMP (0:1): phase 2 packet is a duplicate
of a previous packet.

18:05:34: | SAKMP (0:1): retransmitting due to retransnit phase 2

18: 05:34: | SAKMP (0:1): ignoring retransm ssion, because phase2
node narked dead -1335371103

18: 05:34: | SAKMP (0:1): received packet
from 209. 165. 202. 129 (R) QV.IDLE

18: 05: 34: | SAKMP (0:1): phase 2 packet is a duplicate
of a previous packet.



18: 05:34: | SAKMP (0:1): retransmitting due to retransnit phase 2
18: 05:34: | SAKMP (0:1): ignoring retransm ssion, because phase2
node narked dead -1335371103

sv1- 6#show crypto isakmp sa
dst src state conn-id slot
209. 165. 202. 226 209. 165.202.129 QM IDLE 1 0

svl1- 6#show crypto ipsec sa

interface: Ethernet0/0

Crypto map tag: aptmap, |ocal addr. 209.165.202.226

| ocal ident (addr/mask/prot/port): (172.16.15.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (192.168.10.0/255.255. 255. 0/0/0)
current _peer: 209.165.202.129

PERM T, flags={origin_is_acl,}

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest 21

#pkts decaps: 24, #pkts decrypt: 24, #pkts verify 24

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O

l ocal crypto endpt.: 209.165.202.226, renote crypto endpt.: 209.165.202.129
path mu 1500, media ntu 1500

current outbound spi: 88688F28

i nbound esp sas:

spi: 0x800022D3(2147492563)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 200, flow.id: 1, crypto map: aptmap

sa timng: remaining key lifetime (k/sec): (4607997/3559)

1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x88688F28(2288553768)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 201, flow.id: 2, crypto map: aptmap

sa timng: remaining key lifetime (k/sec): (4607997/3550)

1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

sv1- 6#show crypto engine conn act

ID Interface IP- Address State Algorithm Encrypt Decrypt
1 Ethernet0/0 209. 165. 202. 226 set HMAC MD5+3DES 56 _C 0 0
200 Ethernet0/0 209.165.202.226 set HVAC MD5+3DES 56_C 0 24
201 Ethernet0/0 209.165.202.226 set HVAC MD5+3DES 56_C 21 0
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