Exemplo de configuracao de hub duplo FlexVPN
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Introduction

Este documento descreve como configurar um design de redundancia total para escritorios
remotos que se conectam a um data center via VPN baseada em IPSec sobre um meio de rede
inseguro, como a Internet.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados



As informacgdes neste documento sao baseadas nestes componentes de tecnologia:

- Border Gateway Protocol (BGP) como o protocolo de roteamento no data center e entre
spokes e hubs na sobreposi¢cao VPN.

- Bidirectional Forwarding Detection (BFD) como um mecanismo que detecta links inativos
(roteador inoperante) que sao executados somente dentro do data center (ndo nos tuneis de
sobreposicao).

. Cisco 10S® FlexVVPN entre hubs e spokes, com recursos spoke-to-spoke ativados por meio
de switching de atalho.

- Encapsulamento de roteamento genérico (GRE) entre dois hubs para permitir a comunicacao
spoke-to-spoke, mesmo quando os spokes estdo conectados a hubs diferentes.

- Rastreamento aprimorado de objetos e rotas estaticas vinculadas aos objetos rastreados.
The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Informacgdes de Apoio

Ao projetar solugdes de acesso remoto para o data center, a alta disponibilidade (HA) é
frequentemente um requisito importante para aplicativos de usuario criticos.

A solucdo apresentada neste documento permite deteccao e recuperagao rapidas de cenarios de
falha nos quais um dos hubs de terminacéo de VPN fica inativo devido a problemas de recarga,
atualizagao ou alimentagao. Todos os roteadores de escritérios remotos (spokes) usam o outro
hub operacional imediatamente ap6s a detecgao de tal falha.

Aqui estao as vantagens deste projeto:

- Recuperacao rapida da rede a partir de um cenario de hub VPN
- Nao ha sincroniza¢des com informacdes de estado complicadas (como Associagdes de
Seguranga IPSec (SAs), SAs de Internet Security Association and Key Management Protocol

(ISAKMP) e roteamento de criptografia) entre os hubs VPN

- Nenhum problema de anti-repeticao devido a atrasos na sincronizagao do numero de
sequéncia de Encapsulating Security Payload (ESP) com IPSec Stateful HA

- Os hubs VPN podem usar diferentes hardwares ou softwares baseados no Cisco I0S/I0S-XE

- Opcoes flexiveis de implementacao de balanceamento de carga com o BGP como o
protocolo de roteamento executado na sobreposi¢cao de VPN

- Roteamento claro e legivel em todos os dispositivos sem mecanismos ocultos executados em
segundo plano


http://docwiki.cisco.com/wiki/Border_Gateway_Protocol
/content/en/us/td/docs/ios/12_0s/feature/guide/fs_bfd.html
/content/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html
/content/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html
/content/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html
/content/en/us/td/docs/ios/12_2/interface/configuration/guide/finter_c/icflogin.html#wp1031768
/content/en/us/td/docs/ios/12_2sb/feature/guide/sbaiptrk.html

. Conectividade direta spoke-to-spoke
- Todas as vantagens da FlexVPN, incluindo integracao de Autenticacao, Autorizagao e

Contabilidade (AAA - Authentication, Authorization, and Accounting) e Qualidade de Servigo
(QoS - Quality of Service) por tunel

Configurar

Esta secao fornece exemplos de cenarios e descreve como configurar um design de redundancia
total para escritérios remotos que se conectam ao data center via VPN baseada em IPSec sobre
um meio de rede inseguro.

Note: Use a Command Lookup Tool ( somente clientes registrados) para obter mais
informacdes sobre os comandos usados nesta sec¢ao.

Diagrama de Rede

Esta é a topologia de rede usada neste documento:

Nominal/Default Status — Traffic flowing through HUB1
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Note: Todos os roteadores usados nessa topologia executam o Cisco 10S versao 15.2(4)M1
e o Internet Cloud usa um esquema de enderecos de 172.16.0.0/24.


/content/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html

Cenario operacional regular

Em um cenario operacional normal, quando todos os roteadores estao ativos e operacionais,
todos os roteadores spoke roteiam todo o trafego através do hub padrdo (R1-HUB1). Essa
preferéncia de roteamento € obtida quando a preferéncia local de BGP padrao é definida como
200 (consulte as se¢des a seguir para obter detalhes). Isso pode ser ajustado com base nos
requisitos de implantagdo, como o balanceamento de carga de trafego.

Spoke-to-Spoke (Atalho)

Se R3-Spoke1 inicia uma conexdo com R4-Spoke2, um tunel spoke-to-spoke dinamico é criado
com a configuracao de switching de atalho.

Tip: Para obter mais detalhes, consulte o guia de configuragcdo Configuring FlexVPN Spoke
to Spoke.

Se R3-Spoke1 estiver conectado apenas a R1-HUB1 e R4-Spoke2 estiver conectado apenas a
R2-HUB2, uma conexao direta spoke-to-spoke ainda podera ser obtida com o tunel GRE ponto-a-
ponto executado entre os hubs. Nesse caso, o caminho de trafego inicial entre R3-Spoke1 e R4-
Spoke2 é semelhante a este:


http://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-flex-spoke.html
http://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-flex-spoke.html

R7-Host
192.168.1.0/24
%ﬂﬁ-hggrz

192.168.0.0/24

R1-Hublhe —— : R2-Hub?2

R3:Spnkel R4-Spokeg2
LAN: 192.168.3.0/24 LAN: 192:168.4.0/24
. \ 4

Como o R1-Hub1 recebe o pacote na interface de acesso virtual, que tem o mesmo ID de rede do
Next Hop Resolution Protocol (NHRP) que o do tunel GRE, a indicagao de trafego € enviada para
o0 R3-Spoke1. Isso aciona a criagao de tunel dindmico spoke-to-spoke:
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Tabelas de roteamento e saidas para um cenario operacional regular

Esta é a tabela de roteamento R1-HUB1 em um cenario operacional regular:

R1-HUBl# show ip route

Codes: L - local, C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- ISISsummary, L1 - IS-ISlevel-1, L2 - IS-1S level-2
ia- I1S-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 11 subnets, 3 masks



S 10.0.0.0/8 is directly connected, NullO

C 10.0.0.0/24 is directly connected, TunnelO

L 10.0.0.1/32 is directly connected, TunnelO

C 10.0.1.1/32 is directly connected, LoopbackO

S 10.0.1.2/32 is directly connected, Virtual-Accessl

S 10.0.1.3/32 is directly connected, Virtual-Access2

B 10.0.2.1/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.2.3/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.2.4/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.5.1/32 [200/0] via 192.168.0.5, 00:05: 40

B 10.0.6.1/32 [200/0] via 192.168.0.6, 00:05: 40
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.1/32 is directly connected, Ethernet0/0

S 192.168.0.0/16 is directly connected, NullO
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, Ethernet0/2

L 192.168.0.1/32 is directly connected, Ethernet0/2

B 192.168.1.0/24 [200/0] via 192.168.0.5, 00:05:40

B 192.168.3.0/24 [200/0] via 10.0.1.4, 00:05:24

B 192.168.4.0/24 [200/0] via 10.0.1.5, 00:05: 33

Esta é a tabela de roteamento R3-SPOKE1 em um cenario operacional regular apds a criacao do
tunel spoke-to-spoke com R4-SPOKEZ2:

R3-SPOKEl1l# show ip route
Codes: L - local, C- connected, S - static, R- RIP, M- mobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- ISISsummary, L1 - IS ISlevel-1, L2 - IS-1S level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, %- next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 8 subnets, 2 nasks

B 10.0.0.0/8 [200/0] via 10.0.1.1, 00:06:27

H 10.0.0.1/32 is directly connected, 00:06:38, Tunnell

S % 10.0.1.1/32 is directly connected, Tunnel O

C 10.0.1.3/32 is directly connected, TunnelO

H 10.0.1.4/32 is directly connected, 00:01:30, Virtual-Accessl

S 10.0.2.1/32 is directly connected, Tunnell

C 10.0.2.3/32 is directly connected, Tunnell

H 10.0.2.4/32 [250/1] via 10.0.2.3, 00:01:30, Virtual-Accessl
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.3/32 is directly connected, Ethernet0/0

B 192.168.0.0/16 [200/0] via 10.0.1.1, 00:06:27
192.168.3.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.3.0/24 is directly connected, EthernetO/1

L 192.168.3.3/32 is directly connected, Ethernet0/1
192.168.4.0/32 is subnetted, 1 subnets

H 192.168.4.4 [250/1] via 10.0.1.3, 00:01:30, Virtual-Accessl

Em R3-Spoke1, a tabela BGP tem duas entradas para a rede 192.168.0.0/16 com preferéncias
locais diferentes (R1-Hub1 é o preferido):

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 8



Paths: (2 available, best #2, table default)

Not advertised to any peer

Refresh Epoch 1

Loca

10.0.2.1 from 10.0.2.1 (10.0.2.1)

Oigin inconplete, netric O, |ocal pref 100, valid, interna
rx pathid: 0, tx pathid: O

Refresh Epoch 1

Local
10.0.1.1 from 10.0.1.1 (10.0.1.1)
Oigin inconplete, netric O, |ocal pref 200, valid, internal, best
rx pathid: 0, tx pathid: 0xO0

Esta é a tabela de roteamento R5-AGGR1 em um cenario operacional regular:

R5-LANl#show ip route
10.0.0.0/8 is variably subnetted, 10 subnets, 3 masks

B 10.0.0.0/8 [200/0] via 192.168.0.1, 00:07:22

B 10.0.0.0/24 [200/0] via 192.168.0.1, 00:07:22

B 10.0.1.1/32 [200/0] via 192.168.0.1, 00:07:22

B 10.0.1.3/32 [200/0] via 192.168.0.1, 00:07:17

B 10.0.1.4/32 [200/0] via 192.168.0.1, 00:07:16

B 10.0.2.1/32 [200/0] via 192.168.0.2, 15:44:13

B 10.0.2.3/32 [200/0] via 192.168.0.2, 15:44:13

B 10.0.2.4/32 [200/0] via 192.168.0.2, 15:44:13

C 10.0.5.1/32 is directly connected, LoopbackO

B 10.0.6.1/32 [200/0] via 192.168.0.6, 00:07:22
172.16.0.0/ 24 is subnetted, 1 subnets

B 172.16.0.0 [200/0] via 192.168.0.1, 00:07:22

B 192.168.0.0/16 [200/0] via 192.168.0.1, 00:07:22
192.168.0.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.0.0/24 is directly connected, Ethernet0/0

L 192.168.0.5/32 is directly connected, Ethernet0/0

192.168.1.0/24 is variably subnetted, 2 subnets, 2 nasks
C 192.168.1.0/24 is directly connected, EthernetO/1
L 192.168.1.5/32 is directly connected, EthernetO/1
B 192.168.3.0/24 [200/0] via 10.0.1.3, 00:07:06
B 192.168.4.0/24 [200/0] via 10.0.1.4, 00:07:15

Esta é a tabela de roteamento R7-HOST em um cenario operacional regular:

R7-HOST#show ip route
S* 0.0.0.0/0 [1/0] via 192.168.1.254
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.1.0/24 is directly connected, Ethernet0/0
L 192.168.1.7/32 is directly connected, Ethernet0/0

Cenario de falha de HUB1

Este é um cenario de inatividade de R1-HUB1 (devido a a¢gdes como falta de energia ou
atualizacdo):



/ track timer msec 500 N
[ track1ip route 10.0.1.1 255.255.255.255 reachability \
track 2 st boolean and
. . obiject 1 not
HUB1 Going down, HUB2 taking over i route 192.168.0.0 255.255.0.0 Null tag 500 track 2

ip route 192.168.0.0 255.255.0.0 NullD tag 200

route-map LOCALPREF permit 5
match tag 500

R7-Host %
set lockpreference 500
192.168.1.0/24 | e ocunespumsso
set oca preerence 20 Y,

$192.168.0.0/16 -> NullO N
C10.0.2.1/32 -> Loopback0
C 192.168.0.0/24 -> Eth0
&10:0-0-0/24—Funneld

8-10-0-1-1/32—10-0:0-1
$10.0.2.3 -> V-Access1

$10.0.2.4 -> V-Access2
B 192.168.3.0/24 -> 10.0.2.3
B 192.168.4.0/24 -> 10.0.2.4 /

Table

HUB2 Routing

C192.168.3.0/24 -> EthO
C€10.0.1.0/24 -> Tunnel0
€10.0.2.0/24 -> Tunnell
B 192.168.0.0/16->10.0.2.1

7€ 192.168.4.0/24 -> EthO
=€ 10.0.1.0/24 -> Tunnel0
%’ € 10.0.2.0/24 -> Tunnell
g B 192.168.0.0/16 -> 10.0.2.1

Spokel Routing Table

R4-Spoke2
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

Neste cenario, esta sequéncia de eventos ocorre:

1. O BFD em R2-HUB2 e nos roteadores agregados de LAN R5-AGGR1 e R6-AGGR2
detectam o status de inatividade de R1-HUB1. Como resultado, a vizinhanga do BGP cai
imediatamente.

2. A deteccgao de objeto de trilha para R2-HUB2 que detecta a presenca do loopback R1-HUB1
cai (Track 1 na configuracdo de exemplo).

3. Este objeto rastreado inativo aciona outra faixa para subir (NAO légico). Neste exemplo, o
Track 2 aumenta sempre que o Track 1 cai.

4. |sso aciona uma entrada de roteamento IP estatico a ser adicionada a tabela de roteamento
devido a um valor inferior a distancia administrativa padrao. Esta é a configuragao relevante:

! Routes added when second HUB is down
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2
ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2

! Default static routes are with Tag 200 and admin distance of 150
ip route 10.0.0.0 255.0.0.0 NullO0 150 tag 200
ip route 192.168.0.0 255.255.0.0 NullO0 150 tag 200

5. R2-HUB2 redistribui essas rotas estaticas com uma preferéncia local de BGP maior que o
valor definido para R1-HUB1. Neste exemplo, uma preferéncia local de 500 € usada no
cenario de falha, em vez do 200 definido por R1-HUB1:

route-map LOCALPREF permit 5



mat ch tag 500

set local-preference 500

!

rout e-map LOCALPREF permit 10
mat ch tag 200

set local-preference 200
!

Em R3-Spoke1, vocé pode ver isso nas saidas de BGP. Observe que a entrada para R1
ainda existe, mas nao € usada:

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 10
Paths: (2 avail able, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
Loca
10.0.2.1 from 10.0.2.1 (10.0.2.1)
Origin incomplete, metric 0, localpref 500, valid, internal, best
rx pathid: 0, tx pathid: 0x0
Refresh Epoch 1
Loca
10.0.1.1 from10.0.1.1 (10.0.1.1)
Oigin inconplete, netric O, |ocal pref 200, valid, interna
rx pathid: 0, tx pathid: 0O

. Nesse ponto, ambos os spokes (R3-Spoke1 e R4-Spoke2) comegam a enviar trafego para
R2-HUBZ2. Todas essas etapas devem ocorrer em um segundo. Aqui esta a tabela de
roteamento no Spoke 3:

R3-SPOKEl#show ip route
10.0.0.0/8 is variably subnetted, 5 subnets, 2 nasks

B 10.0.0.0/8 [200/0] via 10.0.2.1, 00:00:01

S 10.0.1.1/32 is directly connected, TunnelO

C 10.0.1.3/32 is directly connected, Tunnel O

S 10.0.2.1/32 is directly connected, Tunnell

C 10.0.2.3/32 is directly connected, Tunnell
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.3/32 is directly connected, Ethernet0/0

B 192.168.0.0/16 [200/0] via 10.0.2.1, 00:00:01
192.168.3.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.3.0/24 is directly connected, Ethernet0/1

L 192.168.3.3/32 is directly connected, EthernetO/1

. Sessdes BGP posteriores entre os spokes e R1-HUB1 ficam inoperantes e a Detecg¢ao de
Peer Dead (DPD) remove os tuneis IPSec terminados em R1-HUB1. No entanto, isso nao
afeta o encaminhamento de trafego, ja que R2-HUB2 ja € usado como o gateway de
terminacgao de tunel principal:

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 10
Paths: (1 avail able, best #1, table default)

Not advertised to any peer

Refresh Epoch 1

Loca



10.0.2.1 from 10.0.2.1 (10.0.2.1)
Oigin inconplete, netric O, |ocal pref 500, valid, internal, best
rx pathid: 0, tx pathid: 0xO0

Configuragdes

Esta secao fornece configuragées de exemplo para os hubs e spokes usados nesta topologia.

Configuragdo do R1-HUB

version 15.4
|

host nane R1- HUB1
!
aaa new node
!
aaa aut horization network default |oca
!
aaa session-id comon
!
| setting track tiners to the | owest possible (the lower this value is
! the faster router will react
track timer ip route msec 500
!
! Monitoring of HUB2's | copback present in routing table
' If it is present it will mean that HUB2 is alive
track 1 ip route 10.0.2.1 255.255.255. 255 reachability
!
I Monitoring of |oopback of R5-AGGR- 1
track 3 ip route 10.0.5.1 255.255. 255. 255 reachability
!
I Monitoring of |oopback of R6- AGGR-2
track 4 ip route 10.0.6.1 255.255. 255. 255 reachability
!
! Track 2 should be UP only when HUB2 is not avail able and both AGGRE routers are up
!
track 2 list bool ean and
object 1 not
object 3
object 4

! KEv2 Config Exchange configuration (IP addresses for spokes are assigned from pool)
crypto i kev2 authorization policy default

pool SPOKES

route set interface

route accept any tag 20

|

1

! IKEv2 profile for Spokes - Smart Defaults used
crypto i kev2 profile default

match identity renote any

aut hentication renote pre-share key cisco

aut hentication | ocal pre-share key cisco

aaa aut horization group psk list default default
virtual -tenplate 1

|

interface LoopbackO

i p address 10.0.1.1 255. 255. 255. 255
!



I GRE Tunnel configured to second HUB. It is required for spoke-to-spoke connectivity
! to work in all possible circunmstances

! no BFD echo configuration is required to avoid Traffic Indication sent by renote HUB
! (BFD echo is having the sane source and destination |IP address)

1

interface Tunnel O

i p address 10.0.0.1 255.255.255.0

ip nhrp network-id 1

ip nhrp redirect

bfd interval 50 min_rx 50 multiplier 3

no bfd echo

tunnel source Ethernet0/2

tunnel destination 192.168.0.2
1
interface Ethernet0/0

ip address 172.16.0.1 255.255.255.0
1
interface Ethernet0O/2

i p address 192.168. 0.1 255.255.255.0

bfd interval 50 min_rx 50 multiplier 5

1
interface Virtual - Tenpl atel type tunnel

i p unnunber ed LoopbackO

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile default

1

! BGP Configuration
router bgp 1

bgp | og- nei ghbor - changes

I dynam c peer-groups are used for AGGR routers and SPOKES
bgp listen range 192.168. 0. 0/ 24 peer-group DC
bgp listen range 10.0.1.0/24 peer-group SPOKES
I BGP timers configured
timers bgp 15 30

nei ghbor SPOKES peer - group

nei ghbor SPOKES rempte-as 1

nei ghbor DC peer - group

nei ghbor DC renpte-as 1

Wthin DC BFD is used to determ ne nei ghbour status
nei ghbor DC fall-over bfd

nei ghbor 10.0.0.2 renmote-as 1

BFD is used to detect HUB2 status

nei ghbor 10.0.0.2 fall-over bfd
!

address-famly ipv4
redi stribute connected
rout e-map whi ch determ nes what should be the | ocal -pref
redistribute static route-map LOCALPREF
nei ghbor SPOKES activate
to spokes only Aggregate/ Sunmary routes are sent
nei ghbor SPOKES rout e- map AGGR out
nei ghbor DC activate
nei ghbor DC route-reflector-client
nei ghbor 10.0.0.2 activate
nei ghbor 10.0.0.2 route-reflector-client
exit-address-famly
1

ip local pool SPOKES 10.0.1.2 10.0.1. 254
!

! When HUB2 goes down Static Routes with Tag 500 are added and admin distance of 1
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2

ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2

! Default static routes are with Tag 200 and admin distance of 150



ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200
ip route 192.168.0.0 255.255.0.0 NullO0 150 tag 200
|

|
ip prefix-list AGGR seq 5 permt 192.168.0.0/16
ip prefix-list AGGR seq 10 permt 10.0.0.0/8

!
route-map AGCR pernmit 10

match ip address prefix-list AGER

!
rout e-map LOCALPREF pernit 5

mat ch tag 500

set | ocal - preference 500

!
rout e-map LOCALPREF permit 10

mat ch tag 200

set | ocal - preference 200

!
rout e-map LOCALPREF permit 15

match tag 20

Configuragao do R2-HUB2

host nane R2- HUB2
!
aaa new node
|
aaa aut horization network default | ocal
|
track tiner ip route nmsec 500
!
track 1 ip route 10.0.1.1 255.255.255. 255 reachability
!
track 2 list bool ean and
obj ect 1 not
obj ect 3
object 4
1

track 3 ip route 10.0.5.1 255.255. 255. 255 reachability
1

track 4 ip route 10.0.6.1 255.255. 255. 255 reachability
1
!
crypto i kev2 authorization policy default
pool SPOKES
route set interface
route accept any tag 20
1
!
crypto i kev2 profile default
match identity renote any
aut hentication renpote pre-share key cisco
aut hentication | ocal pre-share key cisco
aaa aut horization group psk list default default
virtual -tenplate 1

nterface LoopbackO
ip address 10.0.2.1 255. 255. 255. 255

nterface Tunnel O
i p address 10.0.0.2 255.255.255.0
ip nhrp network-id 1



ip nhrp redirect
bfd interval 50 min_rx 50 multiplier 3
no bfd echo
tunnel source Ethernet0/2
tunnel destination 192.168.0.1
1
interface Ethernet0/0
ip address 172.16.0.2 255.255.255.0
1
interface Ethernet0O/2
i p address 192.168. 0.2 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
1
interface Virtual - Tenpl atel type tunnel
i p unnunber ed LoopbackO
ip nhrp network-id 1
ip nhrp redirect
tunnel protection ipsec profile default
1
router bgp 1
bgp | og- nei ghbor - changes
bgp listen range 192.168. 0.0/ 24 peer-group DC
bgp listen range 10.0. 2.0/ 24 peer-group SPOKES
timers bgp 15 30
nei ghbor SPOKES peer - group
nei ghbor SPOKES rempte-as 1
nei ghbor DC peer - group
nei ghbor DC renpte-as 1
nei ghbor DC fall-over bfd
nei ghbor 10.0.0.1 renote-as 1
nei ghbor 10.0.0.1 fall-over bfd
!
address-famly ipv4
redi stribute connected
redistribute static route-map LOCALPREF
nei ghbor SPOKES activate
nei ghbor SPOKES rout e- map AGGR out
nei ghbor DC activate
nei ghbor DC route-reflector-client
nei ghbor 10.0.0.1 activate
nei ghbor 10.0.0.1 route-reflector-client
exit-address-famly
1
ip local pool SPOKES 10.0.2.2 10.0. 2. 254
ip forward-protocol nd
1
1
ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2
ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200
ip route 192.168.0.0 255.255.0.0 Null0 150 tag 200
1
1
ip prefix-list AGGR seq 5 permt 192.168.0.0/16
ip prefix-list AGER seq 10 permt 10.0.0.0/8
1
route-map AGCR pernit 10
match ip address prefix-list AGER
1
rout e-map LOCALPREF pernmit 5
mat ch tag 500
set | ocal - preference 500
1

rout e-map LOCALPREF permit 10



mat ch tag 200

set | ocal -preference 100
!
rout e-map LOCALPREF permit 15
match tag 20

Configuragao do R3-SPOKE1

host nane R3- SPOKEL

!

aaa new node

!

aaa aut horization network default | ocal

!

|

crypto i kev2 authorization policy default
route set interface

!

!

crypto i kev2 profile default
match identity renote any

aut hentication renote pre-share key cisco

aut hentication | ocal pre-share key cisco
dpd 10 2 on-denmand

aaa aut hori zation group psk list default
!
I Tunnel to the HUB1
!
interface Tunnel O

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
!

I Tunnel to the HUB2

!
interface Tunnel 1

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
!
interface Ethernet0/0
descri ption | NTERNET- CLOUD

ip address 172.16.0.3 255.255.255.0

!
interface Ethernet0O/1
description LAN

i p address 192.168. 3.3 255. 255.255.0

!

interface Virtual - Tenpl ate2 type tunnel

i p unnunbered Ethernet0/1

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel protection ipsec profile default
|

router bgp 1

bgp | og- nei ghbor - changes

timers bgp 15 30

def aul t



nei ghbor 10.0.1.1 renote-as 1
nei ghbor 10.0.2.1 renote-as 1
!

address-famly ipv4

network 192.168.3.0

nei ghbor 10.0.1.1 activate
nei ghbor 10.0.2.1 activate
exit-address-famly

Configuragdo do R4-SPOKE2

host nane R4- SPOKE2

!

aaa new node

!

aaa aut horization network default |oca

!

!

crypto i kev2 authorization policy default
route set interface

!

crypto i kev2 profile default

match identity renote any

aut hentication renote pre-share key cisco
aut hentication | ocal pre-share key cisco
dpd 10 2 on-denand

aaa aut horization group psk list default default

nterface Tunnel O

i p address negoti at ed

ip nhrp network-id 1

i p nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
|

nterface Tunnel 1

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
!

nterface Ethernet0/0
i p address 172.16.0.4 255.255.255.0

nterface Ethernet0/1
i p address 192. 168. 4.4 255.255.255.0

nterface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernet0/1

ip nhrp network-id 1

i p nhrp shortcut virtual -tenplate 2
tunnel protection ipsec profile default
|

router bgp 1

bgp | 0og- nei ghbor - changes

timers bgp 15 30

nei ghbor 10.0.1.1 renote-as 1

nei ghbor 10.0.2.1 renote-as 1
!



address-famly ipv4
network 192.168.4.0
nei ghbor 10.0.1.1 activate
nei ghbor 10.0.2.1 activate

exit-address-famly
1

Configuragao do R5-AGGR1

host nane R5- LANL
!
no aaa new node
!
!
interface LoopbackO
ip address 10.0.5.1 255. 255. 255. 255
|
interface Ethernet0/0
i p address 192.168.0.5 255. 255.255.0
bfd interval 50 min_rx 50 multiplier 5
!
I HSRP configuration on the LAN side
!
interface Ethernet0O/1
i p address 192.168.1.5 255.255.255.0
standby 1 ip 192.168.1. 254
!
router bgp 1
bgp | og- nei ghbor - changes
nei ghbor 192.168.0.1 renote-as 1
nei ghbor 192.168.0.1 fall-over bfd
nei ghbor 192.168.0.2 renote-as 1
nei ghbor 192.168.0.2 fall-over bfd
!
address-fam |y ipv4
redi stribute connected
redistribute static
nei ghbor 192.168.0.1 activate
nei ghbor 192.168.0.2 activate
exit-address-famly

Configuragdo do R6-AGGR2

host nane R6- LAN2

!
interface LoopbackO

i p address 10.0.6.1 255. 255. 255. 255
!
interface Ethernet0/0

i p address 192.168.0.6 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
!

interface Ethernet0O/1

i p address 192.168. 1.6 255.255.255.0
standby 1 ip 192.168. 1. 254

standby 1 priority 200

!

router bgp 1

bgp | og- nei ghbor - changes

nei ghbor 192.168.0.1 renote-as 1

nei ghbor 192.168.0.1 fall-over bfd



nei ghbor 192.168.0.2 renote-as 1
nei ghbor 192.168.0.2 fall-over bfd
!

address-famly ipv4

redi stribute connected
redistribute static

nei ghbor 192.168.0.1 activate

nei ghbor 192.168.0.2 activate

exit-address-famly
1

Configuragdo de R7-HOST (simulagdo de HOST nessa rede)

host name R7- HOST
|

no aaa new nodel
|

interface Ethernet0/0

i p address 192.168. 1.7 255.255.255.0
|

i- p route 0.0.0.0 0.0.0.0 192.168. 1. 254
Notas importantes sobre a configuragéo

Aqui estao algumas observacdes importantes sobre as configuragoes descritas nas sec¢oes
anteriores:

- O tunel GRE ponto-a-ponto entre os dois hubs € necessario para que a conectividade spoke-

to-spoke funcione em todos os cenarios, especificamente para incluir os cenarios em que
alguns dos spokes estao conectados apenas a um dos hubs e outros a outro hub.

- A configuragéo no bfd echo na interface de tunel GRE entre os dois hubs & necessaria para

evitar a indicagao de trafego que € enviada de outro hub. O eco BFD tem o mesmo enderego
IP origem e destino, que é igual ao endereco IP do roteador que envia o eco BFD. Como
esses pacotes sao roteados de volta pelo roteador que responde, as indicagdes de trafego
NHRP sao geradas.

- Na configuracédo do BGP, a filtragem de mapa de rotas que anuncia as redes em direcao aos

spokes nao € necessaria, mas torna as configuragbes mais 6timas, ja que somente as rotas
agregadas/sumarizadas s&o anunciadas:

neighbor SPOKES route-map AGGR out

- Nos hubs, a configuragcao do mapa de rota LOCALPREF ¢ necessaria para configurar a

preferéncia local BGP apropriada e filtra as rotas estaticas redistribuidas somente para as
rotas de sumarizagédo e modo de configuragao IKEv2.

- Este design n&o aborda a redundancia em locais remotos (spoke). Se o link da WAN no

spoke ficar inoperante, a VPN também nao funcionara. Adicione um segundo link ao roteador
spoke ou adicione um segundo roteador spoke dentro do mesmo local para resolver esse
problema.

Em resumo, o projeto de redundancia apresentado neste documento pode ser tratado como uma
alternativa moderna ao recurso Stateful Switchover (SSO)/Stateful. Ele é altamente flexivel e



pode ser ajustado para atender a seus requisitos de implantacao especificos.

Verificar

No momento, ndo ha procedimento de verificagao disponivel para esta configuragao.

Troubleshoot

Atualmente, ndo existem informacdes disponiveis especificas sobre Troubleshooting para esta
configuracgao.

Informacgdes Relacionadas

- Data Sheet do Cisco I0S FlexVPN
- Configurando o spoke FlexVPN para spoke
- Suporte Técnico e Documentacao - Cisco Systems



http://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-flex-spoke.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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