Verificar a configuracao do modo, instancia, alta
disponibilidade e escalabilidade do Firepower
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Introducao

Este documento descreve a verificagao da configuragéo de alta disponibilidade e escalabilidade
do Firepower, o modo do firewall e o tipo de implantagcao da instancia.

Informacdes de Apoio

As etapas de verificagdo para a configuracao de alta disponibilidade e escalabilidade, o modo de
firewall e o tipo de implantagao da instancia sdo mostrados na interface do usuario (Ul), na
interface de linha de comando (CLI), através de consultas REST-API, SNMP e no arquivo de
solucao de problemas.

Pré-requisitos



Requisitos

Conhecimento basico do produto, REST-API, SNMP

Componentes Utilizados

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

» Firepower 11xx

» Firepower 21xx

* Firepower 31xx

» Firepower 41xx

» Firepower Management Center (FMC) versao 7.1.x

» Sistema operacional extensivel Firepower (FXOS) 2.11.1.x
» Firepower Device Manager (FDM) 7.1.x

» Defesa contra ameacas do Firepower 7.1.x

* ASA 9.17.x

Verificar a configuragao de alta disponibilidade e escalabilidade

Alta disponibilidade refere-se a configuragao de failover. A configuragao de alta disponibilidade ou
failover une dois dispositivos para que, se um deles falhar, o outro possa assumir o controle.

Escalabilidade refere-se a configuragao do cluster. Uma configuracao de cluster permite agrupar
varios nés FTD como um unico dispositivo l6gico. Um cluster oferece toda a conveniéncia de um
unico dispositivo (gerenciamento, integracdo em uma rede) e o maior throughput e redundéancia
de varios dispositivos.

Neste documento, essas expressdes sao usadas de forma intercambiavel:

+ alta disponibilidade ou failover
» escalabilidade ou cluster

Em alguns casos, a verificagao de configuragédo ou status de alta disponibilidade e escalabilidade
nao esta disponivel. Por exemplo, ndo ha nenhum comando de verificagao para a configuragéo
auténoma do FTD. Os modos de configuragao autbnomo, de failover e de cluster sao
mutuamente exclusivos. Se um dispositivo nao tiver failover e configuragao de cluster, ele sera
considerado como operando no modo autbnomo.

Alta disponibilidade do FMC



A configuragao e o estado de alta disponibilidade dos FMC podem ser verificados com recurso as

seguintes opcgoes:

IU do FMC

CLI FMC

+ Solicitacdo de APl REST

* arquivo de solugao de problemas do FMC

IlU do FMC

Siga estas etapas para verificar a configuracao e o status de alta disponibilidade do FMC na

interface do usuario do FMC:

1. Escolha Sistema > Integragcéo > Alta Disponibilidade:

Al Firepower Management Center
CISCO  Syste ntegrat b A\ ty

Configuration

Cloud Services Realms Identity Sources High Availability eStreamer Hest Input Clienl Users
Domains

3 -
Select a role for this Management Center and specify peer details to setup high availability. I I—'"’E’Q'a"‘m |2

SecureX
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2. Verificar o papel do CVP. Nesse caso, a alta disponibilidade nao é configurada e o FMC opera

em uma configuragao auténoma:




Firepower Management Center
cisce e I High Ausiability

Overview Analysis Policies Devices
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Se a alta disponibilidade estiver configurada, as fungdes locais e remotas serao mostradas:
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CLI FMC

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade do FMC na CLI

do FMC:

1. Acesse o FMC via SSH ou conexao de console.

2. Execute o comando expert e depois execute 0 comando sudo su:

<{froot>
>
expert

admin@fmcl:~$

sudo su




Password:
Last Togin: Sat May 21 21:18:52 UTC 2022 on pts/0
fmcl:/Volume/home/admin#

3. Execute o comando troubleshoot_HADC.pl e selecione a op¢ao 1 Show HA Info Of FMC. Se a
alta disponibilidade nao estiver configurada, esta saida sera mostrada:

<#root>
fncl: / Vol une/ hone/ adm n#

t r oubl eshoot _HADC. pl

Rk I b R b O Troubl eshootlng Utlllty R R R O R

1 Show HA Info O FMC

2 Execut e Sybase DBPi ng

3 Show Arbiter Status

4 Check Peer Connectivity

5 Print Messages of AQ Task

6 Show FMC HA Operations History (ASC order)

7 Dunp To File: FMC HA Qperations History (ASC order)
8 Last Successful Periodic Sync Tine (Wen it conpleted)
9 Print HA Status Messages

10 Conpare active and standby device |i st

11 Check nmanager status of standby m ssing devices

12 Check critical PM processes details

13 Hel p

0 Exi t

Rk I R Rk Sk b O S kS R IR R S ok Sk b O S R R S kR R I o O

Enter choice: 1

HA Enabl ed: No

Se a alta disponibilidade estiver configurada, esta saida sera mostrada:

<#root>

fmcl:/Volume/home/admin#

t r oubl eshoot _HADC. pl

wHRE ARk Rkl Troubleshooting UtiTity s

1 Show HA Info O FMC

Execute Sybase DBPing

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Vv WN



7 Dump To File: FMC HA Operations History (ASC order)
8 Help
0 Exit

TededhNdehfdehNdh Rl Sl fdhfdhddhddNddddhdd NS ddh SNVl NdhNdhNdn

Enter choice:
1
HA Enabl ed: Yes

This FMC Role In HA: Active - Primary

Status out put: vmsDbEngine (system,gui) - Running 29061

In vmsDbEngineStatus(): vmsDbEngine process is running at /usr/local/sf/1ib/perl1/5.24.4/SF/Synchronize/
Sybase Process: Running (vmsDbEngine, theSybase PM Process is Running)

Sybase Database Connectivity: Accepting DB Connections.

Sybase Database Name: csm_primary

Sybase Role: Active

% Observacao: em uma configuracao de alta disponibilidade, a fungdo FMC pode ter um
status primario ou secundario e ativo ou standby.

FMC REST-API

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
do FMC através da REST-API. Use um cliente REST-API. Neste exemplo, curl € usado:

1. Solicite um token de autenticacao:

<tfroot>

# curl -s -k -v -X POST 'https://192.0.2.1/api/frc_platfornivl/ auth/ generatetoken' -H 'Authentication: E

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2. Use o token nesta consulta para localizar o UUID do dominio global:

<#root>
# curl -s -k -X"'"CGET" 'https://192.0.2.1/api/fnc_platformvl/info/domain' -H 'accept: application/json'

{ "items": [

{

"nane": "d obal"

"type": "Domain",



"uui d": "e276abec-e0f 2-11e3-8169- 6d9ed49b625f "

1,
{
"name": "Global/LAB2",
"type": "Domain",
"uuid": "84cc4afe-02bc-b80a-4b09-000000000000"
1,
{
"name": "Global/TEST1",
"type": "Domain",
"uuid": "ef0cf3e9-bb07-8f66-5c4e-000000000001"
1,
{
"name": "Global/TEST2",
"type": "Domain",
"uuid": "341a8f03-f831-c364-b751-000000000001"
}
1,
"Tinks": {
"self": "https://192.0.2.1/api/fmc_platform/vl/info/domain?offset=0&1imit=25"
1,
"paging": {
"count": 4,
"Timit": 25,
"offset": 0,
"pages": 1
}

% Nota: A parte "| python -m json.tool" do comando é usado para formatar a saida no estilo
JSON e é opcional.

3. Use o UUID de dominio global nesta consulta:

<#root>

# curl -s -k -X "CET' 'https://192.0.2.1/api/fnc_config/vl/ domai n/ e276abec- e0f 2- 11e3- 8169- 6d9ed49b625f /

Se a alta disponibilidade nao estiver configurada, esta saida sera mostrada:

"Tinks": {3},

"paging": {
"count": O,
"Timit": 0,
"offset": O,
"pages": 0



Se a alta disponibilidade estiver configurada, esta saida sera mostrada:

<#froot>

{
"items": [

{

fncPrimary

ll: {
"ipAddress": "192.0.2.1",

"role": "Active",

"uuid": "de7bfcl0-13b5-1lec-afaf-a0f8cf9cch46"
1,

f ncSecondary

ll: {
"ipAddress": "192.0.2.2",

"rol e": "Standby",

"uuid": "a2de9750-4635-11lec-b56d-201c961a3600"
3,
"haStatusMessages": [
"Healthy"
1,
"id": "de7bfcl0-13b5-1lec-afaf-a0f8cf9ccb46",
"overallStatus": "GOOD",
"syncStatus": "GOOD",
"type": "FMCHAStatus"

}

1,

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/integr

1,

"paging": {
"count": 1,
"Timit": 25,
"offset": 0,
"pages": 1

}

Arquivo de solucao de problemas do FMC

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade do FMC no
arquivo de solucao de problemas do FMC:



1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>.tar/results-
<date>—xxxxxx/command-outputs

2. Abra o arquivo usr-local-sf-bin-troubleshoot. HADC.pl -a.output:

Se a alta disponibilidade n&o estiver configurada, esta saida sera mostrada:

<#root>
#

pwd

/var/tmp/results-05-06-2022--199172/command-outputs

#

cat "usr-Ilocal -sf-bin-troubl eshoot HADC. pl -a.output"

Output of /usr/local/sf/bin/troubleshoot_HADC.pl -a:

$VARL1 = [
'Mirror Server => csmEng',
{
'rcode' => 0,
'stderr' => undef,
'stdout' => 'SQL Anywhere Server Ping Utility Version 17.0.10.5745
Type Property Value
Dat abase MrrorRol e NULL
Database MirrorState NULL
Database PartnerState NULL
Database ArbiterState NULL
Server ServerName csmEng

Ping database successful.

3
1;
(system,gui) - Waiting

HA Enabl ed: No

Sybase Database Name: csmEng
Arbiter Not Running On This FMC.

Not In HA

Se a alta disponibilidade estiver configurada, esta saida sera mostrada:

<ffroot>

#



pwd
/var/tmp/results-05-06-2022--199172/command-outputs

#

cat "usr-1local -sf-bin-troubl eshoot _HADC. pl -a. out put

Output of /usr/local/sf/bin/troubleshoot_HADC.pl -a:
Status out put: vmsDbEngine (system,gui) - Running 9399
In vmsDbEngineStatus(): vmsDbEngine process 1is running at /usr/local/sf/1ib/perl1/5.24.4/SF/Synchronize/
$VARL = [
'Mirror Server => csm_primary',

{

'stderr' => undef,

'stdout' => 'SQL Anywhere Server Ping Utility Version 17.0.10.5745
Type Property Value
Dat abase M rrorRol e primary
Database MirrorState synchronizing
Database PartnerState connected
Database ArbiterState connected
Server ServerName csm_primary

Ping database successful.

'rcode' => 0
3
1;

(system,gui) - Running 8185

HA Enabl ed: Yes
This FMC Role In HA: Active - Primary

Sybase Process: Running (vmsDbEngine, theSybase PM Process is Running)
Sybase Database Connectivity: Accepting DB Connections.
Sybase Database Name: csm_primary

Sybase Rol e: Active

Sybase Database Name: csm_primary
Arbiter Running On This FMC.

Peer Is Connected

Alta Disponibilidade do FDM

A configuragao e o status de alta disponibilidade do FDM podem ser verificados com o uso destas
opgoes:

* |IU do FDM
» Solicitacdo de APl REST do FDM
« CLIde FTD



* Pesquisa SNMP FTD
 arquivo de solugao de problemas do FTD

IU do FDM

Para verificar a configuracéo e o status de alta disponibilidade do FDM na interface do usuario do
FDM, marque Alta Disponibilidade na pagina principal. Se a alta disponibilidade nao estiver
configurada, o valor de Alta Disponibilidade sera N&o Configurado:

i ; iR o 2= =] . admin
Firepower Device Manager i i ; @ @ :
cisco ¥ vanag Monitoring Palicies Objects Device: FPR1120-1 = . Administrator
Medel Software VDB Intrusion Rule Update Cloud Services High Availability CONFIGURE
Cisco Firepower 1120 Threat Defense 7.1.0-90 354.0 20220519-1116 3 Not Registered | Register Not Configured

No interface named “inside”

2 Inside Network 2] o) (oe) i) (210D - (© NTP Senver
2888 OO,

No interface named "outside”

Interfaces Routing Updates System Settings
Connected e are no sfatic routes ye Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 13 Security Intelligence Feeds Logging Settings
. ) N DHCP Server | Relay
View All Imerfaces > View Configuration > View Configuration >
DDNS Service
DNS Servar
. Management Interface
Smart License Backup and Restore Troubleshoot
e Hostname
Evaluation expires in 83 days Time Services
View Configuration » View Configuration > REQUEST FILE TO BE CREATED See more

Se a alta disponibilidade estiver configurada, a configuragao e as fungdes de failover da unidade
peer local e remoto serdo mostradas:



e _— i) ¥ a= ]
vl Firepower Device Manager il 0. i @ @ @ admnp .
cisco Maonitoring Policies Objects Device: FPR1120=1 Administrator
Model Software VDB Intrusion Rule Update Cloud Services High Availability
Clsco Firepower 1120 Threat Defense 7.1.0-80 354.0 20220519-1116 4 NotRegistered | Register Primary Device: Active & Peer: Standby
No interface named “inside”
& Intemet
Gisco Firspower 1120 Threat Defense @ l!HHEEI.
e ome e OO
EEEE OO
No interface named "outside”
Interfaces Routing Updates Systemn Settings
Connected There are ny Geolocation, Rule, VDB, System Upgrade Managament Access
Enabled 3 of 13 Security Intelligence Feads Logging Settings
DHCP Server | Relay
View All Interfaces > View Configuration > View Configuration » - SIUEREESSCY
DDNS Service
DNS Servar
. Management Interface
Smart License 89 Backup and Restore Troubleshoot
Hostname
Evaluation expires in 89 days e A
Evaluation expire B9 days Time Senicas
View Configuration > View Gonfiguration b REQUEST FILE TO BE CREATED: See more

AP| REST do FDM

Siga estas etapas para verificar a configuracao e o status de alta disponibilidade do FDM por
meio da solicitagdo REST-API do FDM. Use um cliente REST-API. Neste exemplo, curl é usado:

1. Solicite um token de autenticacéo:

<#root>
#
curl -k -X PCST --header 'Content-Type: application/json

access_t oken

--header ' Accept:

application/json' -d '{ "gre

eyJhbGei G J1 Uzl 1Ni J9. eyJpYXQ G E2NTMyMDg1M gs| nNLYi | 61 nFkbW ul i wi anRpl j oi M | 1YWRhZWt ZDi hYSOXxMAWj L\ES M

"expires_in": 1800,
"refresh_expires_in": 2400,

"refresh_token": "eyJhbGciOiJIUzI1NiJ9.eyJpYXQiOjE2NTIzOTQxNjksInN1YiI6ImFkbWluIiwianRpIjoiMGUONGIX

"token_type": "Bearer"

2. Para verificar a configuragao de alta disponibilidade, use o valor do token de acesso nesta



consulta:

<#root>
#
curl -s -k -X GET -H 'Accept: application/json'

-H "Aut hori zation:

Bearer eyJhbCGeci G JI Uzl INi J9. eyJpYXQ (

Se a alta disponibilidade n&o estiver configurada, esta saida sera mostrada:

<#root>
{
"items": [
{
"version": "issgb3rw21ixf",
"name": "HA",
"nodeRol e": nul |

"failoverInterface": null,
"failoverName": null,
"primaryFailoverIPv4": null,
"secondaryFailoverIPv4": null,
"primaryFailoverIPv6": null,
"secondaryFailoverIPv6": null,
"statefulFailoverInterface": null,
"statefulFailoverName": null,
"primaryStatefulFailoverIPv4": null,
"secondaryStatefulFailoverIPv4": null,
"primaryStatefulFailoverIPv6": null,
"secondaryStatefulFailoverIPv6": null,
"sharedKey": null,

"id": "76ha83ga-c872-11f2-8be8-8e45bb1943c0",

"self": "https://192.0.2.2/api/fdm/v6/devices/default/ha/configurations/76ha83ga-c872-11f2-8be8

"type": "haconfiguration",
"Tinks": {
}

}

]’

"paging": {
"prev": [1,
"next": [],
"Timit": 10,
"offset": 0,
"count": 1,
"pages": 0

}



Se a alta disponibilidade estiver configurada, esta saida sera mostrada:

<{froot>

{
"items": [
{

"version": "issgb3rw2Tixf",

nane": "HA",

"nodeRol e": "HA PRI MARY",

"failoverInterface": {
"version": "ezzafxo5ccti3",

"name" : ,
"hardwareName": "Ethernetl/1",

"id": "8d6c41ldf-3e5f-465b-8e5a-d336b282f93f",

"type": "physicalinterface"

b

3. Para verificar o status de alta disponibilidade, use esta consulta:

<ttroot>
#

curl -s -k -X GET -H 'Accept: application/json

-H "Aut hori zation:

Bearer eyJhbGeci G JI Uzl 1N J9. eyJpYXQ (

Se a alta disponibilidade n&o estiver configurada, esta saida sera mostrada:

<#root>

{
"nodeRoTle" : null,
"nodeState" : "SI NGLE_NODE",
"peer NodeSt ate" : "HA UNKNOAN_ NODE",
"configStatus" : "UNKNOWN",
"haHealthStatus" : "HEALTHY",

nn

"disabledReason" : ,
"disabledTimestamp" : null,
"id" : "default",

"type" : "hastatus",
"Tinks" : {



"self" : "https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default"
}
}

Se a alta disponibilidade estiver configurada, esta saida sera mostrada:

<{froot>

{

"nodeRol e": "HA PRI MARY",

"nodeState": "HA_ ACTI VE_NCDE",

"peer NodeSt ate": " HA_STANDBY_NCODE"

"configStatus": "IN_SYNC',

"haHeal t hSt at us": " HEALTHY",

"disabledReason": s

"disabledTimestamp": ,

"id": "default",
"type": "hastatus",
"Tinks": {

"self": "https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default”
}
}

CLIde FTD

Siga as etapas na secao.

Pesquisa SNMP FTD

Siga as etapas na secéo.

Arquivo de Solucéo de Problemas do FTD

Siga as etapas na secéo.

Alta disponibilidade e escalabilidade de FTD

A configuracao e o status de alta disponibilidade e escalabilidade do FTD podem ser verificados



com o uso destas opcoes:

« CLIde FTD

« SNMP FTD

 arquivo de solugao de problemas do FTD
* |[Udo FMC

« FMC REST-API

* |U do FDM

* API REST do FDM

* |Udo FCM

» CLI FXOS

+ FXOS REST-API

* Arquivo show-tech do chassi FXOS

CLl de FTD

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
do FTD na CLI do FTD:

1. Use estas opcodes para acessar a CLI do FTD de acordo com a plataforma e o modo de
implantacéao:

» Acesso SSH direto ao FTD - todas as plataformas

» Acesso a partir da CLI do console FXOS (Firepower 1000/2100/3100) por meio do comando
connect ftd

» Acesso a partir da CLI FXOS por meio de comandos (Firepower 4100/9300):

conecte o mdédulo <x> [console|telnet], onde x é o slot ID, e conecte ftd [instancia], onde a
instancia é relevante apenas para a implantacao de varias instancias

» Para FTDs virtuais, acesso SSH direto ao FTD ou acesso de console do hipervisor ou da
interface de usuario da nuvem

2. Para verificar a configuragao e o status de failover do FTD, execute os comandos show
running-config failover e show failover state na CLI.

Se o failover nao estiver configurado, esta saida sera mostrada:

<tfroot>
>

show runni ng-config fail over

no failover

>

show failover state



State Last Failure Reason Date/Time

Thi s host
- Secondary
Di sabl ed None
Other host - Primary

Not Detected None
====Configuration State===
====Communication State==

Se o failover estiver configurado, esta saida sera mostrada:

<{froot>
>

show runni ng-config fail over

failover
failover lan unit prinmary

failover Tlan interface failover-Tink Ethernetl/1

failover replication http

failover Tink failover-1ink Ethernetl/1l

failover interface ip failover-Tink 10.30.34.2 255.255.255.0 standby 10.30.34.3

>

show failover state

State Last Failure Reason Date/Time
This host - Primry

Active None
Other host - Secondary

Standby Ready Comm Failure 09:21:50 UTC May 22 2022
====Configuration State===

Sync Done

====Communication State===

Mac set

3. Para verificar a configuracéo e o status do cluster FTD, execute os comandos show running-
config cluster e show cluster info na CLI.

Se o cluster ndo estiver configurado, esta saida sera mostrada:

<ffroot>



>

show runni ng-config cluster

>

show cluster info

Clustering is not configured

Se o cluster estiver configurado, esta saida sera mostrada:

<#root>

>

show runni ng-config cluster
cluster group ftd_clusterl

key i

Tocal-unit unit-1-1

cluster-interface Port-channel48.204 ip 10.173.1.1 255.255.0.0
priority 9

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
health-check system auto-rejoin 3 5 2

health-check monitor-interface debounce-time 500

site-id 1

no unit join-acceleration

enable

>

show cluster info

Cluster ftd clusterl: On
Interface mode: spanned

Cluster Member Limit : 16

This is "unit-1-1" in state MASTER

ID : 0

Site ID 11

Version : 9.17(D)

Serial No.: FLM1949C5RR6HE
CCL IP : 10.173.1.1

CCL MAC : 0015.c500.018fF
Module : FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last leave: N/A
Other members in the cluster:
Unit "unit-2-1" in state SLAVE
ID 1
Site ID 1



Version : 9.17(D)

Serial No.: FLM2108V9Y(G7S1

CCL IP : 10.173.2.1

CCL MAC : 0015.c500.028f

Module : FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022

Last Teave: 14:02:31 UTC May 20 2022

% Observacao: as fungdes mestre e controle sdo as mesmas.

SNMP FTD

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
de FTD via SNMP:

1. Verifique se 0 SNMP esta configurado e habilitado. Para FTD gerenciado por FDM, consulte
Configurar e solucionar problemas de SNMP no Firepower FDM para obter as etapas de
configuracao. Para FTD gerenciado por FMC, consulte Configurar SNMP _em dispositivos
NGFW Firepower para obter as etapas de configuracgéo.

2. Para verificar a configuracao e o status de failover de FTD, pesquise o OID
.1.3.6.1.4.1.9.9.147.1.2.1.1.1.

Se o failover nao estiver configurado, esta saida sera mostrada:

<#root>

#

snmpwal k -v2c -c ciscol23 -On 192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1.1.1
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.2.6 = STRING: "Primary unit"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit (this device)"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 3

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "not Configured"
SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 STRING "Failover Of"

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 STRING "Failover Of"

Se o failover estiver configurado, esta saida sera mostrada:

<tfroot>

#

snmpwal k -v2c -c¢ ciscol23 -On


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1. 1.1

SNMPv2-SMI: :enterprises. .4 = STRING: "Failover LAN Interface"
6

9.9.147.1.2.1.1.1.2
9.9.147.1.2.1.1.1.2

SNMPv2-SMI: :enterprises. .6 = STRING:

"Primary unit (this device)" <-- This device is primry
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 2

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 9
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 10
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "fover Ethernetl/2"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING:

"Active unit" <-- Primary device is active

SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING: "Standby unit"

3. Para verificar a configuragao e o status do cluster, pesquise o OID 1.3.6.1.4.1.9.9.491.1.8.1.

Se o cluster nao estiver configurado, esta saida sera mostrada:

<tfroot>

# snnpwal k -v2c -c ciscol23 192.0.2.5 .1.3.6.1.4.1.9.9.491.1.8.1

SNMPv2-SMI: :enterprises.9.9.491.1.8.1.1.0 = INTEGER:

0

Se o cluster estiver configurado, mas nao habilitado, esta saida sera mostrada:

<#froot>
#
snmpwal k -v2c¢ -c¢ ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER O

<-- Cluster status, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER O

<-- Cluster unit state, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 11

.1.3.6.1.4.1.9.9.491.1.8.1.5.0 STRING "ftd_clusterl"”



<-- Cluster group nane

1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O <-- Cluster unit ID

.1.3.6.1.4.1.9.9.491.1.8.1.8.0 I NTEGER 1 <-- Cluster side ID

Se o cluster estiver configurado, habilitado e operacionalmente ativo, esta saida sera mostrada:

<#root>
#
snnpwal k -v2c -c¢ cisco0l23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER 1

<-- Cluster status, enabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 I NTEGER 16

<-- Cluster unit state, control unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 10
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING "ftd_cluster1"
<-- Cluster group nane

.1.3.6.1.4.1.9.9.491.1.8.1.6.0 STRING "unit-1-1"

<-- Cluster unit name

1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O
<-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER 1

<-- Cluster side ID

Para obter mais informacdes sobre as descricdes do OID, consulte CISCO-UNIFIED-FIREWALL-
MIB.



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

Arquivo de Solucao de Problemas do FTD

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
do FTD no arquivo de solucéo de problemas do FTD:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>-troubleshoot
ar/results-<date>—xxxxxx/command-outputs.

2. Abra o arquivo usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

<tfroot>

# pwd

/ ngf wl var/ common/ r esul t s- 05- 22- 2022- - 102758/ conmand- out put s

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’

3. Para verificar a configuragao e o status de failover, consulte a se¢céo show failover.

Se o failover nao estiver configurado, esta saida sera mostrada:

<tfroot>

Fai | over O f

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maximum

MAC Address Move Notification Interval not set

Se o failover estiver configurado, esta saida sera mostrada:

<tfroot>



Fai | over On
Fai | over unit

Primary

Failover LAN Interface: fover Ethernetl/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1291 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.17(1), Mate 9.17(1)

Serial Number: Ours FLM2006EN9UR93, Mate FLM2006EQFWAGG
Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active

O her host:

Active time: 161681 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)..

4. Para verificar a configuracao e o status do cluster de FTD, consulte a seg¢ao show cluster info.

Se o cluster nao estiver configurado, esta saida sera mostrada:

<tfroot>

Clustering is not configured

Se o cluster estiver configurado e habilitado, esta saida sera mostrada:

<{froot>

--- show cluster info ------------------

Cluster ftd_clusterl: On

Interface mode: spanned
Cluster Member Limit : 16



This is "unit-1-1" in state MASTER

1D : 0

Site ID i1

Version :9.17(D)

Serial No.: FLM1949C5RR6HE
CCL 1IP : 10.173.1.1

CCL MAC : 0015.c500.018fF
Module : FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last leave: N/A
Other members in the cluster:
Unit "unit-2-1" in state SLAVE

1D i1

Site ID i1

Version :9.17(D)

Serial No.: FLM2108V9YG7S1
CCL 1IP : 10.173.2.1

CCL MAC : 0015.c500.028f
Module : FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022
Last leave: 14:02:31 UTC May 20 2022

IlU do FMC

Siga estas etapas para verificar a configuracao e o status de alta disponibilidade e escalabilidade

do FTD na interface do usuario do FMC:

1. Escolha Devices > Device Management:

nmm F”?Fic,)w.e_r__hﬂja,nfg-e-menl anter Ouerview Analysiz Policies |

CISCO  Ovel

Name

Access Controlied User Statistics
Application Statistics

Application Statistics (7.1.0)
Connection Summary

Detailed Dasnuoarf.‘l

Detailed Dashboard {1_'.0.0?

Files Dushboul'_d i

Security Inlslllc_:en;o Statistics _

Summary Dashboard

Devices Objects

; Device Management

Device Upgrade
NAT

QoS

Platform Settings
FlexConfig

Certificates

Intelligence

VPN

Site To Site

Remaote Access
Dynamic Access Policy
Troubleshooting

Site 1o Site Monitoring

Deploy Q @{} @ Global | adminw

Troubleshaot

File Download
Thieat Defense CLI
Packet Tracer

Packet Capture

admin

admin

admin

admin

admin

admin

admin

No No
Mo Mo
L] Mo
Mo Mo
Mo Mo
No Mo
No ez

Create Dashboard

Fasw
Fasw
Fasw
®osw
Easw
Easw
Fasw
s

tasw

2. Para verificar a configuragao de alta disponibilidade e escalabilidade do FTD, verifique os
rétulos Alta Disponibilidade ou Cluster. Se nenhum existir, o FTD sera executado em uma




configuracao independente:

Fi n
'éll',j'c'lo" IFEDOW?T Managemem Center Ovarview Analysis Policies Davices Obpects AMP
—
Wiew By: Damain -
Al (5) ® Error (0) ® Warning (0] Offline (0) ® MNormal {5) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (5)
—
Collapas Al
Name Mudal Varsion Chassis Licensos
~ LAB2 (3)
ftd_cluster] (2)
v
10.62.148.188(Contred]  Snont 3 ’ FPAT0-5.443
16 65 145 5 - Fense Firepower 4120 with FTD 7.1.0 B cocurity Module - 1 (Container} Base, Threat
10.62.148.191 Smon 3 KSEC-FPR4100-6 cisco.com 443
AR AR Firepower 4120 with FTD  7.1.0 B Security Moduie - 1 (Gontainer) Base, Threat
frd_ha
o
fed_ha_1(Primary, Active) Snon 3 KSEC-FPR4100-3:443
gt i ’ Firepower 4150 with FTDL - 7.1.0 H Security Module - 1 (Container) Ease, Threat
frd_ha_3Secondary, Standby) Snort2 P firepower- 9300 cisco.com 443
10.62.148.125 Flrepower SCwiWETE: 7.0 B 5 Luity Moduie - 1 (Container) Base, Threat
m-rl\“w il Firepower 2120 with FTD 7.1.0 NiA Base, Thieat
06214818 e

Deploy Q. @24 @ LASZ) adminv
Deployment History
Q, Search Device Agdd v
Access Control Policy Group
s
cpl
s
£i
epl =
cpl
» £

3. Para verificar o status de alta disponibilidade e escalabilidade do FTD, verifique a fungao da
unidade entre parénteses. Se uma fungao nao existir e o FTD nao fizer parte de um cluster ou

failover, o FTD sera executado em uma configuragdo auténoma:

Fi n
'éll'j'c'lc;' |rep0v_v§r Managemem Center Ovarview Analysis Policios Dewices Objects AMP
—
Wiew By: Damain -
Al (5) ®Emor(0)  ® Warning (0) Offline (0)  ® Nomal {5) Deployment Pending (0) @ Upgrade (0)  ® Snort 3 (5)
—
Collapss Al
Narme Mosdel varsion Chassis Liconsos
~ LAB2 (3}
- ftd_cluster (2)
Chuster
10.62.148.188&(Controd)| Snort 3 y FPATID-5443
e st Firepower 4120 with FTD 7.1.0 B 5ocurity Module - 1 (Container) Base, Threat
10.62.148.191 Saon 3 KSEC-FPR4100-6 cisco.com 443
B g Firepower 4120 with FTD 7.1.0 B ity Module - 1 (Container) Base, Threat
frd_ha
™ High Availability
ftd_ho_1{Primary, Active)| Snom 3 KSEC-FPR4100-3:443
TR - Firepower 4150 with FTDL 7.1.0 H Security Module - 1 (Container) Base, Threat
frd_ha_23{Secondary, Standby]| Snort 3 5 firepower- 5300, cisco.com: 443
T e Firepower 4150 wan FTD 7.1.0 B e ity Module - 1 (Container) Base, Threat
s "’"“"I v SR Firepower 2120 wah FTD 7.1.0 NiA Base, Threat
0.62.148.18 uted

Deploy @ @ @ LAB2) adminy

Deployment History

0, Search Device

Access Gontrol Polcy Group
E
cpl
sl
’ 3
:pl :
cpl
o i

%4 Observacao: no caso de um cluster, apenas a funcdo da unidade de controle € mostrada.

API REST FMC

Nessas saidas, ftd_ha_1, ftd_ha_2, ftd_standalone, ftd_ha, ftc_cluster1 sdo nomes de dispositivos




configuraveis pelo usuario. Esses nomes nao se referem a configuragao ou ao status de alta
disponibilidade e escalabilidade reais.

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
do FTD por meio da API REST do FMC. Use um cliente REST-API. Neste exemplo, curl & usado:

1. Solicitar um token de autenticagao:

<tfroot>

# curl -s -k -v -X POST '"https://192.0.2.1/api/fnc_platform vl/ auth/generatetoken' -H 'Authentication:

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2. ldentifique o dominio que contém o dispositivo. Na maioria das consultas da API REST, o
parametro domain € obrigatdrio. Use o token nesta consulta para recuperar a lista de dominios:

<#froot>

#

curl -s -k -X"GET" 'https://192.0.2.1/api/fnc_platformvl/info/domain'" -H 'accept: application/json'

{
"items":
[
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f"
3,
{

"nanme": "d obal / LAB2",
"type": "Domain",

"uui d": "84cc4daf e-02bc- b80a- 4b09- 000000000000"

}’

3. Use o UUID do dominio para consultar os registros de dispositivo especificos e o UUID do



dispositivo especifico:

<{froot>
#

curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4afe-02bc-b80a-4b09- 000000000000/ de

{

"items": [

"id": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"

"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09- 00000000000¢
}

nane": "ftd_ha_1",

"type": "Device"
b,

4. Para verificar a configuracéo de failover, use o UUID de dominio e o UUID de
dispositivo/contéiner da Etapa 3 nesta consulta:

<tfroot>
#

curl -s -k -X GET '"https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ devi

"containerDetails": {

"id": "eec3ddfc-d842-1lec-albe-986001c83f 2f",
"nane": "ftd_ha",

"type": "DeviceHAPair"

b

5. Para verificar o status de failover, use o UUID de dominio e o UUID DeviceHAPair da Etapa 4
nesta consulta:

<ttroot>



# curl -s -k -X GET 'https://192.0. 2.1/ api/fnc_config/vl/ donai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ de\

"primaryStatus": {
"currentStatus": "Active",
"device": {
"id": "796eb8f 8- d83b-1lec-941d- bh9083eb612d8",

"keepLocalEvents": false,

"name": "ftd_ha 1"

}
1,
"secondaryStatus": {
"currentStatus": "Standby",
"device": {
"id": "e60cab6d0-d83d-1lec-b407-cdc91a553663",
"keepLocalEvents": false,

"name": "ftd_ha 2"

}

6. Para verificar a configuragao do cluster, use o UUID do dominio e o UUID do
dispositivo/contéiner da Etapa 3 nesta consulta:

<ffroot>

# curl -s -k -X GET 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ dev

"containerDetails": {
ll_idll: "

8e6188c2-d844-11ec- bddl- 6e8d3e226370

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
3,

"name": "ftd_clusterl”

"type": "DeviceC uster"



7. Para verificar o status do cluster, use o UUID do dominio e o UUID do dispositivo/contéiner
da Etapa 6 nesta consulta:

<#froot>

# curl -s -k -X GET '"https://192.0. 2.1/ api/fnt_config/vl/ donai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ de\

{
"controlDevice": {
"deviceDetails": {

id": "3344bc4a-d842-1lec-a995-817e361f 7ea5",

"name": "10.62.148.188",

"type": "Device"
}
3,
"dataDevices": [
{

"deviceDetails": {

"id": "a7ba63cc-d842-11lec-beb51-f 3efcd7cd5e5",

"name": "10.62.148.191",
"type": "Device"

}

1,
"id": "8e6188c2-d844-1lec-bdd1-6e8d3e226370",

"name": "ftd_clusterl”

"type": "DeviceCluster"

IU do FDM

Siga as etapas na secgéo.
API REST do FDM

Siga as etapas na secéo.
IU do FCM

A interface do usuario do FCM esta disponivel no Firepower 4100/9300 e no Firepower 2100 com
ASA no modo de plataforma.

Siga estas etapas para verificar o status de alta disponibilidade e escalabilidade do FTD na
interface do usuario do FCM:



1. Para verificar o status de failover do FTD, verifique o valor do atributo HA-ROLE na pagina
Dispositivos Logicos:

Overview Interfaces WRSSITSINSENTEEN Security Engineg  Platform Settings

Logical Device List (1 Container instance) 77% (66 of 96) Coees Avadable
frd1 Standakone Status:ck
Application Version Resource Profile Managoment 1P Gateway Managemant Part Status
4 fo 7.1.0.90 w20 10.62.148.89 10.62.148.1 Ethernet1/1 ® oeans &R ¢

Interface Name Type

[ e— data tus : not-applcable

B ) e £ 10,62.148.89

Ewmanifa === : Ethemnet1/2
 Ethermnet1f2
+ hetps=//10.62.184.21§
0830~ 118c-94 10-908 Jebh 1 208

% Observagao: o rotulo Standalone ao lado do identificador do dispositivo I6gico se refere a
configuracao do dispositivo l6gico do chassi, ndo a configuragcao de failover de FTD.

2. Para verificar a configuracao e o status do cluster FTD, verifique o rotulo Clustered e o valor do
atributo CLUSTER-ROLE na pagina Dispositivos logicos:

Overview Interfaces NELITEINsEINIEEE Security Engine  Platform Settings

& Retiesh | () Add -
Logical Device List {1 Contalner instance) 57% (26 of 46) Cores Auvailable
ind_clustari Chastered Status:ok
Application Vaersion Resaurce Profile Hanagement 1P Gateway Honagerment Port Status
* Fo 70090 RP20 10.62.148.188 10.62. 148,479 Ethamat/ ® oriine &N e

Interface Namse Ty Attributes

e chancenn aara

. T : M62.148.188

Port- channokB. 204 chuster o :

T I0780.0
+ https:f10.62.184. 21/
+ 334dboda-dB4l-11ec-a435-81 Fed61 Meak

A configuracao de alta disponibilidade e escalabilidade do FTD e a verificagado de status na CLI do
FXOS estao disponiveis no Firepower 4100/9300.

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
do FTD na CLI do FXOS:

1. Estabelegca uma conexao de console ou SSH com o chassi.

2. Para verificar o status de alta disponibilidade do FTD, execute o comando scope ssa €, em
seguida, execute o scope slot <x> para alternar para o slot especifico onde o FTD é executado e
execute o comando show app-instance expand :

<{froot>



firepower #

scope ssa

firepower /ssa #

scope slot 1

firepower /ssa/slot #

show app-i nstance expand

AppTlication Instance:
App Name: ftd
Identifier: ftdl
Admin State: Enabled
Oper State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container
Turbo Mode: No
Profile Name: RP20
Cluster State: Not Applicable
Cluster Role: None

App Attribute:
App Attribute Key Value

firepower-mgmt-ip 192.0.2.5

ha-lan-intf Ethernetl/2
ha-1ink-intf Ethernetl/2
ha-rol e active
mgmt-uri https://192.0.2.1/
uuid 796eb8f8-d83b-11ec-941d-b9083eb612d8

3. Para verificar a configuragao e o status do cluster de FTD, execute o comando scope ssa,
execute o comando show logical-device <name> detail expand, onde o nome é o nome do
dispositivo l6gico e o comando show app-instance. Verifique a saida para um slot especifico:

<#root>
firepower #
scope ssa
firepower /ssa #

show | ogi cal -device ftd_clusterl detail expand

Logical Device:

Name: ftd_clusterl

Description:



Slot ID: 1

Mode: d ustered

Oper State: Ok

TempTlate Name: ftd

Error Msg:

Switch Configuration Status: Ok

Sync Data External Port Link State with FTD: Disabled
Current Task:

firepower /ssa #
show app-i nstance
App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

ftd clusterl

Enabled Online 7.1.0.90 7.1.0.90 Container No RP20

In Custer

Mast er

API REST FXOS

O FXOS REST-API é compativel com o Firepower 4100/9300.

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
de FTD por meio da solicitagdo REST-API de FXOS. Use um cliente REST-API. Neste exemplo,
curl é usado:

1. Solicite um token de autenticacao:

<{froot>
# curl -k -X POST -H ' USERNAME: admin' -H ' PASSWORD: Ciscol23' ' https://192.0.2.100/api/l ogin'

{
"refreshPeriod": "0",
"token": "

3dba916cdf b850c204b306a138cde9659ba997dad4453cdc0c37f f b888816c94d

}



2. Para verificar o status de failover de FTD, use o token e o ID do slot nesta consulta:

<{froot>

#

curl -s -k -

X GET -H '"Accept: application/json' -H'token:

"smAppInstance": [

{

"identifier":

"adminState": "enabled",

"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD201200R43VLP1G3",
"appName": "ftd",

"clearLogData": "available",

"clusterOperationalState": "not-applicable",

"clusterRole": "none",
"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",
"deployType": "container",

"dn": "slot/1/app-inst/ftd-ftdl",

"errorMsg": ,

"eventMsg": "",
"executeCmd": "ok",
"externallyUpgraded": "no",
"fsmDescr": "",

"fsmProgr": "100",
"fsmRmtInvErrCode": "none",
"fsmRmtInvErrDescr": "",
"fsmRmtInvRs1t": "",
"fsmStageDescr": "",
"fsmStatus": "nop",
"fsmTry": "0",

nhotf_ixn: llll’

"ftdl"

"operationalState": "online",
"reasonForDebundle": "",
"resourceProfileName": "RP20",
"runningVersion": "7.1.0.90",
"smAppAttribute": [

{

"key": "firepower-mgmt-ip",

3dba916cdf b850c204b306a138cde9659ba997da4453«

rn": "app-attribute-firepower-mgmt-ip",
"urTlink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-firepowe

"value": "192.0.2.5"

"urTlink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-T1ink-

3,

{
"key": "ha-Tlink-intf",
"rn": "app-attribute-ha-Tlink-intf",
"value": "Ethernetl/2"

3,

{

"key": "ha-Tan-intf",



rn": "app-attribute-ha-Tan-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-Tan-i
"value": "Ethernetl/2"

1,
{
"key": "mgmt-url",
"rn": "app-attribute-mgmt-url",
"urTTink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-mgmt-url
"value": "https://192.0.2.1/"
1,
{
"key": "ha-role",
"rn": "app-attribute-ha-role",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-role"
"val ue": "active"
1,
{
"key": "uuid",
"rn": "app-attribute-uuid",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-uuid",
"value": "796eb8f8-d83b-11lec-941d-b9083eb612d8"
}

3. Para verificar a configuragao do cluster de FTD, use o identificador de dispositivo 16gico
nesta consulta:

<#root>
# curl -s -k -X GET -H 'Accept: application/json' -H 'token: 3dba916cdf b850c204b306a138cde9659ba997dad4*t

{

"smLogicalDevice": [

{
"description": "",
"dn": "1d/ftd_clusterl",

"errorMsg": ,

"fsmDescr": "",

"fsmProgr": "100",
"fsmRmtInvErrCode": "none",
"fsmRmtInvErrDescr": "",
"fsmRmtInvRsTt": "",
"fsmStageDescr": "",
"fsmStatus": "nop",
"fsmTaskBits": "",

ll_FsmTr'yll: IIOII’

"l dvbde": "clustered",

"TinkStateSync": "disabled",

"name": "ftd_clusterl”

"operationalState": "ok",



"slotId": "1",
"smClusterBootstrap": [

{
"ccINetwork": "10.173.0.0",
"chassisId": "1",
"gatewayv4": "0.0.0.0",
"gatewayv6": "::",
"key": "",
"mode": "spanned-etherchannel",
"name": "ftd_clusterl",
"netmaskv4": "0.0.0.0",
"poolEndv4": "0.0.0.0",
"poolEndv6": "::",
"poolStartv4": "0.0.0.0",
"poolStartv6e": "::",
"prefixLength": "",
"rn": "cluster-bootstrap",
"siteId": "1",
"supportCclSubnet": "supported",
"updateTimestamp": "2022-05-20T13:38:21.872",
"urllink": "https://192.0.2.101/api/1d/ftd_clusterl/cluster-bootstrap",
"virtualIPv4": "0.0.0.0",
"virtualIPv6": "::"

}

4. Para verificar o status do cluster de FTD, use esta consulta:

<#root>
# curl -s -k -X GET -H 'Accept: application/json' -H'token: 3dba916cdf b850c204b306a138cde9659ba997dad4:

{
"smAppInstance": [
{
"adminState": "enabled",
"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD19500BABIYA30058",
"appName": "ftd",
"clearLogData": "available",

"clusterQOperational State": "in-cluster",
"clusterRole": "master",

"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"deployType": "container",

"dn": "slot/1/app-inst/ftd-ftd_clusterl”,

"errorMsg": "",

"eventMsg": "",
"executeCmd": "ok",
"externallyUpgraded": "no",
"fsmDescr": "",

"fsmProgr": "100",
"fsmRmtInvErrCode": "none",

"fsmRmtInvErrDescr": ,



"fsmRmtInvRsTt": "",

"fsmStageDescr": ,
"fsmStatus": "nop",
"fsmTry": "0",
"hotfix": "",

"identifier": "ftd clusterl”

"operationalState": "online",

"reasonForDebundle": ,
"resourceProfileName": "RP20",
"runningVersion": "7.1.0.90",

Arquivo show-tech do chassi FXOS

A configuracao e o status de alta disponibilidade e escalabilidade do FTD podem ser verificados
no arquivo show-tech do chassi do Firepower 4100/9300.

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
no arquivo show-tech do chassi FXOS:

1. Para as versodes 2.7 e posteriores do FXOS, abra o arquivo sam_techsupportinfo em
<name>_BC1_all.tar/FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

Para versdes anteriores, abra o arquivo sam_techsupportinfo em
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar.

2. Para verificar o status de failover, verifique o valor do atributo ha-role sob o slot especifico na
secao show slot expand detail :

<{froot>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_al1/FPRM_A_TechSupport/

# cat sam techsupportinfo

“show sl ot expand detail’

Slot:

Slot ID: 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status: 100%
Clear Log Data: Available
Error Msg:



AppTlication Instance:
App Name: ftd

Identifier: ftdl

Admin State: Enabled

Oper State: Online

Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container

Turbo Mode: No

Profile Name: RP20

Hotf1ixes:

Externally Upgraded: No
Cluster State: Not Applicable
Cluster Role: None

Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Clear Log Data: Available
Error Msg:

Current Task:

App Attribute:
App Attribute Key: firepower-mgmt-ip
Value: 10.62.148.89

App Attribute Key: ha-lan-intf
Value: Ethernetl/2

App Attribute Key: ha-link-intf
Value: Ethernetl/2

App Attribute Key: ha-role
Val ue: active

App Attribute Key: mgmt-url
Value: https://10.62.184.21/

3. Para verificar a configuracéo do cluster de FTD, verifique o valor do atributo Mode sob o slot
especifico na se¢cédo "show logical-device detail expand' :

<ffroot>

“show | ogi cal -devi ce detail expand
Logical Device:

Name: ftd _clusterl

Description:

Slot ID 1
Mode: C ustered



Oper State: Ok

TempTlate Name: ftd

Error Msg:

Switch Configuration Status: Ok

Sync Data External Port Link State with FTD: Disabled
Current Task:

Cluster Bootstrap:
Name of the cluster: ftd_clusterl
Mode: Spanned Etherchannel
Chassis Id: 1
Site Id: 1
Key:
Cluster Virtual IP: 0.0.0.0
IPv4 Netmask: 0.0.0.0
IPv4 Gateway: 0.0.0.0
Pool Start IPv4 Address: 0.0.0.0
Pool End IPv4 Address: 0.0.0.0
Cluster Virtual IPv6 Address:
IPv6 Prefix Length:
IPv6 Gateway:
Pool Start IPv6 Address:
Pool End IPv6 Address:
Last Updated Timestamp: 2022-05-20T13:38:21.872
Cluster Control Link Network: 10.173.0.0

4. Para verificar o status do cluster FTD, verifique o valor dos valores dos atributos Cluster State e
Cluster Role no slot especifico da secdo "show slot expand detail :

<#froot>

“show sl ot expand detail"

Slot:

Slot ID: 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status:

Clear Log Data: Available
Error Msg:

Application Instance:
App Name: ftd

Identifier: ftd clusterl

Admin State: Enabled
Oper State: Online
Running Version: 7.1.0.
Startup Version: 7.1.0.
Deploy Type: Native

90
90



Turbo Mode: No

Profile Name:

Hotfixes:

Externally Upgraded: No

Cluster State: In Custer
Cluster Role: Mster

Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Clear Log Data: Available
Error Msg:

Current Task:

Alta disponibilidade e escalabilidade do ASA

A configuracao e o status de alta disponibilidade e escalabilidade do ASA podem ser verificados
com o uso destas opgoes:

« CLIdo ASA

« ASA SNMP poll

* Arquivo de show-tech do ASA

* |Udo FCM

« CLI FXOS

+ FXOS REST-API

* Arquivo show-tech do chassi FXOS

CLI do ASA

Siga estas etapas para verificar a configuragao de alta disponibilidade e escalabilidade do ASA na
CLI do ASA:

1. Use estas opcodes para acessar a CLI do ASA de acordo com a plataforma e o modo de
implantacéao:

* Acesso Telnet/SSH direto ao ASA no Firepower 1000/3100 e no Firepower 2100 no modo
de dispositivo

» Acesso a partir da CLI do console FXOS no Firepower 2100 no modo de plataforma e
conexao ao ASA através do comando connect asa.

» Acesso a partir da CLI do FXOS através de comandos (Firepower 4100/9300):

conecte o mdédulo <x> [consoleltelnet], onde x é o ID do slot, e conecte-se como

» Para ASA virtual, acesso SSH direto ao ASA ou acesso de console a partir da interface de
usuario do hipervisor ou da nuvem

2. Para verificar a configuragéo e o status do failover do ASA, execute os comandos show
running-config failover e show failover state na CLI do ASA.



Se o failover nao estiver configurado, esta saida sera mostrada:

<{froot>
asa#

show runni ng-config fail over

no fail over

asa#

show failover state

State Last Failure Reason Date/Time
Thi s host
- Secondary
Di sabl ed None
Other host - Primary

Not Detected None
====Configuration State===
====Communication State==

Se o failover estiver configurado, esta saida sera mostrada:

<tfroot>

asa#

show runni ng-config fail over

failover
failover lan unit primary

failover Tlan interface failover-Tink Ethernetl/1

failover replication http

failover 1link failover-Tink Ethernetl/1

failover interface ip failover-1link 10.30.35.2 255.255.255.0 standby 10.30.35.3

#
show fail over state

State Last Failure Reason Date/Time
This host - Primry

Active None



Other host - Secondary
Standby Ready Comm Failure 19:42:22 UTC May 21 2022
====Configuration State===
Sync Done
====Communication State===
Mac set

3. Para verificar a configuracéo e o status do cluster ASA, execute os comandos show running-
config cluster e show cluster info na CLI.

Se o cluster ndo estiver configurado, esta saida sera mostrada:

<#root>
asa#

show runni ng-config cluster

asa#

show cluster info

Clustering is not configured

Se o cluster estiver configurado, esta saida sera mostrada:

<#root>

asa#

show runni ng-config cluster
cluster group asa_clusterl

key wwiksx

Tocal-unit unit-1-1

cluster-interface Port-channel48.205 ip 10.174.1.1 255.255.0.0
priority 9

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
health-check system auto-rejoin 3 5 2

health-check monitor-interface debounce-time 500

site-id 1

no unit join-acceleration

enable

asa#
show cluster info
Cluster asa_clusterl: On

Interface mode: spanned



Cluster Member Limit : 16

This is "unit-1-1" in state MASTER
ID : 0
Site ID 01
Version : 9.17(D)
Serial No.: FLM2949C5232IT
CCL IP : 10.174.1.1
CCL MAC : 0015.c500.018f
Module FPR4K-SM-24
SNMP ASA

Siga estas etapas para verificar a configuragao de alta disponibilidade e escalabilidade do ASA
via SNMP:

1. Verifique se o SNMP esta configurado e habilitado.

2. Para verificar a configuracao de failover e o poll de status do OID
1.3.6.1.4.1.9.9.147.1.2.1.1.1.

Se o failover nao estiver configurado, esta saida sera mostrada:

<#root>

#

snnmpwal k -v2c -c¢ ciscol23 -On 192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING: "Primary unit"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit (this device)"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "not Configured"
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 STRING "Failover Of"

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1. 4.7 STRING "Failover Of"

Se o failover estiver configurado, esta saida sera mostrada:

<{froot>

#

snnpwal k -v2c -c¢ ciscol23 -On

192.0.2.10

.1.3.6.1.4.1.9.9.147.1.2.1.1.1



SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING:

"Primary unit (this device)" <-- This device is primary
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 2

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 9
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 10
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "fover Ethernetl/2"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING:

"Active unit" <-- Primary device is active

SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING: "Standby unit"

3. Para verificar a configuragao e o status do cluster, pesquise o OID 1.3.6.1.4.1.9.9.491.1.8.1.

Se o cluster ndo estiver configurado, esta saida sera mostrada:

<#froot>

# snnpwal k -v2c -c ciscol23 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1

SNMPv2-SMI::enterprises.9.9.491.1.8.1.1.0 = INTEGER:

0

Se o cluster estiver configurado, mas nao habilitado, esta saida sera mostrada:

<#root>
#
snnmpwal k -v2c -c¢ ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER O

<-- Cluster status, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER O
<-- Cluster unit state, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 11

.1.3.6.1.4.1.9.9.491.1.8.1.5.0

STRING "asa_clusterl"

<-- Cluster group nane



1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane

.1.3.6.1.4.1.9.9.491.1.8.1.7.0 INTEGER O <-- Cluster unit ID

.1.3.6.1.4.1.9.9.491.1.8.1.8.0 I NTEGER 1 <-- Cluster side ID

Se o cluster estiver configurado, habilitado e operacionalmente ativo, esta saida sera mostrada:

<tfroot>

#

snnmpwal k -v2c -c¢ ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1
.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER 1
<-- Cluster status, enabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = | NTEGCER 16

<-- Cluster unit state, control unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 10
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING "asa_cluster1"
<-- Custer group nane
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane

1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O
<-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER 1

<-- Cluster side ID

Para obter mais informacdes sobre as descricdes do OID, consulte CISCO-UNIFIED-FIREWALL-
MIB.

Arquivo de show-tech do ASA

1. Para verificar a configuracao e o status do failover do ASA, consulte a se¢ao show failover.


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

Se o failover nao estiver configurado, esta saida sera mostrada:

Fai | over O f

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maximum

MAC Address Move Notification Interval not set

Se o failover estiver configurado, esta saida sera mostrada:

Fai | over On
Fai |l over unit Primary

Failover LAN Interface: fover Ethernetl/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1291 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.17(1), Mate 9.17(1)

Serial Number: Ours FLM2006EN9AB11, Mate FLM2006EQZYO02
Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active

Active time: 161681 (sec)

sTot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)

O her host: Secondary - Standby Ready

Active time: 0 (sec)

sTot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)



2. Para verificar a configuragao e o status do cluster, consulte a se¢céo show cluster info.

Se o cluster ndo estiver configurado, esta saida sera mostrada:

Clustering is not configured

Se o cluster estiver configurado e habilitado, esta saida sera mostrada:

<#root>
------------------ show cluster info ------------------
Cluster asa_clusterl: On

Interface mode: spanned

Cluster Member Limit : 16

This is "unit-1-1" in state MASTER

ID : 0
Site ID 1
Version : 9.17(L)
Serial No.: FLM2949C5232IT
CCL 1P : 10.174.1.1
CCL MAC : 0015.c500.018f
Module : FPR4K-SM-24
IU do FCM

Siga as etapas na secéo.

CLI FXOS

Siga as etapas na segéo.

FXOS REST-API

Siga as etapas na secgao.

Arquivo show-tech do chassi FXOS

Siga as etapas na secao.



Verificar o modo Firewall

Modo de Firewall FTD

O modo de firewall refere-se a uma configuragéo de firewall roteada ou transparente.
O modo de firewall FTD pode ser verificado com o uso destas opgdes:

« CLIde FTD

* FTD show-tech

* |IUdo FMC

« FMC REST-API

* |Udo FCM

+ CLI FXOS

+ FXOS REST-API

* Arquivo show-tech do chassi FXOS

%ﬁ Observacao: o FDM nao oferece suporte ao modo transparente.

CLI de FTD

Siga estas etapas para verificar o modo de firewall FTD na CLI FTD:

1. Use estas opgdes para acessar a CLI do FTD de acordo com a plataforma e o modo de
implantacgéao:

» Acesso SSH direto ao FTD - todas as plataformas

* Acesso a partir da CLI do console FXOS (Firepower 1000/2100/3100) por meio do comando
connect ftd

» Acesso a partir da CLI FXOS por meio de comandos (Firepower 4100/9300):

conecte o médulo <x> [console|telnet], onde x € o ID do slot, e

connect ftd [instancia], onde a instancia é relevante apenas para a implantagao de varias
instancias.

» Para FTDs virtuais, acesso SSH direto ao FTD ou acesso de console do hipervisor ou da
interface de usuario da nuvem

2. Para verificar o modo de firewall, execute o comando show firewall na CLI:

<#root>
>
show firewall

Firewal | node: Transparent



Arquivo de Solucao de Problemas do FTD

Siga estas etapas para verificar o modo de firewall FTD no arquivo de solugao de problemas de
FTD:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>-troubleshoot
ar/results-<date>—xxxxxx/command-outputs.

2. Abra o arquivo usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

<tfroot>

# pwd

/ ngf wl var/ common/ r esul t s- 05- 22- 2022- - 102758/ conmand- out put s

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’

3. Para verificar o modo de firewall FTD, verifique a segao show firewall:

<#root>
------------------ show firewal | ----------u--on---

Firewal | node: Transparent

IU do FMC

Siga estas etapas para verificar o modo de firewall FTD na interface do usuario do FMC:

1. Escolha Devices > Device Management:
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FMC REST-API

Siga estas etapas para verificar o modo de firewall FTD através do FMC REST-API. Use um

cliente REST-API. Neste exemplo, curl & usado:

1. Solicitar um token de autenticagao:

<#froot>

# curl -s -k -v -X POST 'https://192.0.2.1/api/fnc_platformvl/ auth/generatetoken' -H 'Authentication: [



< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2. ldentifique o dominio que contém o dispositivo. Na maioria das consultas da API REST, o
parametro domain € obrigatdrio. Use o token nesta consulta para recuperar a lista de dominios:

<tfroot>

#

curl -s -k -X"GET" ‘'https://192.0.2.1/api/frc_platformvl/info/domain" -H"'accept: application/json'

{
"items":
[
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f"
1,
{

"nane": "d obal / LAB2",
"type": "Domain",
"uui d": "84cc4af e- 02bc- b80a- 4b09- 000000000000"

b,

3. Use o UUID do dominio para consultar os registros de dispositivo especificos e o UUID do
dispositivo especifico:

<tfroot>
#

curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4af e-02bc-b80a- 4b09- 000000000000/ de
{

"items": [

{

"id": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"



"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/ domain/ 84cc4af e- 02bc- b80a- 4b09- 00000000000¢
}s

"name": "ftd_ha_1",
"type": "Device"
b

4. Use o UUID de dominio e o UUID de dispositivo/contéiner da Etapa 3 nesta consulta e verifique
o valor de ftdMode:

<ffroot>

# curl -s -k -X"CET" 'https://192.0.2.1./api/fnc_config/vl/ donmain/ 84cc4af e-02bc-b80a-4b09- 00000000000¢C

"accessPolicy": {
"id": "00505691-3a23-0ed3-0006-536940224514",
"name": "acpl",
"type": "AccessPolicy"

}’

"advanced": {
"enab1e0GS": false

1,
"description": "NOT SUPPORTED",

"ftdMode": "ROUTED',

IlU do FCM

O modo de firewall pode ser verificado para FTD no Firepower 4100/9300.

Siga estas etapas para verificar o modo de firewall FTD na interface do usuario do FCM:

1. Edite o dispositivo l6gico na pagina Dispositivos Logicos:

Overview Interfaces |Log'u:al BENMEESY Sacurity Engine  Platform Settings System  Tools Help  admin
] G Refresh & Add v
Losgical Device List (1 Contalnar instanca) 77% (66 of B5) Coras Avadabls
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Application Waersion Resource Profile Hanagemaent IP Gateway Hanagement Port Status
4 o 7.1.0.50 RP20 10.62,148.89 10.62.148.1 Ethasmatl/1 @.’:n:rn &L ‘ic-.'i
Interface Name Type Attributes
Bememany2 data Chuster nal Status: not- applcable
o . MT- 18 : 1062.148.89
Ethematl/3 Lo : Ethemeti/2
F i Ethernet]/2
BAGRT- UL ; https://10.62.184.21/
HA-ROLE ; ke
uuin ! PO6ehErE-483h-1 180-341 3-H008 3061 248




2. Clique no icone do aplicativo e verifique o Modo de firewall na guia Configuragdes:

w Interfaces QGLITEINsANTSEE Security Engine  Platform Settings

Editing - fid1 SN | | s CBOCE
Standalone | Cisco Firepower Threat Defense | 7.1.0.90
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L
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Ethametl/s
+ Ethametl/s Firewall Mode: Transparent v |
= L2 DNS Servers: 8888 I
Etharnatl/B =
Fully Quakfied Hostname: a
Password: Sat: Yes FTD - 7.1.0.90
Ethamatl/l
Confirm Fassword: Click to configure
Registration Key: Sat: Yes
Confirm Registration Key:

Firegower Management Center IP: 10.62.184.21

Firépower Management Center NAT ID:

Eventing Interface: -
Hardware Crypto: Enatbled ¥ _
4 Fo 7.1.0.90 RPI0 ithematlfl onbivg
oK cancel
Interface Name Sri
Eememetyiz data
Ed\emmuz data

CLI FXOS

O modo de firewall pode ser verificado para FTD no Firepower 4100/9300.
Siga estas etapas para verificar o modo de firewall FTD na CLI FXOS:

1. Estabeleca uma conexao de console ou SSH com o chassi.
2. Mude para o ssa do escopo, mude para o dispositivo I6gico especifico, execute o comando
show mgmt-bootstrap expand e verifique o valor do atributo FIREWALL_MODE:

<#root>

firepower#

scope ssa

firepower /ssa #

scope |l ogical-device ftd_clusterl
firepower /ssa/logical-device #

show ngnt - boot strap expand

Management Configuration:
App Name: ftd

Secret Bootstrap Key:
Key Value
PASSWORD
REGISTRATION_KEY



IP v4:

Slot ID Management Sub Type IP Address Netmask Gateway Last Updated Tim

1 Firepower 10.62.148.188  255.255.255.128 10.62.148.129 2022-05-20T13:50
Bootstrap Key:

Key Value

DNS_SERVERS 192.0.2.250

FIREPOWER_MANAGER_IP 10.62.184.21

FI REWALL__MODE rout ed
PERMIT_EXPERT_MODE yes
SEARCH_DOMAINS cisco.com

API REST FXOS

O FXOS REST-API é compativel com o Firepower 4100/9300.

Siga estas etapas para verificar o modo de firewall FTD através da solicitagdo REST-API FXOS.
Use um cliente REST-API. Neste exemplo, curl é usado:

1. Solicitar um token de autenticagao:

<#root>
# curl -k -X POST -H ' USERNAME: adnmin' -H ' PASSWORD: Ciscol23'  https://192.0.2.100/api/ld/ftd_clusterl

{
"refreshPeriod": "0",
"token": "

3dba916cdf b850c204b306a138cde9659ba997da4453cdc0c37f f b888816c94d

}

2. Use o identificador de dispositivo l6gico nesta consulta e verifique o valor da chave
FIREWALL_MODE:

<tfroot>

# curl -s -k -X GET -H 'Accept: application/json' -H 'token: 3dba916cdf b850c204b306a138cde9659ba997das4*t

"key": "FlI REWALL_MODE",



"rn": "key-FIREWALL_MODE",
"updateTimestamp": "2022-05-20T13:28:37.093",
"urllink™: "https://192.0.2.100/api/l1d/ftd_clusterl/mgmt-bootstrap/ftd/key/

"val ue": "routed"

Arquivo show-tech do chassi FXOS

O modo de firewall para FTD pode ser verificado no arquivo show-tech do Firepower 4100/9300.
Siga estas etapas para verificar o modo de firewall FTD no arquivo show-tech do chassi FXOS:

1. Para as versdes 2.7 e posteriores do FXOS, abra o arquivo sam_techsupportinfo em
<name>_BC1_all.tar/f FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

Para versdes anteriores, abra o arquivo sam_techsupportinfo em FPRM_A_TechSupport.tar.gz/
FPRM_A_TechSupport.tar.

2. Verifique a secao "show logical-device detail expand® sob o identificador especifico e o slot:

<#root>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_all1/FPRM_A_TechSupport/

# cat samtechsupportinfo

“show | ogi cal -devi ce detail expand’

Logical Device:

Name: ftd_clusterl

Description:

Slot ID 1

Mode: Clustered

Oper State: 0Ok

Template Name: ftd

Error Msg:

Switch Configuration Status: Ok

Sync Data External Port Link State with FTD: Disabled
Current Task:

Bootstrap Key:
Key: DNS_SERVERS
Value: 192.0.2.250



Last Updated Timestamp: 2022-05-20T13:28:37.093

Key: FIREPOWER_MANAGER_IP
Value: 10.62.184.21
Last Updated Timestamp: 2022-05-20T13:28:37.093

Key: FI REWALL_MODE
Val ue: routed

Last Updated Timestamp: 2022-05-20T13:28:37.093

Modo de firewall ASA

O modo de firewall ASA pode ser verificado com o uso destas opgdes:

CLI do ASA

ASA show-tech

IU do FCM

CLI FXOS

FXOS REST-API

Arquivo show-tech do chassi FXOS

CLI do ASA

Siga estas etapas para verificar o modo de firewall do ASA na CLI do ASA:

1.

Use estas opgdes para acessar a CLI do ASA de acordo com a plataforma e o modo de
implantagao:

Acesso Telnet/SSH direto ao ASA no Firepower 1000/3100 e no Firepower 2100 no modo
de dispositivo

Acesso a partir da CLI do console FXOS no Firepower 2100 no modo de plataforma e
conexao ao ASA através do comando connect asa.

Acesso a partir da CLI do FXOS através de comandos (Firepower 4100/9300):

conecte o mddulo <x> [console|telnet], onde x é o ID do slot, e conecte-se como

Para ASA virtual, acesso SSH direto ao ASA ou acesso de console a partir da interface de
usuario do hipervisor ou da nuvem

2. Execute o comando show firewall na CLI:

<#root>

asa#

show firewal

Firewal | node: Routed



Arquivo de show-tech do ASA

Para verificar o modo de firewall ASA, verifique a segdo show firewall:

<#froot>

------------------ show firewal | ------------------
Firewal | node: Routed

IU do FCM

Siga as etapas na secéo.

CLI FXOS

Siga as etapas na secéo.

FXOS REST-API

Siga as etapas na segéo.

Arquivo show-tech do chassi FXOS

Siga as etapas na secéo.

Verificar tipo de Implantacao de Instancia

Ha dois tipos de implantacao de instancia de aplicativo:

* Instancia nativa - Uma instancia nativa usa todos os recursos (CPU, RAM e espago em
disco) do médulo/mecanismo de seguranga, de modo que vocé pode instalar apenas uma
instancia nativa.

* Instancia do contéiner - Uma instancia do contéiner usa um subconjunto de recursos do
modulo/mecanismo de seguranga. O recurso de varias instancias sé é suportado para o
FTD gerenciado pelo FMC; n&o é suportado para o ASA ou o FTD gerenciado pelo FDM.

A configuracgao da instancia do modo de contéiner € suportada apenas para FTD no Firepower
4100/9300.

O tipo de implantagéo da instancia pode ser verificado com o uso destas opgoes:

« CLIde FTD
 FTD Show-tech
e |Udo FMC



FMC REST-API

IU do FCM

CLI FXOS

FXOS REST-API

* Arquivo show-tech do chassi FXOS

CLI de FTD

Siga estas etapas para verificar o tipo de implantagéo da instancia de FTD na CLI de FTD:

1. Use estas opc¢des para acessar a CLI do FTD de acordo com a plataforma e o modo de
implantagao:

» Acesso SSH direto ao FTD - todas as plataformas
» Acesso a partir da CLI FXOS por meio de comandos (Firepower 4100/9300):

conecte o médulo <x> [console|telnet], onde x € o slot ID, e conecte ftd [instancia], onde a
instancia é relevante apenas para a implantagao de varias instancias.

2. Execute o comando show version system e verifique a linha com a string SSP Slot Number.
Se o Contéiner existir nesta linha, o FTD sera executado em um modo de contéiner:

<#root>
>
show versi on system

——————————————————— [ firepower J----——-------—-—————-

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
UUID : 3344bc4a-d842-11ec-a995-817e361f7eabs
VDB version 1 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Compiled on Tue 30-Nov-21 18:38 GMT by builders
System image file is "diskO:/fxos-T1fbff-k8.2.11.1.154.SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Sl ot Nunber: 1 (Container)

Arquivo de Solug¢ao de Problemas do FTD

Siga estas etapas para verificar o tipo de implantagéo da instancia de FTD no arquivo de solugéo



de problemas de FTD:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>-troubleshooting
ar/results-<date>—xxxxx/command-outputs.
2. Abra o arquivo usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

<#root>

# pwd

/ngfw/var/common/results-05-22-2022--102758/command-outputs

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’

3. Verifique a linha com a string SSP Slot Number. Se o Contéiner existir nesta linha, o FTD
sera executado em um modo de contéiner:

<#root>

——————————————————— [ firepower ]---------------—-——-

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uuID : 3344bc4a-d842-11lec-a995-817e361f7ea5

VDB version : 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Compiled on Tue 30-Nov-21 18:38 GMT by builders
System image file is "diskO:/fxos-1fbff-k8.2.11.1.154.SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Sl ot Number: 1 (Container)

IU do FMC

Siga estas etapas para verificar o tipo de implantagao da instancia do FTD na interface do usuario
do FMC:

1. Escolha Devices > Device Management:
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2. Verifique a coluna Chassis. Se o Contéiner existir na linha, o FTD sera executado no modo

de contéiner.
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FMC REST-API

Siga estas etapas para verificar o tipo de implantacao da instancia de FTD por meio da APl REST

do FMC. Use um cliente REST-API. Neste exemplo, curl é usado:

1. Solicitar um token de autenticagao:

<#froot>

# curl

-S -k -v -X POST '"https://192.0.2. 1/ api/fnc_pl atform vl/ aut h/ gener at et oken’

-H ' Aut henti cati on:

I



< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2. ldentifique o dominio que contém o dispositivo. Na maioria das consultas da API REST, o
parametro domain € obrigatdrio. Use o token nesta consulta para recuperar a lista de dominios:

<tfroot>

#

curl -s -k -X"GET" ‘'https://192.0.2.1/api/frc_platformvl/info/domain" -H"'accept: application/json'

{
"items":
[
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f"
1,
{

"nane": "d obal / LAB2",
"type": "Domain",
"uui d": "84cc4af e-02bc- b80a- 4b09- 000000000000

b,

3. Use o UUID do dominio para consultar os registros de dispositivo especificos e o UUID do
dispositivo especifico:

<tfroot>
#

curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4af e-02bc-b80a- 4b09- 000000000000/ de
{

"items": [

{

"id": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"



"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09- 00000000000¢

b

"name": "ftd_ha 1",

"type": "Device"
b,

4. Use o UUID de dominio e o UUID de dispositivo/contéiner da Etapa 3 nesta consulta e verifique
o valor de isMultilnstance:

<#root>
# curl -s -k -X"CET" 'https://192.0.2.1./api/fnc_config/vl/ donmain/ 84cc4af e-02bc-b80a-4b09- 00000000000¢C

"name": "ftd_clusterl”

"isMultilnstance": true,

IU do FCM

Para verificar o tipo de implantagcéo da instancia de FTD, verifique o valor do atributo de Perfil de
Recurso em Dispositivos Logicos. Se o valor ndo estiver vazio, o FTD sera executado no modo de

contéiner:

elp  admin

Overview Interfaces ERGLIL=INsEINTSEY Security Engine  Platform Settings

Lagical Device List {1 Contalner instance) 57% (26 of 48) Cores Avalable

frd_cluster Clustered Statusiok

Application version Resource Profile Management IP Gateway HManagement Fort Status

4 e 7.1.0.80 P2 10.62.148,108 10,62, 148,128 Ethasmata/1 ® crin. @O e

CLI FXOS
Siga estas etapas para verificar o tipo de implantagéo da instancia de FTD na CLI FXOS:
1. Estabeleca uma conexao de console ou SSH com o chassi.

2. Alterne para o ssa do escopo e execute o comando show app-instance e verifique a coluna
Tipo de Implantacdo do FTD especifico com base no slot e no identificador:



<#root>
firepower #

scope ssa

firepower /ssa #
show app-i nstance
App Name Identifier STot ID Admin State Oper State Running Version Startup Version
Depl oy Type
Turbo Mode Profile Name Cluster State Cluster Role

ftd_clusterl

Enabled Online 7.1.0.90 7.1.0.90
Cont ai ner

No RP20 In Cluster Master

API REST FXOS

Siga estas etapas para verificar o tipo de implantagcéo da instancia de FTD por meio de uma
solicitagdo REST-API de FXOS. Use um cliente REST-API. Neste exemplo, curl € usado:

1. Solicitar um token de autenticagao:

<#root>

# curl -k -X POST -H 'USERNAME: adnmin' -H 'PASSWORD: Ciscol23" ‘'https://10.62.148.88/api/login'

{
"refreshPeriod": "0",
"token": "

3dba916cdf b850c204b306a138cde9659ba997dad4453cdc0c37f f b888816c94d

}

2. Especifique o token, a ID do slot nesta consulta e verifique o valor de deployType:

<{froot>

#



curl -s -k -X GET -H 'Accept: application/json' -H 'token: 3dba916cdf b850c204b306a138cde9659ba997da4453c

"smAppInstance": [

{
"adminState": "enabled",
"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD201200R43VLP1G3",
"appName": "ftd",
"clearLogData": "available",
"clusterOperationalState": "not-applicable",
"clusterRole": "none",
"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"depl oyType": "container",

Arquivo show-tech do chassi FXOS

Siga estas etapas para verificar o modo de firewall FTD no arquivo show-tech do chassi FXOS:

1. Para as versoes 2.7 e posteriores do FXOS, abra o arquivo sam_techsupportinfo em
<name>_BC1_all.tar/ FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

Para versdes anteriores, abra o arquivo sam_techsupportinfo em FPRM_A_TechSupport.tar.gz/
FPRM_A_TechSupport.tar.

2. Verifique a sec¢ao "show slot expand detail’ para obter o slot especifico e o identificador:

<#root>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_al1/FPRM_A_TechSupport/

# cat samtechsupportinfo

“show sl ot expand detail"

Slot:

Slot ID 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status: 100%
Clear Log Data: Available
Error Msg:



Application Instance:
App Name: ftd
Identifier: ftd clusterl

Admin State: Enabled
Oper State: OnTine

Running Version: 7.1.0.90
Startup Version: 7.1.0.90

Depl oy Type: Cont ai ner

Verificar o modo de contexto do ASA

O ASA suporta modos de contexto unico e multiplo. O FTD nao oferece suporte ao modo de
contexto multiplo.

O tipo de contexto pode ser verificado com o uso destas opcgoes:

e CLI do ASA
» ASA show-tech

CLI do ASA

Siga estas etapas para verificar o modo de contexto do ASA na CLI do ASA:

1. Use estas opcgdes para acessar a CLI do ASA de acordo com a plataforma e o modo de
implantagio:

» Acesso Telnet/SSH direto ao ASA no Firepower 1000/3100 e no Firepower 2100 no modo
de dispositivo

» Acesso a partir da CLI do console FXOS no Firepower 2100 no modo de plataforma e
conexao ao ASA através do comando connect asa.

» Acesso a partir da CLI do FXOS através de comandos (Firepower 4100/9300):

conecte o0 médulo <x> [console|telnet], onde x é o ID do slot, e conecte-se como

» Para ASA virtual, acesso SSH direto ao ASA ou acesso de console a partir da interface de
usuario do hipervisor ou da nuvem

2. Execute o comando show mode no CLI:

<ffroot>
ASA#

show node



Security context mode:

mul tiple

ASA#

show node

Security context mode:

single

Arquivo de show-tech do ASA

Siga estas etapas para verificar o modo de contexto do ASA no arquivo show-tech do ASA:

1. Verifique a se¢ao show context detail no arquivo show-tech. Nesse caso, 0 modo de contexto &

multiplo, pois ha varios contextos:

<ttroot>

Cont ext "systent

is a systemresource

Config URL: startup-config

Real Interfaces:

Mapped Interfaces: Ethernetl/1, Ethernetl1/10, Ethernetl/11,
Et hernet 1/12, Ethernet1/ 13, Ethernetl/14, Ethernetl/15,

Et hernet 1/16, Ethernetl/2, Ethernetl/3, Ethernetl/4, Ethernetl/5,
Et hernet1/6, Ethernetl/7, Ethernetl/8, Ethernetl/9, Ethernet2/1,
Et hernet2/2, Ethernet2/3, Ethernet2/4, Ethernet2/5, Ethernet?2/6,
Et hernet2/7, Ethernet2/8, Internal-Data0O/1, Internal-Datal/1l,

Managenent 1/ 1
Cl ass: default, Flags: 0x00000819, ID: O

Cont ext "adm n"

has been created

Config URL: diskO:/adnmn.cfg

Real Interfaces: Ethernetl/1, Ethernetl/2, Managenentl/1
Mapped Interfaces: Ethernetl/1, Ethernetl/2, Managementl1/1
Real | PS Sensors:

Mapped | PS Sensors:

Cl ass: default, Flags: 0x00000813, ID: 1

Context "null", is a systemresource

Config URL: ... null

Real Interfaces:

Mapped | nterfaces:

Real | PS Sensors:

Mapped | PS Sensors:

Cl ass: default, Flags: 0x00000809, ID: 507



Verificar o modo do Firepower 2100 com ASA

O Firepower 2100 com ASA pode ser executado em um destes modos:

* Modo de plataforma - parédmetros operacionais basicos e configuragdes de interface de
hardware sao configurados no FXOS. Essas configuragdes incluem as interfaces admin
state change, EtherChannel configuration, NTP, image management e mais. A interface da
Web do FCM ou a CLI do FXOS podem ser usadas para a configuracdao do FXOS.

* Modo de dispositivo (o padrao) - O modo de dispositivo permite que os usuarios configurem
todas as politicas no ASA. Somente comandos avangados estao disponiveis na CLI FXOS.

O modo Firepower 2100 com ASA pode ser verificado com o uso destas opcgoes:

e CLI do ASA
« CLIFXOS
* FXOS show-tech

CLI do ASA

Siga estas etapas para verificar o modo Firepower 2100 com ASA na CLI do ASA:
1. Use telnet/SSH para acessar o ASA no Firepower 2100.

2. Execute o comando show fxos mode no CLI:

<#root>
ciscoasa(config)#

show f xos node

Mode is currently set to plaftorm

Modo do dispositivo:

<#root>
ciscoasa(config)#

show f xos node

Mode is currently set to appliance



~ Observagao: no modo multicontexto, o comando show fxos mode esta disponivel no system
ou no admin context.

CLI FXOS

Siga estas etapas para verificar o modo Firepower 2100 com ASA na CLI FXOS:
1. Use telnet/SSH para acessar o ASA no Firepower 2100.

2. Execute o comando connect fxos:

<#root>
ciscoasa/admin(config)#

connect fxos

Configuring session.
Connecting to FXOS.

Connected to FX0S. Escape character sequence is 'CTRL-AX'.
% Observacao: no modo de contexto multiplo, 0 comando connect fxos esta disponivel no
contexto admin .

3. Execute o comando show fxos-mode:

<tfroot>

firepower-2140#

show f xos node

Mode is currently set to plaftorm

Modo do dispositivo:

<#root>
firepower-2140#

show f xos node
Mbde is currently set to appliance



arquivo show-tech FXOS

Siga estas etapas para verificar o modo Firepower 2100 com ASA no arquivo show-tech do chassi
FXOS:

1. Abra o arquivo tech_support_brief em <name>_FPRM.tar.gz/<name>_FPRM.tar

2. Verifique a se¢ao 'show fxos-mode:

<ffroot>
# pwd

/var/tmp/fp2k-1_FPRM/

# cat tech_support_bri ef

“show f xos-npde”

Mode is currently set to platform

Modo do dispositivo:

<{froot>
# pwd

/var/tmp/fp2k-1_FPRM/

# cat tech_support_bri ef

“show f xos-npde”

Mode is currently set to appliance

Problemas conhecidos

ID de bug da Cisco CSCwhb94424



https://tools.cisco.com/bugsearch/bug/CSCwb94424

ENH: Add a CLISH command for FMC HA configuration verify

ID de bug Cisco CSCvn31622


https://tools.cisco.com/bugsearch/bug/CSCvn31622

ENH: Add FXOS SNMP OIDs to poll logical device and app-instance configuration

ID de bug da Cisco CSCwb9767


https://tools.cisco.com/bugsearch/bug/CSCwb97767

ENH: Add OID for verify of FTD instance deployment type (Adicionar OID para verificagao do tipo
de implantagao da instancia de FTD)

ID de bug da Cisco CSCwb9772


https://tools.cisco.com/bugsearch/bug/CSCwb97772

ENH: Incluir saida de 'show fxos mode' em show-tech de ASA no Firepower 2100

O bug da Cisco ID CSCwb97751



https://tools.cisco.com/bugsearch/bug/CSCwb97751

OID 1.3.6.1.4.1.9.9.491.1.6.1.1 para verificagdo do modo de firewall transparente néo esta
disponivel

Informacdes Relacionadas

Guia de inicio rapido da API REST do Secure Firewall Management Center, versao 7.1
Configurar o SNMP em dispositivos Firepower NGFW

Guia da API REST do Cisco Firepower Threat Defense

» Referéncia da APl REST do Cisco FXOS

» Compatibilidade com o Cisco ASA

Versoes do pacote Firepower 1000/2100 e Secure Firewall 3100 ASA e FXOS
» Componentes em pacote

Procedimentos de geracao de arquivos para solucao de problemas do Firepower



https://www.cisco.com/c/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

» Guia de introducédo do Cisco Firepower 2100
» Guia de compatibilidade do Cisco Firepower Threat Defense



https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



