Configurar AnyConnect VPN em FTD usando
Cisco ISE como um servidor Radius com a CA
raiz de Windows Server 2012
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Introducéao

Este original descreve como configurar AnyConnect VPN (Virtual Private Network) em um Firewall
FTD (defesa da ameacga de FirePOWER) usando Cisco ISE (ldentity Services Engine) como um
servidor Radius. N6s usamos Windows Server 2012 como nossa CA raiz (Certificate Authority) de
modo que a comunicagao sobre o VPN seja fixada por Certificados isto € o empregado que o PC



confiara o certificado do FTD porque o certificado FTD VPN foi assinado por nossa CA raiz de
Windows Server 2012

Pré-requisitos
Requisitos
Vocé deve ter seguinte distribuida e ser executado em sua rede:

- Centro de gerenciamento de FirePOWER e Firewall da defesa da ameaga de FirePOWER
distribuido com a conectividade basica
- Cisco ISE distribuido e que é executado em sua rede
- Windows Server (com diretorio ativo) distribuido e de Windows/Mac dos empregados PC
juntado ao dominio AD (diretério ativo)
Em nosso exemplo abaixo, os empregados abrirdo o cliente de AnyConnect em seu PC de
Windows/Mac, e conectarao firmemente a interface externa do FTD através do VPN usando suas
credenciais. O FTD verificara seu nome de usuario e senha contra Cisco ISE (que verificardo com
o diretério ativo de Windows Server para verificar seu username, a senha, e usuarios do grupo
isto € somente no grupo “empregados” AD podera ao VPN na rede de empresa.

Componentes Utilizados

As informagdes neste documento sao baseadas nestas versdes de software:

. Centro de gerenciamento de FirePOWER e defesa da ameacga de FirePOWER que executa
6.2.3

- Cisco Identity Services Engine que executa 2.4

- Cliente de mobilidade Cisco AnyConnect Secure que executa 4.6.03049

- Diretorio ativo R2 de Windows Server 2012 e servigos certificados running (esta € nossa CA
raiz para todos os Certificados)

- Windows 7, Windows 10, PCes do Mac

Configurar

Diagrama de Rede
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Neste caso do uso, o PC de Windows do empregado/Mac que executa o cliente VPN de
Anyconnect conectara ao endereco IP publico exterior do Firewall FTD, e Cisco ISE concedé-los-
a dinamicamente limitou ou acesso direto a determinado interno ou aos recursos de Internet
(configuravel) uma vez que sao conectados através do VPN segundo que grupo AD sdo um

membro no diretério ativo

. " Endereco IP
Dispositivo Hostname/FQDN plblico
PC Windows - 198.51.100.2
FTD ciscofp3.cisco.com 203.0.113.2
FMC - -
Cisco ISE ciscoise.cisco.com -
Windows Server . .
2012 ciscodc.cisco.com -

Servidores internos - -

Configuragéo

Exporte o certificado CA raiz de Windows Server

Endereco IP
privado
10.0.0.1
192.168.1.1
192.168.1.30
192.168.1.10

192.168.1.20
192.168.1.x

IP address de
AnyConnect
192.168.10.50

Neste original, n6s usaremos o Microsoft Windows server 2012 como nossa CA raiz para



Certificados. A confianca da vontade Do PC do cliente esta CA raiz a conectar firmemente ao
FTD através do VPN (veja as etapas abaixo). Isto certificar-se-a que podem conectar firmemente
ao FTD sobre os recursos internos do Internet e do acesso da HOME. Seu PC confiara a conexao
em seus navegador e cliente de AnyConnect.

Va a http://192.168.1.20/certsrv e siga as etapas abaixo para transferir seu certificado CA raiz de
Windows Server:

Clique a transferéncia um certificado de CA, um certificate chain, ou um CRL

&« C {t @ 192.168.1.20/certsry

Microsoft futien Diredory Coedificale Serdons = cisco-CISCODC-CA

Welcome

Lise this Web sile 1o request a cerlihcate for your Web browser, &
communicate with over the Web, sign and encrypt messages, an

You can also use this Wab site to download a certificate authority
pending request

For more information about Active Directory Certificale Services

Select a task:
View the status of a pending cerificate request
Download a CA cedificate, cerificale chain, or CRL

Clique o certificado da transferéncia e rebatize-o a 'RootCAcert3.cer

L 2 @ 192168020/ certerv/certcarc.a

Microsoff Adive Directory Cortificale Serdces - dsco-CESCODC-CA

Download a CA Certificate, Certificate Chain, or CRL

To frust cartficates issued from this cartification authorly, install this CA cartiicala
To download a CA, cartiicatla, cedificale chain, of CHL, salect the cedificale and ancoding melhod

ChA cartilicats:
Current [clsco-CESCODC-CAJ -

Enu:u:-dlng mathcsd:

% DER
Basn 64
Install ¢4 carificate
Drownlsad CA caihcaie “’/"
i = il |
Downtoad |atest base CRL
Downioad |atest delia CHL



http://192.168.1.20/certsrv
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RootCAcert.cer
Instale o certificado CA raiz no empregado Windows/PCes do Mac

Método 1: Instale o certificado em todo o PC do empregado empurrando o através da politica do
grupo de Windows Server (ideal para qualquer coisa sobre usuarios 10 VPN):

Como usar Windows Server para distribuir Certificados aos computadores de cliente usando a
politica do grupo

Método 2: Instale o certificado em todo o PC do empregado instalando o individualmente em cada
PC (ideal testar um usuario VPN):

o Direito-clique o certificado em Windows dos seus empregados/PC e clique do Mac instala o
certificado

o RootCAcert.cer

e

Install Certificate

Selecione “o usuario atual”

= Coddicaby Impoet Wigged

Welcome to the Certificate Import Wizard

Th eapird Perip woes ooy oo Sicaie, o Slowte ol nte, ard cerifeade npepcaton:
Bt fom o dai S8 o PACate 1Eore

A cmrbieafy whech | R By & ree Bl bon sohor by, A 3 cnrfermator o wosr adprshy
pred sty rcarmabnn e o petert dats or T eplatiph e nebesrt
rarreEr e B o AOR faor e o T LR ET E R el e OF e B E TR

SR LIBCHS0M
) Currend Lner

Lo Mg

T coritrus, Sk Pt

Cance

Selecione o lugar todos os Certificados na seguinte loja e nas Autoridades de certificagao de raiz
confiavel seletas, clique a aprovagao, clique-a em seguida, e clique-ao revestimento


https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-using-group-policy
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-using-group-policy

= 5 Censlicate Import Wizsnd

Carteticate Sboarw
Catioate sbores e dyibem Anead wivere Cerihoabes ane kepd,

Windows can subsrmaticaly select & oo Sicate shone, of you can spedlty 8 locaton for
the cerbficate.

) dwstomatcaly select the certificate store based on the type of certficate

— (WPl e ot o e folowmg shore
Certificabs store:

Select Certificate Store =
| Select T cerficabe shone you wan!t b use.

Pt sona .
Trusted Root CerSScalon Authorites

| | Erderprse Tnust
i Intermaciaie Cerbfication Authoribes

Bt Direciody Liser Obgect

sy B B ey b
< > Cancel

Gerencia um CSR em FTD, obtenha o CSR assinado pela CA raiz de Windows Server, e instale
esse certificado assinado em FTD

Va aos objetos > ao Gerenciamento do objeto > ao PKI > ao registro CERT, clique sobre o
registro CERT Add

Overview Analysis  Policies ERENIETE Objects | AMP Intelligence . System Help v admin v

Device Management NAT VPN = QoS Platform Settings FlexConfig Certificates

Mame Domain Enrollment Type Status

O clique adiciona o botao do registro CERT



Add New Certificate ?

Add a new certificate to the device using cert enrollment object which is used to generate C4 and
identify certificate.

Device™: ciscofp3 v

s/

Cert Enrollment®: | w H_f'.

add Cancel

Selecione o tipo > o manual do registro
Como visto na imagem abaixo, nds precisamos de colar aqui nosso certificado CA raiz:

Add Cert Enrallment e

Maime:™ FIDYFlESenverCenrt

Depioript:cn

Enccilmgnd Tvoe MEF A -

-

Faste the Root CA Cartifkcate In Base-64 text format
hizra [we vall do this in the stap balow]

C& Cortafecate: ™

Allow Drebimedad:

SHE Cano

Eaqui como transferir seu certificado CA raiz, vé-lo no formato de texto, e cola-lo na caixa acima:

Va a http://192.168.1.20/certsrv

Clique a transferéncia um certificado de CA, um certificate chain, ou um CRL


http://192.168.1.20/certsrv

< C (@ 192.168.1.20/certsry/

Microzsalft Active Directory Cediificate Services —

Welcome

Lise this Web sile 1o request a certificate for your Web browser, &
communicate with over the Web, sign and encrypt messages, an

You can also use this Web site to download a certificate authority
pending request

For more information about Active Directory Certificate Services,

Select a task:
Request a cedificate
View the status of 3 pending cerificate requeast
Download a CA cerlificate, cedificate chain, or CEL

Clique o botao da base 64 > o certificado de CA da transferéncia do clique

' C @ 192168120/ cortsnv/cartcarc.asp

Microsalf Adive Direclory Cartificale Sendces — casco-CISCODC-CA

Download a CA Certificate, Certificate Chain, or CEL

To trusi caerfificales issusd from this certfication authonty, install this CA cerdificals

To download a CA cerbficate, certificate chain, or CRL, select the cerbficate and encoding mathod
i cortilicane:

[Current [claco-CISCODC-CA] -

RootChcertBased
d.cer

Abra o arquivo de RootCAcertBase64.cer no bloco de notas

A copia e cola os indices de .cer (certificado CA raiz) do server de Windows AD aqui:



Add Cert Enrollment

Narme:™ FTOVENServerCert

Description: FID Anvconnect WPH Server Certificate

Lo Wi gl Ml Certificate Parameters Key  Revocaton

Enraliment Type: Manual e

. .. [ LR R IEART LT PR T LY RO BRI LA TA B IS LU =
Ca Certificabe: EB.'IWQF}'M BAf'B‘THQ?D

VROQBEYEFOIpC?vOmus CkemDIakvVus S bl UoMMBAGCSsGARD By
FVAQQDAGEBMCMG
CSsGAQQEgjcVAgQWEBQXIgPg2/ dCT41fyYZHPXKhGEYNRZANE]
kghiGGOWOBAQSF
AADCAQEAOTaSSEZwTRFar TEmMTHHJHZSAZpACHdsVE T35nYeqe
Ony e TWRNTby6

—— | 42Uy BITWT UL r ImCgET 20Er ) 00U Y4y T ADAKIFERIUIDGH
ZO1IXNWTTUSX
DbZCTeYLFINbzZxPyfouZWIBKHBuHRY gg2 YkBdxEY LY JocNTshH
WwZDYwQPwwC
YiHrFEmOMIQLIMhyIVULICOAGPTdILIEQ6T aHsdz+UZ g@lofvya
heHBjzbziF
2 NZWWRXQS3mPMUkrEyZNIDwsSurm6 ZhajvOupameCEVaByK
HEAggjvemLTZd
EDufTZO4EAY QoK pahrSdzuHSggD Tuw==
--=-=END CERTIFICATE-----

Allow Orverrides:

Save J| Cancel

Clique a aba >> o tipo dos parametros do certificado sua informagao do certificado

Nota:
O campo FQDN do costume deve ser o FQDN de seu FTD

O campo do Common Name deve ser o FQDN de seu FTD



Add Cert Enrollment T

Name:™ FTDVPNServerCert
Description: FID AnyConnect WPH Server Certificate
CA Information EeiiislcleTrl - Key  HRevocation
Include FOQDM: e Custom FODN w

Custom FODN: —— ciseefp3 i o com

Include Device's IP Address:

Common Name (CH): s—cisoofp3.cisco.com

Organization Unit (O ): TAC
QOrganization (0): Cisco

Locality [L): San Jose
State (5T): CA

Country Code (C): us

Email (E): LacTascn.om

Include Device's Serial Number

Allaw Overrides:

Save Cance

Dica: vocé pode obter o FQDN de seu FTD datilografando o comando seguinte do FTD CLI:

> show network

===============[ System Information ]===============
Hostname : ciscofp3.cisco.com

Domains : cisco

DNS Servers : 192.168.1.20

Management port : 8305

IPv4d Default route

Gateway : 192.168.1.1

State : Enabled

Channels : Management & Events

Mode : Non-Autonegotiation

MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:0C:29:4F:AC:71
---------------------- [ IPVA J-m—mmmmmm e
Configuration : Manual

Address : 192.168.1.2

Netmask : 255.255.255.0

Clique a aba chave e datilografe todo o nome chave



#idd Cert Enrollment P X

Hame:™ FTEAPH SEryverCert

Description: FID AnyConmect WPH Senver Certificatd

CA Information  Certificate Parameters m Ravocation

K&y Type: e Em":'-ﬂ-/

Hey Hame:™ CrsooTACR Silkoery

Key Size: 2048 it

= Advanced Settings

lgnore [Psec Key Usage

[ wvaid@Ebd viliuEs 0 Dhe By Uaied 2nd @vhennddd K8y o fatemimns of

fllgw Overndes;

Clique a salvaguarda
Selecione seu FTDVPNServerCert que nés apenas criamos acima e o clique adiciona

Add New Certificate ? X%

Add a new certificate to the device using cert enrallment object which is used to generate C4 and
identify certificate.

Drevice™: ciscofp3 w

Cert Enroliment™: FTDVPHServerCert v g

Cert Enrollment Details:

Hame: FTDVENServerCert
Enrcllment Type: Manual
SCEF URL: A

N\

Add Cancel

Dica: Espere aproximadamente 10-30 segundos pelo FMC + FTD para verificar e instalar o
certificado CA raiz (o clique refresca o icone se ndo faz mostra)



Clique o botao identificagao:

Overview Analysis Policies S« Objects AMP Intelligence

System Help » admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
%} Add
MName Domain Enrollment Type Status
4 =) ciscofp3
FTDVPNServerCertificate Global Manual LCA & ID /& Identity certificate import required 7 Q&6

C5R. generation and Identity certificate
import is pending.

Please click here to import identity
certificate.

A copia e cola este CSR, e toma-o a sua CA raiz de Windows Server:

Overview Analysis Policies SNl Objects AMP Intelligence

System Help v admin v
Device Management NAT VPN v QoS . Platform Settings FlexConfig Certificates ‘

@i
a = ciscofp3
FTDVPNServerCertificate Global Manual 4cal & 1D /Ay Identity certificate import required 2086
Import Identity Certificate ? %
Step 1

Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request {Copy the CSR below and send to the Certificate Authority):

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | Browse Identity Certificate |

Import | Cancel

Va a http://192.168.1.20/certsrv

Lo C O @ 192188120/

Microsoft Active Direclory Cerlificate Services — cisoo-CISCODC

Welcome

Use this Web site 1o request a certificate for yvour Web t
commurcate with over the Weab, sign and encrypl meas:

You can also use this Web site o download a certificals
pending request

For more information about Active Directory Certificate

Select a task: ,.r",
Eequest a ceriicale
Wiew the status of a pending_ cerlificate requas]
Download a CA certihicate, cartiicate cham, of CRL

Clique pedido do certificado avangado


http://192.168.1.20/certsrv

= - -[':r & 19216812 certsroerrgus.asp

Microsoff Active Direclory Coricale Sendces - cisoo-CISCODC-CH

Request a Certificate
Salect the certificate type

lser Cartifical /
Or, sulbmil an advanded cerihcate raquest

Cole sua solicitacao de assinatura de certificado (CSR) no campo abaixo e selecione o servidor
de Web como o molde de certificado

é ':3 ﬂ a 192.168.1.20/certsr/certropt.asp

Microsalff Actiei: Direclory Cerficate Services — csco-CISCODC-CA

Submit a Certificate Request or Reneawal Request

To submit a saved request to the CA, paste a base-G4-encoded CMC
{such as a Web server) in the Saved Request box

Saved Request:

DhZCTeYL7 1Nz TxPyF cyuZhlBks | ButilvaqZVke. ~
Base-64-encoded |yiHcEime/v1IQ12 fHhy IVULXOOHGR7IAL1EQST.

cenificate request | SyN2WWEXQ: ImFIRxke SEy M1 DwefyrmbZhafv —
(CMC or BDwfT 204 EAS K pdhr S.d -k Tuwss
PECS #10 or w=ne=EHD CERTIFICATE====~
PECS #1) -

4 [ 3 -
Certificate Template:

Web Sancer ¥ | —
Additional Attributes:

Afributas:
_ Submit =

O clique submete-se
Clique 64 baixos o botao codificado e clique o certificado da transferéncia

Certificate Issued

The certificate you requested was issued 10 you

DER encoded or ® Base 64 encoded =

Download cerificate
Download certificate chain




2

FTDVEMServerCe
rt.cer

O clique consulta o certificado de identidade e seleciona o certificado que nés apenas
transferimos

Overview Analysis Policies ST Objects AMP Intelligence Deploy System Helpv admin v

Device Management NAT VPN QoS Platform Settings FlexConfig Certificates

@  Add |
4 £ ciscofp3
FTDVPNServerCertificate Global Manual LCA & ID /A Identity certificate import required 208
Import Identity Certificate ? X
Step 1

Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Reguest (Copy the CSR below and send to the Certificate Authority):

X3121234+0A3003dGTvwCeT
PY e wdYGWT 3i+5/1 SHORHrnaYFa1GVRnIAPhMnxT1CmOT4n 101 14T7WanFragal IMc

Step 2
Once certificate authority responds back with identity certificate file, import it to device. /
Identity Certificate File: | FTDVPNServerCert.ce Browise Identity Certificate

/ — Import Cancel

O certificado de servidor de VPN FTD (assinado pela CA raiz de Windows Server) foi instalado
COm sucesso

Overview Analysis Policies SN Objects AMP Intelligence Deploy System Help» admin v
Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
©  Add
Name Domain Enrollment Type Status
4 = ciscofp3
FTDVPNServerCertificate Global Manual \cal (A1 206

Transfira a imagem de AnyConnect + o editor do perfil de AnyConnect e crie um perfil do .xml

Transfira e instale o editor do perfil de Cisco AnyConnect

Prohle Editor (Windows) 20-5EP-2018 7.74 MB

f s = S fii = A

yeonnact-win-4 6. 03049 -proffesditon-k9. msi

Abra o editor do perfil de AnyConnect

A lista de servidor do clique > o clique adicionam...

Datilografe um nome do indicador e o FQDN do IP address da interface externa do seu FTD.
Vocé deve ver entradas na lista de servidor



https://software.cisco.com/download/home/286281283/type

b AnyConnect Profile Editor - VPN

File Help

4 ven
--{ﬁ}ﬁmtﬂrtl}
- Preferences (Part 2)
— 4 Certificate Pinning
—Jig Certificate Makdhing
e Certificate Enroliment

oy
N

Server List
Prefile: Untitled

User Group

Badkup Server List

SCEP

Mobie Settings

Certificate Pins

Maote: it is highly recommended that at least one server be defined in a profile.

Server List Entry

Server | |oad Balancing Servers SCEP Mobile Certificate Pinning

PPrimary Server

Display Mame (required) | ascofp3.csco.com

Connection Information

Primary Protocal | SSL w

FQDM or IP Address User Group | ASA gateway
ciscofp3. cisco.com |J- | Auth Method During IKE Megotiation  |EAP-AnyConnect «
a URL IKE Identity (IOS gateway anly)
Backup Servers
Host Address Add
Mave Lip
Move Dovn
Delets
] ok | | cancel
[, AnyConnect Profile Editor - VPN - O x
File Help
& {\gl J Server List
Preferences (Part 1) .
37 Pref Part 2) Profile: Untitled
Host Address User Group Backup Server List SCEP Mobie Settings Certificate Pins
ciscofp3. cisco.com -- Inherited --

/

L

Note: it is highly recommended that at least one server be defined in a profile.

APROVAGAO e arquivo > salvaguarda do clique como...

Delete
Detais




| | vPNprofilexml

Transfira imagens de Windows e do Mac .package de aqui

AnyConnect Headend Deployment Package (Windows) & 20-5EP-2018 41.34 M

1= B UL Y -weboapioy -k Y. pka

AnyConnect Headend Deployment Package (Mac OS) @ 20-SEP-2018 41.13 M8

anyconnect-macos-4, 603049 -webdeploy-kS pkg

Va aos objetos > ao Gerenciamento do objeto > ao VPN > ao arquivo > ao clique de AnyConnect
adicionam o arquivo de AnyConnect

Edit AnyConnect File ? M
Mame:® AnyConnect_Windows_4.8.03049
Fle Mame: = A L L BrowEe..
File Type:"® AnyConnect Clhent Image i
Description: Cisco AmyConnect Image for Windows PCs
SEvE Cancel
Add AnyConnect File L
MEfm&z™ AnyConnect_Mac_4.5.0304%9
File Mame:™ nnect-macos-4.6.0304% -webdep = B,
File Type:™ ”
Descnphion: Cisco AnyLonned Image for Mac PCs
Save Cancel

Configurar Anyconnect VPN em FTD (use o certificado CA raiz)

Entre ao centro de gerenciamento de FirePOWER
O sistema do clique > a integragdo > os reinos > o reino novo do clique >> a tabela de diretério do
clique > o clique adicionam o diretério


https://software.cisco.com/download/home/286281283/type

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy . IBEERN Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools » f

isetofmc © cancel

| Integrate FirePOWER Management Center with Active Directory server
1

It Gl Realm Configuration  User Download

& Add directory

URL (Hostname/IP Address and Port) Encryption
10.201.214.228:389 none & 8
Edit directory L

Hostnene [ [P 152,168, 0.2

Al ey

Posrt 35
Encryphion CTARTTLS LOARS (& Mong
S5 Cortheabe v | R
O Tiest Cangel

Guia de configuragao do reino do clique - configurar a informagéo do seu controlador de dominio
aqui

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy System QEEEEET TR
Configuration Users Domains Integration Updates Licenses v Health » Monitoring Tools »

isetofmc El.caneel
Integrate FirePOWER Management Center with Active Directory server

AD Primary Domain * e | cisco,com ex: domain.com

AD Join Username administrator@cisco.com ex: user@domain

AD Join Password LTI Test AD Join

Directory Username * administrator@cisco,com ex: user@domain

Directory PESsWord ¥ co—je | ssssssss

Base DN * - | DC=cisco,DC=com ex: ou=user,de=cisco,dc=com

Group DN * = | D(=cisco,0C=com ex: ou=group,dc=cisco,dc=com

Group Attribute Member h

User Session Timeout

Uit end [EEIEEE 1440 minutes until session released.

Users

TS Agent Users 1440 minutes until session released.

Captive Portal Users 1440 minutes until session released.

Failed Captive Portal Users 1440 minutes until session released.

Guest Captive Portal Users 1440 minutes until session released.

* Required Field

Nota: No exemplo acima, um username AD com do “privilégios Admin dominio” no server de
Windows AD é usado. Se vocé quer configurar um usuario com permissoes mais especificas,
mais minimas para que o FMC se junte a seu dominio do diretorio ativo para sua configuragao do
reino, vocé pode ver as etapas aqui

Aba da transferéncia do usuario do clique - certifique-se que transferéncia do usuario sucede


/content/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/create_and_manage_realms.html

Overview Analysis Policies Devices Objects | AMP Intelligence System QEEIE ST TR

Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools
isetofmc
Integrate FirePOWER Management Center with Active Directory server LDAP Download
- - Download users/groups from isetofmc
Directory  Realm Configuration [RIETRITHLEY ] LDAP download suce

| Download users and groups

Begin automatic download at g v | |pM |v | America/New York Repeat Every 24 |v | Hours

| 4 Download New

Available Groups & Groups to Include (0) Groups to Exclude (0)

| 4, Search by name

&* Enterprise Admins

g& Hyper-\' Administrators

& Group Policy Creator Owners

&% Guri-group2

£ Cloneable Domain Controllers

g8 Distributed COM Users

&L Allowed RODC Password Replication Group

~ Addto
£ Cryptographic Operators Include
g8 Server Operators Add to
£ Remote Desktop Users Exclude
£ WinRMRemoteWMIUsers__
& Users
a_i Administrators
‘5_.5 Windows Authonzation Access Group
43_5 Enterprise Read-only Domain Controllers
g Domain Admins
a';i Domain Users
35 Pre-Windows 2000 Compatible Access
B rert Publishers - Enter User Inclusion _Add Enter User Exclusion | Add

Os dispositivos do clique > o VPN > o Acesso remoto > o clique adicionam

Overview Analysis  Policies JeSUTEE ; AMP  Intelligence . System Help» admin v

Device Management NAT VPN » Remolte Access Qa5 Platform Settings FlexConfig Certificates

Add a new configuration

Datilografe um nome, descri¢ao, e o clique adiciona para selecionar o dispositivo FTD em que
vocé quer configurar Anyconnect VPN

Overview Analysis Policles JIEEUTSEE Objects AMP  Intelligence deploy . 5y Help »

admin v

Device Management NAT VPN = Remole Accoss QoS Platform Settings FlaxConfig Certificates
Remote Access VPN Policy Wizard

o Policy Assignment 2] Connection Profile > (3 AnyConnect > 4) Acess b Certificate > (5} Sufmmary

Targeted Devices and Protocols

This wozard ¥

& PEW Lser-d

de you through the requ
4 connection profile

minimal steps to configure the Remote Acce

i Before You Start

Before you start, ensure the following
configuratron el to be in place to
Rerms VPN Poliey.
Mame:™ FTDAnyConnectVPN eomplete Remak 8 VPN Palicy

Authentication Server
Configure Seaim or BAQIUS Sarver Sropp

to authenticate VPN chents

AnyConnect VRN configuration for this FTD

VPN Protecols: o 551 o IPsec-IKEV2

AnyConnect Client Package
5 A 1 F-re . rwes Make sure you have AnyConnect package
srqeted Devices: Available vices Selected Devices
i d for VPN Chent downloaded or you have
IR [* J & Cise " el
k] 10.201.214.134 i the relevant Cisto credéntials to download

it during the wizand.

Device Interface
Interfaces should be already configuned on
targeted deviges o that they can be used
&3 & secunty pone or interfsce group to
enable VPN access.

Clique adiciona para o Authentication Server e escolhe o grupo de servidor Radius - este sera seu



Cisco ldentity Services Engine PSN (a politica presta servigos de manutengéo ao no)

scts | AMP Intelligence
QoS Platform Settings  FlaxCorfig  Certificates

MAT VPN » Remote Access

31 AnyGonnect > (4] Access & Cartiticate > 5] Summary.

‘L ':; & o R :'?

Datilografe um nome para o servidor Radius
Selecione seu reino configurado acima
O clique adiciona

Add RADIUS Server Group T oM
R CiscolSE
Ereggnptopn: Cisco I5E (Joined to Windows AD Server)
Group Accounting Hode: Zangle w
Retry Intercal:™ io {1-18) Seconds
Realms: igatofm: e

Enable authonze anby

Enabde interim acccunt update

Enable dyramic authorization

RADIUS Servers [(Maxmum 16 sereers) \

W

IF Address/Hostname

SEvE Cancel

Datilografe a informacéao seguinte para seu n6 de Cisco ISE:
IP address/hostname: O IP address de Cisco ISE PSN (n6 do servigo da politica) - isto € onde os



pedidos de autenticagao ira0
Chave: cisco123
Confirme a chave: cisco123

Cuidado: o acima é sua chave secreta compartilhada RAIO - n6s usaremos esta chave em uma
etapa mais atrasada

Edit RADIUS Server T
IP Address/Hostname:™ 192.168.1.10
Authentscabion Port:™ 112 1-£553%
K™ FEERRERE
Confirm Keya® FEEREEEE
Accouniting Port: 1813 [1-65535
TifrbE-ouLL: 10 [1-300) Sesands
Connect usng: ®/ Routing Spaciic Interface (B
Save Cance

Nota: Quando o utilizador final tenta conectar ao FTD através de AnyConnect VPN, o username +
a senha que datilografa estardo enviados como um pedido de autenticagédo a este FTD. O FTD
enviara esse pedido ao n6 de Cisco ISE PSN para a autenticagao (Cisco ISE verificara entado o
diretdrio ativo de Windows para ver se ha esse nome de usuario e senha, e refor¢ca o controle de
acesso/acesso de rede segundo a circunstancia que nos temos configurado atualmente em Cisco
ISE)



a8 RALILS Server Group

Hame: ™ CoacnisE
Deiriptn Cisre 15E (joaned to Windows AD server)
Grouap dooeuntng Mode wrge X

Retey Interval:™ 10 (1-18) Seconds

Begmi: setadnd o

Enghie Sonbarmg oy
Ensbiy vl siooant oot

Ensbie dyruimel Subboanzaton

EADIUS Sarnery | Maoram |6 servers)

Salvaguarda do clique
O clique edita para o conjunto de enderegos |Pv4

AMP  Int m Hep v admin v

Device Mangement  NAT VPN » Remote Access QoS Platform Settings  FlexConfig  Certificates

Remote Access VPN Policy Wizard

1) Policy Assigrament © Connection Profile  SUEYRGUNEHTERS > (4] Access & Certificate > 5] Summary
2 1 i i

i o I ]
y ol i =iy

Connection Profile:

Pl onrechon. These poioe:

the tunnel fself, how AA4 is
de user atiributes, whech are def sy

th), aed the ASA servers that wil be used foe VPl conmpctions,
S

halll

oks. When msttiple options are seiccted, TP sddress

Group Policy:

A groap paliey Select
o create a Group Pol
Group Folicy:* OfGrpPoicy -~ o
e

Back Naxt Cancal

O clique adiciona



Address Pools T M

Avadlable [Pvd Pooly & W) Seieried 1Ped Pooly

y /m

Datilografe um nome, uma escala de enderego IPv4, e uma mascara de sub-rede

Add IPv4 Pool

Mame: ™ Insrde-Poad

1Pvd Address Range:® | 192.168.10,50-192.168.10,250 _
Format: ipsddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Tmgk: 255.255.255.0

Deseription: [P Addresses that the Windows/Mac PC will get when
they connect via VPN to the EID

Allorar Overnides: o

B Configure device overnides in the address pool object to avoid 1P address conflicts in caze of object is
shared across mutbple devices

i_m-m

Selecione seu pool do IP address e clique a aprovagao



Address Pools T X

Available IPvd Pools & % | Selected [Pvd Pools

- F.-; Inside-Foal &

=

Inside-Pool
152.168.10.50-192.168.10.250

] 8 CAane

O clique edita a politica do grupo

Devices s | AMP  Intelligence

Device Management NAT VPN » Remote Access QoS Flatform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

| f Policy Assignment -,':fs':- AnyConnect > 5 | Access & Certificate ) |-, SUMMary

Connaction Profile Name:® | FTDANyConnectVPN

This ciang i oD 8 & cw

Authentication, Authorization & Accounting (AAA):
Specify the method of authentication (444, certficatas or both), and the 444 servers that will be used for VPN connections.

Authentication Methed: A8A Only v

Authentication Server:® CiazolSE > | @@= (Resim il naoius
duthonzation Server: Use same authentication server - 9 RADIUS)
Accounting Server: » @ (Rapius)

Client Address Assignment:

Clhant IP address can be assigned from AR server, DHCP server and IP address poals. When multiple options are selected, IP address
assgnment is tned in the order of AAA server, DHCP server and IP address poel.

Use AAL Server (RADIUS anly) B
Use DHCP Servers
¥ \se [P Address Pools

1Pvd Address Pools: | Inside-Poal
1PvE Address Pools:

Group Policy:

& group policy is & collection of user-onented sesson sttributes mhich are assigned to client when s VPN connection is stablished. Select

or creabe & Group Policy object.

Group Policy:™ DitGrpPalicy bl "
Bt Group Peliey

A aba > os perfis > o clique de Anyconnect do clique adicionam



Edit Group Policy T X

Hame:"™ OFtSrorolicy

Desergltian:

Prafies AnyConnect profles contains settings for the VPN dient functionabty and option
551 Settngs features. FTO deployvs the profiles dunng AnyConnect chent connection,
Connection Settings Client Profile: sl

Add |
Standalone profile editor can be used bo create & new of nmd’d.'ymlmmul\:ﬂ
profile. Wou can dewndoad the profide eddor from Clscn Software Download Center.

Datilografe um nome e o clique consulta... e seleciona seu arquivo VPNprofile.xml de etapa 4
acima

Add AnyConnect File /

AnyConnect_XML_Profile
VPNprofile.xmi
Client Profile

XML profile we created using Profile Editor earlier

_ swe || cewce |

Salvaguarda do clique e clique em seguida

Selecione as caixas de selegéo para seu arquivo de AnyConnect Windows/Mac de etapa 4 acima



Overview Analysis Policies JESUTGES Objects = AMP  Intelligel - em Help v admin »

Device Management NAT VPN » Remolte ACcess Qo5 Flatform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2} Connection Profile € AnyConnect (4) Access & Certificate > (5) Summary
3 ki
' ﬂ ' - Ot =’

Remote User AnwConmect Client
%
9

o
ALA

AnyConnect Client Image
The VPN .

wWaY cin aulomasboadly download
ipe connection setup time by

hie Eates) ylonnect package to the chent device when the VPN connedion
iaosing the appropriate 05 for the selected package

i
el ir

al
\:'rr wnload AnyConnect Chent packages from Cisco Software Download Cenber.

o

Show Re-order buttons Wl

i A B P e i 1!{1."- = S

RN e

LR

amyConnect_Mac_42.603049 anyconnect-macos-4.5.0 3049 -webdeploy-k3. Has 05 -
¥ amyConnect_Windows_4.6.03048 afyConnect-win-4.5.03049-webdeploy-k9.pkg Wendews w
Back Hext Cancel

Clique em seguida
Selecione a zona do grupo de interface/Seguranga como a parte externa
Selecione o certificado de registro como seu certificado que noés fizemos em etapa 3 acima

v admin ¥

Device Management  NAT VPN » Remote Access QoS FlexConfig  Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (7) Connection Profile > (3] AnyConnect (5] Summsry

ah -
B

o or 8 Securty Zone that cortans the netwek interfaces wars wil pccess for VEY

Outide -l

/ 1 Enatée DTLS on member interfaces

Device Certificates
cabed Tdentity certificate] dentfies the VPN gateway o the remate sccess chanks, Selast 3
4 to autherticate the VPN gateway

Hicate Enrodenant;® FICWAiServerCert hal ]

/

A decrypted &
bypass decrypt

Bypass Acoess Cond

Back Hext Cancel

Reveja sua configuracao e clique-a em seguida



Overview  Analysis  Policies BESIRCER Objects | AMP  Intelligence
Device Management  NAT VPN » Remote Access QoS Platform Settings.  FlexConfig  Certificates

Remote Access VPN Policy Wizard

b i I '
| ) [
o ;G‘ = = (=
Remats Uz AnyConnect Clent Dibsde ‘ Bevce

=eo

=

Additional Canfiguration Require:

%

Back Finish Cancel

Configurar a regra FTD NAT para isentar o trafego VPN do NAT desde que sera decifrado de
qualquer maneira e para criar a politica do controle de acesso/regras

Crie uma regra do NAT estatico para certificar-se que o trafego VPN nao obtém NAT'd (FTD ja
decifra os pacotes de AnyConnect enquanto vém a interface externa, assim que é como se esse
PC ¢ ja atras da interface interna, e ja tém um endereco IP privado - nés ainda precisamos de
configurar uma regra (Nenhum-NAT) NAT-isenta para esse trafego VPN):

Va aos objetos > ao clique adicionam a rede > o clique adicionam o objeto

Edit Network Objects T X
Hame: inside-subnet
Description:
Metwori: 192.168.1.0/ 24

Format: ipaddr or ipaddinflen or
range (foaddr-ipaddr)
Allowr Orvermdes:

Save Cancel



Edit Metwork Objects ? X

Hame: outside-gubnet-anycennec-pool

D eScnpErom:

Hetwork 192.168.10.0/24
Format: ipaddr or ipaddrflan or
range f-'l'a‘E gar=rpagar)

Allaw Ohrarmdes:

Save Cancel

Overview  Analysis Policies el Objects ~ AMP  Intelligence

Device Management  NAT VP QoS Platform Settings  FlexConfig  Certificates

Example_Company_NAT_Palicy 0 cance
8 Pt by Devce
r ignal Packet N Translated N
£ Direction Type Source Destination Original Original Original Translated Translated Transiated Options.
Interface Objects Interface Objects Sources Destinations Services Sources Destinations Services
¥ NAT Rules Before <—
F3 Static % Inside % Outside i inside-sabet B outside-subnet-anyconnest-poo i inside-subnet 5 outside-subret-anyconnedt-poo 3
t Vil Vi V Z

¥ Auto NAT Rules

- Dymic ;% Inside % Outside 2 inside-subnet @ Interface 4 Dnsifoise S8

¥ NAT Rules After

Adicionalmente, vocé deve permitir que o trafego de dados flua apos o usuario VPN dentro. Vocé
tem duas escolhas para este:

a. Crie permitem ou negam as regras para permitir que ou negar os usuarios VPN alcancem
determinados recursos

b. Permita do “a politica do controle de acesso desvio para o trafego decifrado” - isto deixa
qualquer um que pode conectar com sucesso ao FTD através do desvio ACL VPN e do acesso
que qualquer coisa atras do FTD sem ir completamente permite ou nega regras na politica do
controle de acesso

Permita a politica do controle de acesso do desvio para o trafego
decifrado abaixo: Dispositivos > VPN > Acesso remoto > perfil > interfaces de acesso VPN:

Access Control for VPN Traffic

(] Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
Decrypted traffic is subjected to Access Control Poficy by default. This option bypasses the Inspection,
but VPN Filter ACL and authorization ACL downloaded from AAA server are still applied to VPN traffic.

Nota: Se vocé ndo permite esta opgao, vocé precisara de ir as politicas > a politica do controle de
acesso e para criar permita que as regras para que os usuarios VPN possam alcangar atras as
coisas internas ou o dmz

ClickDeployin o direita superior do centro de gerenciamento de FirePOWER

Adicionar FTD como o dispositivo de rede e configurar o grupo da politica em Cisco ISE (o
segredo compartilhado RAIO do uso)



Entre ao Cisco Identity Services Engine e a administragdo > os dispositivos de rede > o clique do
clique adicionam

b |dentity Services Engine Home » Context Visibility » Operations + Policy » Administration » Work Centers

b System b ldentily Managemen! = Metwork Resourcas | » Device Portal Managemenl  peGrid Sanvices b Feed Sarvica  » Thieal Cantric NAC
= Natwork Devices Metwork Device Groups Network Dewice Profies External RADIUS Servaers RADIUS Semver Sequances MAC Managars External MDM ¥ Locsbon Services

Metwork Devices Network Devices

Dafaull Davice
-'a"_';.' pheate | @oimport @ Bport » | (@ Generate PAC ¥ Delete

a  Profie Mame Location

Device Security Setfings

Description

Datilografe um nome, datilografe o IP address de seu FTD, e datilografe seu segredo
compartilhado RAIO das etapas acima

Cuidado: Este deve ser a relagcao/IP address para fora que o FTD pode alcancar seu Cisco ISE
(servidor Radius) isto € a relagao FTD que seu Cisco ISE pode alcangar o FTD sobre



';I;'n'ﬂ ldentity Services Engine Home ¢ Context Visibdlity ¢ Dperations ¢ Policy = Administration » Work Centers

b System » fdentity Managameant = Matwork Resources ¢ Device Portal Management peGrid Services ¢ Faed Sarvice ¢ Threat Ceniric MAC

w Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  Exiernal MDM

] Nehwork Devices List > FTDVPN
Network Devices Network Devices /
Default Device * Name | FTDVPN |
Device Sacurity Settings Description | |

*IP: | 192.168.11 = |

p

* Device Profile AlcatelWired | = | &5

* Network Device Group

Lacation [l Locations © | [ setToDefauk |
IPSEC [ © | (setToDefauk |
Dievice Typs |a,|| Device Types o | | Set To Default. |

¥ . RADIUS Authentication Seftings

RADIUS UDP Sattings

Protocol  RADIUS /

* Shared Secrat |t|5|:t|123 | | Hide

Usa Sacond Shared Secret [

|-Show..
CoAPort [ 1700 | | SeTo Default |
RADIUS DTLS Seitings i
DTLS Required [
Shared Secret |radiusddiis i
CoA Port [ 2083 | [SetTo Defaukt.

A politica do clique > a politica ajustada > criam uma politica ajustada para todos os pedidos de
autenticagao que entrarem do seguinte tipo:

O Raio-NAS-porta-tipo IGUALA virtual

Isto significa se alguma requisi¢dao RADIUS que entrar o ISE que olha como conexdes de VPN,

ela batera este grupo da politica

s identty Senvices Engine Moms  » Gontext Viskidty RITEI  Aswesiaton  » Won Cerders

Folcy 34t ProMing  Postwe  Clent Proviscnng  + Poicy Elements

ARowed Protocols | Server Sequence HilS  Actons  View

+  Stmus  Polcy SetName Cescrgoon Conaiions
@ TSSO T Arespace Anespoce-Wian-id EOUALS 1 Dotaat Hetegrk ACCeTS ey o »
@ om * N "B o >

;s @ = Radu A Dvsmimee sccen » + I o »
o \. /w [Pe—— + & >

Eaqui onde vocé pode encontrar essa condicdo em Cisco ISE:



Edos
Raar MAS- O Type

Solel] MonSyte Mol COMSEGn M

¢ 0o e 2 P2 2B ¢ 2 O k ¥

Doy AT D i
5 " o
i 5,
- L,
Ha il =

Edite a politica ajustam-no criado acima
Adicionar uma regra acima da regra de bloqueio de padrao dar da “o perfil da autorizagao do
acesso licenga” dos povos somente se estdao no grupo do diretério ativo chamado “empregados”:

i jdenity Services Engine Hamo = +0 : IR tra @  Uomsevamm &

Poicy Sets | Profing  Posture  Clent Provisioning ) Policy Elements

Palicy Sets = VPN Users m m

Staus  Policy Set Name Descrption Congilions Aliowed Prolocols | Server Sequence  Hils
@ VPN Lisen B ey NAS-PortType EQUALS Vitual Datault Network Access = - o

~ Authentication Policy (2)

+ Stalus  Rulke Name Conditions Use Hits Actions
An_Usse_ID_Stores
€ &
» Options.
AR_Use_ID_Stores
@ = o
* Options.

¥ Authonzation Policy - Local Exceptions
¥ Autnonzation Policy - Global Exteptions
¥ AumONZatCN PONCY (2)

Resulis

Profiles. Security Groups Hits  Actions

S + -+ 3 \a

Stalus  Rule Name Conditions

Eabaixo como sua regra olhara uma vez completa



“theth Identty Services Engine Home b Conte Visibaty

@  ucomsewaming & O
Policy $ats  Profing  Posture  ClaniProvisioning  + Polkcy Elemants

Policy Sets = VPN Users

Stalus  Policy Set Name Description

Conditions

Aliowed Prolecols / Server Sequence Hils
@  vPNUses B Radivs-NAS-Po-Typa EQUALS Virkual DStER NEMWOK ACCBSS. v &
¥ Authentication Policy (2)
+/ Stalus Ruk Name Conditions Use Hits  Actions
All_User_ID_Stoses
@ o B weless_s021% Fo
* Cptions
All_User_iD_Stores.
@ Detwat o o
» Cptions
¥ Authodization Policy - Local Exceptions
¥ Authonzation Policy - Global Exceptions
¥ Authonzation Policy (2)
Resulls
+
Status  Rule Name Conditions \=ru"-_'> Security Gioups Hits  Actions
Al FTD VPN connections Il AD /
@ ciscodc ExiemaiGreups EQUALS clsco comUsers Employees * PermitAccess + - & n
4 Group VPNusars - “ ! .
@ Detaun * DenyACcess + -+

A transferéncia, instala e conecta ao FTD usando o cliente VPN de AnyConnect no empregado
Windows/PCes do Mac

Abra seu navegador no empregado Windows/PC do Mac, e va ao enderec¢o exterior de seu FTD
em seu navegador

« C @ https:y//ciscofp3.cisco.com

Datilografe seu nome de usuario e senha do diretorio ativo



€ 2> C @ hitpsy/feiscofpd.cisco.com/+CSCOE +/logon htmi#form title_text o~ B

Lisemame jsmith |
Pasgwr semaes |

Clique a transferéncia



3
[ AnyConnect Installation X + = (& | H

<« C @ nhitps//dscofp3.cisco.com CACHE/sto/1/index. htm o 0

AnyConnect Secure Mok
Download

e . ¢ s

Instale e execute o cliente seguro da mobilidade de AnyConnect VPN no PC de Windows/Mac

F9 Cisco AnyConnect Secure Mobility Client o] @ [=l

Datilografe seu nome de usuario e senha do diretério ativo quando alertado

Vocé sera dado um IP address do pool do IP address criado acima na etapa 5 e em um gateway
padrao do .1 nessa sub-rede



L, Cnd. e

Ethernet adapter Local Area Connection 2

nection-specific DHE Suffix

FoBd: s PdbetadlVYibbed 130649511

et H
Defauilt Gate

liinne | adapter a2 —4348-AnG E-FEECBERTSODE > =

Hedia State i : i : Media dizconnectad

Verificar
FTD

Comandos show

Verifique em FTD que o utilizador final esta conectado a AnyConnect VPN:

> show ip

System IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0 inside 192.168.1.1 255.255.255.240 CONFIG
GigabitEthernet0/1 outside 203.0.113.2 255.255.255.240 CONFIG
Current IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0 inside 192.168.1.1 255.255.255.240 CONFIG
GigabitEthernet0/1 outside 203.0.113.2 255.255.255.240 CONFIG

> show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : jsmith Index : 2

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:

(1)AES256



Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAL
Bytes Tx : 18458 Bytes Rx : 2706024

Pkts Tx : 12 Pkts Rx : 50799

Pkts Tx Drop : 0 Pkts Rx Drop : 0

Group Policy : DfltGrpPolicy Tunnel Group : FTDAnyConnectVPN
Login Time : 15:08:19 UTC Wed Oct 10 2018

Duration : 0h:30m:11ls

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0ac9d68a000020005bbel5e3

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 2.1

Public IP : 198.51.100.2

Encryption : none Hashing : none

TCP Src Port : 53956 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 0 Minutes
Client OS : win

Client OS Ver: 6.1.7601 Service Pack 1

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.6.03049
Bytes Tx : 10572 Bytes Rx : 289

Pkts Tx : 6 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : 0

SSL-Tunnel:

Tunnel ID : 2.2

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1l.2 TCP Src Port : 54634

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.6.03049
Bytes Tx : 7886 Bytes Rx : 2519

Pkts Tx : 6 Pkts Rx : 24

Pkts Tx Drop : 0 Pkts Rx Drop : 0

DTLS-Tunnel:

Tunnel ID : 2.3

Assigned IP : 192.168.10.50 Public IP : 198.51.100.2
Encryption : AES256 Hashing : SHAL

Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 61113

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.6.03049
Bytes Tx : 0 Bytes Rx : 2703216

Pkts Tx : 0 Pkts Rx : 50775

Pkts Tx Drop : 0 Pkts Rx Drop : 0

Uma vez que vocé vai no PC de Windows 7 e clica a “disconexao” no cliente de Cisco
AnyConnect, vocé obtera:



> show vpn-sessiondb detail anyconnect
INFO: There are presently no active sessions

Captagdes

Como uma captacéao de trabalho olha como na interface externa quando vocé bater conecta no
cliente de AnyConnect

Exemplo:
O IP do publico do utilizador final sera o IP do publico de seu roteador em casa por exemplo

ciscofp3# capture capin interface outside trace detail trace-count 100 match ip any host
<enduser'sPublicIPAddress>

<now hit Connect on AnyConnect Client from employee PC>

ciscofp3# show cap

capture capin type raw-data trace detail trace-count 100 interface outside [Buffer Full - 524153
bytes]

match ip any host 198.51.100.2

Veja os pacotes que vieram a interface externa do FTD do PC do utilizador final se certificar que
chegam em nossa relagao exterior FTD:

ciscofp3# capture capin interface outside trace detail trace-count 100 match ip any host
<enduser'sPublicIPAddress>

<now hit Connect on AnyConnect Client from employee PC>

ciscofp3# show cap

capture capin type raw-data trace detail trace-count 100 interface outside [Buffer Full - 524153
bytes]

match ip any host 198.51.100.2

Veja os detalhes do que acontece a esse pacote que vem dentro do utilizador final dentro do
Firewall

ciscofp3# show cap capin packet-number 1 trace detail
2943 packets captured

1: 17:05:56.580994 006b.fle7.6c5e 000c.294f.ac84 0x0800 Length: 66
198.51.100.2.55928 > 203.0.113.2.443: S [tcp sum ok] 2933933902:2933933902(0) win 8192 <mss
1460,nop,wscale 8,nop,nop,sackOK> (DF) (ttl 127, id 31008)

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acell3beec90, priority=13, domain=capture, deny=false
hits=2737, user_data=0x2acel232af40, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=outside, output_ifc=any

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW
Config:

Implicit Rule



Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2acel07c¢8480, priority=1, domain=permit, deny=false
hits=183698, user_data=0x0, cs_id=0x0, 13_type=0x8

src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=outside, output_ifc=any

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 203.0.113.2 using egress ifc identity

Phase: 4

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2acell99f680, priority=119, domain=permit, deny=false
hits=68, user_data=0x0, cs_1id=0x0, flags=0x0, protocol=6

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0
input_ifc=outside, output_ifc=identity

Phase: 5

Type: CONN-SETTINGS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acell99efd0, priority=8, domain=conn-set, deny=false
hits=68, user_data=0x2acell99e5d0, cs_id=0x0, reverse, flags=
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0
input_ifc=outside, output_ifc=identity

Phase: 6

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

0x0, protocol=6

in i1id=0x2ace0fa81330, priority=0, domain=nat-per-session, deny=false

hits=178978, user_data=0x0, cs_id=0x0, reverse, use_real_addr
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 7

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in i1d=0x2acel07c¢db00, priority=0, domain=inspect-ip-options,

, flags=0x0,

deny=true

protocol=6



hits=174376, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 8

Type: CLUSTER-REDIRECT

Subtype: cluster-redirect

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2acel07¢90c0, priority=208, domain=cluster-redirect, deny=false
hits=78, user_data=0x0, cs_1id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=identity

Phase: 9

Type: TCP-MODULE

Subtype: webvpn

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in i1d=0x2acell199df20, priority=13, domain=soft-np-tcp-module, deny=false
hits=58, user_data=0x2ace061efb00, cs_id=0x0, reverse, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=443, tag=any, dscp=0x0
input_ifc=outside, output_ifc=identity

Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acelld455e0, priority=13, domain=ipsec-tunnel-flow, deny=true
hits=87214, user_data=0x0, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 11

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in i1d=0x2acellda7000, priority=13, domain=capture, deny=false
hits=635, user_data=0x2acel232af40, cs_id=0x2acellf21620, reverse, flags=0x0, protocol=0
src ip/id=198.51.100.2, mask=255.255.255.255, port=0, tag=any
dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 12

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:



out 1d=0x2acel0691780, priority=13, domain=capture, deny=false

hits=9, user_data=0x2acel232af40, cs_id=0x2acellf21620, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst 1ip/i1d=198.51.100.2, mask=255.255.255.255, port=0, tag=any, dscp=0x0

input_ifc=any, output_ifc=outside

Phase: 13

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 87237, packet dispatched to next module
Module information for forward flow
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer
snp_fp_tcp_mod

snp_fp_adjacency

snp_fp_fragment

snp_fp_drop

Module information for reverse flow
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer
snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

1 packet shown
ciscofpl3#

Copie a captagao ao disco 0: de seu FTD. Vocé pode entao transferi-lo através do SCP, do FTP,
oudo TFTP

(ou da Web de centro de gerenciamento de FirePOWER Ul >> sistema >> saude >>
Troubleshooting avangado do monitor de funcionamento >> do clique >> aba do arquivo da
transferéncia do clique)

ciscofp3# copy /pcap capture:capin diskO:/capin.pcap
Source capture name [capin]? <hit Enter>

Destination filename [capin.pcap]? <hit Enter>
rrrrrrrrrrrrrn

207 packets copied in 0.0 secs

ciscofp3# dir

Directory of diskO:/

122 -rwx 198 05:13:44 Apr 01 2018 lina_phasel.log

49 drwx 4096 21:42:20 Jun 30 2018 log

53 drwx 4096 21:42:36 Jun 30 2018 coredumpinfo

110 drwx 4096 14:59:51 Oct 10 2018 csm

123 -rwx 21074 01:26:44 Oct 10 2018 backup-config.cfg
124 -rwx 21074 01:26:44 Oct 10 2018 startup-config

125 -rwx 20354 01:26:44 Oct 10 2018 modified-config.cfg
160 -rwx 60124 17:06:22 Oct 10 2018 capin.pcap



ciscofp3# copy diskO:/capin.pcap tftp:/

Source filename [capin.pcap]? <hit Enter>

Address or name of remote host []? 192.168.1.25 (your TFTP server IP address (your PC if using
tftpd32 or Solarwinds TFTP Server))

Destination filename [capin.pcapl? <hit Enter>

113645 bytes copied in 21.800 secs (5411 bytes/sec)

ciscofpl3#

(or from FirePOWER Management Center Web GUI >> System >> Health >> Health Monitor >> click
Advanced Troubleshooting >> click Download File tab)

Verifique que regra NAT esta configurado corretamente:

ciscofp3# packet-tracer input outside tcp 192.168.10.50 1234 192.168.1.30 443 detailed

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2ace0fa%90e70, priority=13, domain=capture, deny=false
hits=11145169, user_data=0x2acel20c4910, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=outside, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acel07c8480, priority=1, domain=permit, deny=false
hits=6866095, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=outside, output_ifc=any

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.30 using egress ifc inside

Phase: 4

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup
Additional Information:

NAT divert to egress interface inside

Untranslate 192.168.1.30/443 to 192.168.1.30/443

Phase: 5
Type: ACCESS-LIST



Subtype: log

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip ifc outside any any rule-id 268436481 event-log flow-
end

access-list CSM_FW_ACL_ remark rule-id 268436481: PREFILTER POLICY:
Example_Company_Prefilter_Policy

access-list CSM_FW_ACL_ remark rule-id 268436481: RULE: AllowtoVPNOutsideinterface
Additional Information:

Forward Flow based lookup yields rule:

in id=0x2acelOfa8f4el0, priority=12, domain=permit, trust

hits=318637, user_data=0x2ace057b%9a80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=outside

dst i1ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 7

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup
Additional Information:

Static translate 192.168.10.50/1234 to 192.168.10.50/1234

Forward Flow based lookup yields rule:

in i1d=0x2acell975cb0, priority=6, domain=nat, deny=false

hits=120, user_data=0x2ace0f29c4al0, cs_id=0x0, flags=0x0, protocol=0

src ip/id=192.168.10.0, mask=255.255.255.0, port=0, tag=any

dst 1p/id=10.201.214.128, mask=255.255.255.240, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

Phase: 10 Type: VPN Subtype: ipsec-tunnel-flow Result: ALLOW Config: Additional Information:
Forward Flow based lookup yields rule: in id=0x2acelld455e0, priority=13, domain=ipsec-tunnel-
flow, deny=true hits=3276174, user_data=0x0, cs_1id=0x0, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=any Phase: 11 Type: NAT Subtype: rpf-check Result: ALLOW Config:
nat (inside,outside) source static inside-subnet inside-subnet destination static outside-
subnet-anyconnect-po ol outside-subnet-anyconnect-pool no-proxy-arp route-lookup

Additional Information:

Forward Flow based lookup yields rule:

out 1d=0x2ace0d5a9800, priority=6, domain=nat-reverse, deny=false

hits=121, user_data=0x2acel232a4c0, cs_1id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=192.168.10.0, mask=255.255.255.0, port=0, tag=any

dst 1p/id=10.201.214.128, mask=255.255.255.240, port=0, tag=any, dscp=0x0

input_ifc=outside, output_ifc=inside

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 3279248, packet dispatched to next module

Module information for reverse flow



Phase: 15

Type: ROUTE-LOOKUP
Subtype:
Result:
Config:

Resolve Egress Interface

ALLOW

Additional Information:
found next-hop 192.168.1.30 using egress ifc inside

Result:

input-interface: outside
up
input-line-status: up

input-status:

output-interface: inside

output-status: up
output-line-status: up
Action: allow
ciscofpl3#

Capture tomado no PC do empregado do PC que conecta com sucesso ao FTD através de
AnyConnect VPN

M anyconnectinitiation.peapng

File Edit View Go Capture Analyze Statistics  Telephony Wireless  Tools  Help
dm 20 [DRBRes=FTaEEaaan
[i |ip.addr ==
Mo, Time Source Src port Destination Dstport Protocol  Length Info
129 3.685253 56501 443 TCP 66 56581 + 443 [SYN] Seq=8 Win=8192 Len=@ M55=146@ W5=256 SACK_PERM=1

131 3.685917 56581 443 TCP 54 56581 =+ 443 [ACK] Seq=1 Ack=1 Win=64248 Len=8
132 3.687835 56581 443 TLSv1.2 187 Client Hello
133 3.687442 443 56581 TCP 6@ 443 » 56581 [ACK] Seq=1 Ack=134 Win=32768 Len=@
134 3.687806 443 56581 TLSv1.2 1514 Server Hello
142 3.899719 56501 443 TCP 54 56581 + 443 [ACK] Seq=134 Ack=1461 Win=64248 Len=@
143 3.988383 443 56581 TLSw1l.2 1159 Certificate, Server Hello Done
144 3.90818083 56581 443 TLSv1.2 412 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
145 3.9084245 443 56581 TLSv1.2 145 Change Cipher Spec, Encrypted Handshake Message
146 3.987281 56501 443 TLSv1.2 363 Application Data
147 3.987374 56581 443 TLSv1.2 875 Application Data
148 3.987797 443 56581 TCP 6@ 443 » 56581 [ACK] Seq=2657 Ack=881 Win=32768 Len=8
149 3.987868 443 5651 TCP 6@ 443 » 56501 [ACK] Seq=2657 Ack=1622 Win=32768 Len=0
156 3.989608 443 56501 TLSv1.2 363 Application Data
151 3.989759 443 56501 TLSvl.2 811 Application Data

~ Transmission Control Protocol, Src Port: 56581, Dst Port: 443, Seq: @, Len: @
Source Port: 56581
Destination Port: 443

Vocé pode igualmente ver o tunel DTL formar mais tarde nesta mesma captacgao

M capinpcap
File Edit \iew Go Capture Telephony  Wireless  Tools  Help
4B 10 [ IERE Qe s S Eaaanm
Source Sreport Destination Dstport  Protocod Length Info
.817645 443 56288 TCP 1514 443 + 56280 [PSH, ACK] Seqe0286 Ack=1215 Win=32768 Len=146@ [TCP segment of a reassembled POU]
817645 443 56280 TLSv1.2 176 Application Data
.817668 443 56288 TLSV1.2 158 Application Data
818088 56289 443 TCP 54 56280 » 443 [ACK] Seq=1215 Ack=18746 Win=64248 Len=08
.818538 56289 443 TCP 54 56280 + 243 [ACK] Seq=1215 Ack=10972 Win=64814 Len=2
.215122 58944 443 DTLS 1.8 (OpenS5L pre @8.9.5f) 141 Client Hello
.215618 443 58944 DTLS 1.8 (OpenSSL pre 8.9.5f) 98 Hello Verify Request
L 215671 56289 443 TL5v1.2 1111 Application Data
.215763 443 56288 TCP 54 443 + 56280 [ACK] Seq=18972 Ack=2272 Win=32768 Len=@
247011 58944 443 DTLS 1.0 (OpenSSL pre @.9.8f) 161 Client Hello
.247728 443 58944 DTLS 1.8 (OpenSSL pre 8.9.8f) 238 Server Hello, Change Cipher Spec, Emcrypted Handshake Message
. 249285 58944 443 DTLS 1.8 (OpenSSL pre 8.9.8f) 135 Change Cipher Spec, Encrypted Handshake Message
. 272309 58944 443 DTLS 1.0 (OpenSSL pre @.9.8f) 135 application Data
. 277680 58944 443 DTLS 1.8 (OpenSSL pre 8.9.8f) 135 Application Data
. 334581 58944 443 DTLS 1.8 (ﬂp!llSSL pre 8.9.8F) 263 npplicatinn Data

-

Frame 81: 141 bytes on wire (1128 bits), 141 bytes captured (1128 bits)
Ethernet 11, Src: Cisco_e7:6c:Se (8@:6b:ifl:e7:6c:5e), Dst: Vmware_4f:ac:84 (80:8c:29:4f:ac:84)
Internet Protocol Version 4, Sre: 5 Dst:
User Datagram Protecel, Src Port: 58844, Dst Port: 443
Datagram Transpert Layer Security
~ DTLS 1.8 (OpenS5L pre @.9.5f) Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: DTLS 1.8 (OpenSSL pre @.9.5F) (@x@18e)
Epach: @
Sequence Number: @
Length: 86
“ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 74
Message Sequence: @
Fragment Offset: @
Fragment Length: 74

L v v v

A captacao tomada na interface externa do FTD que mostra o PC de AnyConnect conecta com
sucesso ao VPN



,‘ capin.pcap

File Edit View Go Capture Analyze Statistics  Telephony Wireless Tools  Help
dm s [DREBQe=2EZET L =EAaqB

[] |-'~9::-, a display filter ... <Ctrl-/>

hia. Time Source Srcport Destination Dstport  Protoool Length Info

3 12:85:56.581757 55428 443 TCP 54 55928 = 443 [ACK] Seqel Acke=l Win=£4248 Len=@

4 12:85:56.582382 55828 443 TLSv1.2 137 Client Helle

5 12:85:56.582458 443 55928 TCP 54 443 + 55928 [ACK] Seqel Acks134 Win=32768 Lens@

6 12:85:56.582733 & W 443 - - 55928 TLSv1.2 1514 Server Hello =S

7 12:85:56.790211 55028 443 TCP 54 55928 + 443 [ACK] Seq=134 Ack=1451 Win=£4248 Len=@
8 12:85:56.79@349 443 55928 TLSv1.2 1159 Certificate, Server Hello Done

9 12:85:56.791691 55928 443 TLSV1.2 412 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
1@ 12:@85:56.794011 443 55028 TLSv1.2 145 change Cipher Spec, Encrypted Handzhake Mszzage

11 12:85:56.797877 55928 443 TLSv1.2 363 Application Data

12 12:05:56.797169 443 55928 TCP 54 443 + 55028 [ACK] Seq=2657 Ack=B881 Win=32768 Len=@
13 12:85:56.797199 55928 443 TLSv1.2 875 Application Data

14 12:85:56.797276 443 55928 TCP 54 423 » 55928 [ACK] Seq=2657 Ack=1622 Win=32768 Len=@
15 12:05:56.708634 443 $5028 TLSvl.2 363 Application Data

16 12:05:56.798786 443 55928 TLSvl.2 811 Application Data

Frame 6: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: Vmware 4f:ac:84 (80:8c:29:4f:ac:84), Dst: Cisco e7:6c:Se (@@:6b:flie7:6c:5e)
Internet Protocol Version 4, Src: . Dst:
% Transmission Control Protocol, Src Port: 443, Dst Port: 55928, Seq: 1, Ack: 134, Len: 1460
Source Port: 443
Destination Port: 55928
[Stream index: @]
[TCP Segment Len: 1458]
Sequence nusber: 1 (relative sequence number)
[Mext sequence number: 1451 {relative sequence number)]
Acknowledgment number: 134 (relative ack number)
e1gl .... = Header Length: 20 bytes (5)
> Flags: @x@lB (PSH, ACK)
Window size value: 32768
[Calculated window size: 32768]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @x3693 [unverified]

WA

iy

Nota: vocé pode ver o certificado de servidor de VPN FTD no pacote dos “servidores hello
enquanto nés conectamos a interface externa do FTD através do VPN. O PC do empregado
confiara este certificado porque o PC do empregado tem o certificado CA raiz nele, e o certificado
de servidor de VPN FTD foi assinado por essa mesma CA raiz.

Capture tomado no FTD do FTD que pede o servidor Radius se o username + a senha estao
corretos (Cisco o ISE)



M capaaa.peap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am 1 ® REQes=FTasEEHaaam
[ |App|‘-r' a display filter ... <Ctrl-/>
Ma. Time Source Srcport Destination Dstport  Protocol Length Info
1 13:@85:36.771841 3238 1812 RADIUS — 701 Access-Request id=93
2 13:85:42.865342 1812 3233 RADIUS —e 201 Access-Accept id=93
3 13:85:42.865937 3238 1812 RADIUS 781 Access-Request id=04
4 13:85:42.911314 1812 3238 RADIUS 62 Access-Reject id=94
5 13:85:43.382825 19586 1813 RADIUS 756 Accounting-Request id=95
6 13:85:43.300204 1813 19588 RADIUS 62 Accounting-Response id=95
L4
Frame 2: 281 bytes on wire (1688 bits), 201 bytes captured (1688 bits)

Code: Access-Accept (2)

Ethernet II, Src: Cisco e7:6c:Se

Internet Protocol Version 4, Src: , Dst:

User Datagram Protocol, Src Port: 1812, Dst Port: 3233
* RADIUS Protocol

(@8:6b:fl:e7:6c:5e), Dst: Vmware_4f:ac:84 (80:8c:20:4f:ac:84)

Bada

@@ @c 29 4f ac 84 @@ &b
@@ bb 5T 66 48 @8 3f 11
d6 97 @7 14 @c a6 8e a7
c7 ab B5 6d e7 75 <7 64

6a 73 6d 69 74 6oNEEPL

73 73
38 31
43 41
31 81
72 82
34 2
la 7@
72 &b

Ge 3a 3@ 61
3@ 3@ 35 62
3a 3@ 61 63
38 35 62 62
69 73 85 2F
37 34 32 39
66 69 6cC 65
61 74 69 &F

)0 -k
_f@-?

em-u-d

(
ssion:@a
@8la@easb
CACS:@ac
la@aa5bb
rbinise/
4/197429
profile
rkstatio

1~--E

N--]
T

ReauthSe -i—

c9d68aae
bfaefa- ;
9de3aaae
foafa:co
32234488
=]

-name=ko
n

Como vocé pode ver acima, nossa conexao de VPN obtém uma aceitagao de acesso, e nosso
cliente VPN de AnyConnect conecta com sucesso ao FTD através do VPN

A captacao (CLI) de FTD que pede Cisco ISE se o username + a senha sao validos (isto é
certifica-se que as requisicoes RADIUS estdo indo com sucesso entre FTD e ISE e se verifica
para fora do que relagcédo é que saem)

ciscofpl3#
ciscofpl3#
ciscofpl3#
37: 01:23:
38: 01:23:
39: 01:23:
40: 01:23:
82: 01:23:
85: 01:23:

capture capout interface inside trace detail trace-count 100 [Capturing - 35607 bytes]
show cap

show cap capout |
192.
192.
192.
192.
192.
192.

52.
52.
52.
52.
52.
52.

264512
310210
311064
326734
737663
744483

168.
168.

168.
168.

i 192.168.1.10
1.1.3238 > 192.168.1.10.1812:
1.10.1812 > 192.168.1.1.3238:
168.1.1.3238 > 192.168.1.10.1812:
1
1

.10.1812 > 192.168.1.1.3238:
.1.19500 > 192.168.1.10.1813:
168.1.10.1813 > 192.168.1.1.19500:

udp 659
udp 159
udp 659
udp 20

udp 714
udp 20

Abaixo do servidor Radius de Cisco ISE mostra essa autenticacdo bem sucedida. Clique a lupa
para ver os detalhes da autenticagcao bem sucedida




abuils - jgentity Services Engine

Overview
Event 2200 Aufhenbcation succesded
Usemame jsmith
Endpednt Id 00 0 29 37-EF: BF &
Endpoint Profike Warkslation
Authentication Policy VPN Usars == Dadaull
Authorizalion Policy VPN Users == Aiow FTD VPN connections if AD Gooup VP NuSers
Authorizalion Resull ParmiLAccEss

Capture no adaptador de AnyConnect do PC do empregado do PC do empregado que vai a um
Web site interno através de HTTPS (isto € quando for com sucesso VPN'd dentro):

Ny ey | = R

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Adm J@ iPpRERe=F8EEaqaH

(W [tp.port == 443 ] ~ | Expression..

Mao. Time Source Destination Protocol  Length Info =
[ 459 1,.545845 192.168.18.58 - TCP 66 B35T7E + 443 [SYN] Seq=8 Win=8192 [ H
51 1.547675 152.168.18.58 TCP 54 £3576 + 443 [ACK] Seg=1 Ack=1 Wir

52 1.5459@52 152.168.18.58 TLSv1.2 248 Client Hello
53 1.558413 192.168.18.58 TLSv1.2 9@8 server Hello, Certificate, Server
54 1.558929 192.168.18.58 TLSV1.2 372 Client Key Exchange, Change Ciphe
58 1.562866 TLSv1.2 185 Change Cipher Spec, Encrypted Har|
59 1.562718 152.168.18.58 TLSv1.2 459 Application Data
68 1.595485 192.168.18.58 TLSv1.2 1887 Application Data
61 1.628938 152.168.18.58 TLS5V1.2 437 Application pata
64 1.666935 1592.168.18.58 TCP 1428 443 + 3576 [ACK] Seg=1851 Ack=1Z
65 1.667232 192.168.18.58 TCP 1428 443 » B3576 [ACK] Seq=3217 Ack=1:
66 1.667234 152.168.18.58 TCP 54 B3576 -+ 443 [ACK] Seg=1383 Ack=4c
67 1.667423 192.168.18.58 TCP 1428 443 + 3576 [ACK] Seg=4583 Ack=1: e
< m | b
[ Frame 49: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @ -
[ Ethernet IT, Src: Cisco_3c:73:88 (PB:85:93:3c:78:88), Dst: Cimsys 33:44:55 (@8:11:27:33:44:55) I:I
[ Internet Protocol Version 4, Src: 192.168.1e.58, Dst:
4 [Transmission Control Protocol, src Port: 63576, Dst Port: 443, Seq: 8, Len: @ |
source Port: 63576
Destination Port: 443 -
28 11 22 33 44 55 @@ @5 93 3c 7o @8 @2 82 45 a8 ¢+« ™300« «gZeuEx
88 34 25 44 49 88 B8 @6 29 59 c@ aB @3 32 83 9 L) " B ) ST
* de 83 f2 58 @1 bb 21 bb 29 32 20 22 82 82 20 82 R CEN R
2838 20 29 de 45 82 292 82 84 9555915353.9191 E'l.l'l
2848 84 a2 '
@ #  Transmission Control Protocol (tcp), 32 bytes || Packets: 260 - Displayed: 125 (48.19%%) = Dropped: 0 (0.0%) || Profile: Default
Debugs

debugar o raio todo

debugar o anyconnect 255 do webvpn




Seja executado “debugam o raio todo 0” comando em FTD CLI diagnéstico (apoio diagndstico-CLI
do >system) e batem o " conectar " no PC de Windows/Mac no cliente de Cisco Anyconnect

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
ciscofp3> enable

Password: <hit enter>

ciscofp3# terminal monitor

ciscofp3# debug radius all

<hit Connect on Anyconnect client on PC>

radius mkreqg: 0x15

alloc_rip 0x00002acel0875428

new request 0x15 --> 16 (0x00002acel0875428)
got user 'jsmith'

got password

add_reqg 0x00002acel0875428 session 0x15 id 16
RADIUS_REQUEST

radius.c: rad_mkpkt

rad_mkpkt: ip:source-ip=198.51.100.2

RADIUS packet decode (authentication request)

Raw packet data (length = 659).....

01 10 02 93 fb 19 19 Af £f6 bl c7 3e 34 fc 88 ce | ........... >4, ..
75 38 2d 55 01 08 6a 73 64 69 74 68 02 12 a0 83
c9 bd ad 72 07 dl bc 24 34 9e 63 al f5 93 05 06
00 00 50 00 le 10 31 30 2e 32 30 31 2e 32 31 34
2e 31 35 31 1f 10 31 30 2e 32 30 31 2e 32 31 34
2e 32 35 31 34 06 00 00 00 05 42 10 31 30 2e 32
30 31 2e 32 31 34 2e 32 35 31 1la 23 00 00 00 09
01 1d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65
2d 70 6c 61 74 66 6f 72 6d 3d 77 69 6e la 2c 00
00 00 09 01 26 6d 64 6d 2d 74 6¢c 76 3d 64 65 76
69 63 65 2d 6d 61 63 3d 30 30 2d 30 63 2d 32 39
2d 33 37 2d 65 66 2d 62 66 la 33 00 00 00 09 01
2d 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d
70 75 62 6c 69 63 2d 6d 61 63 3d 30 30 2d 30 63
2d 32 39 2d 33 37 2d 65 66 2d 62 66 la 3a 00 00 -29-37-ef-bf.:..
00 09 01 34 6d 64 6d 2d 74 6¢c 76 3d 61 63 2d 75 ... dmdm-tlv=ac-u

|

|

| .P...198.51.100.2
|
|
|
|
|
|
|
|
|
|
|
|

73 65 72 2d 61 67 65 6e 74 3d 41 6e 79 43 6f 6e | ser-agent=AnyCon

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

.151..198.51.100.2

51.100.2#....

. .mdm-tlv=device
-platform=win., .
.. ..&mdm-tlv=dev
ice-mac=00-0c-29
-37-ef-bf.3.....
-mdm-tlv=device-
public-mac=00-0c

6e 65 63 74 20 57 69 6e 64 6f 77 73 20 34 2e 36
2e 30 33 30 34 39 1a 3f 00 00 00 09 01 39 6d 64
6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 6c 61
74 66 6f 72 6d 2d 76 65 72 73 69 6f 6e 3d 36 2e
31 2e 37 36 30 31 20 53 65 72 76 69 63 65 20 50
61 63 6b 20 31 1la 40 00 00 00 09 01 3a 6d 64 6d
2d 74 6c 76 3d 64 65 76 69 63 65 2d 74 79 70 65
3d 56 4d 77 61 72 65 2c 20 49 6e 63 2e 20 56 4d
77 61 72 65 20 56 69 72 74 75 61 6c¢c 20 50 6¢ 61

nect Windows 4.6
.03049.72..... 9md
m-tlv=device-pla
tform-version=6.
1.7601 Service P

-tlv=device-type
=VMware, Inc. VM
ware Virtual Pla

74 66 6f 72 6d la 5b 00 00 00 09 01 55 6d 64 6d tform.[..... Umdm
2d 74 6c 76 3d 64 65 76 69 63 65 2d 75 69 64 3d -tlv=device-uid=
33 36 39 33 43 36 34 30 37 43 39 32 35 32 35 31 3693C6407C925251
46 46 37 32 42 36 34 39 33 42 44 44 38 37 33 31 FF72B6493BDD8731
38 41 42 46 43 39 30 43 36 32 31 35 34 32 43 33 8ABFC9O0C621542C3
38 46 41 46 38 37 38 45 46 34 39 36 31 34 41 31 8FAF878EF49614A1

04 06 00 00 00 00 la 31 00 00 00 09 01 2b 61 75 | ....... 1..... +au

64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 34 30 | dit-session-id=0

61 63 39 64 36 38 61 30 30 30 30 35 30 30 30 35 | ac9d68a000050005

62 62 65 31 66 39 31 la 23 00 00 00 09 01 14 69 | bbelf9l.#...... i
|

70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e 32 p:source-ip=192.1



30 31 2e 32 31 34 2e 32 35 31 la 18 00 00 Oc 04 | 68.10.50........
92 12 46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 | . .FTDAnyConnectV
50 4e la Oc 00 00 Oc 04 96 06 00 00 00 02 1a 15 | PN..............
00 00 00 09 01 Of 63 6f 61 24 70 75 73 68 34 74 | ...... coa-push=t

72 75 65 | rue

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 16 (0x10)

Radius: Length = 659 (0x0293)

Radius: Vector: FB1919DFF6B1C73E34FC88CE75382D55

Radius: Type = 1 (0x01) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =

6a 73 64 69 74 68 | jsmith

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

a0 83 c9 bd ad 72 07 dl1 bc 24 34 9e 63 al £5 93 | ..... r...sd.c...
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5000

Radius: Type = 30 (0x1E) Called-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.0.113.2

Radius: Type = 31 (0x1F) Calling-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2

Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 29 (0x1D)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | mdm-tlv=device-p
6c 61 74 66 6f 72 64 34 77 69 6e | latform=win

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 44 (0x2C)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 38 (0x26)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 64 | mdm-tlv=device-m
61 63 3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65 | ac=00-0c-29-37-e
66 2d 62 66 | f-bf

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 51 (0x33)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 45 (0x2D)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | mdm-tlv=device-p
75 62 6c 69 63 2d 64 61 63 34 30 30 2d 30 63 2d | ublic-mac=00-0c-
32 39 24 33 37 2d 65 66 2d 62 66 | 29-37-ef-bf

Radius: Type = 26 (0x1A) Vendor-Specific



Radius: Length = 58 (0x3A)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 52 (0x34)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 61 63 2d 75 73 65 72 2d | mdm-tlv=ac-user-
61 67 65 6e 74 3d 41 6e 79 43 6f 6e 6e 65 63 74 | agent=AnyConnect
20 57 69 6e 64 6f 77 73 20 34 2e 36 2e 30 33 30 | Windows 4.6.030
34 39 | 49

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 63 (0x3F)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 57 (0x39)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 70 | mdm-tlv=device-p
6c 61 74 66 6f 72 64 2d 76 65 72 73 69 6f 6e 3d | latform-version=
36 2e 31 2e 37 36 30 31 20 53 65 72 76 69 63 65 | 6.1.7601 Service
20 50 61 63 6b 20 31 | Pack 1

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 64 (0x40)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 58 (0x3A)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 74 | mdm-tlv=device-t
79 70 65 34 56 44 77 61 72 65 2c 20 49 6e 63 2e | ype=VMware, Inc.
20 56 44 77 61 72 65 20 56 69 72 74 75 61 6¢c 20 | VMware Virtual
50 6c 61 74 66 6f 72 64 | Platform

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 91 (0x5B)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 85 (0x55)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 | mdm-tlv=device-u
69 64 3d 33 36 39 33 43 36 34 30 37 43 39 32 35 | id=3693C6407C925
32 35 31 46 46 37 32 42 36 34 39 33 42 44 44 38 | 251FF72B6493BDD8
37 33 31 38 41 42 46 43 39 30 43 36 32 31 35 34 | 7318ABFC90C62154
32 43 33 38 46 41 46 38 37 38 45 46 34 39 36 31 | 2C38FAF878EF4961
34 41 31 | 471

Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 0.0.0.0 (0x00000000)

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 49 (0x31)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 43 (0x2B)

Radius: Value (String) =

61 75 64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 | audit-session-id
3d 30 61 63 39 64 36 38 61 30 30 30 30 35 30 30 | =0ac9d68a0000500
30 35 62 62 65 31 66 39 31 | 05bbelf9l

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 29 (0x1D)

Radius: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 34 31 30 2e | ip:source-ip=192.
32 30 31 2e 32 31 34 2e 32 35 31 | 168.10.50

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 24 (0x18)

Radius: Vendor ID = 3076 (0x00000C04)



Radius: Type = 146 (0x92) Tunnel-Group-Name
Radius: Length = 18 (0x12)
Radius: Value (String) =
46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnectVPN
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 12 (0x0C)
Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 150 (0x96) Client-Type
Radius: Length = 6 (0x06)
Radius: Value (Integer) = 2 (0x0002)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 21 (0x15)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 15 (0x0F)
Radius: Value (String) =
63 6f 61 2d 70 75 73 68 3d 74 72 75 65 | coa-push=true
send pkt 192.168.1.10/1812
rip 0x00002acel0875428 state 7 id 16
rad_vrfy () : response message verified
rip 0x00002acel0875428
chall_state "'
state 0x7
regauth:
fb 19 19 df £6 bl c7 3e 34 fc 88 ce 75 38 2d 55
info 0x00002acel0875568
session_id 0x15
request_id 0x10
user 'Jjsmith'
response '***!
app 0
reason 0
skey 'ciscol23'
sip 192.168.1.10
type 1

RADIUS packet decode (response)

Raw packet data (length = 159).....

02 10 00 9f 39 45 43 cf 05 be df 2f 24 d5 d7 05 | ....9EC..../$...
47 67 b4 £4 01 08 6a 73 64 69 74 68 18 28 52 65 | Gg....jsmith. (Re
61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 63 39 | authSession:0ac9
64 36 38 61 30 30 30 30 35 30 30 30 35 62 62 65 | d68a000050005bbe
31 66 39 31 19 3b 43 41 43 53 3a 30 61 63 39 64 | 1£f91.;CACS:0ac9d
36 38 61 30 30 30 30 35 30 30 30 35 62 62 65 31 | 68a000050005bbel
66 39 31 3a 63 6f 72 62 69 6e 69 73 65 2f 33 32 | £91:corbinise/32
32 33 34 34 30 38 34 2f 31 39 33 31 36 38 32 la | 2344084/1931682.

20 00 00 00 09 01 la 70 72 6f 66 69 6c 65 2d 6e | ...... profile-n
61 64 65 3d 57 6f 72 6b 73 74 61 74 69 6f 6e | ame=Workstation

Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 16 (0x10)

Radius: Length = 159 (0x009F)

Radius: Vector: 394543CFO05BEDF2F24D5D7054767B4FD
Radius: Type = 1 (0x01) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =

6a 73 64 69 74 68 | jsmith

Radius: Type = 24 (0x18) State

Radius: Length = 40 (0x28)

Radius: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 | ReauthSession:0a



63 39 64 36 38 61 30 30 30
62 65 31 66 39 31 | belf9l
Radius: Type = 25 (0x19) C1
Radius: Length = 59 (0x3B)
Radius: Value (String) =

43 41 43 53 3a 30 61 63 39
30 35 30 30 30 35 62 62 65
72 62 69 6e 69 73 65 2f 33
34 2f 31 39 33 31 36 38 32
Radius: Type = 26 (0x1A)
Radius: Length = 32 (0x20)
Radius: Vendor ID = 9 (0x00
Radius: Type = 1 (0x01) Cis
Radius: Length = 26 (0x1A)
Radius: Value (String) =

30 35 30 30

ass

64 36 38 61
31 66 39 31
32 32 33 34
| 4/1931682

000009)
co-AV-pair

30 35 62 |

30 30 30 |
3a 63 6f |
34 30 38 |

Vendor-Specific

c9d68a000050005b

CACS:0ac9d68a000
050005bbelf9l:co
rbinise/32234408

70 72 6f 66 69 6¢c 65 2d 6e 61 64 65 3d 57 6f 72 | profile-name=Wor
6b 73 74 61 74 69 6f 6e | kstation

rad_procpkt: ACCEPT

Got AV-Pair with value profile-name=Workstation
RADIUS_ACCESS_ACCEPT: normal termination

radius mkreqg: 0x16

alloc_rip 0x00002acel0874b8
new request 0x16 --> 17

got user 'jsmith'

got password

add_

RADIUS_DELETE

0

(0x00002acel0874b80)

req 0x00002acel0874b80 session Oxl16 id 17

remove_req 0x00002acel0875428 session 0x15 id 16

free_rip 0x00002acel0875428
RADIUS_REQUEST

rad_mkpkt
ip:source-ip=198

radius.c:
rad_mkpkt :

RADIUS packet decode

(length = 6
fc 11 c1
08 6a 73
9f 49 be
10 31 30
10 31 30
06 00 00
34 2e 32
2d 74 6c¢
66 6f 72
6d 64 6d
61 63 3d
66 2d 62
74 6¢c 76
63 2d 6d
37 2d 65
64 6d 2d
67 65 6e
57 69 6e
39 la 3f
3d 64 65
2d 76 65
31 20 53
la 40 00
64 65 76
72 65 2c
56 69 72
la 5b 00

Raw packet data
01 11 02 93 cé6
83 cl e4 88 01
0e 71 13 38 ae
00 00 50 00 1le
2e 31 35 31 1f
2e 32 35 31 3d
30 31 2e 32 31
01 1d 6d 64 6d
2d 70 6c 61 74
00 00 09 01 26
69 63 65 2d 6d
2d 33 37 2d 65
2d 6d 64 64 2d
70 75 62 6Cc 69
2d 32 39 24 33
00 09 01 34 64
73 65 72 24 61
6e 65 63 74 20
2e 30 33 30 34
6d 2d 74 6c 76
74 66 6f 72 6d
31 2e 37 36 30
61 63 6b 20 31
2d 74 6¢ 76 3d
3d 56 44 77 61
77 61 72 65 20
74 66 6f 72 6d

.51.100.2

09
02
65
2e
2e
31
00
76
6e
3d
63
00
69
30
la
61
79
20
01
2d
6e
63
3a
74
2e
20
55

(authentication request)

85
79
05
31
31
2e
00
63
2¢c
65
32
09
65
30
00
2d
6f
2e
6d
6c
36
20
64
70
56
6c
64

a7
12
93
32
32
30
00
69
la
64
2d
00
63
2d
3a
63
43
34
39
70
3d
65
6d
79
20
50
6d

...... jsmith. .yA
.g.8..I.<...e...
..P...203.0.113

.2..203.0.113

. .mdm-tlv=device
-platform=win., .
....&mdm-tlv=dev
ice-mac=00-0c-29
-37-ef-bf.3
-mdm-tlv=device-

public-mac=00-0c
-29-37-ef-bf.:..
... dmdm-tlv=ac-u
ser-agent=AnyCon
nect Windows 4.6
.03049.72.....
m-tlv=device-pla
tform-version=6.
1.7601 Service P

-tlv=device-type

=VMware, Inc. VM
ware Virtual Pla
tform.[..... Umdm



2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 69 64 3d
33 36 39 33 43 36 34 30 37 43 39 32 35 32 35 31
46 46 37 32 42 36 34 39 33 42 44 44 38 37 33 31
38 41 42 46 43 39 30 43 36 32 31 35 34 32 43 33
38 46 41 46 38 37 38 45 46 34 39 36 31 34 41 31
04 06 00 00 00 00 1a 31 00 00 00 09 01 2b 61 75
64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 34 30
61 63 39 64 36 38 61 30 30 30 30 35 30 30 30 35
62 62 65 31 66 39 31 1a 23 00 00 00 09 01 14 69
70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e 32
30 31 2e 32 31 34 2e 32 35 31 1a 18 00 00 Oc 04
92 12 46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56
50 4e 1la Oc 00 00 Oc 04 96 06 00 00 00 02 1a 15
00 00 00 09 01 0Of 63 6f 61 2d 70 75 73 68 3d 74
72 75 65 | rue

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 17 (0x11)

Radius: Length = 659 (0x0293)

Radius: Vector: C6FC1l1C10EC481AC09A785A883C1E488
Radius: Type = 1 (0x01) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =

6a 73 64 69 74 68 | jsmith

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

79 41 O0e 71 13 38 ae 9f 49 be 3c a9 e4 81 65 93
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5000

Radius: Type = 30 (0x1E) Called-Station-Id
Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.
Radius: Type = 31 (0x1F) Calling-Station-Id
Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.
Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint
Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 29 (0x1D)

Radius: Value (String) =

6d 64 6d 2d 74
6c 61 74 66 6f
Radius:

Radius:

Radius:

Radius:

Radius:

Radius:

Type
Leng

th

Vendor

Type
Leng

th

Value

6c 76 3d 64 65 76 69 63 65 2d 70
72 64 3d 77 69 6e | latform=win
(0x1A)
(0x2C)
9 (0x00000009)

26

ID
1

44

(0x
38

01)

Vendor-Specific

Cisco-AV-pair
(0x26)
(String)
6d 64 64 2d 74 6¢ 76 3d 64 65 76 69 63 65 2d 6d
61 63 3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65
66 2d 62 66 | f-bf

| -tlv=device-uid=
| 3693C6407C925251
| FF72B6493BDD8731
| 8ABFC90C621542C3
| 8FAF878EF49614A1

| dit-session-1id=0
| ac9d68a000050005
| bbelf9l.#...... i
| p:source-ip=192.1
| 68.10.50......

| ..FTDAnyConnectV
|

| yA.g.8..I.<...e.

0.113.2

51.100.2

51.100.2

| mdm-tlv=device-p

| mdm-tlv=device-m
| ac=00-0c-29-37-¢



Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value

6d 64 6d 2d 74
75 62 6c 69 63
32 39 2d 33 37

Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value

6d 64 6d 2d 74
61 67 65 6e 74
20 57 69 6e 64

34 39 | 49
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value
6d 64 64 2d 74
6c 61 74 66 6f
36 2e 31 2e 37
20 50 61 63 6b
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value
6d 64 64 2d 74
79 70 65 3d 56
20 56 44 77 61
50 6c 61 74 66
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value
6d 64 64 2d 74
69 64 3d 33 36
32 35 31 46 46
37 33 31 38 41
32 43 33 38 46
34 41 31 | 471
Radius: Type =
Radius: Length
Radius: Value
Radius: Type =
Radius: Length
Radius: Vendor
Radius: Type =
Radius: Length
Radius: Value

26 (0x1A) Vendor-Specific

= 51 (0x33)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 45 (0x2D)

(String) =

6c 76 3d 64 65 76 69 63 65 2d 70
2d 6d 61 63 3d 30 30 2d 30 63 2d
2d 65 66 2d 62 66 | 29-37-ef-bf
26 (0x1A) Vendor-Specific

= 58 (0x3A)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 52 (0x34)

(String) =

6c 76 3d 61 63 2d 75 73 65 72 2d
3d 41 6e 79 43 6f 6e 6e 65 63 74
6f 77 73 20 34 2e 36 2e 30 33 30
26 (0x1A) Vendor-Specific
= 63 (0x3F)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 57 (0x39)
(String) =
6c 76 3d 64 65 76 69 63 65 2d 70
72 6d 2d 76 65 72 73 69 6f 6e 3d
36 30 31 20 53 65 72 76 69 63 65
20 31 | pack 1

26 (0x1A) Vendor-Specific

= 64 (0x40)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 58 (0x3A)

(String) =

6c 76 3d 64 65 76 69 63 65 2d 74
44 77 61 72 65 2c 20 49 6e 63 2e
72 65 20 56 69 72 74 75 61 6c¢ 20
6f 72 64 | Platform

26 (0x1A) Vendor-Specific

= 91 (0x5B)

ID = 9 (0x00000009)

1 (0x01) Cisco-AvV-pair

= 85 (0x55)

(String) =
6c 76 3d
39 33 43
37 32 42
42 46 43
41 46 38

64
36
36
39
37

65
34
34
30
38

76
30
39
43
45

69
37
33
36
46

63
43
42
32
34

65
39
44
31
39

2d
32
44
35
36

75
35
38
34
31

4 (0x04) NAS-IP-Address
= 6 (0x06)

(IP Address) = 0.0.0.0
26 (0x1A) Vendor-Specific
= 49 (0x31)

ID = 9 (0x00000009)

1 (0x01) Cisco-AV-pair

= 43 (0x2B)

(String) =

(0x00000000)

61 75 64 69 74 2d 73 65 73 73 69 6f 6e 2d 69 64 |
3d 30 61 63 39 64 36 38 61 30 30 30 30 35 30 30

30 35 62 62 65
Radius: Type =

31 66 39 31 | 05bbelf9l

26 (0x1A) Vendor-Specific

mdm-tlv=device-p
ublic-mac=00-0c-

mdm-tlv=ac-user-
agent=AnyConnect
Windows 4.6.030

mdm-tlv=device-p
latform-version=
6.1.7601 Service

mdm-tlv=device-t
ype=VMware,
VMware Virtual

Inc.

mdm-tlv=device-u
1d=3693C6407C925
251FF72B6493BDD8
7318ABFC90C62154
2C38FAF878EF4961

audit-session-id
=0ac9d68a0000500



Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 29 (0x1D)

Radius: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 34 31 30 2e | ip:source-ip=192.

32 30 31 2e 32 31 34 2e 32 35 31 | 168.10.50
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 24 (0x18)

Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 146 (0x92) Tunnel-Group-Name
Radius: Length = 18 (0x12)

Radius: Value (String) =

46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnectVPN

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 12 (0x0C)
Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 150 (0x96) Client-Type
Radius: Length = 6 (0x06)
Radius: Value (Integer) = 2 (0x0002)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 21 (0x15)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 15 (0x0F)
Radius: Value (String) =
63 6f 61 2d 70 75 73 68 3d 74 72 75 65 | coa-push=true
send pkt 192.168.1.10/1812
rip 0x00002acel0874b80 state 7 id 17
rad_vrfy () : response message verified
rip 0x00002acel0874b80
chall_state "'
state 0x7
regauth:
c6 fc 11 cl Oe c4 81 ac 09 a7 85 a8 83 cl e4 88
info 0x00002acel0874ccO
session_id 0x16
request_id 0x11
user 'Jjsmith'
response '***!
app 0
reason 0
skey 'ciscol23'
sip 192.168.1.10
type 1

RADIUS packet decode (response)

Raw packet data (length = 20).....

03 11 00 14 15 c3 44 44 7d a6 07 04 7b 92 £2 3b | ...... DD} ...

Ob 06 ba 74 | ...t

Parsed packet data.....

Radius: Code = 3 (0x03)

Radius: Identifier = 17 (0x11)

Radius: Length = 20 (0x0014)

Radius: Vector: 15C344447DA6070D7B92F23B0B06BA74
rad_procpkt: REJECT

RADIUS_DELETE

remove_req 0x00002acel0874b80 session 0x16 id 17
free_rip 0x00002acel0874b80

radius: send queue empty

radius mkreqg: 0x18



alloc_rip 0x00002acel0874b80

new request 0x18 --> 18 (0x00002acel0874b80)
add_req 0x00002acel0874b80 session 0x18 id 18
ACCT_REQUEST

radius.c: rad_mkpkt

RADIUS packet decode (accounting request)

Raw packet data (length = 714).....
04 12 02 ca be a0 6e 46 71 af 5¢c 65 82 77 ¢7 b5 | ...... nFg.\e.w..
50 78 61 d7 01 08 6a 73 6d 69 74 68 05 06 00 00

50 00 06 06 00 00 00 02 07 06 00 00 00 01 08 06 P
c0 a8 0a 32 19 3b 43 41 43 53 3a 30 61 63 39 64 ...2.;CACS:0ac9d
36 38 61 30 30 30 30 35 30 30 30 35 62 62 65 31 68a000050005bbel
66 39 31 3a 63 6f 72 62 69 6e 69 73 65 2f 33 32 £f91:corbinise/32
32 33 34 34 30 38 34 2f 31 39 33 31 36 38 32 1le 2344084/1931682.

10 31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 1f .203.0.113.2.

10 31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 28 .198.51.100.2¢(
06 00 00 00 01 29 06 00 00 00 00 2c Oa 43 31 46 | ..... ) A , .CLlF
30 30 30 30 35 2d 06 00 00 00 01 3@ 06 00 00 00 | 00005-..... =....
05 42 10 31 30 2e 32 30 31 2e 32 31 34 2e 32 35 | .B.203.0.113.2
31 1a 18 00 00 Oc 04 92 12 46 54 44 41 6e 79 43 | ........ FTDAnyC
6f 6e 6e 65 63 74 56 50 4e la Oc 00 00 Oc 04 96 | onnectVPN.......
06 00 00 00 02 la Oc 00 00 Oc 04 97 06 00 00 00 | ...vvuuneennnnn.
01 la Oc 00 00 Oc 04 98 06 00 00 00 03 1la 23 00 | .....vuvuenen... #.
00 00 09 01 14 64 64 64 2d 74 6¢c 76 3d 64 65 76 | ..... mdm-tlv=dev
69 63 65 2d 70 6c 61 74 66 6f 72 6d 3d 77 69 6e
la 2c 00 00 00 09 01 26 6d 64 64 2d 74 6c 76 3d
64 65 76 69 63 65 2d 6d 61 63 3d 30 30 2d 30 63
2d 32 39 2d 33 37 2d 65 66 2d 62 66 la 31 00 00
00 09 01 2b 61 75 64 69 74 2d 73 65 73 73 69 6f
6e 2d 69 64 3d 30 61 63 39 64 36 38 61 30 30 30
30 35 30 30 30 35 62 62 65 31 66 39 31 la 33 00
00 00 09 01 2d 6d 64 6d 2d 74 6c 76 3d 64 65 76
69 63 65 2d 70 75 62 6¢ 69 63 2d 6d 61 63 3d 30 ice-public-mac=0
30 2d 30 63 2d 32 39 2d 33 37 2d 65 66 2d 62 66 0-0c-29-37-ef-bf
la 3a 00 00 00 09 01 34 64 64 64 2d 74 6¢c 76 3d | .:..... 4mdm-tlv=
61 63 2d 75 73 65 72 2d 61 67 65 6e 74 3d 41 6e
79 43 6f 6e 6e 65 63 74 20 57 69 6e 64 6f 77 73
20 34 2e 36 2e 30 33 30 34 39 la 3f 00 00 00 09
01 39 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65
2d 70 6c 61 74 66 6f 72 64 2d 76 65 72 73 69 6f
6e 3d 36 2e 31 2e 37 36 30 31 20 53 65 72 76 69
63 65 20 50 61 63 6b 20 31 la 40 00 00 00 09 01
3a 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d
74 79 70 65 3d 56 4d 77 61 72 65 2c 20 49 6e 63
2e 20 56 4d 77 61 72 65 20 56 69 72 74 75 61 6cC
20 50 6¢c 61 74 66 6f 72 64 la 5b 00 00 00 09 01
55 6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d
75 69 64 3d 33 36 39 33 43 36 34 30 37 43 39 32

ice-platform=win
e &mdm-tlv=
device-mac=00-0c
-29-37-ef-bf.1..

..+audit-sessio
n-id=0ac9d68a000
050005bbelf91.3.

.. .—mdm-tlv=dev

ac-user-agent=An
yConnect Windows
4.6.03049.?2....
.9mdm-tlv=device
-platform-versio
n=6.1.7601 Servi
ce Pack 1.@.....
:mdm-tlv=device-
type=VMware, Inc
VMware Virtual
Platform.[.....
Umdm-tlv=device-
uid=3693C6407C92

35 32 35 31 46 46 37 32 42 36 34 39 33 42 44 44 5251FF72B6493BDD
38 37 33 31 38 41 42 46 43 39 30 43 36 32 31 35 87318ABFCO0C6215
34 32 43 33 38 46 41 46 38 37 38 45 46 34 39 36 42C38FAF878EF496

31 34 41 31 04 06 00 00 00 00 | 14Al......

Parsed packet data.....

Radius: Code = 4 (0x04)

Radius: Identifier = 18 (0x12)

Radius: Length = 714 (0x02CA)

Radius: Vector: BEAQ06E4671AF5C658277C7B5507861D7
Radius: Type = 1 (0x01l) User-Name

Radius: Length = 8 (0x08)

Radius: Value (String) =



6a 73 64 69 74 68 | jsmith

Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5000

Radius: Type = 6 (0x06) Service-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x2

Radius: Type = 7 (0x07) Framed-Protocol

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 8 (0x08) Framed-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 192.168.10.50 (0xCOA80A32)
Radius: Type = 25 (0x19) Class

Radius: Length = 59 (0x3B)

Radius: Value (String) =

43 41 43 53 3a 30 61 63 39 64 36 38 61 30 30 30 | CACS:0ac9d68a000
30 35 30 30 30 35 62 62 65 31 66 39 31 3a 63 6f | 050005bbelf9l:co
72 62 69 6e 69 73 65 2f 33 32 32 33 34 34 30 38 | rbinise/32234408
34 2f 31 39 33 31 36 38 32 | 4/1931682

Radius: Type = 30 (0x1E) Called-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 31 35 31 | 203.0.113.2
Radius: Type = 31 (0x1F) Calling-Station-Id

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2
Radius: Type = 40 (0x28) Acct-Status-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 41 (0x29) Acct-Delay-Time

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x0

Radius: Type = 44 (0x2C) Acct-Session-Id

Radius: Length = 10 (0x0A)

Radius: Value (String) =

43 31 46 30 30 30 30 35 | CLlF00005

Radius: Type = 45 (0x2D) Acct-Authentic

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 66 (0x42) Tunnel-Client-Endpoint

Radius: Length = 16 (0x10)

Radius: Value (String) =

31 30 2e 32 30 31 2e 32 31 34 2e 32 35 31 | 198.51.100.2
Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 24 (0x18)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 146 (0x92) Tunnel-Group-Name

Radius: Length = 18 (0x12)

Radius: Value (String) =

46 54 44 41 6e 79 43 6f 6e 6e 65 63 74 56 50 4e | FTDAnyConnectVPN
Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 150 (0x96) Client-Type

Radius: Length = 6 (0x06)

Radius: Value (Integer) = 2 (0x0002)

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)



Radius: Type = 151 (0x97) VPN-Session-Type
Radius: Length = 6 (0x06)

Radius: Value (Integer) = 1 (0x0001)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)
Radius: Type = 152 (0x98) VPN-Session-Subtype
Radius: Length = 6 (0x06)

Radius: Value (Integer) = 3 (0x0003)
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 35 (0x23)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 29 (0x1D)

Radius: Value (String) =

6d 64 6d 2d 74
6c 61 74 66 6f

6c 76 3d 64 65 76 69 63 65 2d 70
72 64 3d 77 69 6e | latform=win

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 44 (0x2C)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 38 (0x26)

Radius: Value (String) =

6d 64 6d 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 6d
61 63 3d 30 30 2d 30 63 2d 32 39 2d 33 37 2d 65
66 2d 62 66 | f-bf

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 49 (0x31)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 43 (0x2B)

Radius: Value (String) =

61 75 64 69 74
3d 30 61 63 39
30 35 62 62 65

2d 73 65 73 73 69 6f 6e 2d 69 64
64 36 38 61 30 30 30 30 35 30 30
31 66 39 31 | 05bbelf9l

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 51 (0x33)

Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 45 (0x2D)

Radius: Value (String) =

6d 64 6d 2d 74
75 62 6c 69 63
32 39 2d 33 37

6c 76 3d 64 65 76 69 63 65 2d 70
2d 64 61 63 3d 30 30 2d 30 63 2d
2d 65 66 2d 62 66 | 29-37-ef-bf

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 58 (0x3A)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 52 (0x34)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 61 63 2d 75 73 65 72 2d

61 67 65 6e 74 3d 41 6e 79 43 6f 6e 6e 65 63 74
20 57 69 6e 64 6f 77 73 20 34 2e 36 2e 30 33 30
34 39 | 49

Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 63 (0x3F)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 57 (0x39)

Radius: Value (String) =

6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 24 70

6c 61
36 2e
20 50

74 66 6f 72 64 2d 76
31 2e 37 36 30 31 20

65 72 73 69 6f 6e 3d
53 65 72 76 69 63 65

61 63 6b 20 31 | Pack 1

mdm-tlv=device-p

mdm-tlv=device-m
ac=00-0c-29-37-e

audit-session-id
=0ac9d68a0000500

mdm-tlv=device-p
ublic-mac=00-0c-

mdm-tlv=ac-user-
agent=AnyConnect
Windows 4.6.030

mdm-tlv=device-p
latform-version=
6.1.7601 Service



Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 64 (0x40)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 58 (0x3A)
Radius: Value (String) =
6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 74 | mdm-tlv=device-t
79 70 65 34 56 44 77 61 72 65 2c 20 49 6e 63 2e | ype=VMware, Inc.
20 56 44 77 61 72 65 20 56 69 72 74 75 61 6¢c 20 | VMware Virtual
50 6c 61 74 66 6f 72 64 | Platform
Radius: Type = 26 (0x1A) Vendor-Specific
Radius: Length = 91 (0x5B)
Radius: Vendor ID = 9 (0x00000009)
Radius: Type = 1 (0x01l) Cisco-AV-pair
Radius: Length = 85 (0x55)
Radius: Value (String) =
6d 64 64 2d 74 6¢c 76 3d 64 65 76 69 63 65 2d 75 | mdm-tlv=device-u
69 64 3d 33 36 39 33 43 36 34 30 37 43 39 32 35 | id=3693C6407C925
32 35 31 46 46 37 32 42 36 34 39 33 42 44 44 38 | 251FF72B6493BDD8
37 33 31 38 41 42 46 43 39 30 43 36 32 31 35 34 | 7318ABFC90C62154
32 43 33 38 46 41 46 38 37 38 45 46 34 39 36 31 | 2C38FAF878EF4961
34 41 31 | 471
Radius: Type = 4 (0x04) NAS-IP-Address
Radius: Length = 6 (0x06)
Radius: Value (IP Address) = 0.0.0.0 (0x00000000)
send pkt 192.168.1.10/1813
rip 0x00002acel0874b80 state 6 id 18
rad_vrfy () : response message verified
rip 0x00002acel0874b80
chall_state "'
state 0x6
regauth:
be a0 6e 46 71 af 5¢c 65 82 77 c¢7 b5 50 78 61 47
info 0x00002acel0874ccO
session_id 0x18
request_id 0x12
user 'Jjsmith'
response '***!
app O
reason 0
skey 'ciscol23'
sip 192.168.1.10
type 3

RADIUS packet decode (response)

Raw packet data (length = 20).....
05 12 00 14 e5 £d bl 64 fb ee 58 £0 89 79 73 8e | ....... m..X..ys.
90 dc a7 20 |

Parsed packet data.....

Radius: Code = 5 (0x05)

Radius: Identifier = 18 (0x12)

Radius: Length = 20 (0x0014)

Radius: Vector: ESFDB16DFBEE58F08979738E90DCA720
rad_procpkt: ACCOUNTING_RESPONSE

RADIUS_DELETE

remove_req 0x00002acel0874b80 session 0x18 id 18
free_rip 0x00002acel0874b80

radius: send queue empty

ciscofpl3#

Seja executado 'debugam o comando do anyconnect 255' do webvpn em FTD CLI diagndstico



(apoio diagndstico-CLI do >system) e batem o " conectar " no PC de Windows/Mac no cliente de
Cisco Anyconnect

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
ciscofp3> enable

Password: <hit enter>

ciscofp3# terminal monitor

ciscofp3# debug webvpn anyconnect 255

<hit Connect on Anyconnect client on PC>

http_parse_cstp_method()

. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: ciscofp3.cisco.com'

Processing CSTP header line: 'Host: ciscofp3.cisco.com'
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049"

Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049'
Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 4.6.03049'
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=2B0E85@28672@6501@2FF4AE4D1IF69BI98F26E8CAD62D5496E5E6AES282 "
Processing CSTP header line: 'Cookie:
webvpn=2B0E85@28672@6501@2FF4AE4AD1IF69B98F26E8CAD62D5496E5E6AES282 "

Found WebVPN cookie: 'webvpn=2B0E85@28672@6501@2FF4AE4DIF69B98F26E8CAD62D5496E5E6AES282"
WebVPN Cookie: 'webvpn=2B0E85@28672@6501@2FF4AEADIF69BI8F26E8CAD62D5496E5E6AES282"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Hostname: jsmith-PC'

Processing CSTP header line: 'X-CSTP-Hostname: jsmith-PC'
Setting hostname to: 'jsmith-PC'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-MTU: 1399
Processing CSTP header line: 'X-CSTP-MTU: 1399'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv6,IPv4'

Processing CSTP header line: 'X-CSTP-Address-Type: IPv6,IPv4'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Local-Address-IP4: 198.51.100.2"

Processing CSTP header line: 'X-CSTP-Local-Address-IP4: 198.51.100.2"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Base-MTU: 1500'

Processing CSTP header line: 'X-CSTP-Base-MTU: 1500°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"

Processing CSTP header line: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Full-IPv6-Capability: true'

Processing CSTP header line: 'X-CSTP-Full-IPv6-Capability: true'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0A8SDCESFADECB73A034EEFAFE9SDA614A5872E1EES557C3BF4765A
Processing CSTP header line: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0A8SDCESFADECB73A034EEFAFE9SDA614A5872E1EES557C3BF4765A
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:DHE-RSA-AES256-
SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-SHA:AES256-SHA:AES128-
SHA : DES-CBC3-SHA'



Processing CSTP header line: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-
SHA256 : DHE-RSA-AES256-SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-
SHA:AES256-SHA:AES128-SHA:DES-CBC3-SHA'
webvpn_cstp_parse_request_field()
. .input: 'X-DTLS-Accept-Encoding: lzs'
Processing CSTL header line: 'X-DTLS-Accept-Encoding: lzs'
webvpn_cstp_parse_request_field()
. .input: 'X-DTLS-Header-Pad-Length: 0°'
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Accept-Encoding: lzs,deflate’
Processing CSTP header line: 'X-CSTP-Accept-Encoding: lzs,deflate’
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
Processing CSTP header line: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
cstp_util_address_ipv4_accept: address asigned: 192.168.10.50
cstp_util_address_ipv6_accept: No IPv6 Address
np_svc_create_session (0x7000, 0x00002acdffl1d6440, TRUE)
webvpn_svc_np_setup
SVC ACL Name: NULL
SVC ACL ID: -1
vpn_put_uauth success for ip 192.168.10.50!
No SVC ACL
Iphdr=20 base-mtu=1500 def-mtu=1500 conf-mtu=1406
tcp-mss = 1460
path-mtu = 1460 (mss)
TLS Block size = 16, version = 0x303

mtu = 1460 (path-mtu) - O (opts) - 5(ssl) - 16(iv) = 1439
mod-mtu = 1439 (mtu) & Oxfff0(complement) = 1424
tls-mtu = 1424 (mod-mtu) - 8(cstp) - 48(mac) - 1l(pad) = 1367

DTLS Block size = 16

mtu = 1500 (base-mtu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv) = 1443
mod-mtu = 1443 (mtu) & Oxfff0(complement) = 1440

dtls-mtu = 1440 (mod-mtu) - 1(cdtp) - 20(mac) - 1l(pad) = 1418
computed tls-mtu=1367 dtls-mtu=1418 conf-mtu=1406

DTLS enabled for intf=3 (outside)

overide computed dtls-mtu=1418 with conf-mtu=1406
tls-mtu=1367 dtls-mtu=1406

SVC: adding to sessmgmt

Sending X-CSTP-MTU: 1367

Sending X-DTLS-MTU: 1406

Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false

Sending X-CSTP-Disable-Always-On-VPN: false

Sending X-CSTP-Client-Bypass-Protocol: false

Cisco ISE

Cisco ISE > operagdes > RAIO > logs vivos > detalhes do clique de cada autenticagao

Verifique em Cisco ISE seu inicio de uma sessédo VPN e o resultado “PermitAccess” ACL é dado
Vive o jsmith da mostra dos logs autenticado a FTD através do VPN com sucesso



Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded

Jsmith

VPN Users >= Default
VPN Useis >> Allow ASA VPN connections if AD Group VPNusers

PermitAccess

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Usarname

Endpoint Id

Calling Station Id
Authentication Identity Store
Audit Session Id
Authentication Method
Authentication Protocol
Network Device

Device Type

Location

2018-10-09 01:47:55.112
2018-10-09 01:47:55.113
corbinise

5200 Autnentication succeeded

Jsmith

corbdc3

0000000000007 000500083
PAP_ASCII

PAP_ASCH

FTOVPN

All Device Types

All Locations

Steps

11001
11017
15049
15008
1504
15048
1504
15048
22072
15013

&

24210
24215
15013
24430
24325
24313
24319
24313
24386
24323
24343
24402
22037

24715

15026
24432
24355
24416
15042
15016
2208
22080
11002

Received RADIUS Access-Request

RADIUS created a new session

Evaluating Policy Group

Evalualing Service Selection Policy

Queried PiP - Airespace Arespace-Wian-d

Queried PIP - Radius NAS-Port-Type

Evaluating Identity Policy

Quetied PIP - Normalisad Radius RadiusFlowType

Selecled Idenbly source sequence - All_User_ID_Stores
Selacted Identily Source - Internal Usars

Looking up User in intemal Users IDStore - jsmith

The useris not found in the internal users identity slore

Selacted Identity Source - All_AD_Join_Points

Authenticating user against Actve Directory - All_AD_Join_Poinis
Resolving identity - jsmith (B Step latency=7106 ms)

Search for matching accounts at join point -

Single matching account found in forest -

Search for matching accounts at join point - windows_ad_sarver.com
Skipping unjoined domain - Windows_AD_Server.com

Idantity resciution detected single matching account

RPC Logon request succeeded - jsmith

User authentication against Active Directory succeeded - Ali_AD_Join_Points
Authentication Passed

ISE has not confirmed locally previous successful machine authentication for
user in Active Directory

Evalualing Authorization Policy

Looking up user in Active Direclory -

LDAF fetch succeeded -

Users Groups relrieval from Active Direclory succeeded -
Quearied PIP - ExternalGroups

Selected Authonization Profifg - PermitAccess

Max sessions policy passed

New accounting session created in Session cache

Returmed RADIUS Access-Accept



Identity Services Engine

Location All Locations
NAS IPv4 Address 0.0.0.0

NAS Port Type Virtual
Authorization Profile PermitAccess
Response Time 7294 milliseconds

Other Attributes

ConfigVersionld 257

DestinationPort 1812

Protocol Radius

NAS.-Port 28672
Tunnel-Client-Endpoint (tag=0)
g:l‘;ﬂuNpst:I;O':‘.:SmPlxn -Tunnel- FTDAnyConnectVPN
OriginalUserName Jsmith

NetworkDeviceProfileld
IsThirdPartyDeviceFlow

CVPN3000/A SAPIXTx-Client-Type
AcsSessionlD
SelectedAuthenticationldentity Stores

SelectedAuthenticationldentity Stores

bO0699505-3150-4215-a80e-67530450156¢
false

3

corbinise/322344084/1870108

Internal Users

All_AD_Join_Points

SelectedAuthenticationldentity Stores Guest Users

“halt.  Jdentity Services Engine

CHCO

AuthenticationStatus AuthenticationPassed

Identity PolicyMatchedRule Default

AuthorizationPolicyMatchedRule Allow ASA VPN connections if AD Group VPNusers
CPMSessionlD 0000000000007 0005bbc08e3

11002 Retumed RADIUS Access-Accept

AD-User-Resolved.ldentities

AD-User-Candidate-ldentities

AD-User-Join-Point

AD-User-Resolved-DNs

ADUser-DNS-Domain

CPMSessionlD 0000000000007 0005bbc0823
ISEPalicy SetMame VPN Users

ldentity SelectionMaiched Rule Defauli

Steplatency 14=T106

jsmithg@cohadiey3. local
jsmith@cohadiey3 local

COHADLEY3.LOCAL

CH=John Smith, CN=Users DC=cohadliey 3 DC=local

cohadley3.local



AD-User-NetBios-Name

IsMachineldentity

UserAccountControl

AD-User-SamAccount-Name

AD-User-Qualified-Name

DTLSSupport

Network Device Profile

Location

Dewice Type

IPSEC

ExtermalGroups

COHADLEY3

false

Ga0d48

jsmith

jsmithi@cohadiey3.local
Linkngwn

Cisco

Location®All Locations

Device TypesAll Device Types
IPSECHIs IPSEC Devicarho

5-1-5-21-872014162-156088481-842054196-1121

Identity AccessRestricted false
RADIUS Usermame jsmith
Device IP Address

Called-Staton-10

audit-sassion-id=0000000 00000 7000500 08C3
I SOUrce=-ip=
Coa-push=lrusa

CiscolVPair

Cliente VPN de AnyConnect

Pacote do DARDO

Como recolher o pacote do DARDO para AnyConnect

Troubleshooting
DNS

Verifique que Cisco ISE, FTD, Windows Server 2012, e PCes de Windows/Mac pode toda a
resolucao para a frente e o reverso (verificagdo DNS em todos os dispositivos)

PC Windows
Lance um comando prompt, e certifique-se que vocé pode executar um “nslookup” no hostname
do FTD



FTD CLI

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
ciscofp3> enable

Password: <hit enter>

ciscofp3# terminal monitor

ciscofp3# debug webvpn anyconnect 255

<hit Connect on Anyconnect client on PC>

http_parse_cstp_method()

. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: ciscofp3.cisco.com'

Processing CSTP header line: 'Host: ciscofp3.cisco.com'
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049"

Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049'
Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 4.6.03049'
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=2B0E85@28672@6501@2FF4AE4D1F69BI98F26E8CAD62D5496E5E6AES282 "
Processing CSTP header line: 'Cookie:
webvpn=2B0E85@28672@6501@2FF4AE4AD1IF69BI98F26E8CAD62D5496E5E6AES282 "

Found WebVPN cookie: 'webvpn=2B0E85@28672@6501@2FF4AE4DIF69B98F26E8CAD62D5496E5E6AES282"
WebVPN Cookie: 'webvpn=2B0E85@28672@6501@2FF4AEADIF69BI8F26E8CAD62D5496E5E6AES282"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Hostname: jsmith-PC'

Processing CSTP header line: 'X-CSTP-Hostname: jsmith-PC'
Setting hostname to: 'jsmith-PC'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-MTU: 1399
Processing CSTP header line: 'X-CSTP-MTU: 1399'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv6,IPv4'

Processing CSTP header line: 'X-CSTP-Address-Type: IPv6,IPv4'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Local-Address-IP4: 198.51.100.2"

Processing CSTP header line: 'X-CSTP-Local-Address-IP4: 198.51.100.2"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Base-MTU: 1500'

Processing CSTP header line: 'X-CSTP-Base-MTU: 1500°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"

Processing CSTP header line: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Full-IPv6-Capability: true'

Processing CSTP header line: 'X-CSTP-Full-IPv6-Capability: true'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0A8SDCESFADECB73A034EEFAFE9SDA614A5872E1EES557C3BF4765A
Processing CSTP header line: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0A8SDCESFADECB73A034EEFAFE9SDAG614A5872E1EES557C3BF4765A
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:DHE-RSA-AES256-
SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-SHA:AES256-SHA:AES128-
SHA : DES-CBC3-SHA'

Processing CSTP header line: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-



SHA256 : DHE-RSA-AES256-SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-
SHA:AES256-SHA:AES128-SHA:DES-CBC3-SHA'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Accept-Encoding: lzs'

Processing CSTL header line: 'X-DTLS-Accept-Encoding: lzs'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Header-Pad-Length: 0°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Accept-Encoding: lzs,deflate’

Processing CSTP header line: 'X-CSTP-Accept-Encoding: lzs,deflate’
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
Processing CSTP header line: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
cstp_util_address_ipv4_accept: address asigned: 192.168.10.50
cstp_util_address_ipv6_accept: No IPv6 Address
np_svc_create_session (0x7000, 0x00002acdffl1d6440, TRUE)
webvpn_svc_np_setup
SVC ACL Name: NULL
SVC ACL ID: -1
vpn_put_uauth success for ip 192.168.10.50!

No SVC ACL

Iphdr=20 base-mtu=1500 def-mtu=1500 conf-mtu=1406
tcp-mss = 1460

path-mtu = 1460 (mss)

TLS Block size = 16, version = 0x303

mtu = 1460 (path-mtu) - O (opts) - 5(ssl) - 16(iv) = 1439
mod-mtu = 1439 (mtu) & Oxfff0(complement) = 1424
tls-mtu = 1424 (mod-mtu) - 8(cstp) - 48 (mac) - 1l(pad) = 1367

DTLS Block size = 16

mtu = 1500 (base-mtu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv) = 1443
mod-mtu = 1443 (mtu) & Oxfff0(complement) = 1440

dtls-mtu = 1440 (mod-mtu) - 1(cdtp) - 20(mac) - 1l(pad) = 1418
computed tls-mtu=1367 dtls-mtu=1418 conf-mtu=1406

DTLS enabled for intf=3 (outside)

overide computed dtls-mtu=1418 with conf-mtu=1406
tls-mtu=1367 dtls-mtu=1406

SVC: adding to sessmgmt

Sending X-CSTP-MTU: 1367

Sending X-DTLS-MTU: 1406

Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false

Sending X-CSTP-Disable-Always-On-VPN: false

Sending X-CSTP-Client-Bypass-Protocol: false

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
ciscofp3> enable

Password: <hit enter>

ciscofp3# terminal monitor

ciscofp3# debug webvpn anyconnect 255

<hit Connect on Anyconnect client on PC>

http_parse_cstp_method()
. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()
. .input: 'Host: ciscofp3.cisco.com'
Processing CSTP header line: 'Host: ciscofp3.cisco.com'
webvpn_cstp_parse_request_field()
. .input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049"'
Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049'
Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 4.6.03049'
webvpn_cstp_parse_request_field()



..input: 'Cookie: webvpn=2B0E85@28672@6501@2FF4AE4DIF69BI98F26E8CAD62D5496E5E6AES282 "
Processing CSTP header line: 'Cookie:
webvpn=2B0E85@28672@6501@2FF4AEADIF69B98F26E8CAD62D5496E5E6AES282 !

Found WebVPN cookie: 'webvpn=2B0E85@28672@6501R@2FF4AE4ADIF69B98F26E8CAD62D5496E5E6AES282"
WebVPN Cookie: 'webvpn=2B0E85@28672@6501@2FF4AEADIF69BI98F26E8CAD62D5496E5E6AES282"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Hostname: jsmith-PC'

Processing CSTP header line: 'X-CSTP-Hostname: jsmith-PC'
Setting hostname to: 'jsmith-PC'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-MTU: 1399
Processing CSTP header line: 'X-CSTP-MTU: 1399°'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv6,IPv4'

Processing CSTP header line: 'X-CSTP-Address-Type: IPv6,IPv4d’
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Local-Address-IP4: 198.51.100.2"

Processing CSTP header line: 'X-CSTP-Local-Address-IP4: 198.51.100.2"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Base-MTU: 1500
Processing CSTP header line: 'X-CSTP-Base-MTU: 1500
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"

Processing CSTP header line: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Full-IPv6-Capability: true'

Processing CSTP header line: 'X-CSTP-Full-IPv6-Capability: true'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0ASDCESFADECB73A034EEFAFE9SDA614A5872E1EES557C3BF4765A
Processing CSTP header line: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0ASDCESFADECB73A034EEFAFE9SDA614A5872E1EES557C3BF4765A
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:DHE-RSA-AES256-
SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-SHA: AES256-SHA: AES128-
SHA : DES-CBC3-SHA'

Processing CSTP header line: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-
SHA256 : DHE-RSA-AES256-SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-
SHA:AES256-SHA:AES128-SHA:DES-CBC3-SHA'

webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Accept-Encoding: lzs'

Processing CSTL header line: 'X-DTLS-Accept-Encoding: lzs'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Header-Pad-Length: 0°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Accept-Encoding: lzs,deflate’

Processing CSTP header line: 'X-CSTP-Accept-Encoding: lzs,deflate’
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'

Processing CSTP header line: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
cstp_util_address_ipv4_accept: address asigned: 192.168.10.50
cstp_util_address_ipv6_accept: No IPv6 Address

np_svc_create_session (0x7000, 0x00002acdffl1d6440, TRUE)

webvpn_svc_np_setup

SVC ACL Name: NULL

SVC ACL ID: -1

vpn_put_uauth success for ip 192.168.10.50!

No SVC ACL

Iphdr=20 base-mtu=1500 def-mtu=1500 conf-mtu=1406



tcp-mss = 1460
path-mtu = 1460 (mss)
TLS Block size = 16, version = 0x303

mtu = 1460 (path-mtu) - O (opts) - 5(ssl) - 16(iv) = 1439
mod-mtu = 1439 (mtu) & Oxfff0(complement) = 1424
tls-mtu = 1424 (mod-mtu) - 8(cstp) - 48 (mac) - 1l(pad) = 1367

DTLS Block size = 16

mtu = 1500 (base-mtu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv) = 1443
mod-mtu = 1443 (mtu) & Oxfff0(complement) = 1440

dtls-mtu = 1440 (mod-mtu) - 1(cdtp) - 20(mac) - 1l(pad) = 1418
computed tls-mtu=1367 dtls-mtu=1418 conf-mtu=1406

DTLS enabled for intf=3 (outside)

overide computed dtls-mtu=1418 with conf-mtu=1406
tls-mtu=1367 dtls-mtu=1406

SVC: adding to sessmgmt

Sending X-CSTP-MTU: 1367

Sending X-DTLS-MTU: 1406

Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false

Sending X-CSTP-Disable-Always-On-VPN: false

Sending X-CSTP-Client-Bypass-Protocol: false

ISE CLI:

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
ciscofp3> enable

Password: <hit enter>

ciscofp3# terminal monitor

ciscofp3# debug webvpn anyconnect 255

<hit Connect on Anyconnect client on PC>

http_parse_cstp_method()

. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: ciscofp3.cisco.com'

Processing CSTP header line: 'Host: ciscofp3.cisco.com’
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049'

Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 4.6.03049'
Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 4.6.03049'
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=2B0E85@28672@6501C@2FF4AE4DIF69B98F26E8CAD62D5496E5E6AES282"
Processing CSTP header line: 'Cookie:
webvpn=2B0E85@28672@6501@2FF4AEAD1F69B98F26E8CAD62D5496E5E6AES282 "

Found WebVPN cookie: 'webvpn=2B0E85@28672@6501@2FF4AE4D1F69B98F26E8CAD62D5496E5E6AES282"
WebVPN Cookie: 'webvpn=2B0E85@28672@6501@2FF4AEADIF69BI98F26E8CAD62D5496E5E6AES282"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1°'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Hostname: jsmith-PC'

Processing CSTP header line: 'X-CSTP-Hostname: jsmith-PC'
Setting hostname to: 'jsmith-PC'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-MTU: 1399
Processing CSTP header line: 'X-CSTP-MTU: 1399'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv6,IPv4'

Processing CSTP header line: 'X-CSTP-Address-Type: IPv6,IPv4'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Local-Address-IP4: 198.51.100.2"'



Processing CSTP header line: 'X-CSTP-Local-Address-IP4: 198.51.100.2"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Base-MTU: 1500
Processing CSTP header line: 'X-CSTP-Base-MTU: 1500
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"

Processing CSTP header line: 'X-CSTP-Remote-Address-IP4: 203.0.113.2"
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Full-IPv6-Capability: true'

Processing CSTP header line: 'X-CSTP-Full-IPv6-Capability: true'
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0ASDCESFADECB73A034EEFAFE9SDA614A5872E1EES557C3BF4765A
Processing CSTP header line: 'X-DTLS-Master-Secret:
1FA92A96D5E82C13CB3A5758F11371EE6B54C6F36F0ASDCESFADECB73A034EEFAFE9SDAG614A5872E1EES557C3BF4765A
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:DHE-RSA-AES256-
SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-SHA: AES256-SHA: AES128-
SHA : DES-CBC3-SHA'

Processing CSTP header line: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-
SHA256 : DHE-RSA-AES256-SHA : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-RSA-AES128-
SHA:AES256-SHA:AES128-SHA:DES-CBC3-SHA'

webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Accept-Encoding: lzs'

Processing CSTL header line: 'X-DTLS-Accept-Encoding: lzs'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Header-Pad-Length: 0°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Accept-Encoding: lzs,deflate’

Processing CSTP header line: 'X-CSTP-Accept-Encoding: lzs,deflate’
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'

Processing CSTP header line: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
cstp_util_address_ipv4_accept: address asigned: 192.168.10.50
cstp_util_address_ipv6_accept: No IPv6 Address
np_svc_create_session (0x7000, 0x00002acdffl1d6440, TRUE)
webvpn_svc_np_setup

SVC ACL Name: NULL

SVC ACL ID: -1

vpn_put_uauth success for ip 192.168.10.50!

No SVC ACL

Iphdr=20 base-mtu=1500 def-mtu=1500 conf-mtu=1406

tcp-mss = 1460

path-mtu = 1460 (mss)

TLS Block size = 16, version = 0x303

mtu = 1460 (path-mtu) - O0(opts) - 5(ssl) - 16(iv) = 1439
mod-mtu = 1439 (mtu) & Oxfff0(complement) = 1424
tls-mtu = 1424 (mod-mtu) - 8(cstp) - 48 (mac) - 1l(pad) = 1367

DTLS Block size = 16

mtu = 1500 (base-mtu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv) = 1443
mod-mtu = 1443 (mtu) & Oxfff0(complement) = 1440

dtls-mtu = 1440 (mod-mtu) - 1(cdtp) - 20(mac) - 1l(pad) = 1418
computed tls-mtu=1367 dtls-mtu=1418 conf-mtu=1406

DTLS enabled for intf=3 (outside)

overide computed dtls-mtu=1418 with conf-mtu=1406
tls-mtu=1367 dtls-mtu=1406

SVC: adding to sessmgmt

Sending X-CSTP-MTU: 1367

Sending X-DTLS-MTU: 1406

Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false



Sending X-CSTP-Disable-Always-On-VPN: false
Sending X-CSTP-Client-Bypass-Protocol: false

Windows Server 2012
Lance um comando prompt, e certifique-se que vocé pode executar um “nslookup” no
hostname/FQDN do FTD

Certificate a forga (para a compatibilidade do navegador)

Verifique Windows Server 2012 Certificados dos sinais como SHA256 ou mais altamente. Fazer
duplo clique seu certificado CA raiz em Windows e verifique da “os campos do algoritmo
assinatura”

A Certificate -

General | Detdds | Certficasion Path

Show: | call> v
Field Vil i
| 'vergion V3
.| Serial rmber IFOFb3 d5 46 529002 46 18 ... |g
| Sigrature Sigorithm cha 2SERE4
Sona b Fash ahaodishm bl 254

Se sao SHA1, a maioria de navegadores mostrardo um aviso do navegador para aqueles
Certificados. Para muda-lo, vocé pode verificar aqui:

Como promover a autoridade de certificacdo de Windows Server a SHA256

Verifique que o certificado de servidor de VPN FTD tem os seguintes campos corretos (quando
vocé conectar no navegador a FTD)

Common Name = <FTDFQDN>

Nome alternativo sujeito (SAN) = <FTDFQDN>
Exemplo:

Common Name: ciscofp3.cisco.com

Nome alternativo sujeito (SAN): DNS Name=cicscofp3.cisco.com
Conectividade e configuragao de firewall

Verifique usando captacdes em FTD CLI e captagdes no PC do empregado usando Wireshark
para verificar que os pacotes estao vindo sobre TCP+UDP 443 ao IP exterior do FTD. Verifique
que aqueles pacotes sao originado do endereco IP publico do roteador home do empregado

ciscofp3# capture capin interface outside trace detail trace-count 100 match ip any host
<enduser'sPublicIPAddress>

<now hit Connect on AnyConnect Client from employee PC>

ciscofp3# show cap

capture capin type raw-data trace detail trace-count 100 interface outside [Buffer Full - 524153
bytes]


https://blogs.technet.microsoft.com/pki/2013/09/19/upgrade-certification-authority-to-sha256/

match ip any host 198.51.100.2

ciscofp3# show cap capin

2375 packets captured

1: 17:05:56.580994 198.51.100.2.55928 > 203.0.113.2.443: S 2933933902:2933933902(0) win 8192
<mss 1460,nop,wscale 8,nop,nop,sackOK>

2: 17:05:56.581375 203.0.113.2.443 > 198.51.100.2.55928: S 430674106:430674106(0) ack 2933933903
win 32768 <mss 1460>

3: 17:05:56.581757 198.51.100.2.55928 > 203.0.113.2.443: . ack 430674107 win 64240
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