Sistema operacional Firepower eXtensible
(FXOS) 2.2: Autenticagao/autorizagao do chassi
para gerenciamento remoto com ISE usando
TACACS+
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Introduction

Este documento descreve como configurar a autenticagao e autorizagdo TACACS+ para o chassi
do Firepower eXtensible Operating System (FXOS) através do Identity Services Engine (ISE).

O chassi FXOS inclui as seguintes fungdes de usuario:

- Administrador - Acesso completo de leitura e gravagao a todo o sistema. A conta admin
padrao recebe essa fungao por padrao e nao pode ser alterada.

- Somente leitura - Acesso somente leitura a configuragao do sistema sem privilégios para
modificar o estado do sistema.

- Operacgodes - Acesso de leitura e gravagao a configuragdo do NTP, configuragdo do Smart
Call Home para Smart Licensing e registros do sistema, incluindo servidores de syslog e
falhas. Leia 0 acesso ao restante do sistema.

- AAA - acesso de leitura e gravagao a usuarios, fungdes e configuragcao de AAA. Leia o
acesso ao restante do sistema.

Através da CLlI, isso pode ser visto da seguinte maneira:

fprd120-TAC-A /security* # show role

Funcéo:



Nome da fungao Priv

aaa aaa
admin admin
operagdes operacionais
somente leitura

Contribuido por Tony Remirez, José Soto, engenheiros do TAC da Cisco.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes tépicos:

- Conhecimento do Firepower eXtensible Operating System (FXOS)
. Conhecimento da configuragao do ISE
- Allicengca TACACS+ Device Administration é necessaria no ISE

Componentes Utilizados
As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco Firepower 4120 Security Appliance versao 2.2
- Cisco Identity Services Engine 2.2.0.470 virtual

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

O objetivo da configuragao é:

- Autentique os usuarios que fazem login na GUI baseada na Web e no SSH do FXOS por
meio do ISE

- Autorize os usuarios a fazer login na GUI baseada na Web e no SSH do FXOS de acordo
com sua respectiva fungao de usuario por meio do ISE.

- Verificar a operacado adequada de autenticacao e autorizagao no FXOS por meio do ISE

Diagrama de Rede
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Configurando o chassi FXOS

Criando um provedor TACACS+
Etapa 1. Navegue até Configuragdes da plataforma > AAA.

Etapa 2. Clique na guia TACACS.

NTP MMDM

S5H
SNMP Properties
HTTPS
* AAA
Sysleg
DNS
FIFS and Commaon Criteria
Access List

Tirmeout:= 5 Secs

TACACS Providers

Hastname Order Part

Etapa 3. Para cada provedor TACACS+ que vocé deseja adicionar (até 16 provedores).
3.1. Na area TACACS Providers, clique em Add.

3.2. Quando a caixa de dialogo Add TACACS Provider for aberta, insira os valores
necessarios.

3.3. Clique em OK para fechar a caixa de dialogo Adicionar Provedor TACACS.



Add TACACS Provider 7%

=)

Hostname/FQDN(or IP Address): ™ 10.88.244.50 |

I Order:* lowest-available
Key: ssssssss Set:No
Confirm Key: sesssensl
Port:* 49
Timeout: * 5 Secs
OK Cancel

Etapa 4. Click Save.

TP YL macacs |
S5H
=T Properties
HTTPS Timegut: = 5 Secs
* AAA
TACACS Providers
Syslog
DNS = M
FIPS and Comman Criteria P order Port
Access List
10.88.244.50 i “
Save | Cancal

Etapa 5. Navegue até System > User Management > Settings.

Etapa 6. Em Autenticagcédo padréo, escolha TACACS.

Ovarview Irterfaces Logical Devices Security Engine  Platform Settings L Teols  Help  Pecsadmin

Configuration Licensirg Updates User Management
s [T
e
Ramors Fol 0 Assign Oelaul Rose o

Criando um provedor TACACS+ usando CLI
Etapa 1. Para habilitar a autenticagdo TACACS, execute os seguintes comandos.

segurancga de escopo fpr4120-TAC-A#



fpr4d120-TAC-A /security # scope default-auth
fpr4120-TAC-A /security/default-auth # set realm tacacs
Etapa 2. Use o comando show detail para verificar a configuragao.
fpr4120-TAC-A /security/default-auth # show detail
Autenticacao padrao:
Dominio administrativo: TACACS
Dominio operacional: TACACS
Periodo de atualizagao da sessao da Web (em segundos): 600
Tempo limite da sesséo (em segundos) para sessdes web, ssh, telnet: 600
Tempo limite da sessao absoluta (em segundos) para sessdes web, ssh, telnet: 3600
Tempo limite da sess&o do console serial (em segundos): 600
Tempo limite da sesséo absoluta do console serial (em segundos): 3600
Grupo de servidores de Autenticagao do Administrador:
Grupo de servidores de Autenticagcao Operacional:
Uso do segundo fator: No
Etapa 3. Para configurar os parametros do servidor TACACS, execute os seguintes comandos.
seguranga de escopo fpr4120-TAC-A#
fprd120-TAC-A /seguranca # taticas de escopo
fpr4120-TAC-A /security/tacacs # entre no servidor 10.88.244.50
fpr4d120-TAC-A /security/tacacs/server # set descr "Servidor ACS"
fpr4120-TAC-A /security/tacacs/server* # set key
Digite a chave: ******
Confirme a chave: ******
Etapa 4. Use o comando show detail para verificar a configuragao.
fprd120-TAC-A /security/tacacs/server* # show detail
Servidor TACACS+:

Nome do host, FQDN ou endereco IP: 10.88.244.50



Descr:
Pedido: 1
Porta: 49
Chave: ****

tempo limite: 5
Configuragao do servidor ISE

Adicionando o FXOS como um recurso de rede
Etapa 1. Navegue até Administration > Network Resources > Network Devices.

Etapa 2. Clique em Add.

~ Administration

» Sysiem  » |dentity Management  ~Network Resources  » Device Porial Management  pxGrid Services  » Fead Service  » Threat Ceniric NAG

= Matwork Devicas  MNebtwork Device Groups  Metwork Device Profiles  External RADIUS Sarvers RADIUS Server Sequences  MNAC Managers  Exlernal MOM  » Location Services
——

<]
Network devices Network Devices
Default Device
fEdit <badd [fyDuphicate @uimport @ Export @) Generatz PAC | ) Delete
Device Security Settings ’

Name - IP[Mask Profile Name Lacation Type Description

No data available

Etapa 3. Insira os valores necessarios (Nome, Endereco IP, Tipo de dispositivo e Habilitar
TACACS+ e adicione a CHAVE), clique em Enviar.
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b System ¢ ldentity Management = - Network Rescurces  # Device Portal Management  pxGrid Services  » Feed Service  » Threat Cantric NAC

=MNetwark Devices  MNetwork Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM ¢ Location Services
——
o

Mebwork Devices List > FXOS
Network Devices
Default Device

* Name | FXOS
Device Security Settings
] E—

MNatwork devices

*IP Address: [ 10,83.180.6 | /[32_]

= Device Profile &% Cisco = &

MossNare [ ]
o vesion [ 7]

* Network Device Group

Device Type |F>¢05 2] J' Set To Default |
IPSEC (g © | [ set ToDefaul |
Lecation [ Al Locations © | [ et To Defautt |

O |+ RADIUS Authentication Settings

=

« TACACS Authentication Settings

Snared SECret | cassssns | | show i

Enable Single Connact Mode [

# Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

O s snmp Settings

[ |+ Agvanced Trustsee Sattings

B3 (Resat)
Criando grupos de identidade e usuarios
Etapa 1. Navegue até Administration > Identity Management > Groups > User Identity Groups.

Etapa 2. Clique em Add.

Identity Services Engine Home ) ContextVisibilty  » Operations  » Policy [ERENLIECCUlN * Work Centers

» System |~ Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identiies  Groups  External Identity Sources  |dentity Source Sequences  » Settings

——

Identity Groups User Identity Groups

= )

GO ow|l . &b, J Edit =bAdd M Delete v @almport (T Export v

» | Endpoint Identity Groups Name A Description

» ] Useridentity Groups [J 23 ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
J 52 Employee Default Employee User Group
[0 22 GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
[0 22 GuestType_Contractor (default) Identity group mirroring the guest type
[0 22 GuesiType_Daily (default) Identity group mirroring the guest type
O £ GuestType_Weekly (default) Identity group mirroring the guest type
[J 2% OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group



Etapa 3. Insira o valor para Nome e clique em Enviar.

‘hitke  Identity Services Engine Home  » ConlextVisbiity  » Operations b Policy [RIRLIIRCTLM » Work Conters
» System |~ |dentity Management * Maetwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentiies  Groups  Extemnal [dentity Sources  |dentity Source Sequences  » Settings

Identity Groups Usar Idantity Groups > Mew User Identity Group
[' re) ] Identity Group

e . &, *Name [ FXOS ADMIN |
* || Endpoint Identity Groups Description [

3 ‘;I‘lmlﬁanllyﬁ-lmps

EZ3 | concel |

Etapa 4. Repita a etapa 3 para todas as fungdes de usuario necessarias.

«lali.  |dentity Services Engine Home  » ContextVisbility  » Operations  » Policy [RRd el C -l * Work Centers
» System |~ ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b ldentiies  Groups  External Identity Sources  Identity Source Sequences b Settings

I
Identity Groups User Identity Groups
& L)
Sow |l fro J Edit <jeAdd M Delete v @almport P Export v

» : Endpoint Identity Groups MName Description

» | User ldentity Groups 51 ALL_ACCOUMTS drafauiry Default ALL_ACCOUNTS (default) User Group
- Name: Currently Sorted -
&R Employee Default Employee User Group
51 FXOS AAA

2% FXOS ADMIN
51 FXOS OPER

&2 FXOS Read Only

A A IR ASO U IR ITE Cdefe it P B e s S & e f £ e 1

jooooog

Etapa 5. Navegue até Administration > Identity Management > Identity > Users.

Etapa 6. Clique em Add.

ulile Identity Sarvices Engine Home  » Context Visibilty  » Operations ~ Administration

» System = |dentity Management = » Metwork Resources  » Device Portal Management  poGrid Services  » Feed Service  » Threat Centric NAC

=ldentiies  Groups  External ldentity Sources  |dentity Source Sequences  » Saettings
—

[ ]
Users Network Access Users

Latest Manual Netwaork Scan Results =
J Edt <= add B thange Status Solmport Gk Eport 3 Delete [y Duplicate

Status MName & Description First Mame Last Name Email Address User Identity Groups Admin
No data avallable

Passo 7. Insira os valores necessarios (Nome, Grupo de usuarios, Senha).



ubuils |dentity Services Engine Home

+ Operations
» Device Portal Management

» Context Visibility

b System = ldenlity Management | » Nelwork Resources prGrid Services

External Identity Sources  Identity Source Sequences  » Settings

- ldentities  Groups

MNetwork Access Users List > New Network Access User
* Network Access User

Users

Latest Manual Network Scan Results

» Feed Service

~ Administration

» Threat Centric NAC

*Name [ fxosadmin

Status Enabled

Email |

» Passwords

Password Type:  Intemal Users -

Password

Re-Enter Password

* Login Password Iouu».

| Generate Password | i

Enable Password I |

| Generate Password | i

= User Information

First Name | |

Last Name | |

 Account Options

Description |

Change password on next login [

= Account Disable Policy

0 Disable account if date exceeds | 2018-03-01

« User Groups

- [Pros oM ~
s [(Concel )

{yyyy-mm-dd)

Etapa 8. Repita a etapa 6 para todos os usuarios necessarios.

= Administration

il Identity Services Engine

€isca

» Systern |~ ldeniity Managemant » Network Resources  » Device Ponal Management  piGrid Senvices
=ldentities  Groups  Ewxiernal Mdentity Sources  |dentity Source Sequences  » Settings

Usars Network Access Users

Latest Manual Network Scan Results Jedt dhndd E Status »  @eImport Gk Export v 3 Delete v LyDupheate

Status Name | Descrigtion First Name
[0 gEnabled g Mxosasa
[ mEnabled g Fxosadmin
[} g Enabled ¢ fxosoper

[0 mEnabled g Mxosro

Criando o perfil de shell para cada fungéo de usuario

Etapa 1. Navegue até Centros de trabalho > Administragdo do dispositivo > Elementos de politica

> Resultados > Perfis TACACS e clique em +ADD.

¢+ Feed Service ¢ Threat Centnic NAC

User Identity Groups
FXOS5 An

FX05 ADMIN

FX0S OPER

FX05 Read Only

Last Mame Email Address

Admin



sthudl Identity Services Engine Home  » ContextVisbilty  » Operations  + Policy  » Administraton (R Lo o0
» Metwork Access » Guest Access » TrusiSec » BYOD » Profiler » Posiure = Device Administration » PassivelD

b Overview  » |dentities  Userldentity Groups  Extld Sources ¢ Network Resources  ~Policy Elements  Device Admin Policy Sets  Repors  Settings
e

o
TACACS Profiles
» Conditions
0 Selected Rows/Page 4 j 1 11 Go 4 Total Rows
» Network Conditions
o Refresh 4 Add Duplicate @ Trasn~ @ Ean T Fiter v &
Results — )
T resa Name Type Description
Allowed Protocols - WLC ALL WLC WLC ALL

TACACS Command Sets -

WLC MONITOR wLe WLC MONITOR
TACACS Profiles B Deny All Shell Profile Shell Deny All Shell Profile
Default Shell Profile Shell Default Shell Profile

Etapa 2. Insira os valores necessarios para o perfil TACACS

2.1. Digite o nome.

TACACS Profiles > New

TACACS Profile

Name | FXOS_Admin_Profile

Descriptian

Task Attribute View Raw View

2.2. Na guia RAW View, configure o CISCO-AV-PAIR a seguir.

cisco-av-pair=shell:fungées="admin"



TACACS Profiles > New

TACACS Profile

Name FXOS5_Admin_Profile

Description

Task Attribute View Raw View

Profile Attributes

2.3. Clique em Submit.

D D



TACACS Profiles > FXOS_Admin_Profile

TACACS Profile
Name FXO0S_Admin_Profile|
Description
Task Attribute View Raw View

Common Tasks

Common Task Type  Shell

Default Privilege

O | (seectoto15)

~ Maximum Privilege

Q | (seectowo15)

Access Control List

Auto Command

No Escape

’ | (Select true or false)

Timeout

o | Minutes (0-9999)

Idle Time

I
|
l
|
|
|
|

o | Minutes (0-9998)

Custom Attributes

& Add @ Trash~ (& Edit

Type Name Value

MANDATORY cisco-av-pair

shell:roles="admin"

G

Etapa 3. Repita a etapa 2 para as fungdes de usuario restantes usando os seguintes pares Cisco-

AV.
cisco-av-pair=shell:fungbes="aaa"
cisco-av-pair=shell:fungdes="operagdes"

cisco-av-pair=shell:fungcdes="somente leitura"

Custom Attributes
4 Add & Trash» @& Edit
Type Name Value
MANDATORY cisco-av-pair shell:roles

="aaa"

GE



Custom Attributes

+ Add [ Trash~ @& Edit o~
Type Name Value
- MANDATORY cisco-av-pair shell:roles="oparations” @ ﬁlﬂ
AV
Custom Attributes
+ Add @ Trash~ & Edit o~
Type Name Value
MANDATORY cisco-av-pair shell:roles="read-only" (]
TACACS Profiles
0 Selected Rows/Page g :J 1 IR Go 8 Total Rows
2 Refresh 4 Add Duplicate @ Trash~ & Edit Y Filter = o~
| Name Type  Description
o WLC ALL WLC WLC ALL
. WLC MONITOR WLC WLC MONITOR
Deny All Shell Profile Shell Deny All Shell Profile
. Default Shell Profile Shell Default Shell Profile
. FXOS_Admin_Profile Shell
FXOS_AAA_ Shell Shell
= FXOS_Operations_Shell Shell
- FXOS_ReadOnly _Shell Shell

Criando a politica de autorizagdo TACACS

Etapa 1. Navegue até Centros de trabalho > Administragdo do dispositivo > Conjuntos de politicas
de administragéo do dispositivo.

¢ hatwork Access. » Ot Access  » TrumtBies ¢ BYOD  » Profier  » Posture - Dwecs Admwrataton » Passiily

Click Rare 1t winslens SShp And vhbiey Saup 00 Nt s this agan
bOverdew v Merses  User loenity Groups  Enla Sources b Metwon Amources b Poicy Ewmens  Deves Admen Poicy Sem Awperis Semngs

Ll Ditire the Poicy Sets By coniguning naies basesd on condons. Drag and 47 B6s o Hhe (e hand e 1o change the oris:
2 wiriion » Syseam » Backup § Rasoon = Poiicy Expont Page

[ S oy names & cmeriptoes. O | ox Py Eapen goto A
-0 [4d X2 Swn Hame Dasscrpron
=~ Defast Tacaes_Dieluit

Summary of Policies e —

* Proxy Server Sequence
Prooey sanver ssqusnoe:|

* Authentication Policy

B Dt Rula 0 mo maich] Al Peoocsin. - Dtinak Dirvics Adesn andvan A User_1D_Some Bt | v

= Austherization Pelicy

* Exceptions (0)
St R Nams Conciions (osntly grouts Bnd ther condtions)  CommandSets  Shel Profiss
B Teaes Detma Diarsy A1 Snat Profie Ean v

Etapa 2. Certifique-se de que a Politica de Autenticagdo aponte para o banco de dados de



Usuarios Internos ou para o Repositorio de Identidades necessario.

v Authentication Policy

Default Rule (If nomatch) : Allow Protocols : Default Device Admin and use : All_User_|D_Stores

Etapa 3. Clique na seta ao final da diretiva de autorizagao padrao e clique em inserir regra acima.

* Authorization Policy

» Exceptions (0)

Status  Rule Name Candftions (kentity groups and other conditions) Command Sets Shell Profiles

Tacacs_Detaut Diany Al Shel Profila e
Etapa 4. Insira os valores da regra com os parametros necessarios:
4.1. Nome da regra: Regra de administracdo FXOS.
4.2. Condigoes.
Se: O grupo de identidade do usuario € ADMIN FXOS
Status Rule Mame Conditions [identinr groups and other COI"IdiTiOﬂS) Command Sets Shell Profiles
# [ + [ Fx0s Admin Rule | #[any = [5d] Condition(s) 3 | Comman... < | |select a Shell Profile
Tacacs_Default
[Any O =4
User Identity Groups
L)
—— Sy
FX0S AAA
GuestType_Weekly (default)
OWN_ACCOUNTS (defauit)

FXOS ADMIN

FX0S OPER

Employee

GuestType_Daily (default)
GuestType_Contractor {default)
FX0S Read Only

(
& -~
u
e
u
~ ¥ GROUP_ACCOUNTS (default)
o
e
u
e
u
u
¥ ALL_ACCOUNTS (default)

EX3 (Reset

E dispositivo: Tipo de dispositivo € igual a todos os tipos de dispositivo #FXOS



Command Sets Shell Profiles

o malhes hen SS9 IR agd All Conditions Below to Library
Condition Name Description
Of | |pevice:Device Ty... ©f [Equals  ~| [AllDevice Typest.. ] &
L L)
E MR ok
© Al Device Types
X U Al Device Types#FXOS
EA.D »
£ pevice »
| InternalUser »
| Network Access »
[ Network Condition ’
[ macacs »
Perfil da Shell: FXOS_Admin_Profile
Shell Profiles
Shell Profile
L L)
@~ E- ol
— Ll W

4 Default Shell Profile
(4 Deny All Shell Profile
G4 FXOS_AAA_Shell

(i) FXOS_Admin_Profile
4 FXOS_Operations_Shell
4 FXOS_ReadOnly_Shell
€ wLC AL

4 WLC MONITOR

Etapa 5. Clique em Concluido.



* Exceptions (0)

Stans  Fuie Name Ganditions (identty groups and other canditions) Command Sets Sheil Profies

P8~ [possomnnm | A[P. o o [osvoeoen o I ssecanian 5 J1 s pdm e 3 oo
Tacacs_Defauh Dany A1 Shedl Prodin Edit | =
[ JE=

Etapa 6. Repita as etapas 3 e 4 para as funcdes de usuario restantes e, quando terminar, clique
em SALVAR.

+ Authorization Policy

» Exceptions (0)

Standard

Status Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles
ra FX0OS Admin Rule FX0S ADMIN DEVICE:Device Type Select an item FXOS_Admin_Profile
EQUALS All Device Types#FX0S
ra EXOS AAA Rule FXOS AAA DEVICE:Device Type FXOS_AAA_Shell
EQUALS All Device Types#FX0S
rFa FXOS Operations Rule FX0S OPER DEVICE:Device Type FXOS_Operations_Shell
EQUALS All Device Types#FXOS
F FX0S Read Only Rule FXOS Read Only DEVICE:Device Type FXO0S_ReadOnly_Sheall
EQUALS All Device Types#FX05
Tacacs_Default Deny All Shell Profile
[ sove =

Agora vocé pode testar cada usuario e verificar a fungao de usuario atribuida.
Verificagado de chassi FXOS

1. Facga Telnet ou SSH para o chassi FXOS e faga login usando qualquer um dos usuarios criados
no ISE.

Nome de usuario: fxosadmin
Senha:
fpr4d120-TAC-A# segurancga de escopo

fpr4120-TAC-A /security # show remote-user detail



Arquivo de usuario remoto:

Descricao:

Funcdes de usuario:
Nome: aaa
Nome: somente leitura

Usuario remoto fxosadmin:

Descricao:

Funcdes de usuario:
Nome: admin
Nome: somente leitura

Usuario remoto operacional:

Descricao:

Funcgdes de usuario:
Nome: operagdes
Nome: somente leitura

Fxosor do usuario remoto:

Descricao:

Funcdes de usuario:
Nome: somente leitura

Dependendo do nome de usuario inserido, a cli do chassi do FXOS exibira apenas os comandos
autorizados para a funcao de usuario atribuida.

Funcao de Usuario Admin.
fprd120-TAC-A /security # ?
Reconhecer
clear-user-sessions Clear User Sessions
criar objetos gerenciados

excluir excluir objetos gerenciados



desabilitar desabilita servigos

enable Habilita servicos

inserir um objeto gerenciado

escopo Altera o modo atual

definir valores de propriedade

show system information

terminar sessdes cimc ativas
fpr4120-TAC-A# connect fxos
fpr4120-TAC-A (fxos)# debug aaa-requests
fprd120-TAC-A (fxos)#

Funcao de usuario somente leitura.
fpr4120-TAC-A /security # ?

escopo Altera o modo atual

definir valores de propriedade

show system information

fpr4120-TAC-A# connect fxos
fpr4d120-TAC-A (fxos)# debug aaa-requests
% Permissao negada para a fungcao

2. Navegue até o endereco IP do chassi FXOS e faca login usando qualquer um dos usuarios
criados no ISE.

Funcao de Usuario Admin.



Overview Interfaces Logical Devices Security Engine JIZETSGTE T8

Add TACACS Provider T % |@ o J

FIPS and Common Criteria
Hostrame/FODN{or TP Address): =
Access List

10.89.244.50 1 Order:= lowest-available 78
Keay: Set:No
Confirm Key:
Port:= 49

Timegut:* 5 Secs

QK Cancel
| save || cancel |
Funcao de usuario somente leitura.
oo e s o CODRES =
o we wows [V

WP sz ® [

Note: Observe que o botdo ADD esta acinzentado.

Verificagdo do ISE 2.0

1. Navegue até Operations > TACACS Livelog. Vocé deve ser capaz de ver tentativas bem-sucedidas e com falha.

v RADIUS  Theai-Ceniic MAC Live Logs | ~TACACS  » Troubleshool  » AJRDEve Mebwod Contrl  Rlapors

Click hare b0 do wisiess. peaup and viskiliy selup Do not show ihis agan
Live Logs
Rafresh  Nover =|show Lamszmmecons | wine| Lam3nows o
S Aotresn A Ewgont Tow Trws O«
Logged Time Status Details Usemame Authentication P:Alry Aythorization pﬂll‘y Failure Reason Matched Comma. Shell Profie
* 4
B 3 1 Tacacs_Default == FXOE Adrin Ruls FXDS_Admin_Brofle
a o L
o -3 [ 40 pasgwon sh
E o o Tacacs_Default >> FXOS Read Only FXOS_RaasOnly S
B o fzan Tacacs_Defaul >> Default > Detault
Jan 17, 2018 08:58:50 558 PW (-] o fwosro Tacacs_Dafault >> Defaull == Detault Z2040 Wrong passwond o imvakd shared.

Troubleshoot

Para depurar a autenticacao e a autorizagdo AAA, execute os seguintes comandos na cli do
FXOS.

fpr4120-TAC-A# connect fxos
fprd120-TAC-A (fxos)# debug aaa-requests
fpr4120-TAC-A (fxos)# debug aaa event

fprd120-TAC-A (fxos)#debug aaa errors



fpr4120-TAC-A (fxos)#term mon

Apds uma tentativa de autenticagdo bem-sucedida, vocé vera a seguinte saida.

2018 Jan 17 15:46:40.305247 aaa:

2018 Jan 17 15:46:40.305262 aaa:

appln_subtype: padrao

2018 Jan 17 15:46:40.305271 aaa:

2018 Jan 17 15:46:40.305285 aaa:

0

2018 Jan 17 15:46:40.305294 aaa

2018 Jan 17 15:46:40.305301 aaa:

2018 Jan 17 15:46:40.305308 aaa:

2018 Jan 17 15:46:40.305315 aaa:

2018 Jan 17 15:46:40.305324 aaa:
2018 Jan 17 15:46:40.305384 aaa:
2018 Jan 17 15:46:40.554631 aaa:
2018 Jan 17 15:46:40.555229 aaa:
2018 Jan 17 15:46:40.555817 aaa:
2018 Jan 17 15:46:40.556387 aaa:
2018 Jan 17 15:46:40.557042 aaa:
2018 Jan 17 15:46:40.557059 aaa:
2018 Jan 17 15:46:40.557066 aaa:

2018 Jan 17 15:46:40.557075 aaa:
>flags=21. aaa_resp->flags=0.

2018 Jan 17 15:46:40.557083 aaa:
2018 Jan 17 15:46:40.557106 aaa:
2018 Jan 17 15:46:40.557364 aaa:

2018 Jan 17 15:46:40.557378 aaa:

aaa_req_process para autenticacao. session no 0

aaa_req_process: Solicitagao geral de AAA do appln: login

try_next_aaa_method

total de métodos configurados € 1, indice atual a ser tentado &

: fp_req_using_method

AAA_METOD_SERVER_GROUP
aaa_sg_method_handler group = tacacs

Usando sg_protocol que € passado para esta fungao
Enviando solicitacdo para o servico TACACS

Grupo de métodos configurado com éxito
aaa_process_fd_set

aaa_process_fd_set: mtscallback em aaa_q
mts_message_response_handler: uma resposta mts
prot_daemon_reponse_handler

sessdo: 0x8dfd68c removido da tabela de sesséo 0
is_aaa_resp_status_successful status = 1
is_aaa_resp_status_successful € TRUE

aaa_send_client_response para autenticagao. session-

AAA_REQ_FLAG_NORMAL
mts_send_response Bem-sucedido
aaa_req_process para autorizagao. session no 0

aaa_req_process chamado com o contexto do appln: login

appln_subtype: default authen_type:2, authen_method: 0

2018 Jan 17 15:46:40.557386 aaa:

aaa_send_req_using_context



2018 Jan 17 15:46:40.557394 aaa
2018 Jan 17 15:46:40.557401 aaa
2018 Jan 17 15:46:40.557408 aaa
direcionada(excegao: nao uma sol

aaa

2018 Jan 17 15:46:40.557415 aaa

2018 Jan 17 15:46:40.801732 aaa:

>flags=9. aaa_resp->flags=0.

2018 Jan 17 15:46:40.801740 aaa

2018 Jan 17 15:46:40.801761 aaa:

2018 Jan 17 15:46:40.848932 aaa:

2018 Jan 17 15:46:40.848943 aaa:

user:fxosadmin a fungao:admin

2018 Jan 17 15:46:40.848963 aaa:

2018 Jan 17 15:46:40.848972 aaa:

2018 Jan 17 15:46:40.848982 aaa:

2018 Jan 17 15:46:40.848992 aaa:

appln_subtype padrao: padrao

2018 Jan 17 15:46:40.849002 aaa:

2018 Jan 17 15:46:40.849022 aaa:

2018 Jan 17 15:46:40.849032 aaa:

2018 Jan 17 15:46:40.849043 aaa:

2018 Jan 17 15:46:40.849053 aaa

2018 Jan 17 15:46:40.849063 aaa:

2018 Jan 17 15:46:40.849073 aaa:

2018 Jan 17 15:46:40.849085 aaa

: @aaa_sg_method_handler group = (nulo)

: Usando sg_protocol que € passado para esta fungao

: solicitacao AAA baseada em contexto ou

icitacdo de retransmissao). Nao recebera cdpia da solicitagao
: Enviando solicitagao para o servico TACACS

aaa_send_client_response para autorizacio. session-

: AAA_REQ_FLAG_NORMAL
mts_send_response Bem-sucedido
CODIGO ANTIGO: accounting_mid_update

aaa_create_local_acct_req: user=, session_id=, log=adicionou

aaa_req_process para contabilidade. session no 0
A referéncia de solicitacdo MTS é NULL. solicitagdo LOCAL
Definindo AAA_REQ_RESPONSE_NOT_NEEDED

aaa_req_process: Solicitacdo geral de AAA do appln:

try_next_aaa_method

nenhum método configurado para o padrao

nenhuma configuragao disponivel para esta solicitagdo
try_fallback_method

: fp_req_using_method

local_method_handler

aaa_local_accounting_msg

: atualizagdo:::usuario adicionado:fxosadmin a fungéo:admin

Apds uma tentativa de autenticagdo com falha, vocé vera a seguinte saida.

2018 Jan 17 15:46:17.836271 aaa

2018 Jan 17 15:46:17.836616 aaa
appln_subtype: padrao

: @aaa_req_process para autenticacio. session no 0

: aaa_req_process: Solicitagao geral de AAA do applin: login



2018 Jan 17 15:46:17.837063 aaa:

2018 Jan 17 15:46:17.837416 aaa:

0

2018 Jan 17 15:46:17.837766 aaa:

2018 Jan 17 15:46:17.838103 aaa:

2018 Jan 17 15:46:17.838477 aaa:

2018 Jan 17 15:46:17.838826 aaa:

2018 Jan 17 15:46:17.839167 aaa:

2018 Jan 17 15:46:17.840225 aaa:

2018 Jan 17 15:46:18.043710 aaa:

2018 Jan 17 15:46:18.044048 aaa:

2018 Jan 17 15:46:18.044395 aaa:

>flags=21. aaa_resp->flags=0.

2018 Jan 17 15:46:18.044733 aaa

2018 Jan 17 15:46:18.045096 aaa:

2018 Jan 17 15:46:18.045677 aaa:

2018 Jan 17 15:46:18.045689 aaa:

2018 Jan 17 15:46:18.045699 aaa:

2018 Jan 17 15:46:18.045715 aaa:

2018 Jan 17 15:46:18.045722 aaa:

2018 Jan 17 15:46:18.045732 aaa:

erro de login

2018 Jan 17 15:46:18.045738 aaa:

try_next_aaa_method

total de métodos configurados € 1, indice atual a ser tentado &

fp_req_using_method
AAA_METOD_SERVER_GROUP
aaa_sg_method_handler group = tacacs

Usando sg_protocol que € passado para esta fungao
Enviando solicitacdo para o servico TACACS

Grupo de métodos configurado com éxito
is_aaa_resp_status_successful status = 2
is_aaa_resp_status_successful € TRUE

aaa_send_client_response para autenticacao. session-

: AAA_REQ_FLAG_NORMAL

mts_send_response Bem-sucedido
aaa_cleanup_session

mts_drop de msg de solicitagao

aaa_req deve ser liberada.
aaa_process_fd_set

aaa_process_fd_set: mtscallback em aaa_q

aaa_enable_info_config: GET_REQ para uma mensagem de

recuperou o valor de retorno da operacao de

configuragao:item de seguranga desconhecido

Informacgdes Relacionadas

O comando Ethanalyzer na cli do FX-OS solicitara uma senha quando a autenticagao
TACACS/RADIUS estiver habilitada. Esse comportamento é causado por um bug.

ID do bug: CSCvg87518


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg87518/?reffering_site=dumpcr
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