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Introducao

Este documento descreve a integragao por push do Duo com o AD e o ISE como autenticagéo de
dois fatores para clientes AnyConnect conectados ao ASA.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Configuracdo de VPN RA no ASA
» Configuracdo RADIUS no ASA

* ISE

* Diret6rio ativo

 Aplicativos Duo



Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

* Microsoft 2016 Server

ASA 9.14(3)18

Servidor ISE 3.0

Servidor Duo

» Gerenciador de proxy de autenticacédo Duo

As informacodes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informagdes de Apoio
Este documento descreve como configurar a integragao por envio do Duo com o Ative Diretory
(AD) e o Cisco ldentity Service Engine (ISE) como autenticagédo de dois fatores para clientes

AnyConnect que se conectam ao Cisco Adaptive Security Appliance (ASA).

Diagrama e cenario de rede
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Processo de comunicacgao

https://duo.com/docs/ciscoise-radius



https://duo.com/docs/ciscoise-radius

1. Autenticagao primaria iniciada no Cisco ISE

2. O Cisco ISE envia a solicitagao de autenticagao para o proxy de autenticagédo Duo

3. A autenticagao primaria usa o Ative Diretory ou o RADIUS

4. Conexao de Proxy de Autenticagdo Duo estabelecida para Seguranga Duo sobre a porta
TCP 443

5. Autenticagao secundaria por meio do servigo Duo Security

6. O proxy de autenticagao Duo recebe a resposta de autenticacao

7. Acesso concedido ao Cisco ISE

Contas do usuario:

» Administrador do Ative Diretory: usado como a conta de diretério para permitir que o Proxy
de Autenticagado Duo se vincule ao servidor do Ative Diretory para autenticagao primaria.

» Usuario de teste do Ative Diretory

» Usuario de teste Duo para autenticacdo secundaria

Configuracdes do Active Directory

O servidor Windows esta pré-configurado com os servigos de dominio do Ative Diretory.

% Nota:Se o RADIUS Duo Auth Proxy Manager for executado na mesma maquina host do
Ative Diretory, as fungdes NPS (Servidor de Politicas de Rede) deverao ser
desinstaladas/excluidas; se ambos os servicos RADIUS forem executados, eles poderao
entrar em conflito e afetar o desempenho.

Para obter a configuragcado do AD para autenticagao e identidade de usuario em usuarios de VPN
de acesso remoto, alguns valores sdo necessarios.

Todos esses detalhes devem ser criados ou coletados no Microsoft Server para que a
configuragao possa ser feita no servidor proxy ASA e Duo Auth.

Os principais valores sao:

* Nome de dominio. Este é o nome de dominio do servidor. Neste guia de configuragao,
agaricam.cisco € o nome de dominio.

» Endereco IP/FQDN do servidor. O endereco IP ou FQDN usado para acessar o Microsoft
Server. Se um FQDN for usado, um servidor DNS devera ser configurado no ASA e no
proxy Duo Auth para resolver o FQDN.

Neste guia de configuracao, esse valor € agaricam.cisco (que € resolvido como 10.28.17.107).

» Porta do servidor. A porta usada pelo servigo LDAP. Por padrao, LDAP e STARTTLS usam
a porta TCP 389 para LDAP, e LDAP sobre SSL (LDAPS) usa a porta TCP 636.

* CAraiz. Se LDAPS ou STARTTLS for usado, a CA raiz usada para assinar o certificado
SSL usado por LDAPS sera necessaria.



* Nome de usuario e senha do diretdrio. Essa é a conta usada pelo servidor proxy Duo Auth
para vincular-se ao servidor LDAP e autenticar usuarios e pesquisar usuarios e grupos.

* Nome distinto (DN) de base e de grupo. O DN de base é o ponto de partida para o proxy de
autenticagao dupla e informa ao Ative Diretory para iniciar a pesquisa e autenticar usuarios.

Neste guia de configuragao, o dominio raiz agaricam.cisco é usado como DN base e DN de
grupo € Duo-USERS.

1. Para adicionar um novo usuario do Duo, no Windows Server, navegue para o icone do
Windows na parte inferior esquerda e clique em Ferramentas Administrativas do Windows,
conforme mostrado na imagem.
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2. Na janela Ferramentas Administrativas do Windows, navegue até Usuarios e Computadores do
Ative Diretory.

No painel Usuarios e computadores do Ative Diretory, expanda a opgao de dominio € navegue
até a pasta Usuarios.

Neste exemplo de configuragao, Duo-USERS €& usado como o grupo de destino para a
autenticacao secundaria.
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3. Clique com o botao direito do mouse na pasta Users e selecione New > User, como mostrado

na imagem.
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4. Na janela Novo Usuario de Objeto, especifique os atributos de identidade para este novo
usuario e clique em Préximo, conforme mostrado na imagem.




MNew Object - User

& Create in:

agarciam .cisco,/Users

First name: dUOVPN e | Iriicls:
Last name:
Full name: duovpn
|ser logon name:
duovpn| 4 (@agarciam cisco
User logon name (pre-Windows 2000):
AGARCIAM?, duovpn
< Back Mead >

5. Confirme a senha e clique em Avancar, em seguida, em Concluir quando as informacgdes do

usuario forem verificadas.
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& Create in:  agarciam cisco./Users

Password: FEREBRBEREE *—
Confirm password: sssssnssnes +.

[] User must change passwonrd at next logon
[ ] User cannat change passward

Mew Object - User X

18

[#] Password never expires
cmm' Cancel

[ ] Account is disabled
6. Atribua o novo usuario a um grupo especifico, clique com o botao direito do mouse nele e
selecione Adicionar a um grupo, como mostrado na imagem.
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8. Este € o usuario usado neste documento como exemplo.

Configuracoes Duo

1. Faga login no portal do Administrador do Dudo.

y 4
| > " -

Admin Login

Enter your admin credentials

i NN . oo

Log in as someone alse

Password

FEdEEEEEE R

Forgot password?

Confirm your identity

2.No painel do lado esquerdo, navegue até Users, clique em Add User e digite o nome do usuario
que corresponde ao seu home de usuario do Ative Domain e clique em Add User.



-.I' Q, Search for users, groups, applications, or devices

Dashboard
Dashboard > Users > Add User

Add User

Most applications allow users to enroll themselves after they complete primary authentication.

Applications Learn more about adding users [f

Device Insight

Policies

Single Sign-On

Users Username duovpn <4

Add User Should match the primary authentication username.
Pending Enroliments
Bulk Enroll Users

Import Users

Add User

3. No painel do novo usuario, preencha a lacuna com todas as informagdes necessarias.

Directory Sync




uasnooarg > USers » auovpn

Policies

Send Enrollment Email

Applications duovpn Logs

Single Sign-On

This user has not enrolled yet. See our enrollment documentation [ to learn more about enrolling users.
Users

Add User

Pending Enroliments

Bulk Enroll Users Username AUOVPN s

Import Users

Directory Sync
Username allases + Add a username alias

Bypass Codes Users can have up to 8 aliases.
Groups Optionally, you may choose to reserve using an alias number for a specific alias
(e.g., Username alias 1 should cnly be used for Employee ID).

Endpoints
2FA Devices

Full name test ypn user —
Trusted Endpoints
Trust Monitor

Email o a1 BE.com ‘
Reports
Settings

Status @ Active —alf—

Require multi-factor authentication (default).
Need Help?
Chat with Tech Su rt Cf
M Rport o Bypass
Email Support Allow users to skip two-factor authentication and log in with only a password. Passwordless authentication is not skipped.
Gall us at 1-855-386-2884
Disabled

Versioning Automatically deny access
Core Authentication Service:
D235.6 This controls the user's two-factor authentication process.
Admin Panel:
D235.68
Read Release Notes [ . "

Groups You don't have any editable groups. Add one.
Account ID Groups can be used for management, reporting, and policy. Learn more about groups Cf

2810-8030-53

Deployment ID
DUOBS

Notes
Helpful Links

Documentation (£

User Guide [
For internal use.

Knowledge Base (5

4. Em dispositivos do usuario, especifique o método de autenticacdao secundario.

% Nota:Neste documento, é usado o método Duo push for mobile devices, de modo que é
necessario adicionar um dispositivo telefénico.

Cliqgue em Adicionar telefone.



Phones
P . Add Phona
You may rearranga the phones by dragging and dropping in the table. Learn mone about activating a replacement phone £,

This user has no phones. Add one.

Endpoints

This user has no devices

This usar has no hardware tokens. Add ona.

This user has no bypass codes. Add ona.

WebAuthn & U2F Add Security Key

5. Digite o numero de telefone do usuario e clique em Adicionar Telefone.



Dashboard > Users > duovpn » Add Phone

Add Phone

Learn more about Activating Duo Mobile 7.

Type ® Phone
Tablet
Phone number — B~ K UV Show extension field

Optional. Example: “+52 1 222 123 4567"

6. No painel Admin do Duo a esquerda, navegue até Usuarios e clique no novo usuario.



Dashboard
Daghboard > Users

Device Insight
Use rs Directory Sync | Import Users | Bulk Enroll Users

Policies

Applications
You have users who have not activated Duo Moblle. Click here to send them activation links.

Single Sign-On

Need to activate a replacement phone? Learn more about Reactivating Duo Mobile C5.

Users

Add User 5 0 2 1 0 0

Pending Enroliments

Total Users Mot Enrolied Inactive Users Trash Bypass Users Locked Qut
Bulk Enroll Users
Import Users.
Select (0)v === Export ~ Q search

Directory Sync
By

Username = Mame Email Phones Tokens Status Last Lagin
Groups
Endpoints - 1 Active Mar 8, 2022 6:50 PM
2FA Devices

L] Active Mar 5, 2022 7:.04 PM

Trusted Endpaints

N 1 Active Mever authenticated

Trust Monitor

Reports @ - - = \com 1 Active Mever authenticated

Settings
Enm = m = E=g.com 1 Active Mar 5, 2022 7:16 PM

% Nota:Caso ndo tenha acesso ao seu telefone no momento, vocé pode selecionar a opg¢ao de
e-mail.

7.Navegue até a secao Telefones e clique em Ativate Duo Mobile.

Phones
Add Phona
You may rearrange the phonas by dragging and dropping In the table. Learn more about activating a replacement phona £,

Alias Davice Flatform Model Security Warnings

phone1 bl e paly | Androld 10 it S} Activate Duo Mobile o]

8. Cliqgue em Gerar Codigo de Ativacao Movel Duo.



4, earch for usars, groups, appllications, or devices

Dashboard
Dashboard &% sem @ — Activate Duo Mobile

Activate Duo Mobile

Davice Insight

Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile appl
mabile device or authenticate via Duo Push,

Single Sign-0On
Mote: Generating an activation code will iInvalidate any existing Duo Mobile credentials fc

Users

Groups Phone N L

Endpoints

2FA Davices Expiratian 24 hours w| after generation

Phones

Hardwara Tokens
WehAuthn & U2F e o Generate Duo Moblle Activation Code

9. Selecione Email para receber as instru¢des por e-mail, digite seu endereco de e-mail e clique
em Enviar Instrucdes por e-mail.

Dashboard > ¥ pn Faie0H SHE > Activate Dus Mobile

Activate Duo Mobile

Thiz form allows you to generate a new activation code for this phone's Duo Mobile applicatien. The Duo Mobile application allow:
mobile device or authenticate via Duo Push.

Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the r

Phone Lok SO e
Sond links via SMS
® Email =

Email e il BT SO ] —_—



10. Vocé recebera um e-mail com as instru¢des, conforme mostrado na imagem.

This is an automated email from Duo Security.

Your organization imvites you to set up Duo Mobile on your phone. You will find instructions from vour Duo

administrator below. If you have questions, please reach out to your organization's IT or help desk team,

This email will help you add your Cisco account to Duo Mobile on this device:

= mE =
Just tap this link from + ™ g ™ 1 copy and paste it into Duo Mobile manually:
|
- - [} n
If you're not reading thisfrom+ m = ® mmmn Duo Mobile on your phone and secan

this barcode:

Don't have Duo Mobile yet? Install it first:

iPhone: https://itunes apple.com/us/app/duo-mobile/id422663827

11. Abra o Duo Mobile App a partir do seu dispositivo movel e clique em Adicionar, selecione Usar
cddigo QR e digitalize o cédigo a partir do e-mail de instrugdes.

12. O novo usuario € adicionado ao seu aplicativo mével Duo.

Configuracao do proxy de autenticagcao Duo



1.Baixe e instale o Duo Auth Proxy Manager em https://duo.com/docs/authproxy-reference.

% Nota:Neste documento, o Duo Auth Proxy Manager esta instalado no mesmo Windows
Server que hospeda os servigos do Ative Diretory.

2.No Painel de administragao do Duo, navegue para Aplicativos e clique em Proteger um
aplicativo.

-ll‘ & Search for users, groups, applications, or devices B cisco | o arpanmen alan v
Dashboard

Dashbeard > Applications
Device Insight = =

Apphcahnns Protect an Application
Policies -
Applications
Pratect an

Manage your update to the new Universal Prompt
Single Sign-0On . )

experience, all in one place.
Users
Groups Gt Started Get More Information 3

]

Endpoints

2FA Devices
Export v Q) Search

Trusted Endpoints

3. Na barra de pesquisa, procure por Cisco ISE Radius.

Protect an Application

Add an application that you'd like to protect with Duo two-factor authentication,
You can start with a small *proof-of-concept” installation — it takes just a few minutes, and you're the only one that will see it, until you decide to add others.

Documentation: Getting Started Cf

Choose an application below to get started.

il

Application Protection Type

G Akamal Enterprise Application Access 2FA Documantation Cf Protact

.:II.-'.‘._!';. Cisco ISE RADIUS A —_— 2FA Documentation o

4. Copie a Chave de integracao, a Chave de seguranca e o Nome de host da API. Essas
informagdes sdo necessarias para a configuragdo do Proxy de autenticagdo Duo.


https://duo.com/docs/authproxy-reference

° Successfully added Cisco ISE RADIUS to protected applications. Add another.

Dashboard > Applications > Ciseo ISE RADIUS 1

Cisco ISE RADIUS 1

Follow the Cisco ISE RADIUS instructions 4.

Details
Integration key [ com e R R AT Copy ‘
Secrot key ssssssssnsnsnnns|VSho Ggpy ‘

Don't write down your secret key or share it with anyone.

APl hostname

B L e, el Copy ‘

5. Execute o aplicativo Duo Authentication Proxy Manager e conclua a configuracao do cliente do
Ative Diretory e do ISE Radius Server e clique em Validate.

% Observagao: se a validagao nao for bem-sucedida, consulte a guia debug para obter
detalhes e corrija-a de acordo.



B Duo Authentication Preay Manager = ' %

Version:

IR

ation Proxy is running Up since: 3/5/2022, 9:23:04 AM

Authen Restart Semnvice Stop Service

Validation passed
Configuration has passed validation and is ready to be saved 1‘_—

Configure: authproxy.cfg Unsawved Changes Output

Running The Duo Authentication Proxy Connectivity Tool. This may take
s ral minu
=18.28.17.107 [info] Testing section "main' with configuratiom:
nt =Admir rator [info]
ri= o 1S
in=DC=agarciam,DC=cisco 'log_max_size '28971528",
‘test_connectivity on_startup': "true'}
[radius_server_auto] ) n
[info] —-————————
[info] Testing section 'ad_client' with configuration:
[infe] {'debug': "True',
17.101 *host': "1@.28.17.107°,
1=y ! "search_dn': 'DC=agarciam,DC=cisce",

v "

le=safe service_a unt_password': "secoes",
t=ad_client 'service_account_username': "Administrator'}
rt=1812

[info]

[info]

| validate Save Leamn how

Configuracoes do Cisco ISE

1. Faga login no portal do administrador do ISE.

2.Expanda a guia Cisco ISE e navegue até Administration, clique em Network Resources e clique
em External RADIUS Servers.

¥ Cisco ISE

Dashboard Administration

Recent Fag&t
Network Resources
srnal ldenti

3. Na guia External Radius Servers, clique em Add.



= Cisco |ISE Administration - Network Resources

Metwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

External RADIUS Servers f

M Description

4. Preencha a lacuna com a configuracdo RADIUS usada no Duo Authentication Proxy Manager e
clique em Submit.

Metwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers External MDM More
* Name DUO_NEW -
fiplon
é
* Host IP 10.28.17.107
* Shared Secret e | 4 Show

Enable KeyWrap D (O]

* Key Encryption Key

* Message Authenticator Code Key

Key Input Format © ASCH () HEXADECIMAL
* Authentication Por 1812 (valid Range 1 to 65535)
Accounting Port 1813 (valid Range 1 10 65535)
* Server Timeout 5 Seconds (Valid Range 1 10 120)
nection Attempls 3 (Valid Range 1 to )
Radius ProxyFailover Expiration 300 {(ilvalid Range 1 to 600)

5. Navegue até a guia RADIUS Server Sequences e clique em Add.

= Cisco IS Administration - Network Resources

Netwark Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

RADIUS Server Sequences

For Policy Exporl o 10 Administration > System > Backup & Restors > Policy Exporl Page

6. Especifique o nome da sequéncia e atribua o novo servidor Externo RADIUS, clique em Enviar.



25 List > Mew RADIUS Server Sequence

RADIUS Server Sequence

General Advanced Attribute Settings

" Mame

DUO_Sequence|

Description

v User Selected Service Type

Select the set of external RADIUS servers to use to process requests. Servers are accessed in sequence until a response is r

o

Avallable salecied

DUD NEW =
DUD_ Radius
= q-

Remote accounting

| Local accounting

7. Navegue do menu Painel para Politica e clique em Conjuntos de Politicas.

¥ Claen |55

Dashboard

Policy

Recerd Pegau
Padicy Sata Preding

LCllent Frovislosing

Pollcy [lemenin




8. Atribua a Sequéncia RADIUS a politica default.

% Nota:Neste documento, a sequéncia Duo para todas as conexdes € aplicada, de modo que
a politica Padrao € usada. A atribuicao de politicas pode variar de acordo com os requisitos.

Policy Sets Reset Policyset Hitcount
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits
2
[ [ ZTILE] Ll  Radius-User-Name EQUALS isevpn Default Network / 3

[} L] Radius-NAS-Port-Type EQUALS Virtwal DUD_Sequance 22
e Default Default policy set _— Default Network Access

Allowed Protocols
Default Network Access

Proxy Sequence

Configuracao do Cisco ASA RADIUS/ISE

1. Configure o ISE RADIUS Server em grupos de servidores AAA, navegue para Configuration,
cligue em Device Management e expanda a segao Users/AAA, selecione AAA Server Groups.
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, selecione o nome da interface, especifique o endereco IP do ISE Server e digite a chave secreta
RADIUS e clique em Ok.

% Observacao: todas essas informagdes devem corresponder aquelas especificadas no Duo
Authentication Proxy Manager.

(] [ ] Edit AAA Server
Server Group: ISE
Interface Name: outside -'——__.
Server Name or IP Address: 10.28.17.101 41
Timeout: 10 seconds

RADIUS Parameters
Server Authentication Port: 1645
Server Accounting Port: 1646

Retry Interval: 10 seconds =

Server Secret Key: sones —

Common Password:

ACL Netmask Convert: Standard e
Microsoft CHAPv2 Capable:

SDI Messages
Message Table ¥

Help Cancel

Configuragao de CLI.

aaa-server ISE protocol radius
dynamic-authorization

aaa-server ISE (outside) host 10.28.17.101
key Teddktd



Configuracao de VPN de acesso remoto do Cisco ASA

ip local pool agarciam-pool 192.168.17.1-192.168.17.100 mask 255.255.255.0

group-policy DUO internal
group-policy DUO attributes

banner value This connection is for DUO authorized users only!
vpn-tunnel-protocol ikev2 ssl-client

split-tunnel-policy tunnelspecified

split-tunnel-network-1ist value split-agarciam

address-pools value agarciam-pool

tunnel-group ISE-users type remote-access
tunnel-group ISE-users general-attributes
address-pool agarciam-pool
authentication-server-group ISE
default-group-policy DUO

tunnel-group ISE-users webvpn-attributes
group-alias ISE enable

dns-group DNS-CISCO

Teste

1. Abra o aplicativo Anyconnect em seu dispositivo de PC. Especifique o nome de host do VPN
ASA Headend e faga login com o usuario criado para a autenticacdo secundaria Duo e clique em
OK.



AnyConnect ]
Secure Mobility Client CISCO

Please enter your username and password.

Cisco AnyConnect | 192.168.100.100

Please enter your username and password.

Group: |ISE lee— s

mMSgstringESMEX  duovpn — -f—

MEX-PASS IIIIIIIIIIII

(o

Cancel

2. Voceé recebeu uma notificagao por push Duo no dispositivo mével Duo do usuario especificado.

3. Abra a notificagao do aplicativo moével Duo e clique em Aprovar.
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= Duo Mobile Ahora

Verify your identity
Are you logging in to Cisco ISE R..
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4. Aceite o banner e a conexao sera estabelecida.



AnyConnect NI
Secure Mobility Client CISCO

VPN:
Please respond to banner.

Cisco AnyConnect - Banner

This connection is for DUQO authorized users only!

Disconnect



_ AnyConnect . . i
0 e EH{:urBFMuhilit Cli TR
y Client CISCO

VPN:
Connected to 192.168.100.100.

Disconnect

System Scan:
Compliant.

Metwork access allowed. Scan Again

Roaming Security:

Umbrella is active.

AMP Enabler:
Waiting for configuration...

: * 2

Troubleshooting

Esta secéao fornece informagdes que podem ser usadas para o troubleshooting da sua
configuracao.

O Duo Authentication Proxy é fornecido com uma ferramenta de depuragao que exibe os motivos



de erros e falhas.

Depuracoes de trabalho

% Nota:As proximas informagdes sdo armazenadas em C:\Program Files\Duo Security
Authentication Proxy\log\connectivity_tool.log.

OQutput

Running The Duo Authentication Proxy Connectivity Tool. This may take
several minutes...
[info] Testing section 'main' with configuration:
[info] {'debug': 'True',
"log_max_tiles': "1@°,
'"log_max_size': '28971528°',

'test_connectivity on_startup': "true'}

[info]

[info] Testing section "ad_client' with configuration:

[info] {'debug': 'True',
'host': "10.28.17.107°,
'search_dn": 'DC=agarciam,DC=cisco’,
'service_account_password': “sckees’,
'service_account_username': "Administrator'}




[info] Testing section 'radius_server_auto' with configuration:
[info] {'api_host': '@ walPLlilwe 1 pfawt
'client': 'ad client’',

‘debug’: 'True’,

'failmode": 'safe’',

"lkey': La koA N
‘port": "1812°,

‘radius_ip_1': "10.28.17.101°',
'‘radius_secret_1": "sokieex’
"skey': "docck[40]'}

[info] Testing section *main' with configuration:
[info] {'debug': 'True',

'log_max_files': '10°,

'log_max_size': '20971520',

‘test_connectivity on_startup': "true'}




Testing section 'ad_client' with configuration:
{'debug': 'True',
'host": '10.28.17.107',
‘search_dn': 'DC=agarciam,DC=cisco’,
'service_account_password': sk,
'service_account_username': "Administrator'}
The LDAP Client section has no connectivity issues.

Testing section ‘radius_server_auto' with configuration:
{*api_host': “ssl @d~wigl diioris. ',

‘client': 'ad_client',

‘debug': 'True',

'failmode': 'safe’,

"ikey': "TTHENTAN LW ADAFT

‘port’: "1812°,

‘radius_1ip_1': '1@.28.17.101°,

'radius_secret_1"': "sokkx"

F

‘skey': "seeek[40]"}

= L= o

[info]
[info] SUMMARY

1. Problemas de conectividade, IP incorreto, FQDN/Nome de Host nao resolvivel na configuragao
do Ative Diretory.




[ad_client]
nost=10.28.17.106
unt_username=Administrator
Int_password=!RE4 L1, |

=DC=agarciam,DC=cisco

'host': "18.28.17.186",

'search_dn"': 'DC=agarciam,DC=cisco’,

"service_account_password': "sceres',

‘service_account_username’: "Administrator®}

[warn] The LDAP Client section has connectivity problems.
[warn] The LDAP host clear connection to 10.28.17.186:389 has

connectivity problems.

2. Senha incorreta para usuario Administrador no Ative Diretory.

[ad_client]
1051=10.28.17.187
iame=Administrator
=M@ " IT

=agarciam, DC=C1sSC0




The Auth Proxy was able to establish a connection to 18.2B.17
« 187 : 389,

The Auth Proxy was able to establish an LDAP connection to 18
8. 1. 185389,

Exception: invallidCredentials: B0@9030C: LdapErr: DSID

-C@M516, comment: AcCceptSecurlityContext error, data 52e,
VIH39E

The Auth Proxy did mot run the search check because of the

problem(s) with the bind check. Resolve that issue and rerun
the tester.

3. Dominio Base Incorreto.

[ad_client]

nost=1v..2&8.1/7.18/

username=Administrator
unt_password='""E5I1L"1
ch_dn=DC=agarciam,DC=ciscoo

[info] The Auth Proxy was able to bind as Administrator.

[error] The Auth Proxy got an error searching the LDAP DN DC=agarclam
,DC=c1scoo.

[debug] Exception: referral: 0000202B: RefErr: DSID-031007F9, data 0,
1 access points

ref 1: 'agarciam.ciscoo'

4. Valor de RADIUS ikey errado.




[radius_server_auto]
cey=U W 1100 LVAHRNZGEZ]
skey=Jasm=r 1 bd By 0 0 g o A B a0
wost=apl a M . & » T ity.com
1=18.28.17.181

1=IMexvpn!1l7!
Imode=safe
t=ad_client
port=1812

Debugs

SLMMARY

Checks for external connectivity were not run. Please Tix the

I -:_:||r :_I_]=_i| 2T LN |_I"|I_| | :||' |'a|_| o 101 &

5. Verifique se o Servidor ISE envia pacotes de Solicitacao de Acesso.



M “Ethesmett)

File Edit View Go Capture Anabyze Statistics Telephonmy Wireless Tools  Help
Al 2e ERERecs@ETF RS E0CaN

F-lr.uil: ; +
[L -8 Tiene CoECE D Enakon Proteosl  Length :
o= 1511 6092@,521457 18.28.17.181 18.28.17. 187 RADIUS 8 3 31

[
-
| s

+— 1518 6024344735 10 .35.17.187 18.38.17. 181 RADIUS 191 Ac Ll id=3l

» Frame 151115: BFY bytes on wire (7916 bits), BFF bytes captured (7816 bits) on interface \Device\NPF_{CARI2CEE-5
» Ethernet II, Sre: Veware b3:ind:2f (08:50:56:b3:p4:27), Dst: Vieare bI:bd:3e (BB:58:56:b3:bd:de)
» Internet Protocol Version 4, Srcr 18.28.17.1081, Dst: 18.28.17.187
* User Datagras Protocol, Src Pert: 43822, Dst Port: 1812
¥ RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xlf (31)

Length: 235
Authenticator: IEs28cadcabbbe2flBl0e53dtblbeted
5 fe ic § r

~ Attribute Value Pairs
» AVP: telzer-Mame(l) l=8 valsduowpn o —
» AWP: telser-Password(l) 1=18 val=Encrypted
o AVP: teNAS-IP-Address(d) Lled valsl9d.168. 164, 18
P OAWP: TeNAS-Port(5) l=& val=344064
¥ AvP: teCalled-Station-TId(38) lei¥ wvaleid2.168.1060. 108
» AwP: t=Calling-Station-Id{31) 1l=13 wal-H.00.22.22
¥ AWP: teProxy-State{33) l=25 val=466972737458726978793d31302.32382e3137 26313031
» AVP: teProxy-State(33) le¥6 wval=d3807 38 36F b00 R0 e T a6 s 00414 35 337 A48 53273061 2d 30635 230 2d 31316563 2063
¥ OAWP: teNAS-Port-Type(6l) l=6 val=virtual(5)
» AP teTunnel-Client-Endpoint{88) l=13% waleld.99.85.53

6. Para confirmar o funcionamento do servidor de Proxy de Autenticagdo Duo, Duo fornece a
ferramenta NTRadPing para simular pacotes de solicitagao de acesso e resposta com Duo.

6.1 Instale o NTRadPing em um PC diferente e gere trafego.
~ Nota:Neste exemplo, a maquina com Windows 10.28.17.3 é usada.

6.2 Configure com os atributos usados na configuragdo do ISE Radius.
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6.3 Configure o Duo Authentication Proxy Manager da seguinte maneira:

[radius_server_auto]

i kev=y7"THE>1"A VN D ET

skey=JacimB TV & THY P 5. =L FFaX02
st=ar =T T L WP

1=19.28.17.1801

't _1=1Mexyym* 7!
2=10.28.17.3
t_2=1Mexd®% (17!

6.4. Navegue até a ferramenta NTRadPing e clique em Send. Vocé recebe uma notificagcao por
push Duo no dispositivo movel atribuido.



@ NTRadPing Test Utility

[1812

Retries: IE

RADIUS Server/port: [10.28.17.107
Reply timeout [sec.} |3
RADIUS Secret key: [IMexvpri1 7!

Uzer-Name: |duovpn =
Pazsword: | a0
Request type: [Buthentication Request ~| [0
Additional RADIUS Attributes:

| =il =

X

HMTHRadPing 1.5 - RADIUS Server Testing Tool
© 1999-2003 Master Soft SpA - Italy - All rights reserved

hittp: / fvwrwe. dialways. com./

‘H’I
ms
.

MASTERSOFT

RADIUS Server ephy
Sendirg authentication request to server 1028171071812
Tramsmitling packet. code=1 id=12 length=4E
udlhlhesuvu-.'iﬂi millise

DIALWAYS

o I

attribute dump
Repl-Message=Success. Logging you in..  lf—

Add | Remove| Clewist| Load. | Save. | [ Send Help.. | Close
Tl 29, BEE6E4 18.28.17.3 18.28.17.187 RADIUS B8 Access-Request idwl3, Duplicate Request
737 11.154895 18.28.17.187 18.28.17.3 RADIUS 9B Access-ACCept lde=ll  ff——

* Frome 700: 88 bytes on wire (784 bits), 88 bytes captured (704 bits) on interface “Device\NPF_{CARS2CEE-5528-4ERA-9310-2D52316000608), id @

W

Internet Protocol Version 4, Sre: 10.28.17.3, Dst: 19.25.17.187
* User Datagram Protocol, Src Port: 51188, Dst Port: 1812
¥ RADIUS Protocol

Code: Access-Request (1)

Packet identifier: 8xd (13)

Length: 46

Authenticator: 20202020102831363436393335333230

The response to this request is in frome 737]
= attribute Value Pairs

P AVP: telser-Nase(1l) Lef valeduovpn -iff—

* AVP: tellser-Password(l) l=18 val=Encrypted

Ethernet II, Src: VMware_b3:f2:72 (00:58:56:b3:f2:72), Dst: VMware_b3:bd:3e (B0:58:56:b3:bd:3e)




Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



