Instalar arquivo de metadados no ADFS
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Introduction

Este documento descreve como instalar o arquivo de metadados no Microsoft Ative Diretory
Federation Services (ADFS).

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- ADFS
- Integragédo do Security Assertion Markup Language (SAML) com o Security Management
Appliance

Componentes Utilizados
As informacgdes neste documento sdo baseadas nestas versdes de software e hardware:

. SMA 11.x.x
.- SMA 12.x.x

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Informacgdes de Apoio

Antes de instalar o arquivo de metadados no ADFS, certifique-se de que estes requisitos sejam
atendidos:

- SAML habilitado no SMA



- Verifique se o provedor de identidade usado pela sua organizagao € compativel com o Cisco
Content Security Management Appliance. Estes sao os provedores de identidade suportados:
Servigos de Federagao do Microsoft Ative Diretory (ADFS) 2.0Ping Identity Ping Federate
7.2Cisco Web Security Appliance 9.1

- Obtenha os certificados necessarios para proteger a comunicagao entre seu dispositivo e 0
provedor de identidade:Se quiser que o aplicativo assine solicitacbes de autenticacado SAML
ou se quiser que o provedor de identidade criptografe assercées SAML, obtenha um
certificado autoassinado ou um certificado de uma autoridade de certificacdo (CA) confiavel e
a chave privada associada.Se desejar que o provedor de identidade assine asser¢oes SAML,
obtenha o certificado do provedor de identidade. Seu aplicativo usa esse certificado para
verificar as assergcdes SAML assinadas

Configurar

Etapa 1. Navegue até o SMA e selecione Administragcédo do sistema > SAML > Fazer download de
metadados, como mostrado na imagem.

Email Web
Centralized Services Network System Administration
SAML
SP Profile Name Entity ID Assertion Consumer URL Metadata Delete
MyLab_SAML SMa.MexXesa.com https://=ma.mexesa.com:83/ Download Metadata i

Identity Provider Opening MyLab_SAML_metadataxm x F

Add Identity Provider... |

) You have chosen to open:
No Identity Provider Profiles have been defined.

£ Mylab_SAML_metadata.xml o

which is: XML file
from: https://10.31.124.137

Copyright @ 2008-2013 Cisco Systemns, Inc. All rights reserved. | Privacy Sta . . .
i What should Firefox do with this file?

() Open with | Notepad++ : a free (GNU) source code editor (d.. ~

(@Save File i

[ 1 Do this automatically for files like this from now on.

QK Cancel

Etapa 2. O perfil do provedor de identidade € preenchido automaticamente quando o cliente
carrega seu arquivo de metadados ADFS. A Microsoft tem um URL padrao: https://<ADFS-
host>/FederationMetadata/2007-06/FederationMetadata.xml.

Etapa 3. Quando ambos os perfis estiverem configurados, os metadados do perfil SP devem ser
editados, conforme o bug CSCvh30183.. O arquivo de metadados é exibido como mostrado na
imagem.



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh30183

<?xml version="1.0"?2>
<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:ocasis:names:tc:SAML:2.0:assertion"

- xmlns:ds="http://www.w3.0org/2000/09/xmldsig§"
- B entitylID="sma.mexesa.com">
f | <SPSSODescriptor
f 1 AuthnRequestsSigned="false" WantAssertionsSigned="true"
= protoceolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol™>
S B <KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds=" - igh">

1
l <ds:X509Data>
3 <ds:X509Certificate>Bag Attributes
1 localKeyID: D5 4F B4 DA BC 91 71 5C 53 94 4A 78 EO 4A C3 EF C4 BD 4C 8D
14 friendlyName: sma.mexesa.com
) ! subject=/C=MX/CN=sma.mexesa.com/L=CDMX/O=Tizoncito Inc/ST=CDMX/OU=IT Security
1¢ issuer=/C=MX/CN=sma.mexesa.com/L=CDMX/O=Tizoncito Inc/ST=CDMX/OU=IT Security
B | —— BEGIN CERTIFICATE-----
] MIIDZTCCAk2gAWIBAWIJAOIXI3I5sNw2bMAOGCSQGSIb3DQEBCWUAMHIXCZATBGNY

19 BAYTAk1YMRcwWEQYDVQQDDAS zbWEUbWV 4 ZXNhLmNVbTENMASGA1UEBWWEQORNWDEW
y MBQGA1UECgWNVGl6b25jaXRvIELuYzZENMASGA1UECAWEQORNWDEUMBIGALUECWWL

SVQgU2V dXIpdHkwHhcNMTkwNJA1Mj EWNTUXWhcNMI AWNJAOM EWNTUXW ByMOsw
CQYDVQQGEWINWDEXMBUGALUEAWWOC21hLml 1eGVzYS59b20xDTALBGNVBACMBENE
TVgxFjAUBgNVBAOMDVRpem9uY2 1 0byBJIbmMxDTALBGNVBAGMBENETVgXFDASBGNV
BASMCOlUIFN1Y3VyaXRSMIIBIJANBgkghkiGOwOBAQEFAAOCAQBAMI IBCGKCAQEA
25 g7kzRmL114g9T1klcTIzo8cmscuSnRXFWlohFPeJgn/oHXEUKvUnWe+9cTJIQ41X4
26 ©3jbGCP75UD8GAdPczkuBxgAZgk r fgNLRBmopsxTFVWb5x68tVsTBGFNyvBWtd+Io
MVowJ9h9Kju7kSXuYHULBYoxf POLYzHHCBAVYKUPM4Fi7Ty4jw) 6zn04jtvpZPy 7B
2 cpWjawLlxAfUHVyvrc661Tblo0exG+hZ+AlS3B01+61mTNIF3IcGeGS/ TEOChETX
29 glscUkOiMipnPEtAZey/ebyhlBEpH/WViINWZkMUY INVMIFg3+LkFBAsBB1Pm6YHL

- L6KBW4VOE]1njtmnC/EQIQIDAQABMAOGCSQGSIb3DQEBCWUAR4IBAQBY 3vxNLTib
emMTKSRP4hycUldé69z2xGQC5e2EeyhnRgHUZ 7F/ TEVONKORotFii200J6yGEOAWD

6+Bv) 6WSBp7TUoLyBdCxglyi+vK4Y/R2+iCv13pyaXkbf0QSIvYpzOgTxSjkxZm79
+ZI9QkekyCAMSNOOf1ZRrJ90GD5qoY1ZihuD 7NHmRE) 7LKHRKsFVgpKe t / t TXCH7
TEuB+ogT7pvrTDJ/QoIKcvYkbXuZ30INVPxxKacjAVY /Zc1XnPBGSMxe027 TECIq
35 ix5aXRSxOMRRtD/T72FVRAsSgT3Ix1mBYqu/HTYyOBZonGM+isJHBhRZXSOMBL+459FY
3 € PO1jBGSMZUWE

[
L
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</ds:X509Certificate>
</ds:X509%Data>

Etapa 4. Remova as informacgdes realgadas, no final, o arquivo Metadados deve estar conforme
mostrado na imagem.



<?xml version="1.0"2>
<EntityDescriptor xmlns="urn:ocasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"

4 xmlns:ds="http://www.w3.oxg/2000/09/xmldsig#"
e B entityID="sma .mexesa.com">
<SPSSODescriptor
AuthnRequestsSigned="false" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<KeyDescriptor use="signing">

<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:¥X509Data>
<ds:X509Certificate>
| | MIIDZTCCAk2gAWIBAWIJAOIXJI35sNw2bMAOGCSqGSIb3DQEBCWUAMHIXCZAIBGNY
14 BAYTAk 1YMRcwEFQYDVQQDDASZzBWEUbWV4 ZXNhLmNVETENMASGA1UEBWWEQORNWDEW
L MBQGA1UECgWNVGl6b25jaXRvIELIuYzENMASGALUECAWEQORNWDEUMBIGALUECWWL
SVQgU2VjdXJpdHkwHhcNMTkwNJA1M EWNTUXWhcNMj AwNAOMI EWNTUXWI ByMQsw
|7 | CQYDVQQGEWINWDEXMBUGA1UEAWWOc21hlmlleGVzYS53b20xDTALBGNVEBACMBENE
] TVgxFjAUBgNVEACMDVEpemSuY2 1 0byBJomMxDTALBgNVEAgMEENETVgx FDASBgNV
% | BASMCOLlUIFNLY3VyaXRSMIIBIJANBgkghkiGOwOBAQEFAAOCAQBAMI IBCgKCAQEA
: g7kzRmL114gq9T1klcTIzoBcmscuSnRXFWlohFPcJgn/oHXEUKvUNnWe+9cTIQ041X4
ojbGCPT5UjDBGAdPczkuBxgqAZgkr fgNLREmopsxTFVWb5x68 tVsTBGEFNyvBWtd+Io
MVowJI9hIKjuTkSXuYHULBYox f POLyzHHCbAVYKUPM4FiTy4dwi 6rnO4jtvpZP3 7B
23 cpWiawLlxAfUHVyvrc661Tblo0exG+hZ+AlS3B01+61lmTNIF3IcGeGS/TEOChETX
24 glScUk0iMipnPEtAZey/ebyhl BEpH/WViNwZkMU3 INVMIFQ3+LkFBASBB1PmMEYHL
L6KBW4VOEj 1njtmnC/EQIQIDAQABMAOGC SQGSIb3DQEBCWUAA4 IBAQBY 3vXNL7ib
emMTKSRP4hycUld69z2xGQC5e2EeyhnRgHUZ TF /TEVONkOROtFii200J6yGEOAWD
6+Bvj6wSBpTUoLyBdCxglyi+vK4Y /R2+iCvl3pyaXkbf0QSIvYpzOgTxSikxZm79
2 +2I5QkekyCAMSNOO£1ZRr J90GD5qoY1Z5huD TNHmRES 7TLKHRK s FVgpKe t / t TXCHT
29 TEuB+ogT7pvrTDJI/QoIKcvYkbXuZ30INVPxxKacjAVy /2c1XnPBGSMxeo2 7 TECIg
-' ixS5aXRSxOMRRtD/72FVRASgT3x1mBYqu/HTyOBZonGM+isJHBhRZXSOMBL+455FY
PO1jBGSMZUWE
</ds:X509Certificate>

13 </ds:X509Data>
14 </ds:KeyInfo>»
L </KeyDescriptor>
1€ ly <KeyDescriptor use="encryption">
L= <ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsigé">
3 ly <ds:X509Data>
19 <ds:X509Certificate>
MIIDZTCCAkZ2gAWIBAWIJAOIXI3SsNw2ZbMAOGCSgGSIbIDQEBCWUAMHIXCZAJBGNV
BAYTAk 1YMRcwFQYDVQQODDAS zbWEUbWV4 ZXNhLmNvbTENMA s GA1 UEBWWEQORNWDEW
MBQGA1UECgWNVGl6b25jaXRvIELuYzENMASGALUECAWEQORNWDEUMBIGALUECWWL
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Etapa 5. Navegue até seu ADFS e importe o arquivo de metadados editados nas Ferramentas
ADFS > Gerenciamento do AD FS > Adicionar Confianga de terceira parte confiavel, como
mostrado na imagem.
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Etapa 6. Depois de importar com éxito o arquivo de metadados, configure as regras de
reivindicacao para a confianca de terceira parte confiavel recém-criada, selecione Claim rule
template > Send LDAP Attributes, como mostrado na imagem.

Select Rule Templale
g Select e lemplale (or the Caum nde Ihat you mant 10 Create om the folowr; bkt The descrptor provdes
@ Choose Rule Type detais sboul sach clam nue tempiste
@ Cordguee Clam Fuie Clarm rue terplate
[HLMM-n{h- v]
Tlawm rise [ermpiale e rpicr

Lnirg the Serd LDAF Apsbuse s Clamy rule inepiaie you can select avibutes from an LDAP stinbuie
store such aa Actree Direciory to send as ciasma to the rehang party. Mubple afsbutes may be sert as
mulipie clars from a snge nde usrg T rue hoe For exarple you o use the sue temgiate 1o crede
2 e thal wil exiract afisbute values for suthertcated usens fom Te Jepisytlame s teseohore Number
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Passo 7. Nomeie o nome da regra de Reivindicagao e selecione Repositério de atributos > Ative
Diretory.



Etapa 8. Mapear atributos LDAP, como mostrado na imagem.

- Atributo LDAP > Enderegos de e-mail
- Tipo de solicitagdo de saida > Enderego de e-mail

Configure Rule
] You can configure s nde 15 send the vaues of LDAP atirbutes as clams Select an atibute store from
@ Choose Rule Type which to mtract LDAP attrbutes. Specty how the afinbutes wil map o the outgoing clar types that wil be
wsund from the ade
EN———— [ WppTp—
charels_sma ]
Fide template” Send LDAP Anvbuses as Clams
Revbse store
et D
Maporg of LDAP arinbuies 10 cugong claem npes
T i i Outgor Caem Type (Select cr typa 10 834 meve)
b |EMaiAddresses v | T v
-

| <Prevous || Frwh || Cacel |

Etapa 9. Crie uma nova regra de Reivindicagao personalizada com essas informagdes, como
mostrado na imagem.

Esta € a regra personalizada que precisa ser adicionada a regra de Reivindicagao personalizada:

c:[Type == "http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ enui | address"] =>

i ssue(Type = "http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ nanei dentifier", |ssuer
= c.lssuer, Originallssuer = c.Oliginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/format"] =
"urn:oasis:nanmes:tc: SAM.: 1. 1: nanei d-f or mat : emai | Addr ess",

Properties["http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai nproperties/spnanequalifier
"] = "https://<snmahost nane>: 83");



You can configure a custom clam rule, such as a rule that requires multiple incoming claims or that exiracts
clams from a SQL attribute store To configure a custom rule, type one or more optional conditions and an
issuance ststement usng the AD FS dlam rule language

Clam rule name

Rule template  Send Clams Using a Custom Rule
Custom nie

c:[Iype == -~
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress™)
=> issue (Iype =
"http://schemas.xmlsoap.org/ws/2005/05/1identity/claims/nameidentifier”,
Issuer = c.Issuer, Originallssuer = c.0Originallssuer, Value = c.Value,
ValueIype = c.Valuelype, Froperties
[*http://schemas.xmlscap.org/ws/2005/05/identity/claimproperties/format
"] = “"urn:casis:names:tc:SAML:l.l:nameid-format:emallAddress”™,
Properties
[*http://schemas.xmlscap.org/ws/2005/05/identity/claimproperties/spnane
qualifier®] = "hteps://dhll0é-eugl.rl.ces.cisco.com/"):

- Modifique a URL realgada com o nome de host e a porta SMA (se vocé estiver em um
ambiente CES, uma porta nao sera necessaria, mas deve apontar para
euq1.<alocagao>.iphmx.com)

Etapa 10. Certifique-se de que o pedido da regra de Reivindicagao seja: A regra de afirmagéao

LDAP primeiro e a regra de solicitagdo personalizada em segundo lugar, como mostrado na
imagem.




The following transform rules specy the claims that will be sert to the relying party.

Order Rule Name Issued Clams
1 charella sma E-Mai Address
2 charella_custom_rule <See clam rule>

Etapa 11. Faga login no EUQ e redirecione para o host ADFS.

Verificar

No momento, ndo ha procedimento de verificagao disponivel para esta configuragao.

Troubleshoot

Atualmente, ndo existem informacgdes disponiveis especificas sobre Troubleshooting para esta
configuragao.

Informacgoes Relacionadas

. CSCvh30183
- Suporte Técnico e Documentacéo - Cisco Systems



http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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