Como configurar a autenticagado RADIUS para
VPDN
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Introdugéo

Uma Rede Virtual Privada de Discagem (VPDN) permite que um servigo de discagem de rede
privada se estenda até os servidores de acesso remoto (definidos como o L2TP Access
Concentrator [LAC]). Quando um cliente de PPP (Protocolo Ponto-a-Ponto) disca para um LAC, o
LAC determina que deve encaminhar aquela sessdo de PPP para um LNS (Servidor de Rede
L2TP) para aquele cliente, que, em seguida, autentica o usuario e inicia a negociagao de PPP.
Uma vez que a instalagao do PPP esteja concluida, todas os quadros sao enviados pelo LAC
para o cliente e o LNS.

Esta configuragao de exemplo permite que vocé use a autenticacdo RADIUS com VPDN. O LAC
pergunta o servidor Radius, determina que LNS para enviar o usuario, e estabelece o tunel
apropriado.

Para obter mais informacdes sobre dos VPDN refira a compreensdo do VPDN.

Pré-requisitos

Requisitos

Nao existem requisitos especificos para este documento.
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Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Versao UNIX 2.x.x do Cisco Secure ACS e mais tarde ou radius da merit

- Software Release 11.2 e Mais Recente de Cisco IOS®
As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padréo) inicial. Se a sua rede estiver ativa, certifique-se de que entende o impacto
potencial de qualquer comando.

Convencoes

Para obter mais informacgdes sobre convengdes de documento, consulte as Convencdes de dicas
técnicas Cisco.

Informacoes de Apoio

Neste exemplo, o usuario € “jsmith@hp.com” com senha “teste”. Quando “jsmith@hp.com” disca
no roteador ISP, o roteador ISP envia o “hp.com” userid ao servidor Radius ISP. O servidor ISP
encontra a id de usuario de "hp.com" e envia seu id de tunel ("isp"), o endereco IP do roteador
home gateway (HGW) (10.31.1.50), a senha NAS (Servidor de acesso de rede) ("saudacéo”) e a
senha de gateway ("Ia") de volta ao roteador ISP.

O roteador ISP inicia um tunel e conecta a 10.31.1.50 o roteador de HGW, que autentica o
usuario “HP-GW” localmente e para a frente a senha para userid “isp” (“ola!”) ao servidor Radius
HGW. Uma vez que os tuneis sdo estabelecidos, o roteador ISP para a frente ao roteador de
HGW, e o userid (“jsmith@hp.com ") e a senha (“teste”) do usuario que disca neste usuario estao
autenticados no servidor HGW. Neste exemplo, o roteador ISP é chamado “coala” e o roteador de
HGW é chamado “sneetches”.

Configurar

Nesta sec¢ado, vocé encontrara informagdes para configurar os recursos descritos neste
documento.

Diagrama de Rede

Este documento utiliza a configuragdo de rede mostrada neste diagrama.

Configuracoes do Servidor

Configuracdo de RADIUS da Merit

l--- The RADI US Server nust support Cisco av-pairs. !--- This user is on the | SP RADI US server.
hp. com Password = "ci sco" Service-Type = Qutbound-User, cisco-avpair = "vpdn:tunnel-id=isp",
ci sco-avpair = "vpdn:ip-addresses=10. 31. 1. 50", cisco-avpair = "vpdn:nas-password=hell 0", cisco-

avpair = "vpdn: gw password=t here" !--- The next two users are on the HGW Server. isp Password =
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"hel | 0", Service-Type = Franed, Franmed-Protocol = PPP jsmth@p.com Password = "test", Service-
Type = Franed, Franmed-Protocol = PPP

Configuragdo do Cisco Secure ACS UNIX 2.x.x

l--- This user is on the ISP server. # ./ViewProfile -p 9900 -u hp.com User Profile Infornmation
user = hp.com{ profile_id = 86 profile_cycle = 1 RADIUS=C sco { check_items= { 2="cisco" }
reply_attributes= { 9, 1="vpdn: tunnel -id=isp" 9, 1="vpdn:i p-addresses=10. 31. 1. 50" 9, 1="vpdn: NAS-
password=hel | 0" 9, 1="vpdn: gw password=there" } } } !--- The next two users are on the HGW
Server. # ./ViewProfile -p 9900 -u isp User Profile Information user = isp{ profile_id = 70
profile_cycle = 1 RADI US=Ci sco { check_itens= { 2="hello" } reply_attributes={ 6=2 7=1} } } #
IViewProfile -p 9900 -u jsmth@p.comUser Profile Information user = jsmth@p.con{ profile_id
= 84 profile_cycle = 1 RADIUS=Ci sco { check_itens= { 2="test" } reply_attributes= { 6=2 7=1} }
}

Configuracoes do Roteador

Configuragao do roteador ISP

koal a#tshow runni ng config Building configuration..
Current configuration: ! version 11.3 no service
passwor d- encryption service udp-snall-servers service
tcp-smal |l -servers | hostnane koala ! aaa new nodel aaa
aut hentication ppp default if-needed RADI US aaa

aut hori zation network default RADI US aaa accounting
networ k default start-stop RAD US enabl e password ww !

vpdn enable !--- VPDN is enabled. ! interface EthernetO
ip address 10.31.1.5 255.255.255.0 ! interface SerialO
shutdown ! interface Seriall shutdown ! interface Asyncl

i p unnunbered Ethernet0 encapsul ati on ppp async node
dedi cated no peer default ip address no cdp enable ppp
authentication chap ! ip default-gateway 10.31.1.1 no ip
classless ip route 0.0.0.0 0.0.0.0 10.31.1.1 | oggi ng
trap debuggi ng | ogging 171.68.118. 101 snnp-server
conmunity public RWsnnp-server enable traps config
snnp-server host 171.68.118.105 traps public RADI US-
server host 171.68.120. 194 auth-port 1645 acct-port 1646
RADI US- server key cisco !--- Specify RADI US server
information on the NAS. ! line con O password WWIline 1
password WV aut osel ect ppp nodem | nQut transport input
all stopbits 1 speed 115200 flowcontrol hardware |ine 2
16 autosel ect during-login line aux O line vty 0 4 exec-
timeout 0 0 password WV! end

Configuragao do roteador HGW

Sneet ches#show running config Building configuration...
Current configuration: ! version 11.3 no service
passwor d- encryption service udp-snall-servers service
tcp-small -servers ! hostnane Sneetches ! aaa new node
aaa aut hentication ppp default RADI US | ocal aaa

aut hori zation network default RADIUS | ocal aaa
accounting network default start-stop RADIUS ! usernane
hp- gw password O there usernane isp password O hello

vpdn enable !--- Enable VPDN. vpdn inconming isp hp-gw
virtual -tenplate 1 !'--- Specify the renpote host (the
networ k access server) !--- the local name (the hone
gateway) to use for authenticating !--- and the virtua
tenplate to use. ! interface EthernetO ip address
10.31. 1. 50 255.255.255.0 ! interface Ethernetl no ip
address shutdown ! interface Virtual -Tenplatel !---
Create a virtual tenplate interface. ip unnunbered

Et hernetO !--- Un-nunber the Virtual interface to an

avail able LAN interface. peer default ip address poo




async !--- Use the pool "async" to assign the IP address
for incom ng connections. ppp authentication chap !---
Use CHAP aut hentication for the inconming connection. !
interface Serial 0 shutdown ! interface Seriall shutdown
! ip local pool async 1.1.1.1 1.1.1.6 ip default-gateway
10.31.1.1 no ip classless ip route 0.0.0.0 0.0.0.0
10.31.1.1 RADI US-server host 171.68.118.101 aut h-port
1645 acct-port 1646 RADI US-server tinmeout 20 RADI US-
server key cisco !--- Specify RADIUS server information
on the NAS. ! line con 0 exec-timeout 3600 O |ine aux O
line vty 0 4 password WV! end

Verificar

No momento, ndo ha procedimento de verificagao disponivel para esta configuragao.

Troubleshooting

Esta secao fornece informagdes que podem ser usadas para o troubleshooting da sua
configuracao.

Comandos para Troubleshooting

Determinados comandos show sao suportados pela Ferramenta Output Interpreter, que permite
gue vocé veja uma analise do resultado do comando show.

Nota: Antes de emitir comandos debug, consulte Informacdes importantes sobre comandos
debug.

- debugar a autenticagdo aaa — Indica a informacgao na autenticagdo do protocolo tacacs+
AAA/(TACACSH+).

- debug aaa authorization — Exibe informagdes sobre autorizagdo AAA/TACACS+.

- debug ppp negotiation - Exibe pacotes PPP transmitidos durante a inicializagao de PPP, em
que as opgoes de PPP séo negociadas.

- debugar o RAIO — Indica o informagéao detalhada sobre debug associado com o RAIO.

- debug vpdn errors — Indica os erros que impedem um tunel PPP esteja estabelecido ou os
erros que fazem com que um tunel estabelecido seja fechado.

- debug vpdn events — Exibe mensagens sobre eventos que fazem parte do estabelecimento
ou encerramento normal de tuneis PPP.

- debug vpdn I2f-errors — Indica os erros de protocolo da camada 2 que impedem o
estabelecimento da camada 2 ou impedem sua operagao normal.

- debug vpdn I2f-events — Indica mensagens sobre os eventos que sdo parte de
estabelecimento de tunel normal ou parada programada PPP para a camada 2.

- debug vpdn I2f-packets — Mensagens dos indicadores sobre encabegamentos e estado de
protocolo de encaminhamento da camada 2.

- debug vpdn packets — Os indicadores mergulham 2 erros e eventos do protocolo de tunel
que sao uma parte do estabelecimento normal de tunel ou uma parada programada para
VPDN.

- debug vtemplate — exibe informagdes sobre clonagem de uma interface de acesso virtual do
momento do clone a partir de um modelo virtual até o momento em que a interface de acesso
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virtual é desativada quando a chamada termina.

Saida de depuracoes

Boa depuracio do roteador ISP

koal a#tshow debug General OS: AAA Aut hentication debugging is on AAA Aut hori zation debugging is
on AAA Accounting debugging is on VPN. VPN events debugging is on VPN errors debugging is on
RADI US protocol debugging is on koal a# %l NK-3- UPDOMWN. | nterface Asyncl, changed state to up
17:28:19: VPDN. Looking for tunnel -- hp.com-- 17:28:19: AAA/ AUTHEN:. create_user (0x15D28C)
user =" hp.com ruser="" port="Asyncl' remaddr="" authen_type=NONE service=LOAd N priv=0 17:28:19:
AAA/ AUTHOR/ VPDN (982041598): Port="Asyncl' list="default' service=NET 17:28:19: AAA/ AUTHOR/ VPDN:
(982041598) user='hp.conm 17:28:19: AAA/ AUTHOR/ VPDN: (982041598) send AV service=ppp 17:28:19:
AAA/ AUTHOR/ VPDN: (982041598) send AV protocol =vpdn 17:28:19: AAA/ AUTHOR/ VPDN (982041598) found
list "default" 17:28:19: AAA/ AUTHOR/ VPDN: (982041598) Met hod=RADI US 17:28: 19: RADI US:
authenticating to get author data 17:28:19: RADI US: Conputed extended port value 0:1: 17:28:19:
RADIUS: Initial Transmt id 62 171.68.120.194: 1645, Access-Request, len 70 17:28:19: Attribute 4
6 OALF0105 17:28:19: Attribute 5 6 00000001 17:28:19: Attribute 61 6 00000000 17:28:19:
Attribute 1 8 68702E63 17:28:19: Attribute 2 18 8070079C 17:28:19: Attribute 6 6 00000005
17:28:19: RADIUS: Received fromid 62 171.68.120.194: 1645, Access-Accept, len 143 17:28:19:
Attribute 26 26 0000000901147670 17:28:19: Attribute 26 36 00000009011E7670 17:28:19: Attribute
26 31 0000000901197670 17:28:19: Attribute 26 30 0000000901187670 !--- These nessages can be
decrypted using the O tool. !--- As of Cisco |IOS Software Rel ease 12.2(11)T, !--- the output
was changed to be readable. 17:28:19: RADI US: saved authorization data for user 15D28C at 10EE74
17:28:19: RADIUS: cisco AVPair "vpdn:tunnel-id=isp" 17:28:19: RADI US: cisco AVPair "vpdn:ip-
addresses=10. 31. 1. 50" 17:28:19: RADI US: cisco AVPair "vpdn: nas- password=hel |l 0" 17:28:19: RADI US:
ci sco AVPair "vpdn: gw password=t here" 17:28:19: AAA/ AUTHOR (982041598): Post authorization
status = PASS ADD 17:28:19: AAA/ AUTHOR/ VPDN: Processing AV service=ppp 17:28:19:

AAA/ AUTHOR/ VPDN: Processing AV protocol =vpdn 17:28:19: AAA/ AUTHOR/ VPDN: Processing AV tunnel -
id=isp 17:28:19: AAA/ AUTHOR/ VPDN: Processing AV ip-addresses=10.31.1.50 17:28:19:

AAA/ AUTHOR/ VPDN: Processi ng AV nas-password=hell o 17:28:19: AAA/ AUTHOR/ VPDN. Processi ng AV gw
password=t here 17:28:19: VPDN. Get tunnel info with NAS isp GWhp.com IP 10.31.1.50 !--- The
RADI US server returns the attributes the !--- NAS should use for the tunnel. !'--- Tunnel-id is
"I'SP" and the I P address of HGWis 10.31.1.50. 17:28:19: AAA/ AUTHEN. free_user (0x15D28C)

user =" hp.com ruser="" port="Asyncl' remaddr="" authen_type=NONE service=LOd N priv=0 17:28:19:
VPDN: Forward to address 10.31.1.50 17:28:19: Asl VPDN. Forwarding... 17:28:19: AAA/ AUTHEN
create_user (0x15D334) user='jsmth@p.com ruser="' port="Asyncl' rem addr="async'

aut hen_t ype=CHAP servi ce=PPP priv=1 17:28:19: Asl VPDN. Bind interface direction=1 17:28:19: Asl
VPDN: jsnmith@p.comis forwarded 17:28:19: AAA/ ACCT/ NET/ START User jsmth@p.com Port Asyncl,
List "" 17:28:19: AAA/ ACCT/ NET: Found list "default" 17:28:19: RADI US: Conputed extended port
value 0:1: 17:28:19: RADIUS: Initial Transmit id 63 171.68.120.194: 1646, Accounting-Request, |en
93 17:28:19: Attribute 4 6 OALF0105 17:28:19: Attribute 5 6 00000001 17:28:19: Attribute 61 6
00000000 17:28:19: Attribute 1 15 6A736D69 17:28:19: Attribute 40 6 00000001 17:28:19: Attribute
45 6 00000002 17:28:19: Attribute 6 6 00000002 17:28:19: Attribute 44 10 30303030 17:28:19:
Attribute 7 6 7670646E 17:28:19: Attribute 41 6 00000000 17:28:19: RADI US: Received fromid 63
171. 68. 120. 194: 1646, Accounting-response, |en 20 %1 NEPROTO 5- UPDOMN: Line protocol on Interface
Asyncl, changed state to up koala# !--- The user finishes and di sconnects. %. NEPROTO 5- UPDOMN:
Li ne protocol on Interface Asyncl, changed state to down %. NK-5- CHANGED: Interface Asyncl,
changed state to reset 17:28:48: Asl VPDN. Cl eanup 17:28:48: Asl VPDN. Reset 17:28:48: Asl VPDN
Reset 17:28:48: Asl VPDN. Unbind interface 17:28:48: AAA/ ACCT/ NET/ STOP User jsmith@p.com Port
Asyncl: task_id=20 start_tine=900759730 ti mezone=UTC servi ce=vpdn di sc-cause=2 di sc-cause-

ext =1011 pre-bytes-in=-226131998 pre- byt es-out =-1034130241 pre-paks-i n=-63570 pre-paks-out =-
64410 bytes_ i n=1999 bytes out =364 paks_i n=29 paks_out=12 pre-session-ti ne=5 el apsed_ti me=29
data-rate=0 xmt-rate=0 17:28:48: RADIUS: Conmputed extended port value 0:1: 17:28:48: RADI US:
Initial Transmit id 64 171.68.120.194: 1646, Accounting-Request, len 129 17:28:48: Attribute 4 6
OA1F0105 17:28:48: Attribute 5 6 00000001 17:28:48: Attribute 61 6 00000000 17:28:48: Attribute
1 15 6A736D69 17:28:48: Attribute 40 6 00000002 17:28:48: Attribute 45 6 00000002 17:28: 48:
Attribute 6 6 00000002 17:28:48: Attribute 44 10 30303030 17:28:48: Attribute 7 6 7670646E
17:28:48: Attribute 49 6 00000002 17:28:48: Attribute 42 6 000007CF 17:28:48: Attribute 43 6
0000016C 17:28:48: Attribute 47 6 0000001D 17:28:48: Attribute 48 6 0000000C 17:28:48: Attribute
46 6 0000001D 17:28:48: Attribute 41 6 00000000 17:28:48: RADIUS: Received fromid 64



171. 68. 120. 194: 1646, Accounting-response, |en 20 %l NK-3- UPDOMN: | nterface Asyncl, changed state
to down 17:28:51: AAA/ AUTHEN: free_user (0x15D334) user='jsm th@p.com ruser='"' port="Asyncl'
rem addr =' async' aut hen_type=CHAP servi ce=PPP priv=1 koal a#

Boa depuracéo do roteador HGW

Sneet ches#show debug General OS: AAA Authentication debugging is on AAA Authorization debuggi ng
is on AAA Accounting debugging is on VPN. VPN events debugging is on VPN errors debugging is on
RADI US protocol debugging is on Sneetches# 17:28:21: AAA AUTHEN. create_user (0x14A914)
user="hp-gw ruser=""' port="' rem.addr="" authen_type=CHAP service=PPP priv=1 17:28: 21:

AAA/ AUTHEN START (496523999): port=""' list="default' acti on=SENDAUTH servi ce=PPP 17: 28: 21:

AAA/ AUTHEN START (496523999): found list default 17:28:21: AAA/ AUTHEN START (496523999):

Met hod=RADI US 17: 28: 21: RADI US: SENDPASS not supported (action=4) 17:28:21: AAA AUTHEN
(496523999): status = ERROR 17:28:21: AAA AUTHEN START (496523999): Met hod=LOCAL 17:28: 21:

AAA/ AUTHEN (496523999): status = PASS 17:28:21: AAA AUTHEN: free_user (0x14A914) user='hp-gw

ruser="" port="' remaddr=""' authen_type=CHAP servi ce=PPP priv=1 17:28:21: AAA/ AUTHEN:
create_user (0x14A914) user='isp' ruser="' port=""' rem.addr="" authen_type=CHAP servi ce=PPP
priv=1l 17:28:21: AAA/ AUTHEN START (3095573082): port=""' Ilist="default' acti on=SENDAUTH

service=PPP 17:28:21: AAA/ AUTHEN START (3095573082): found list default 17:28:21:

AAA/ AUTHEN START (3095573082): Met hod=RADI US 17: 28: 21: RADI US: SENDPASS not supported (action=4)
17:28:21: AAA/ AUTHEN (3095573082): status = ERROR 17:28:21: AAA AUTHEN START (3095573082):

Met hod=LOCAL 17:28:21: AAA/ AUTHEN (3095573082): status = PASS 17:28:21: AAA/ AUTHEN: free_user

(0x14A914) user="isp' ruser=""' port="' remaddr="" authen_type=CHAP servi ce=PPP priv=1 17:28: 21:
AAA/ AUTHEN: create_user (0x14ADB4) user='isp' ruser="' port="' rem.addr="" authen_type=CHAP
servi ce=PPP priv=1 17:28:21: AAA AUTHEN START (3506257139): port=""' list="default' action=LOG N

service=PPP 17:28:21: AAA/ AUTHEN START (3506257139): found list default 17:28:21:

AAA/ AUTHEN START (3506257139): Method=RADI US 17:28:21: RADIUS: Initial Transmt id 53

171. 68. 118. 101: 1645, Access-Request, len 68 17:28:21: Attribute 4 6 0A1F0132 17:28:21: Attribute
61 6 00000000 17:28:21: Attribute 1 5 69737003 17:28:21: Attribute 3 19 10C82B7A 17:28: 21:
Attribute 6 6 00000002 17:28:21: Attribute 7 6 00000001 17:28:21: RADI US: Received fromid 53
171. 68. 118. 101: 1645, Access-Accept, len 32 17:28:21: Attribute 6 6 00000002 17:28:21: Attribute
7 6 00000001 17:28:21: AAA/ AUTHEN (3506257139): status = PASS 17:28:21: VPDN: Chap
authentication succeeded for isp 17:28:21: AAA/ AUTHEN:. free_user (0x14ADB4) user='isp' ruser=""
port="' rem.addr="" authen_type=CHAP servi ce=PPP priv=1 17:28:21: Vil VPDN:. Virtual interface
created for jsmth@p.com17:28:21: Vil VPDN: Set to Async interface 17:28:21: Vil VPDN: C one
fromVtenplate 1 filterPPP=0 bl ocking %l NK-3- UPDOM: |nterface Virtual - Accessl, changed state
to up 17:28:23: Vil VPDN. Bind interface direction=2 17:28:23: Vil VPDN: PPP LCP accepted sent &
rcv CONFACK 17:28:23: AAA/ AUTHEN: create_user (0x143368) user='jsmith@p.com ruser=""'
port="Virtual - Accessl' rem addr='"async' authen_type=CHAP servi ce=PPP priv=1 17:28: 23:

AAA/ AUTHEN START (637397616): port="Virtual - Accessl' list="" action=LOG N servi ce=PPP 17:28: 23:
AAA/ AUTHEN START (637397616): using "default” list 17:28:23: AAA AUTHEN START (637397616):

Met hod=RADI US 17:28:23: RADI US: Conputed extended port value 0:60100: 17:28:23: RADIUS: Initial
Transmt id 54 171.68.118.101: 1645, Access-Request, len 78 17:28:23: Attribute 4 6 0ALF0132
17:28:23: Attribute 5 6 O000EACA 17:28:23: Attribute 1 15 6A736D69 17:28:23: Attribute 3 19
186C2AC9 17:28:23: Attribute 6 6 00000002 17:28:23: Attribute 7 6 00000001 17:28:23: RADI US:
Received fromid 54 171.68.118.101: 1645, Access-Accept, len 32 17:28:23: Attribute 6 6 00000002
17:28:23: Attribute 7 6 00000001 17:28:23: AAA/ AUTHEN (637397616): status = PASS 17:28:23:

AAA/ AUTHOR/ LCP Vi 1: Authorize LCP 17:28:23: AAA/ AUTHOR/ LCP Vi1l (1528831370): Port='Virtual -
Accessl' list=""' service=NET 17:28:23: AAA/ AUTHOR/ LCP: Vi1l (1528831370) user='jsmth@p.con
17:28:23: AAA AUTHOR/ LCP: Vi1 (1528831370) send AV service=ppp 17:28:23: AAA/ AUTHOR/ LCP: Vil
(1528831370) send AV protocol =l cp 17:28:23: AAA AUTHOR/ LCP (1528831370) found list "default"
17:28: 23: AAA/ AUTHOR/ LCP: Vi 1 (1528831370) Met hod=RADI US 17: 28: 23: AAA/ AUTHOR (1528831370): Post
aut hori zation status = PASS REPL 17:28:23: AAA/ AUTHOR/ LCP Vi 1: Processing AV service=ppp

17:28: 23: AAA/ ACCT/ NET/ START User jsmith@p.com Port Virtual -Accessl, List "" 17:28:23:

AAA/ ACCT/ NET: Found list "default" 17:28:23: AAA/ AUTHOR/ FSM Vi 1: (0): Can we start |PCP?
17:28:23: AAA AUTHOR/ FSM Vi 1 (4249637449): Port="Virtual - Accessl' list="" service=NET 17:28: 23:
AAA/ AUTHOR/ FSM Vi 1 (4249637449) user='jsm th@p.com 17:28:23: AAA AUTHOR/ FSM Vi 1 (4249637449)
send AV service=ppp 17:28:23: AAA/ AUTHOR/ FSM Vi 1 (4249637449) send AV protocol =ip 17:28:23:
AAA/ AUTHOR/ FSM (4249637449) found list "default" 17:28:23: AAAN AUTHOR/ FSM Vi 1 (4249637449)

Met hod=RADI US 17: 28: 23: AAA/ AUTHOR (4249637449): Post authorization status = PASS REPL 17:28: 23:
AAA AUTHOR/ FSM Vi 1: We can start |PCP 17:28:23: RADI US: Conputed extended port value 0:60100:
17:28:23: RADIUS: Initial Transmit id 55 171.68.118.101: 1646, Accounti ng-Request, |en 87
17:28:23: Attribute 4 6 0OALF0132 17:28:23: Attribute 5 6 O000EAC4 17:28:23: Attribute 1 15



6A736D69 17:28:23: Attribute 40 6 00000001 17:28:23: Attribute 45 6 00000001 17:28:23: Attribute
6 6 00000002 17:28:23: Attribute 44 10 30303030 17:28:23: Attribute 7 6 00000001 17:28: 23:
Attribute 41 6 00000000 17:28:23: RADI US: Received fromid 55 171.68.118. 101: 1646, Accounti ng-
response, len 20 17:28:23: AAA/ AUTHOR/ I PCP Vi1l: Start. Her address 0.0.0.0, we want 0.0.0.0

17: 28: 23: AAA/ AUTHOR/ | PCP Vi 1: Processing AV service=ppp 17:28:23: AAA/ AUTHOR/ | PCP Vi 1:

Aut hori zation succeeded 17:28:23: AAAN AUTHOR/ I PCP Vi 1: Done. Her address 0.0.0.0, we want
0.0.0.0 17:28:23: AAAN AUTHOR/ I PCP Vil: Start. Her address 0.0.0.0, we want 1.1.1.1 17:28:23:
AAA/ AUTHOR/ | PCP Vi 1: Processing AV service=ppp 17:28:23: AAA/ AUTHOR/ | PCP Vi 1: Authori zation
succeeded 17:28:23: AAA/ AUTHOR/ I PCP Vi 1: Done. Her address 0.0.0.0, we want 1.1.1.1 17:28: 24:
AAA/ AUTHOR/ | PCP Vi 1l: Start. Her address 1.1.1.1, we want 1.1.1.1 17:28:24: AAA/ AUTHOR/ | PCP Vi 1
(923857566): Port="Virtual - Accessl' list="" service=NET 17:28:24: AAA AUTHOR/ | PCP: Vil
(923857566) user='jsmth@p.com 17:28:24: AAA/ AUTHOR/ | PCP: Vil (923857566) send AV service=ppp
17:28: 24: AAA AUTHOR/ | PCP: Vi 1 (923857566) send AV protocol =ip 17:28:24: AAA/ AUTHOR/ | PCP: Vi1l
(923857566) send AV addr*1.1.1.1 17:28:24: AAA/ AUTHOR/ | PCP (923857566) found list "default"
17:28: 24: AAA/ AUTHOR/ | PCP: Vi 1 (923857566) Met hod=RADI US 17: 28: 24: AAA/ AUTHOR (923857566) : Post
aut hori zation status = PASS REPL 17:28:24: AAA/AUTHOR/IPCP Vil: Reject 1.1.1.1, using 1.1.1.1
17: 28: 24: AAA AUTHOR/ | PCP Vi 1: Processing AV service=ppp 17:28:24: AAA/ AUTHOR/ | PCP Vi 1:
Processing AV addr*1.1.1.1 17:28:24: AAA/ AUTHOR/ I PCP Vi 1: Aut horization succeeded 17:28: 24:

AAA/ AUTHOR/ | PCP Vi 1: Done. Her address 1.1.1.1, we want 1.1.1.1 %/ NEPROTO- 5- UPDOMN: Li ne
protocol on Interface Virtual - Accessl, changed state to up Sneetches# !--- The user finishes and
di sconnects. Sneetches# 17:28:50: Vil VPDN. Reset 17:28:50: Vil VPDN: Reset % NK-3- UPDON:
Interface Virtual - Accessl, changed state to down 17:28:50: Vil VPDN: Cl eanup 17:28:50: Vil VPDN:
Reset 17:28:50: Vil VPDN: Reset 17:28:50: Vil VPDN. Unbind interface 17:28:50: Vil VPDN. Reset
17:28:50: Vil VPDN: Reset 17:28:50: AAA/ ACCT/ NET/ STOP User jsnith@p.com Port Virtual - Accessl:
task_id=14 start_ti ne=900759731 ti nezone=UTC servi ce=ppp protocol =ip addr=1.1.1.1 disc-cause=2
di sc- cause- ext =1011 pre-bytes-in=0 pre-bytes-out=42 pre-paks-in=0 pre-paks-out=2 bytes_i n=882
byt es_out =356 paks_i n=17 paks_out =11 pre-session-time=0 el apsed_tine=27 data-rate=0 xnit-rate=0
17: 28: 50: RADI US: Comput ed ext ended port value 0:60100: 17:28:50: RADIUS: Initial Transmit id 56
171. 68. 118. 101: 1646, Accounti ng- Request, len 129 17:28:50: Attribute 4 6 0A1F0132 17:28:50:
Attribute 5 6 O000OEACA 17:28:50: Attribute 1 15 6A736D69 17:28:50: Attribute 40 6 00000002
17:28:50: Attribute 45 6 00000001 17:28:50: Attribute 6 6 00000002 17:28:50: Attribute 44 10
30303030 17:28:50: Attribute 7 6 00000001 17:28:50: Attribute 8 6 01010101 17:28:50: Attribute
49 6 00000002 17:28:50: Attribute 42 6 00000372 17:28:50: Attribute 43 6 00000164 17:28:50:
Attribute 47 6 00000011 17:28:50: Attribute 48 6 0000000B 17:28:50: Attribute 46 6 0000001B
17:28:50: Attribute 41 6 00000000 17:28:50: RADI US: Received fromid 56 171.68.118.101: 1646,
Accounti ng-response, |len 20 17:28:50: AAA/ AUTHEN: free_user (0x143368) user='jsm th@p.com
ruser="" port="Virtual - Accessl' rem addr="async' authen_type=CHAP servi ce=PPP priv=1 %I NEPROTO
5- UPDOWN: Li ne protocol on Interface Virtual - Accessl, changed state to down Sneetches#

Debuga para a falha na conex&o no roteador ISP

koal a#tshow debug General OS: AAA Aut hentication debugging is on AAA Authorization debugging is
on AAA Accounting debugging is on VPN VPN events debugging is on VPN errors debugging is on
RADI US protocol debugging is on koala# !--- Problem1: !--- User hp.comis not in the ISP
server: !--- There is no output on HGWrouter because the call has not gone that far. RADI US:
Received fromid 83 171.68.120.194: 1645, Access-Reject, len 20 18:43:18: AAA/ AUTHEN
(4063976505): status = FAIL !--- Problem2: !--- User hp.comis not in the |SP server. !---
There is no output on HGWrouter because !--- the call has not gone that far. RADI US: Received
fromid 83 171.68.120.194: 1645, Access-Reject, len 20 18:43:18: AAA AUTHEN (4063976505): status
= FAIL !'--- Problem3: !--- Problemin tunnel definition on HGWrouter; in HGNconfiguration !--
- vpdn incomng hp-gw isp virtual-tenplate 1 is inserted !--- instead of vpdn incom ng isp hp-gw
virtual -tenplate 1. %/PDN 5- UNREACH: L2F HGW 10.31.1.50 is unreachabl e VPDN: Ti meout opening
tunnel to 10.31.1.50 VPDN: Free busy address 10.31.1.50 !--- Problem4: !--- User "isp" or "hp-
gw' is renopved from HGWrouter. 9%/PDN 6- AUTHENFAIL: L2F NAS koal a, authentication failure for
tunnel hp-gw; Invalid key !--- Problem5: !--- User "isp" is not in the HGWserver. %/MPDN 6-
AUTHENFAI L: L2F HGW, AAA authentication failure for tunnel hp-gw!--- Problem6: !--- User
jsmth@p.comis not in the HGW server. %/PDN 6- AUTHENFAI L: L2F HGW hp- gw, AAA aut hentication
failure for Asl user jsmth@p.com Authentication failure

Debuga para falhas na conexao no roteador de HGW

Sneet ches#show debug General OS: AAA Aut hentication debugging is on AAA Authorizati on debuggi ng
is on AAA Accounting debugging is on VPN. VPN events debugging is on VPN errors debugging is on



RADI US protocol debugging is on Sneetches# !--- Problem1: !--- Problemin tunnel definition on

the HGWrouter; in HGWNconfiguration !--- vpdn incom ng hp-gwisp virtual-tenplate 1 is inserted
l--- instead of vpdn incom ng isp hp-gw virtual-tenplate 1 !--- debug vpdn | 2f-errors displ ay.
19: 25:27: L2F: Couldn't find tunnel named isp 19:25:30: L2F: Couldn't find tunnel named isp !---
Problem 2: !--- User "isp" is renpved fromthe HGNrouter. AAA/ AUTHEN (3372073334): SENDAUTH no

password for isp AAA/ AUTHEN (3372073334): status = ERROR AAA/ AUTHEN START (3372073334): no

net hods left to try AAA/ AUTHEN (3372073334): status = ERROR AAA/ AUTHEN START (3372073334):
failed to authenticate !--- Problem3: !--- User "hp-gw' is renmoved fromthe HGWNrouter.

AAA/ AUTHEN (3999868118): SENDAUTH no password for hp-gw AAA/ AUTHEN (3999868118): status = ERROR
AAA/ AUTHEN START (3999868118): no nmethods left to try AAA/ AUTHEN (3999868118): status = ERROR
AAA/ AUTHEN START (3999868118): failed to authenticate !'--- Problem4: !--- User "isp" is renmpved
from HGW RADI US server. RADIUS: Received fromid 107 171.68.118.101: 1645, Access-Reject, |len 46
Attribute 18 26 41757468 AAA/ AUTHEN (2759462034): status = FAIL VPDN: Chap authentication failed
for isp WPDN 6- AUTHENFAI L: L2F HGW, AAA authentication failure for tunnel isp !--- Problem5:
l--- User "jsmith@mp.com is not in the HGWserver. RADI US: Received fromid 109

171. 68. 118. 101: 1645, Access-Reject, len 46 Attribute 18 26 41757468 AAA/ AUTHEN (2765235576) :
status = FAIL %/PDN- 6- AUTHENFAI L: L2F HGW hp-gw, AAA authentication failure for Vil user
jsmth@p.com Authentication failure
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